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1. 

METHOD AND APPARATUS FOR IN-LINE 
SERALDATA ENCRYPTION 

This application claims the benefit of U.S. Provisional 
Application No. 60/376,580, filed Apr. 30, 2002, which is 
hereby incorporated herein in its entirety by reference. 

BACKGROUND OF THE INVENTION 

The present invention relates to encryption of data stored 
by processor-based systems. In particular, it relates to encryp 
tion of data transmitted from a host computer to a target 
device Such as a storage system, where the encryption is 
carried out in-line with the data channel and transparently to 
a user of the host computer. 
As ever greater amounts of sensitive data are stored in 

storage systems that are Subject both to physical compromise 
and to computer-based attacks, it becomes more important 
that data stored in Such locations be secure in the case that 
physical control over the storage system is lost. Storing the 
data at an insecure site in an encrypted form allows the storage 
facility itself to be considered unclassified in certain circum 
stances, since the data will not be compromised if unautho 
rized access is gained. 
Some current systems provide for essentially real-time 

encryption and decryption of the data as it is written to and 
retrieved from the storage system. One way to provide Secu 
rity to sensitive data is to use in-line encryption and decryp 
tion of the data, Such as encryption of data as it is transmitted 
over a parallel bus from a host computer to a storage device. 
Such systems would be generally unsuitable for a serial 
channel setting, where the speed of encryption and related 
processing necessary is very high, especially in systems that 
use such protocols as the Firewire R (IEEE 1394) standard or 
Ethernet protocols, such as Gigabit Ethernet. 

Encryption of transmitted data is carried out by conven 
tional systems, which inhibits anyone intercepting the trans 
mission from reading the data. However, there are other man 
ners in which a computer user may engage in illicit activities. 
For instance, data may be transferred out of a secure location 
by embedding it in particular ways inside control or status 
headers. In addition, a user outside a secure system may 
mount an attack on the system by including address pointers 
or other disallowed data in the headers. Additionally, the 
pattern of data access may itself be a manner in which a 
device. Such as a storage device, may be targeted to send 
information to unauthorized observers. 
A system is needed whereby transmission of data in a serial 

channel can be accomplished in-line and in real time, where 
the data and control information can be treated separately for 
both encryption purposes and for handling various types of 
attacks and covert processes embedded in or achieved by the 
transmitted information. 

It would be advantageous to provide such a system which 
could be used in connection with existing storage systems, 
without alteration of the storage systems themselves. 

SUMMARY OF THE INVENTION 

A system according to an embodiment of the invention 
includes an encryption unit connected in-line on a serial chan 
nel connecting a host computer and a storage system, or some 
other source device(s) and target device(s). The encryption 
unit may be a processor-based unit with local memory and 
program module to carry out encryption, decryption and other 
functions of the invention. The invention also includes a pro 
cessor-based system and/or network incorporating Such an 
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2 
encryption unit, and methods of encrypting and carrying out 
other security functions on data packets sent along serial 
channels, and in some cases also parallel channels. 

Data packets received serially at the encryption unit 
include a header with control information and the data itself. 
The data is separated from the header, encrypted, recombined 
with the header, and transmitted to the target device, all 
accomplished in real time and transparently to either the 
Source device or the target device, which can configure their 
data packets in conventional manner, i.e. without any struc 
ture or control information added to accommodate the 
encryption unit. 
The control information, which may include commands 

and status information, can be subjected to filtering and 
rejecting operations by the encryption unit, to pass through 
only a predetermined set of commands and/or to reject a 
predetermined set of commands. Control information may 
also converted or mapped onto equivalent or Substitute con 
trol information for transmission on to the target device, 
which inhibits disallowed activities such as the use of the 
packet headers as covert channels. Specific types of informa 
tion, including data and data pointers, may also be blocked 
from being transmitted via the packet headers. 
The encryption unit is configured to operate at Sufficiently 

fast speeds such that the data encryption and decryption and 
control information mapping, filtering, etc. is carried out 
Substantially at the transmission speed of the serial 
channel(s). In some embodiments, the encryption unit can be 
built into a serial bus connector, e.g. a Firewire R connector, 
and used as a hot-pluggable security device carrying its own 
logic (hardware, software and/or firmware). Building the 
encryption unit in a modular fashion, such as by separating 
the security functions from serial interface functions, allows 
for less time-consuming and less expensive upgrades and 
replacements. 

Other systems, methods, functions and advantages of the 
invention, or combinations of these, will be or become appar 
ent to one skilled in the art based upon the following descrip 
tion. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is a diagram of a system incorporating features of 
the present invention. 

FIG. 2 is a block diagram of an encryption unit according 
to the invention. 

FIGS. 3-6 are diagrams of alternative embodiments of 
systems according to the invention. 

FIG. 7 is an illustration of an embodiment of the invention 
as incorporated into a serial channel connector. 

FIG. 8 is a block diagram illustrating an embodiment of the 
invention configured to encrypt transmitted data. 

FIG.9 is a block diagram illustrating an embodiment of the 
invention configured to filter transmitted data packets. 

FIG. 10 is a block diagram illustrating an embodiment of 
the invention configured to convert transmitted control infor 
mation. 

FIG. 11 is a block diagram illustrating logical layers in one 
embodiment of the invention. 

DETAILED DESCRIPTION OF PREFERRED 
EMBODIMENTS OF THE INVENTION 

FIG. 1 shows a processor-based system 10 such as a work 
station or personal computer. The system 10 includes at least 
one processor 20 and a conventional input-output (I/O) Sub 
system 30, which communicates with user interface 40 and a 
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serial channel or bus 50. Typical user interface devices may 
include a keyboard, mouse, track ball, monitor, and other 
human-interface input and output devices. 

The serial channel 50 conventionally includes switches, 
router, hubs and the like, and network devices such as print 
ers, servers, other workstations, and storage devices may be 
connected to the channel 50. Storage devices 60-80, such as 
disk drives, storage arrays or servers, tape backup units and 
the like are connected to the serial channel 50 via an in-line 
encryption unit 90. The I/O subsystem 30 and connected 
devices 60-90 are in some embodiments of conventional 
design. 
The encryption unit 90 includes a processor 100 with asso 

ciated memory 105, an encrypt module 110 and an transmit 
module 120. The modules 110 and 120, as with other modules 
or units discussed herein, may be implemented as any Suitable 
logic configured to carry out the functions described. As used 
herein, the term “logic' refers to hardware (e.g. a board, 
circuit, chip, etc.), software and/or firmware configured to 
carry out operations according to the invention. For instance, 
features of the invention may be accomplished by specific 
circuits under control of a computer program or program 
modules stored on a Suitable computer-readable medium, 
where the program modules are configured to control the 
execution of memory operations using the circuitry of the 
interface 80. 
One advantage of implementations that include at least 

Some Software or firmware is that updates, modifications and 
patches are generally easier and less expensive to install. 

Thus, the encrypt unit 90 may be a hardware/firmware 
device using an FPGA (field-programmable gate array) or a 
purely hardware device, such as an ASIC (Application Spe 
cific Integrated Circuit). These hardware implementations, 
including well known self-checking and authentication tech 
niques can be used to restrict alteration of the unit 90. In this 
case, the encrypt module 110 and transmit module 120 may 
be substantially hardware-implemented. These would be suit 
able for Type I communications, or as specified for NSA 
(National Security Agency) TS/SCI (top secret/sensitive 
compartmented information). 

Alternatively, the encryption unit 90 might be a processor 
based system or subsystem, while the encrypt module 110 
and transmit module 120 are software that is executed by the 
unit 90. In yet another embodiment, the encryption unit 90 
may take the form of a Software program itself executed on a 
processor (in which case the processor 100 is separate from, 
and does not form a part of the encryption unit 90 itself), and 
the encrypt module 110 and transmit module 120 may in this 
case be software modules forming part of or in communica 
tion with the encryption unit 90. 

Although much of the present invention will be described 
in terms of a host computer sending data to a storage system, 
which is encrypted during transmission, the designations of 
host computer and storage system are symmetrical, and in 
general the invention can be implemented in setting of any 
Source device transmitting data to any one or more target 
devices, where security is desired for the contents of the 
message and to prevent unauthorized access to at least one of 
the devices. 

In addition, although the present disclosure is described in 
detail with respect to serial channels and serial data transmis 
sion protocols, many of the concepts may be applied to a 
parallel data setting, and thus when serial transmission is 
mentioned it should be taken as also including parallel trans 
mission where this is applicable to the functions described. 
A block encryption (or cipher) method may be used to 

encrypt data in the present invention, and/or other encryption 
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4 
methods may be used. Such as a stream cipher method, in 
which case the encryption unit 90 may include auxiliary 
address regions for keys, key fragments, and initialization 
VectOrS. 

The embodiment of FIG. 1 is suitable where target devices 
60-80 are in an unsecured environment, e.g. they reside in an 
unclassified facility and thus reliable encryption is used. The 
host 10 may suitably be in classified facility, and thus may 
store and pass data in an unencrypted manner. In this case, the 
encryption unit 90 may be on the boundary between the two 
environments (classified and unclassified), and may be asso 
ciated with one or the other. In some embodiments, two 
encryption units may be used, one at the boundary of each 
environment, with a network (e.g. the Internet) between them 
for passing secure, encrypted data. 

In FIG. 3, the encryption unit 90 communicates with each 
of several (here, three) target devices such as storage devices 
130-150, which are connected in a network topology such as 
a serial ring topology. 

FIG. 4 illustrates an embodiment in which host devices 
160-180 having user interfaces 190-210, respectively, com 
municate over separate serial channels 212-216 to encryption 
unit 90 and to target devices 220-240, each of which is con 
nected via a point-to-point serial connection (242-246. 
respectively) to the encryption unit 90. 

FIG. 5 illustrates an embodiment in which several (here, 
three) host devices 300-320 with associated user interfaces 
330-350, respectively, are connected in a network such as a 
serial ring topology, and all are in communication with 
encryption unit 90. 

FIG. 6 illustrates an embodiment in which a host 400 with 
associated user interface 410 is connected via separate serial 
channels 430 and 440 to an encryption unit 420 of the inven 
tion, which itself is connected via separate serial channels 450 
and 460 to target devices such as 470 and 480, respectively. 

FIG. 7 is a diagram of an embodiment of the invention in 
which the encryption unit 90 is carried within one connector 
of the serial channel 50-65. For instance, bus 50 and bus 65 
may be Firewire(R) cables, with bus 50 having one connector 
500 and bus 65 having a mating connector 510. In this case, 
any data passing through bus 65 to storage unit 60 (see FIG. 
1) is encrypted or otherwise treated as described below, and 
thus storage unit 60 never receives unencrypted classified 
information. 

In this embodiment, the connectors 500 and/or 510 may be 
hermetically sealed and/or otherwise hardened for rough 
environments. Alternatively or in addition, the buses 50 and/ 
or 65 may carry power and/or additional signals to the con 
nected devices. 

In another embodiment, the encryption unit 90 may be 
implemented on a plug-in card for either a host system or a 
target device. Such as an a PCI card or a daughterboard that 
connects to a motherboard of the receiving system. 
The serial channels herein may thus be Firewire R (IEEE 

1394) protocol buses, or they may be any of a number of other 
suitable serial channels, such as serial ATA, serial SCSI, fibre 
channel, and so on. 
The following discussion will be directed to an embodi 

ment in which a single host 10 communicates with a single 
target device (e.g. storage device 60), but it will be understood 
that one-to-multiple or multiple-to-one mappings in a variety 
of configurations, as in FIGS. 1 and 3-6 or other architectures, 
may additionally or alternatively be used in connection with 
the invention. Data may be treated in similar or symmetrical 
fashion (e.g. for encrypting and/or decrypting) when passed 
in either direction between the host device(s) and target 
device(s). 
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In architectures where multiple target devices are avail 
able, the encryption unit can be configured to distributing 
incoming requests from a host to multiple storage devices 
through an address mapping scheme—for example— 

Host Address Encryption Unit Address 

O Storage Medium 1, block O 
1 Storage Medium 2, block O 
2 Storage Medium 1, block 1 
3 Storage Medium 2, block 1 

This example represents a simple striping, which might be 
done for performance reasons. Other commonly used map 
ping schemes could be used to achieve redundancy (Such as 
mirroring, parity, Reed-Solomon Codes) or increases in 
capacity (concatenation). 

These types of address mappings can also be used to Sup 
port security functions for different users and different secu 
rity levels. Because no standardized method exists today to 
associate users with data accesses on media data channels this 
invention offers two alternative approaches. 

First, in the case of a single input to the encryption unit, the 
internal security function of the encryption unit will typically, 
in conventional encryption systems, have a security function 
that identifies the user, his initialization vector and the per 
mitted address space to the encryption unit. For example, a 
particular user could be mapped to read or write a subset of all 
possible addresses. When this user identification is changed, 
then the mapping of address spaces and encryption keys can 
change accordingly. This allows the host system and all of its 
connections to change from one security level to another as a 
function of time and user authentication. 

Second, this security model also easily Supports multiple 
security levels of data being stored and accessed simulta 
neously. This is permitted by providing multiple independent 
physical inputs to the encryption unit. Each input may be 
associated with a predetermined security level or compart 
ment via one host profile and its associated initialization 
vectors and keys. Existing trusted routing mechanisms can be 
used within the controlled confines of the encryption unit to 
route the data from the appropriate input to the cryptographic 
core, initialized with the key and algorithm appropriate for 
that input, and mapped to the subset of the available data 
storage medium addresses allocated to that security level. 
The designations “host' and “target devices are for con 

Venience, and in fact either device may act as a host or target 
at different times. The host and target devices may in fact be 
Substantially identical in function, such as in a peer-to-peer 
network. 

Encryption of Data 
The encryption unit 90 may be used for encryption of data 

transmitted over bus 50 from the host 10. As shown in FIG. 8, 
a data packet or block 600 is transmitted with a header 610 
and data 620, in a serial fashion, to the encryption unit, which 
strips off the data 620 and subjects it to an encryption opera 
tion. 

The encryption operation will typically use a random or 
pseudo-random numbergeneration process, in which case the 
seed for the process can be such information as the target 
address for the data packet 600, the host identifier for the host 
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6 
10, and any other desired information. This seed can be used 
both in the encryption and decryption procedures. 
The encryption and decryption processes may be carried 

out by the same engine (e.g. unit, processor, module, etc.), or 
separate encryption and decryption engines may be provided. 
The encryption unit may include logic and access to informa 
tion Sufficient to perform key loading and encryption algo 
rithm loading and initialization. This can be done in a number 
of conventional manners, with a common feature in some 
embodiments being that a secure mechanism is provided for 
loading the encryption and decryption program modules or 
methods, initializing the cryptographic engine (see FIG. 11), 
loading the session keys, and/or Switching keys and initial 
ization vectors and algorithms based upon data requests 
received on the data channel. In addition, in Some embodi 
ments logic configured to provide secure erasure of keys and 
encryption and/or decryption algorithms is included. 
The encryption unit 90 is set up such that the host 10 can 

transmit and receive control information (including com 
mands, header data, etc.) and data in a normal fashion, i.e. 
with no additional steps, information or packet modification 
needed to accommodate the encryption operation. Thus, the 
encryption unit 90 is transparent to the data packets, and the 
host 10 operates in the same manner as if the target device(s) 
were not storing data in an encrypted form. This has the 
advantage that it supports physical and logical operations of 
the channel being used, and thus accommodates whatever 
standard is used for that particular type of channel. 

For example, a command from the host 10 that requests 
information Such as the manufacturer, serial number, etc. of 
the target device is replied to by the encryption unit 90 in the 
same manner in which the target device itself would have 
responded if the encryption unit were not present. 

This can be accomplished in several manners. In one 
embodiment, the encryption unit 90 can send the inquiry to 
the target device, obtain the response, and pass this informa 
tion back to the host 10. Alternatively, the encryption unit 
could maintain the needed information locally, such as in its 
local memory 105, and respond with the locally stored infor 
mation. The latter embodiment has the advantage that the 
request can be fulfilled without accessing the target device, 
freeing up the target resources for other operations and allow 
ing a quicker response to the host. It can also help prevent 
covert channel signaling by reducing the determinism of the 
input and output command traffic to the encryption unit. A 
host, attempting to signal a hostile observer on the data Stor 
age side of the encryption unit will be inhibited from predict 
ably controlling the type of command that is sent to the data 
storage device, and from determining whether a command is 
sent at all. In this embodiment, the encryption unit can be 
provided with a module or mechanism by which it updates its 
information about host and/or target devices at predetermined 
times, e.g. either periodically or upon occurrence of prede 
termined events, such as modification of the network, reboo 
ting of given devices, and so on. 
Control Information Modification 

In addition or as an alternative to encryption of the data 
620, the encryption unit 90 may be configured to replace 
control information with equivalent or substitute control 
information, e.g. command or function “tokens'. In one 
embodiment, a packet 700 may be transmitted (see FIG. 9), 
with a header 710 including command and status information 
712-714 and data 720. 
The encryption unit in this embodiment includes a filter 

module 730, which may include a look-up table, a formula or 
other logic configured to pass only a predetermined allowed 
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set of commands, status and other information or categories 
of information (e.g. excluding certain types of data, address 
pointers and the like) that may be included in the header 710. 
Alternatively or additionally, the filter module may include 
logic configured to reject a predetermined set of information 
or categories of information, e.g. to reject certain types of 
data, address pointers, and so on. Thus, the filter module 730 
may be configured as an information or command pass filter 
or blocking filter for any control information that may be 
included in the packet 700, whether or not in the header. 

Typical allowed commands will be read, write, and other 
commands associated with data or memory access and stor 
age. 

FIG. 10 shows an alternative embodiment wherein data 
packet 800 includes a header 810 with command and status 
information 812-814 and data 820 and is sent to encryption 
unit 90 for transmission to a target device 60. In this embodi 
ment, the encryption unit 90 includes a conversion module 
830, which includes logic configured to convert commands, 
status, address and other information to equivalent informa 
tion to pass on to the target device 60. The conversion process 
can be used to ensure that covert signaling or 'stealth pack 
ets” (e.g. by putting “hidden values inside the reserved fields 
of legitimate commands) cannot occur or be sent between the 
host 10 and the target 60 by inclusion of disallowed informa 
tion in the packet 800 (either the header 810 or the data 820). 

Both the filter unit and/or conversion unit may additionally 
be used to prevent the passing of malformed commands, i.e. 
commands that do not logically match the protocol or target 
device, have been corrupted, and so on 
The conversion unit may additionally or alternatively 

include logic configured to rearrange the order in which pack 
ets are received, by processing the commands or requests 
relating to the packets in an order other than the order in which 
they arrived at the encryption unit, and/or by responding to 
the commands or requests in a different order than that in 
which they were received, and/or by altering the timing of the 
transmission of the packets in an unpredictable way while still 
maintaining the functionality of the underlying media proto 
col. This provides additional methods for preventing the 
transmission of covert data from one device to another. 

The filter unit and/or conversion unit may be modified from 
time to time as needed or on a predetermined schedule to 
remove or add allowed commands or other functions or infor 
mation, to remap commands from the host to the target, and so 
O. 

Data Encryption Unit Interfaces 
The data encryption unit 90 may be implemented as a 

device with three logic layers, as illustrated in FIG. 11. A 
plain text interface 900 couples to serial channel 50, i.e. is on 
the side of the unit 90 presented to a channel in which unen 
crypted data may be sent. A cipher text interface 910 couples 
to serial channel 65, i.e. is on the side of the unit 90 presented 
to a channel in which encrypted data may be sent. Between 
these two layers is the cryptographic core 920, which may 
include the modules or other logic discussed above and 
shown in FIG. 2. 
The layers 900-920 need not be physically distinguishable 

features of the encryption unit 90, but may be integrated into 
a single effective device. However, if either or both of the 
interfaces 900-910 is separable from the cryptographic core 
910, they may be replaced and thus the unit 90 may be 
upgraded or repaired without replacing the core 920. 

The plain text interface 900 may be configured to emulate 
the behavior of a conventional target device, e.g. storage 
medium, so that hosts or other devices (such as processors, 
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8 
other storage media, other encryptors, etc.) can function nor 
mally without requiring any alteration to their hardware or 
software in order to interact with the target device. The filter 
module 730 and/or conversion module 830 discussed above 
may be included in the plain text interface. In addition, the 
plain text interface 900 may include logic configured to prop 
erly format and transport incoming packets to the crypto 
graphic core 920, e.g. assembling packets received serially 
and by Stripping data from headers for processing by the 
encrypt module 110. 
The cipher text interface 910 performs functions similar or 

mirrored to the plain text interface 900, such as rebuilding 
data packets from the components provided by the crypto 
graphic core, including the header (with unaltered, filtered 
and/or converted control information) and the encrypted data, 
and converting these back into appropriate serial form for the 
channel 65. The reverse functions are performed for data 
packets arriving on the channel 65 at the encryption unit 90, 
e.g. Stripping off the data portion of the packet for decryption 
while providing the control information to the cryptographic 
core for appropriate processing. 
The interfaces 900 and/or 910 may also include logic con 

figured to perform protocol conversion or data block size 
conversion, e.g. between any two or more protocols desired, 
depending upon the serial channels connected to the host and 
target device(s). 
When the encryption unit is used in a configuration with 

either multiple hosts and/or multiple targets (as in FIGS. 1 
and 3-6), packets from or to different devices may be treated 
differently. FIG. 6 illustrates a configuration where the sepa 
rate channels 430 and 440 may be received via different 
interfaces at the encryption unit 420, and the received data 
packets are likewise transmitted over separate channels 450 
460, respectively, to the target devices 470-480. This configu 
ration presents a straightforward manner of implementing a 
mapping and/or partitioning embodiment which treats differ 
ent protocols, Sources and destinations differently. There may 
be differences driven by the nature of the devices (e.g. fibre 
channel vs. serial SCSI), and/or there may be configurable 
security criteria, such as providing certain levels of encryp 
tion, a single key or multiple keys, integrity checking, and so 
O. 

The encryption unit 90 need not process data packets on a 
block-size basis. The serial channel setting allows any arbi 
trary number of bits to be identified as the encryption stream 
size, and this can be varied as desired, which can make an 
attack on the encrypted data less likely to Succeed, since the 
resulting formatting is not in a conventional block-data form. 
In this embodiment, the encryption unit or target and/or host 
device(s) may include logic to rebuild the data blocks from 
the arbitrary lengths of bitstreams. 

This invention thus provides a high-speed, in-line encryp 
tion and security system that can accommodate protocols of 
various types, such as multiple types of serial data transmis 
sion. Security for both the data itself and to inhibit or prevent 
covert channel transmissions, with different levels of security 
for different channels and devices, is provided without the 
need to modify either the source or destination device(s). 

If a storage device is accessed by unauthorized users, the 
meaning of the stored data will be protected via the encryp 
tion of the original data. If the encryption unit itself and the 
associated storage device are accessed by unauthorized users, 
the encrypted data will be unavailable, if the cryptographic 
key(s) have been deleted from the encryption unit or 
destroyed. 
The encryption unit in the foregoing description has in each 

case been placed in-line between the host(s) and the target 
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device(s). It is also possible to implement and architecture 
where the encryption unit is not directly in line, but still 
provides many or all of the encryption, filtering, conversion 
and other functions described above. 

Other systems, methods, functions and advantages of the 
invention, or combinations of these, will be or become appar 
ent to one skilled in the art based upon the figures and the 
foregoing description. It is intended that all Such additional 
systems, methods, functions, advantages and combinations 
be included within this description and within the scope of the 
invention, and be protected by the accompanying claims. 
What is claimed is: 
1. An encryption system, including: 
an input connection configured to receive, from a first 

device, serial, plain-text data and associated control 
information for a second device, said control informa 
tion including at least one command directed to opera 
tion of the second device to store and retrieve data, 

an output connection configured to connect to the second 
device; 

an encrypt module configured: (a) to encrypt the data, (b) to 
filter disallowed control information, and (c) to leave 
allowed control information unencrypted; 

a transmit module configured to transmit the encrypted 
data and control information to the second device; 

wherein the control information is disallowed or allowed 
based on at least some of the at least one command 
directed to operation of the second device to store and 
retrieve data. 

2. The encryption system of claim 1, wherein: 
the first device includes a processor-based system; and 
the second device includes a storage system. 
3. The encryption system of claim 1, wherein the encrypt 

module is configured to encrypt the data in multiple data 
Subsets of a predetermined size. 

4. The encryption system of claim3, wherein the predeter 
mined size is variable. 

5. The encryption system of claim 4, wherein the transmit 
module is further configured to transmit size information 
identifying the predetermined size to the second device. 

6. An encryption system, including: 
an input connection configured to receive, from a first 

device, bits of serial, plain text data and associated con 
trol information for a second device, said control infor 
mation including at least one command directed to 
operation of the second device to store and retrieve data; 

an output connection configured to connect to the second 
device; 

an encrypt module configured: (a) to encrypt the data bits, 
(b) to filter disallowed control information, and (c) to 
leave allowed control information unencrypted; 

a control translation module configured to remove at least 
one command from the received control information and 
to replace the removed command with an equivalent 
command; and 

a transmit module configured to transmit the encrypted 
data bits and the control information including the 
equivalent command to the second device 

wherein the control information is disallowed or allowed 
based on at least some of the at least one command 
directed to operation of the second device to store and 
retrieve data. 

7. The encryption system of claim 6, wherein the control 
translation module is further configured to reject at least one 
command that does not correspond to a predetermined set of 
allowed commands. 
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10 
8. The encryption system of claim 6, wherein the control 

translation module is further configured to reject at least one 
command that corresponds to a predetermined set of disal 
lowed commands. 

9. A method of encrypting data that is sent from a first 
device via a serial bus and directed to a second device, includ 
ing the steps of 

receiving the data from the first device along with associ 
ated control information for the second device, said con 
trol information including a command directed to opera 
tion of the second device to store and retrieve data; 

encrypting at least a portion of the data; 
filtering disallowed control information, and 
transmitting the encrypted data with allowed control infor 

mation to the second device, where the allowed control 
information is transmitted in an unencrypted form 

wherein the control information is disallowed or allowed 
based on at least Some of the at least one command 
directed to operation of the second device to store and 
retrieve data. 

10. The method of claim 9, wherein the portion of data that 
is encrypted in the encrypting step has a predetermined size. 

11. The method of claim 10, wherein the predetermined 
size is variable. 

12. The method of claim 10, wherein the transmitting step 
further includes the step of transmitting information relating 
to the predetermined size to the second device. 

13. A method of encrypting data that is sent from a first 
device via a serial bus and directed to a second device, includ 
ing the steps of 

receiving the data along with associated control informa 
tion, said control information including a command 
directed to operation of the second device to store and 
retrieve data; 

encrypting at least a portion of the data; 
determining an equivalent command for at least one 

received command associated with the control informa 
tion; 

replacing the received command with the equivalent com 
mand; 

transmitting the encrypted data with the associated control 
information including the equivalent command to the 
second device, where the associated control information 
is transmitted in an unencrypted form; 

rejecting data associated with a command for which no 
equivalent is determined. 

14. A method of encrypting data that is sent from a first 
device via a serial bus and directed to a second device, includ 
ing the steps of 

receiving the data along with associated control informa 
tion, said control information including a command 
directed to operation of the second device to store and 
retrieve data; 

encrypting at least a portion of the data; 
determining an equivalent command for at least one 

received command associated with the control informa 
tion; 

replacing the received command with the equivalent com 
mand; 

transmitting the encrypted data with the associated control 
information including the equivalent command to the 
second device, where the associated control information 
is transmitted in an unencrypted form; 

rejecting data associated with a command that is deter 
mined to be one of a predetermined set of disallowed 
commands. 
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15. A data transmission system, including: 
a computer having a serial communications port; 
a serial bus coupled to the serial communications port; 
a recipient device coupled to the serial bus; and 
an encryption unit connected in-line to the serial bus 

between the computer and the recipient device, the 
encryption unit including an encrypt module configured 
to receive data and associated control information trans 
mitted from the computer via the serial bus and to 
encrypt the data, said control information including a 
command directed to operation of the recipient device to 
store and retrieve data; and 

a transmit unit configured to read and transmit the control 
information with the encrypted data to the recipient 
device; and 

the transmit unit is configured to block data associated with 
a command for which no predetermined equivalent com 
mand is located. 

16. The system of claim 15, wherein the recipient device 
includes a decryption module configured to decrypt the trans 
mitted data. 

17. The system of claim 15, wherein: 
the encrypt module includes a command replacement mod 

ule configured to replace at least one command associ 
ated with the control information with a predetermined 
equivalent command. 

18. The system of claim 15, wherein: 
the encrypt module includes a command replacement mod 

ule configured to replace at least one command associ 
ated with the control information with a predetermined 
equivalent command; and 

12 
the transmit unit is configured to transmit only data asso 

ciated with commands for which predetermined equiva 
lent commands are located. 

19. The system of claim 15, including a filtering unit con 
5 figured to filter transmitted databased upon at least one pre 

determined criterion. 

20. The system of claim 19, wherein the criterion includes 
detection of a disallowed form of data associated with the 

10 control information. 
21. The system of claim 20, wherein the disallowed form of 

a data includes an address pointer. 
22. The system of claim 20, wherein the disallowed form of 

data includes at least one command associated with a prede 
termined type of attack. 

23. The system of claim 15, wherein: 
the encryption unit is further configured to receive recipi 

ent device data and associated control information trans 
mitted from the recipient device via the serial bus and 
directed to the computer, and to encrypt the recipient 
device data; and 

the transmit unit is further configured to transmit the 
encrypted recipient device data with its associated con 

25 trol information to the computer. 
24. The system of claim 23, wherein the computer includes 

a decryption module configured to decrypt the encrypted 
recipient device data. 
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