wo 2015/167489 A1 || I} NN TP OO0 O A

(43) International Publication Date

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property Ny
Organization é
International Bureau -,

=

\

(10) International Publication Number

WO 2015/167489 A1l

5 November 2015 (05.11.2015) WIPO I PCT
(51) International Patent Classification: (81) Designated States (uniess otherwise indicated, for every
HO04L 12/723 (2013.01) HO04L 12/931 (2013.01) kind of national protection available): AE, AG, AL, AM,
(21) International Application Number: A0, AT, AU, AZ, BA, BB, BG, BH, BN, BR, BW, BY,
’ BZ, CA, CH, CL, CN, CO, CR, CU, CZ, DE, DK, DM,
PCT/US2014/036034 DO, DZ. EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT,
(22) International Filing Date: HN, HR, HU, ID, IL, IN, IR, IS, JP, KE, KG, KN, KP, KR,
30 April 2014 (30.04.2014) KZ, LA, LC, LK, LR, LS, LT, LU, LY, MA, MD, ME,
. MG, MK, MN, MW, MX, MY, MZ, NA, NG, NI, NO, NZ,
(25) Filing Language: English OM, PA, PE, PG, PH, PL, PT, QA, RO, RS, RU, RW, SA,
(26) Publication Language: English SC, SD, SE, SG, SK, SL, SM, ST, SV, SY, TH, TJ, T™M,
TN, TR, TT, TZ, UA, UG, US, UZ, VC, VN, ZA, ZM,
(71) Applicant: HEWLETT-PACKARD DEVELOPMENT ZW.
COMPANY, L.P. [US/US]; 11445 Compaq Center Drive . L
W, Houston, Texas 77070 (US). (84) Designated States (uniess otherwise indicated, for every
kind of regional protection available): ARIPO (BW, GH,
(72) Inventors: HENKEL, Michael, 5400 Legacy, GM, KFE, LR, LS, MW, MZ, NA, RW, SD, SL, SZ, TZ,
Ruesselsheim, Texas 75024 (US). PATTON, Burson UG, ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ, RU, TJ,
Keith; 5400 Legacy, Plano, Texas 75024 (US). COT- TM), European (AL, AT, BE, BG, CH, CY, CZ, DE, DK,
TINGTON, Marc; Cain Road, Amen Corner, Bracknell EE, ES, FI, FR, GB, GR, HR, HU, IE, IS, IT, LT, LU, LV,
RG12 1HN (GB). MC, MK, MT, NL, NO, PL, PT, RO, RS, SE, SI, SK, SM,
(74) Agent: FERGUSON, Christopher W; 3404 E Harmony TR), OAPI (BF, BJ, CF, CG, CI, CM, GA, GN, GQ, GW,

Road, Fort Collins, Colorado 80528-9599 (US).

KM, ML, MR, NE, SN, TD, TG).

[Continued on next page]

(54) Title: NETWORK FABRIC CONTROL

(57) Abstract: Techniques for controlling a network fabric are disclosed. Labels

are assigned to paths between endpoints in the network fabric. Switches in the path
are configured to communicate data communication packets having the label along

' the path. Upon receiving a first data communication packet from a first one of the

Obtain data on paths between 300

endpoints

Assign label to each path -~ 310

X

Program switches in each path to direct e 320

packets with label along path

> 330

Recelve a first packet from a first switch|

X . 340
Determine label for path from first -
switch to first packet's destination -

* - 350
Communicate first packet o
destination

v
Program first switch to switch
subsequent packets corresponding ta |-
first packet over path

360

FIG. 5

End i

M

switches in the network fabric for communication to a destination endpoint over
the network fabric, the label for a path from the first switch to the destination is ob-
¥ tained, the first packet is communicated to the destination endpoint and the first
switch is caused to communicate subsequent data communication packets corres-
ponding to the first data communication packet over the path.
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NETWORK FABRIC CONTROL

BACKGROUND

{0001} In a network fabric of a data communication network, network nodes are
interconnected by network elements such as switches. Netwark fabrics for large
entities such as enterprises can span different buildings, states or even countries.
Network fabrics may also accommodate different tenants whose businesses are

independent of each other.

BRIEF DESCRIPTION OF THE DRAWINGS

{0002} The accompanying drawings illustrate various examples and are a part
of the specification. The illustrated examples are examples and do not limit the
scope of the claims. Throughout the drawings, identical reference numbers

designate similar, but not necessarily identical slements.

{0003} FIG. 1 is a block diagram of a fabric control system according to various

exampies,

{0004] FIG. 2 is a block diagram of a fabric control system according to various
examples;

{0005} FIG. 3 is a block diagram of a fabric control system, according to various

examples;

10008} FIGs 4a-4d are a schematic diagrams llustrating control of swilching in
a network fabric, according 1o various examples;

{00071 FIG. 5 1s a flow diagram depicting steps taken to implement fabric control

according to various examples; and,
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{0008] FIG. 6 is a flow diagram depicting steps taken to implement fabric control

according to various examples.

{0008} The same part numbers designate the same or similar parts throughout
the figures.

DETAILED DESCRIPTION

{00010} A physical network fabric can be used {o interconnect network
nodes such as computing devices, links to other networks, appliances, printers and
the like. A physical network fabric can include hardware switches having wired

and/or wireless conhectlions to network nodes.

{00011} A virtual network fabric can be used fo interconnect network
nodes such as computing devices, links to other networks, appliances, printers and
the like. A virual network fabric can be provided by ane or more software
applications executing on a computer system. A virtual network fabric may overlay
one or more physical network fabrics and be presented to network nodes without

reference to the underlying physical network fabric.

{00012} The term Software Defined Networking (SDN) is used herein to
refer to network fabrics in which the control plane of the network fabric is decoupled
from the data plane. In an SDN environmaent, the network fabric can be changed

under the control of an SON controlier.

{00013} One difficulty with physical network fabrics is that they require
manual management to change the network fabwic. For example, physical network
devices are often canfigured through a command line interface from a computing
device locally connected to the network device. Another problem is that wired links
betwean network eguipment such as swilches and other nodes in the network
fabric often must be manually changed in order to change the network fabric. This
is a labour intensive activity that requires a technician to visit the physical focation
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of the network equipment. Typical problems include high labour cosis associated
with network fabric changes and delays due to having to wail for the necessary
technician to be in place o make the change. Another problem is that whan large
changes fo a network fabric are intended and the network equipment to be
changed is spaced apart, there can be delays and network outages while all the
changes are made and the technician{s) make their way around the network

equipment.

{00014} in virtual network fabrics, the underlying physical network fabric
is abstracted from the virtual network fabric. One problem is that the use of an
overlay network hides from the undetlying physical infrastructure all of the entropy
in the packet headers of data being transported through the overlay. It is difficult
to load balance a physical network fabric in such circumstances. Another problem
is that prioritization markings for quality of service and the like are hidden from the

underlying physical network fabric, which can cause performance issues.

{00015} A further difficulty with physical and virtual network fabrics is that
they are often managed by different teams through different tools and processes.
Vidtual network fabrics are often managed by automated or semi-automated
systems while physical network fabrics are often manually managed by

fechnicians.

{00016} Accordingly, various examples described herein may provide a
system, method or non-transitory computer-readable storage medium that enables
improved switching in a network fabric. In an example of the disclosure, a non-
transitory computer-readable storage medium containing instructions {o control a
network fabric comprises instructions that when executed by a processor cause
the processor {o: assign labels to paths between endpoints in the network fabric;
configure switches in the path to communicate data communication packets having
the label along the path; and, upon receiving a first dala comrmunication packet
from a first one of the switches in the network fabric for communication to a
destination endpoint over the network fabrig, 1o obtain the label for a path from the
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first switch to the destination, to communicate the first packet to the destination
endpoint and o cause the first switch fo communicate subsequent data
communication packets corresponding to the first data communication packet over
the path

100017} An advantiage of the examples described herein may include that
once a path is set up, network traffic can flow from over the network fabric to its
destination endpoint/network egress without needing to pass through an interim
device such as an P gateway, router or the like. An advantage of use of labelled
paths is that they can be sel up in advance and only forwarding rules or
configuration at edges of the path need o be configured for a data communication
session. Ancther advantage of use of labelled paths is that the configuration at
edges can take into account the attributes of the data communication session so
as to perform load balancing, provide quality of service, and/or restrict access to
certain parls of network fabric. Another advantage is that no encapsulation of data
communication packets is needed so load balancing and/or quality of service can
work across all ransported data communication packets.

{G0018] Another advantage of using labelled paths is that conflicts with
existing protocols can be avoided. An advaniage is that data communication
packets from networks with overlapping address space can be communicated
across the network fabric without needing to pass through an IP gateway. Another
advantage is that protocol limitations, such as the limit of 4098 VLANS in a layer 2
OS5I fabric, can be avoided.

{00019} A further advaniage is that mixed virtual and physical network
fabrics can be operated and controlled as a single common network fabric.
Another advantage is that physical and virtual network fabrics can be
interconnected and benefits of each such as performance of switching in physical

network fabric can be shared.

{00020 Another advantage is that the network fabric can be controlled
from a common management/control plane. Physical and virtual switches can be
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managed from a comman system, for example using a protocol such as OpenFlow.
As a resull, the whole network fabric can support and provide a distributed server

default gateway function.

{00021} FIG. 1is a block diagram of a fabric control system according to
various examples, FiG. 1 includes particular components, modules, elc. according
to various examples. However, in different examples, more, fewer, andfor other
components, modules, arrangements of components/imodules, etc. may be used
according to the teachings described hergin. In addition, various components,
modules, etc. described herein may be implemented as one or more electronic
circuits, software modules, hardware modules, special purpose hardware {2.g.,
application specific hardware, application specific integrated circuits {ASICs),
embedded controliers, hardwired circuitry, Field Programmable Gate Arrays

{FPGA), efc.), or some combination of these.

{00022} FIG. 1 shows a fabric control system 10 including an

infrastructure analyzer 20, a contfroller 30 and a network service module 40.

{00023} in one example, the infrastructure analyzer 20 includes a
processor 21 to execute computer program code o determine paths between
andpoints in a network fabric and to assign a label to sach path. In one example,
the controfler 30 includes a processor 31 to execute computer program code to
configure swiichas in the path o direct data communication packets having the
label along the path. In one example, the network service module 40 includes a
processor 41 o execute computer program code to receive a first data
comnunication packet from a first one of the switches in the network fabric for
communication 1o a destination over the network fabric, {o query the infrastructure
pracessor to obtain the label for a path from the first switch to the destination, to
direct the first data communication packet o the destination and to cause
subsequent data communication packels corresponding to the first data
communication packet to be directed over the path.
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{00024} FIG. 2 shows a fabric contral system 10 according to various

examples.

{00025} FIG. 2 shows the fabric conirol system 10 including the
infrastructure analyzer 20, controller 30 and neftwork service module 40 as
components of a software defined network {(SDN} controller 11, In one example,
the fabric control system 10 is a plug-in 1o the SDN controlier 11.

{00026} in one example, the fabric controt system 10 is a component
interfaces with the SDN controlier 11, In one example, the fabric control system is
a software plug-in.

{00027} in one example, the SDN controlier 11 includes a processor 12,
a memory 13, and a network communication device 14 that is connectable {o the
network fabric. In one example, the processor 12 is a central processing unit
{CPU) that executes commands storad in the memory 13, In another example, the
processor 12 is a semiconduclor-based microprocessor that executes commands
stored in the memory 13, In one example, the memaory 13 includes anyone of or a
combination of volatile memory elements (e.g., RAM modules) and non-volatile

memaory elements (e.g., hard disk, ROM modules, etc.).

{00028} in one example, the processor 12 axecutes computer program
code from the memory 13 to execute the fabric control system 10 including the

infrastructure analyzer 20, controller 30 and network service module 40.

{00029 in one example, the network communication device 14 is
connectable to the network fabric to receive data communication packets from the
switches and to enable the swiiches to be configured by the fabric control system
10. The network communication device 14 may be conneclable to the network
fabric by one or more connactions including IEEE 802.11 type, TCP/IP, Ethernet,
Radio Frequency, fiher-optic or other type link.

{00030} FIG. 3 is a block diagram of a fabric control system according to

various examples. FIG. 3 includes particular components, modules, stc. according

6
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to various examples. However, in different examples, more, fewer, and/or other
components, modules, arrangements of components/modules, elc. may be used
according to the teachings described herein. In addition, various components,
modules, efc. described herein may be implemented as one or more electronic
gircuits, software modules, hardware madules, special purpose hardware (8.q.,
application specific hardware, application specific inlegrated circuits {ASICs),
embedded controliers, hardwired circuitry, Fleld Programmable Gate Arrays

{(FPGA), elc.), or some combination of these.

{00031} in one example, the infrastructure analyzer, controller and
network service module are components of a soflware defined network {SDN})
controller.  In one example, the fabric control system 10 is a plug-in to an SDN
controller such as the HP Networking VAN SDN controller.

100032} in one example, the fabric control system 10 includes a fabric
monttor 50 to monitor for changes to the network fabric. In one examgle, upon
detecting 8 change in the network fabric, such as addition or removal of an
endpoint, the fabric monitor 50 causes the infrastructure analyzer 20 to update the
paths and assign new labels where necessary. The controller 30 is then caused

to update the switch configuration.

{00033} in one sxample, the fabwic monitor 50 monitors the SDN
controlier, for example the Topology Manager of the HP Networking VAN SDN
controller, for signals that addition or removal of network devices or links has
accurred. in one example, the fabric monitor determines paths between endpoints

from topology information obtained from the SDN controller.

{00034} in one example, a shortest path {or the shortest paths if there are
multiple paths of the same length) between each of any two endpoints in the
natwork fabric is determined and a label is assigned 1o each path. in one example,
paths are determined using a modified Yen's Ranking Loopless Paths Algorithm
to obtain an array of paths of equal shortest distance between any two endpoints
in the network fabric. It will be appreciated that other path planning algorithms can
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be used. In one example, an endpoint may be a network device such as a
computer terminal, printer, multi-functional device or server, it may alternatively be
an ingress or egress point to the network fabric such as a modem, swilch, access
point, router, firewall or other gateway 10 a network cuiside the controf of the fabric

gontrol system 10.

{00035} in one example, the labels are Mulli Protocol Label Switching,
MPLS, labels. In one example, the labels are 20 bit MPLS labels. In ancther
example, the labels are QInQ (IEEEB02 1ad), Provider Backbone Bridging
{(IEEE80Z.1ah) label, or other label types.

[C0036] in one example, the fabric control system 10 further comprises a
data repository 60 to store the MPLS labels and data on the MPLS label's
respective path. In one example, the data on the path includes dala identifying the
start and destination of the path. In one example, upon receiving a source and
destination in the network fabric, the infrastructure analyzer 20 gueries the data
repository 80 and returns the label corresponding to a path in the dala reposiiory
80 matching a requested source and destination.

{00037} in one example, the controller 30 configures switches in the path
to direct a received data communication packet having the MPLS label to a
predetermined egress port in the switch that has been associated with the path
and is connected {o the next switch or other netwark elemeant in the path.

{00038} in one example, the network service module 40 causes
subseguent data communication packels comesponding o the first data
communication packet to be directed over the path by configuring, such as by
programming, the first switch to apply the MPLS label for the path to dala
communication packets corresponding to the first packetl. As the subsequent data
conmynunication packets have the MPLS label for the path, the configuration of the
switches in the path by the controller causes the subsequent data communication

packets to be swilched along the path to the destination.
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{00038} in one example, the first swilch is configured {o treal received
data communication packets as subsequent data communication packets if they
match at least sslected attributes of the first packet of. spurce network address,

destination network address, ingress port at the first switch and a VLAN identifier.

100040} in one example, subsequent data packels are modified by the first
switch in addition {o the application of the MPLS label. In one exampls,
madifications include selected ones of. clearing a VLAN identifier field, replacing a
source MAC address with that of the gateway interface of a destination netwark,
and replacing a destination MAC address with the MAC address of the destination
P address. In one example, the fabric control system 10 may be used for other
functions such as addition of alternate protocol information to data communication
packels {such as the addition of an IPv8 address to an Pv4 addressed data
cormmunication packet), providing shared services {o tenants having overlapping
network address spaces {which is possible because the MPLS lgbel switching can
operate independently of network addressing), O81 layer-2 switching, O5! layer 3-
4 routing, and/or load balancing of the network fabric.

{00041} in one example, the configuration of switches by the controller 30
based on MPLS labels is performed periodically, for example daily. In one
example, the configuration of switches is updated only when there has been
network fabric changes fo require if. In one example, the subsequent data
communication packets may be labelled with a tenant identifier o differentiate
tenants of the network fabric. In one example, the tenant identifier is used 1o limit

the parts of the network fabric that may be used for the particular tenant.

{00042} in one example, configuration of switches by the network service
module 40 is performed upon recsiving the first packet. In this example,
configuration of the switches to define MPLS labelled paths can be established
ahead of time. In this example, configuration of the first swifch by the network
service module 40 to cause subsequent data communication packets to flow along
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the defined MPLS Iabelled paths can be done at the instant i is needed,
configuration of the remainder of the path having been done previously.

{00043} in one example, configuration or programming of swilches is
parformed by forwarding instructions to the respective switch using the Openflow

protocol. It will be appreciated that other protocols could also be used.

100044} in one example, addition to the network fabric is performed by
connecting a new network element, enabling Openflow protocol in the network
element and directing it to the SDN controller.

{Q0045] in one example, the fabric control system includes a firewall to
reject selected data communication packet types, addresses or protocols or 1o
redirect selected data communication packet types, addresses or protocols to a
different endpoint than that designated as the destination by the first data
communication packet. In another example, and in a similar scenaric to the
segmentation by tenants discussed above, the fabric controf system may control
the network fabric to operate a demilitarized zone or other perimeter network, for
example for bring yvouwr own device (BYOD) situations. In such an example,
endpoints corresponding to unknown devices may restricted to allow use of only
selacted parls of the network fabric until such time as they are approved either
automatically (such as by virus scanning, checking for operating system updates,
policy compliance ete.} or manually.

{00046} FiGs 4a-4d are a schematic diagrams illustrating control of
switching in a network fabric, according fo various examples. FliGs 4a-4d include
particutar components, modules, ete. according to varicus examples. However, in
different examples, more, fewer, andior other components, modules,
arrangements of components/modules, efc. may be used according to the
teachings described herein. in addition, varicus components, modules, etc.
described herein may be implemented as one or more electronic circuits, software
madules, daia struclures, encoded data, files, data streams hardware modules,

special purpose hardware {e.g., application specific hardware, application specific

10
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integrated circuils (ASICs), embedded controllers, hardwired circuilry, Field
Programmable Gate Arrays (FPGA), efe), or some combination of these. In
discussing FiGs 4a-4d, reference may be made fo the diagrams of FIGS. 1, 2 and
3, to provide contextual examples. Implementation, however, is not imited {o those

examples.

{0004 7] FIG. 4a shows a network fabric 100 connected to a fabric control
system 10.

100048} in one example, the nstwork fabric 100 includes switches 110,
120, 130, 140, each having respective ports 111-113; 121123, 131-133; 141-143.
in one example, each switch 110-140 is connected 1o the fabric contral system 10,
Connections between ports and betweern switches and the fabric control system in
this example are shown by dashed lines. Flow of data communication packets is
shown by solid lines.

{00049} in the example of FIG.s 4a-4d, a limited number of swilches are

shown but it will be appreciated that any number of switches can be utilized.

{00050} in this example, and as discussed with reference to FIGs 1, 2 and
3 above, the infrastructure analyzer has identified the shortest paths between
endpoints in a network fabric and has assigned a Iabel to each path. The labels
have been written to the data repository. The controller has configured the
switches in each path with the label and a forwarding instruction to the
corresponding egress port 80 as to direct data communication packets having the
tabel along the path. In the case of the path from swilch 110 to 130, intermediate
switch 120 has been configured {o forward packets labelled with the path's label to
its third port 123.

{00051} in one examplg, a first switch 110 receiving a first data
communication packet 200 is configured to forward the first data communication
packet to the fabric control system 10 as is shown in FIG. 4b. In this example, a
first data communication packet is identified as such because it has no MPLS label

11
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maiching a path at the switch and there is no configuration at the first switch 110
in respect of the data communication packet for applying an MPLS label. Typically,

a first date communication packet is the first received packet in a new session.

{00052} in one example, the fabric control system 10 identifies the packet
based on sowrce/destination 1P, VLAN 1D and ingress port information. In one
example, the fabric control system 10 modifies the packset header fields of
communication packet 200 as required and then forwards the first data packet
communication packet 200 directly to destination switch {in this example, switch
130) which receives i on port 132 (as is shown in FIG. 4¢} and then sends the
packet out the port that the destination endpoint of the first data communication

packet 200 is connected to.

{00053} in one example, after the first data communication packet is
analyzed and forwarded, the data repository 60 is queried o oblain a label for a
path betweean the first 110 and destination 130 swilches across the network fabric
100

{00054} in one example, where there are multiple paths between the first
110 and destination 130 switches, usage of the paths is monitored and the data

repository 60 provides the least used path.

{G0055] in one example, having obtained the MPLS label identifying the
path, the network service module 40 creates a rule based on the information from
the first data communication packst and the MPLS label. In one sxample, the
network service module uses the OpenfFlow protocol to program forwarding
information at the first switch 110 and destination switch 130. In one example, the
programmed forwarding information includes applying the MPLS label to
subsequent data communication packets that maich selected attributes of the first
data communication packet 200. in one example, the MPLS label is applied to a
header of subsequent data communication packets. in one example, due to the
programmed forwarding information, all subseguent data communication packets

210 matching the atiributes {for example, source subnetwork, tenant, destination

12
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i address) will have the MPLS label applied at the first switch 110 be forwarded
directly through the network fabric from the first switch 110 via second switch 120
to the destination switch 130 and are not sent to the fabric control system 10, as is
shown in FIG. 4d.

{00056} in one example, a data communication packet arriving at a switch

matches one of three possibilities:

1 it includes an MPLS label that corresponds to a labelled path configured
in the switch. in this situation, the packet is switched along the path through
the port on the switch corresponding to the label;

i) it matches attributes for a subsequent data communication pattern for
which the swilch is configured to apply an MPLS label. In this situation, the
switch applies the MPLS jabel and the packet is switched along the path
through the port on the switch corresponding to the label.

i) it matches neither i) or ). In this situation, the data communication
packet is freated as a first data communication packet and is communicated to
the fabric contral system 10.

{00057} Irt one example, a data communication packet is directed to the
fabric control system 10 o be trealed as a first dala communication packet by
detection at the first switch 110 of an address resolution packet corresponding to
the data communication packet that includes attributes that do not match i) or i}

ahove.

100058} in one example, the network fabric includes physical and virtual
network switches. In one example, a path includes both a physical and a virtual
switch., For example, a virtual switch may be comnected to a physical switch or
vice-versa.

100058 FIG. § is a flow diagram depicling steps taken o implement fabric

control according to varicus examples. In discussing FIG. §, reference may be

13
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made 1o the diagrams of FIGS. 1, 2, 3 and 4a-4d, 1o provide contexiual examples.

implementation, however, is not limited o those examples.

{000601 At block 300, data on paths between endpoints in a network fabric
is obtained. At block 310, a label 1s assigned to each path. At block 320, swilches
i1 the path are programmed to direct data communication packets having the {abel
along the path.

{00061} Continuing at block 330, a first packet for communication to a
destination over the network fabric is received from a first switch of the swilches in
the network fabric. At block 340, the label for a path from the first switch {0 the
destination is identified. Al block 350, the first packetl is communicated to the
destination and at block 360, the first switch is programmed to swiich subsequent
packets corresponding to the first packet over the path.

{00082} FIG. 8 is a flow diagram depicting steps taken to implement fabric
cantrol according to various examples. In discussing FIG. 6, reference may be
made to the diagrams of FIGS. 1, 2, 3, 4a-4d and 5, {o provide contextus!
examples. implementation, however, i8 not limited to those examples.

{00063} At block 400, data on paths between endpoints in a netwaork fabric
is obtained. Al block 410, a shortest path (or the shortest paths) between each of
any pair of endpoints in the network fabric is determined. Al block 420, a label s
assigned o each shortest path. Al block 430, the labels and data on the labels
respective path and endpoints is stored in a data repository such as a database.
Al block 440, switches in the path are programmed o direct data communication
packets having the label along the path.

{00064} Continuing at block 450, a first packet for communication to a
destination over the netwark fabric is received from a first swilch of the swilches in
the network fabric. At biock 460, the label or {abels for a path from the first switch
to the destination is ideniified. At block 470, if multiple labels for a path are
identified at block 480, a counter that counts ulilization data on each path is

14
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consulted to delermine the label of mulliple {abels having the least used path and
at step 480, the counter for the path used for the subsequent packetis is
ncremented. At block 500, the first packet is communicated to the destination and
at block 510, the first switch is programmed the first swilch to swilch subsequent
packets corresponding to the first packet over the least used path. At block 520
the final switch in the path is programmed to switch subsequent packets {o the port
connecting to the destination network node. In one example, where there are paths

that are equally least used, a random selaction of the least used paths is made.

{00065} The funclions and operations described with respect fo, for
example, the fabric control system may be implemented as a computer-readable
storage medium containing instructions executed by a processor and stored in a
memory. The processor may represent generally any instruction execution
system, such as a computer/processor based systemn or an ASIC (Application
Specific Integrated Circuit), a Field Programmable Gate Array {(FPGA), a
computer, or other system that can fetch or obtain instructions or logic stored in
memory and execute the instructions or logic contained therein. Memory
represents generally any memory configurad o store program instructions and

other data.

{00066} Various modifications may be made {o the disclosed examples
and implementations without departing from their scope. Therefore, the
Hlustrations and examples herein should be construed in an illustrative, and not a
resiriclive, sense.
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What is claimed is:

1. A system fo control a network fabric, the system comprising:

an infrastructure analyzer including at least one processor to execute computer
pragram code to determine paths between endpoints in the network fabric and to
assign a iabel to each path,

a controller including at least one processor {0 execute compuler program code
to canfigure switches in the path to direct data communication packets having the
label along the path; and,

a network service module including at least one processor {o execute computer
program code {0 receive a first packet from a first switch of the swilches in the
network fabric for communication to a destination over the network fabric, fo query
the infrastructure processor to oblain the label for a path from the first switch {o the
destination, o direct the first packet to the destination and to cause subseguent

packets corrssponding 1o the first packet {0 be directed over the path.

2. The system of claim 1, further comprising a fabric monitor to monitor for
changes to the network fabric and, upon detecling & change, o cause the
infrastructure analyzer to update said paths and {o cause said controller fo update

said switch configuration.

3. The system of claim 1, further comprising a data repository o siore said
labels and data on the label's respective path, the at least one processor of the
nfrastructure analyzer further executing computer program code o return the label
corresponding to a path in the data repository matching a requested source and

destination in the network fabric.

4. The system aof claim 1, wherein the at least one processar of the network
service module further executes compuier program code to configures the first

16



WO 2015/167489 PCT/US2014/036034

switch to apply the label fo the subsequent packets that correspond to the first

packet.

5. The system of claim 4, wherein the at least one processor of the network
service module further executes computer program code o configure the first
swilch {0 apply the label to a subsequent packet matching at least selected ones
of the first packet of: source network address, destination network address, ingress
port at the first switch and a VLAN identifier.

8. The system of claim 1, wherein the controller includes at lsast one
processor to execute computer program code to configure switches in the path to
direct a received packet having the iabel {o a predetermined egress port associated
with the path.

7. The system of claim 1, wherein the label comprises a Multi Protocol
Label Switching, MPLS, label, a QinQ (IEEE802.1ad} or a Provider Backbone
Bridging (IEEE802.1ah) label.

8. The system of claim 1, wherein the network fabric comprises a combined
physical and virtual network fabric including physical and virtual switches having
paths therebetwsen.

9. A method for controlling a network fabric comprising:

obtaining data on paths between endpoints in a network fabric and to assign a
label to each path,

programming switches in the path {0 direct data communication packels having
the label along the path; and,

recaiving, from a first switch of the switches in the network fabric, a first data
communication packet for communication {0 a destination over the network fabric,

determining the label for a path from the first switch to the destination,

communicating the first packet to the destination; and,

17
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programming the first swilch to swilch subsequent packels corresponding to

the first packet over the path.

10.  The method of claim 8, wherein the step of oblaining data on paths
between endpoints in the netwark fabric and assigning a label to each path further
comprises:

determining a shortest path between each of any pair of endpoints in the

network fabric and assigning a label to each of said shortest paths,

11.  The method of claim 8, further comprising:

storing said labels and data on the label's respective path in a data repository;

receiving a request for a label for a path from a source to a destination in the
network fabric; and,

returning the label corresponding to the path from the data repository.

12.  The method of ¢laim 11, wherein upon multiple shortest paths between
a pair of endpoints being determined, the method further comprising:

assigning a label to each of said multiple shortest paths;

monitoring usage of said multiple shortest paths;

wherein the step of returning the label corresponding to the path from the data
repository comprises returning the label of the least used path of the multiple
shortest paths.

13.  The method of claim 9, further comprising programming the first switch
to apply the label to the subsequent packets that have attributes matching at least
selected ones of the first packet of: source network address, destination network

address, ingress port at the first switch and a VLAN identifier.

14. The method of claim 8, wherein the step of programming switches in the

path to direct data communication packets having the label along the path includes

18
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programming switches in the path to direct a received data communication packet

having the label to a predetermined egress port associated with the path.

15, A nondransitory compuler-readable storage medium  containing
instructions to control a network fabric, the instructions when executed by a
processor causing the processor o

assign labels o paths between endpoints in the network fabric;

configure switches in the path to communicate data communication packets
having the label along the path; and,

upon receiving a first data communication packet from a first one of the
switches in the network fabric for communication to a destination endpoint over the
network fabric, to obtain the label for a path from the first switch {o the destination,
to communicate the first packet to the destination endpoint and to cause the first
switch to communicate subsequent data communication packets corresponding to

the first data communication packet over the path.
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