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FACILITATION OF INDOOR LOCALIZATION AND FINGERPRINT UPDATHS OF
ALTERED ACCESS POINT SIGNALS

TECHNHCAL FIELD
joo1} Thas disclosure relates generally to facilitating indoor localization of access point
signals. More specifically, this disclosure relates to fingerprint updates of access point signals,

BACKGROUND

[002] Indoor location-based services (LBS) mcloding Wi-Fi fingerpninting 18 a
growing field. There are typically two phases m fingerprint-based localization, namely offline
site survey and ondine location query. In the offline phase, a site survey is conducted to collect
the fingerprints at known physical locations called reference points {(RPs). Each fingerprint is a
vegtor of received signal sirength {RSS) values from Wi-Fi access pomts {APs). The RSS values
and their associated locations are then stored in g fingerprint database. In the online phase, a
mobile client {target) measures the RSS valoes at #ts location. Upon recetving the chient
measurement, the server matches it with s database to rehurn the client location.
{003] The accuracy of fingerprinting depends on how close the fingerprint database
matches with the current signal environment. However, AP signals can change over time due to
gnexpected AP movement, power adjustment, introdaction or removal of wall partitioning,
wearing, etc. If such signal change s not reflected in the fingerprint database, localization
accuracy would be adversely affected.
{004] The above-described background relating to a Wi-Fi fingerprinting 18 merely
mntended o provide a contexiual overview of some current issues, and s not intended to be
exhaustive. Other contextual information may become further apparent upon review of the

followmg detatled description.

BRIEF DESCRIPTION OF THE DRAWINGS
j005] Non-Hmiting and non-exhaustive embodiments of the subject disclosure are
described with reference 1o the following fipures, wherein like reference numerals refer 1o like
parts throughout the various views unless otherwise specified.
j0806] FiG. 1 dlustrates an example wireless network comprismg a localization with

altered access points and fngerprint updating according to one ot more gmbodiments.
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jo07} FIG. 2 illustrates an example schematic svstem bleck diagram of g localization

with aliered access points and fingerprint updating according to ong or more embodiments,

008} FIG. 3 Hustrates example heat maps of access points according to one or more
embodiments.
[009] FIG. 4 illustrates an example graph of received signal strength locations of

access poimts according to ong or more embodiments.

je10} FIG. § iHustrates an example graph of the standard deviation of the received
signal strengths according to one or more embodiments.

{011} FIG. 6 tlustrates an example graph of the mumber of access points received by a
client acconding to one or more emboduments.

j812} FIG. 7 illustrates an example graph of a distance threshold according 10 one or
more embodiments.

j813} FIG. B tHustrates an example graph of an average mutual distance before and
after access point alteration gccording 1o one or rore embodiments,

{14} FIG. 9 Hustrates an example graph of a mean localization error before and after
AP alteration accovding to one or more embodiments,

{015} FIG. 10 iHustrates an example graph of mean localization ervor versus number of
altered APs according 10 one or more embodiments.

{016} FIG. 11 Hustrates an example graph of cumulative probabihity of location errors
i the presence of altered APs according to one or mors embodiments.

{017} FIG. 12 Hustrates an example graph of mean localization ervor versus signal
change factor according 1o one or more embodiments.

[618} FIG. 13 illustrates an example graph of localization error versus nwmber of RSS
subset samples gensrated according to ong or more embodiments.

1019} Fi. 14 dlustrates an example praph of localization grror versus number of
nearest RPs set i cluster similanity according to one or more embodiments.

{620} FIG. 15 dlustrates an example graph of mean localization ervor versus bandwidth
set i penalty tenm according o one or more emtbodunents,

{821} FIG. 16 lustrates an example praph of tmpact of factor x m update decision
according to one or more smbodimes,

{622} FIG. 17 tlustrates an example cumulative distiibution function graph of RSS

AV ]
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regrassion errer according 1o one or more embodiments,

{823 FEG. 18 an example cumulative distribution function graph of location sver
using updated signals according to one or more embodiments,

{024} FiG. 19 ilustrates an example praph of average mutual distance versas user

arrival according to one or more emboduments.

25 FiG. 20 illustrates example heat maps of access pomnts gecording 0 one Or more
embodiments,
{826} FIG. 21 illustrates an example comulative distribution function graph of

tocalization errors under AP alteration according to one or more embodiments.

{827} FIG. 22 diustrates anexample cumulative disteibution function graph of
weighted bnearest neighbor (WKNN) error using different databases according to one or more
embodiments.

{028} FIG. 23 tlustrates an example cumulative distribution fonction graph of
Location error using updated signals according to one or more embodiments.

{29 FIG. 24 iHustrates an example cumulative distribution fonction graph of WKNN
error using different databases according to one or more embodiments.

{030 FIG. 25 dlustrates an example of clustering locations into nine clusters according
10 one or move embodiments.

{031} FI(G. 26 Hustrates an example of clustering locations mio six clusters according
to onte or more embodiments.

{0324 Fi(. 27 tlustrates an example graph of frequency in dense cluster versas mdex
of APs detected by the client according to one or more embodiments.

{633 FiG. 28 ustrates an example flow diagram for a localization with altered APs
and fingerprint updating (LAAFU) system according to ong or more embodiments

{034} Fi5. 29 dlustrates anr exdmple block diagram of an example mobile handset
operable to engage m a system architecture that facilitates secure wireless communication
according to one or more embodiments described herein.

[035] FIG. 30 tlustrates an examiple block diagram of an example computer operable
10 engage in g system architecture that facilitates secuwe wireless communication according to

one or more embodimeants described herem.
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DETAILED DESCRIPTION
{836 In the following description, munerous specific details are set forth to provide a
thorough understanding of various embodiments. One skilled i the relevant art will recognize,
however, that the technigues described herein can be practiced without one or more of the
specific details, or with other methods, components, materials, etc. I other instances, well-
known structures, materials, or operations arg not shown or described i detail to avoid
obscuring certain aspects,
{837} Reference throughout this specification to “one embodiment,” or “an
embodinent,” means that a particular feature, strocture, or charactenistic described
comnection with the embodiment is mchuded in at Ieast one embodiment. Thus, the appearances

$roRgt

of the phrase “in one embodiment,” “in one aspect,” or “in an embodiment,” 1 vanous places
throughout this specification are not necessarily all referring to the same embodiment.
Furthermore, the particular features, structures, or charactenistics may be combined in any
suitable manner in one or more embodiments.

R >

system,” “interface,

S

{0138} As utilized herein, {erms “componet, *and the hike are
mtended to refer to a computter-related entity, hardware, software {e.g., 1 execution), audior
fiumware. For example, a component can be a processor, 8 process runing on 8 processor, an
object, an executable, a program, a storage device, andfor a computer. By way of llustration,

an application ranmag on a server and the server can be a component. One or more components
can reside within a process, and a component can be localized on oneg computer andior
distribuied between two or niore computers.

{0391 Further, these components can execute from various machme-readable media
having various data structures stored therson. The componenis can conununicaie via local
and/or remote processes such as in accordance with a signal having one or more data packets
{&.1., data from one component nteracting with another component m a local system,
distributed system, and/or across a network, e.g., the Internet, a local area network, a wide area
network, ete. with other systems via the signal).

0406 As another example, a component can be an apparatus with specific funciionality
provided by mechanical parts operated by electric or glectronic cirouitry; the electric or
electronic circuitry can be operated by a software application or a firmware application executed

by one or more processors; the one or more processors can be internal or external to the
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apparatus and can exgcute af least 3 part of the software or firmware application. As yet another
gxample, a component can be an apparatus that provides specific fimctionality through
electronic components without mechanical parts; the electronic components can include one or
more processors therein o execute soffware and/or firmware that confer{s}, at least in part, the
functionality of the electronic components. In an aspect, a component can emmilate an electronic
component vig a virtual machine, ¢.g., within a clond computing system.

jod1} The words “exemplary” andior “demonstrative” are used herein to mean serving
as an example, mnstance, or illustration. For the avoidance of doubt, the subject matter disclosed
herein is not himited by such examples. In addition, any aspect or design described herein as
“exemplary” and/or “demonstrative” 1s not necessarily to be construed as preferred or
advantageous over other aspects or designs, not 1s it meant to prechude equivalent exemplary
structures and techmigues known to those of ordinary skall in the ant. Furthermore, to the extent
that the terms "mcludes,” “has,” “contams,” and other similar words are used n euther the
detailed description or the clamms, such terms are intended to be inclusive - in a manner simitlar
to the ferm “compuising” as an open transition word ~ without precloding any additional or other
elements.

{042} As used herein, the term “ifer”™ or “mference” refers generally to the process of
reasoning about, or mferring states of, the svstem, enviromment, user, andfor mtent from a set of
observations as captured via events andfor data. Captored data and events can melade user data,
device data, environment data, data from sensors, sensor data, application data, implicit dasa,
explicit data, ete. Inference can be employed to identity a specific context or action, or can
generate a probability distribution over states of interest based on a consideration of data and
avents, for example.

j043} Inference can also refer to techniques emploved for composing higher-level
events from a set of events andior data. Such mference results in the construction of new events
or getions from g set of observed events andfor stored event data, whether the events are
correfated m close temporal proximty, and whether the events and data come from one or
several event and data sources. Various classification schemes andfor systems {e.g., support
vector machines, neural networks, expert systems, Bayesian belief networks, fuzzy logic, and
data fusion engines} can be smploved in connection with performing sutomatic andfor mferred

action in connection with the disclosed subject matter,



WO 2017/084596 PCT/CN2016/106198

j044] In addition, the disclosed subject matter can be implemented as a method,
apparatus, or atticle of manafacture using standard programming andfor engineering technigues
to produce software, firmware, hardware, or any conbination thereof to control 3 computer to

tmplement the disclosed subject niatter. The term "article of manufactore” as used herem is
mtended to encompass a computer program accessible from any computer-readable device,
computer-readable carrier, or computer-readable madia. For example, computer-readable media
can mnchade, but are not hinited to, 2 magnetic storage device, e.g., hard disk; floppy disk;
magnetic strip(s); an optical disk {e.g., compact disk {CD), a digital video disc {DVD), a Bla-
ray Disc™ (BDj); a smarnt card; a fash memory device {e.g., card, stick, key drive); and/or a
virtual device that enmulates a storage device andfor any of the gbove computer-readable media.
[845] As an overview, various embodiments are described herein o faciiitate ndoor
localization and fingerprint updates of altered access point signals. For stmplicity of
explanation, the methods (or algorithms) are depicted and described as a series of acts. Itisto
be understood and appreciated that the various embodiments are not hmited by the acts
tHustrated andfor by the order of acts. For example, acts can ocowr in various orders andéor
concurrently, and with other acts not presented or desortbed herein, Fusthermore, not all
tustrated acts may be required to inplement the methods. In addition, the methods could
alternatively be represented as a series of mterrelated states via a state diagram or

events. Additionally, the methods described hereafter are capable of being stored on an article
of manufacture {¢.2., a machine-readable storage medium) to faciitate transporting and
transferring such methodologies {0 computers. The term article of manufacture, as used herein,
is intended fo encompass a computer program accessible from anv computer-readable device,
carrier, or media, ncluding a non-transiory machine-readable storage medium.

{840} Described herein are systems, methods, articles of manufacture, and other
emnbodiments or implementations that can fhoilitate indoor localization and fingerprint updates
of altered access point signals. Factlitating mdoor localization and fingerprint updates of altered
access point signals can be mmplemented i connection with any type of device with a
connection © the comnmunications network such as: a mobile handset, a computer, a handheld
device, ov the like.

{847} Access point {AP} signals of AP’s can evolve over time. The number of altered

AP signals, at a location, can be small compared with a total number of APs at the location,

6
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Therefore if a received signal strength (R8S) vector does not comprise gltered APs, then their
estimations would be closg to the true location. On the other hand, for vectors comprising
altered APs, the estimations tend to he dispersed.

{048} Consequently, localization with altered APs and fingerprint updating (LAAFU)
can be performed to provide a truer value of AP locations. LAFFU can achieves accurate indoor
focalization and automatic fingerprint updates in the presence of altered APs without the need of
extra site surveys. With an nnplicit crowdsowrcing approach, LAAFU can transparently adapt
the reference {RP) fingerprint of the ahered Aps by first, identifying whether there are any
altered APs in the RSS vector by utihzing a fast detection algortthin. If no such AP 1s detected,
4 fingerprint-based localization alportthun can be run. Otherwise, using subset sampling and a
efficrent clustering algonthm, LAAFU can filier out the altered APs and derermine the client
focation. Then, LAAFU can employ a non-parametric Gaussian regression process to update the
RP fingerprints.

{049} As altered APs may not be frequent in target measurements, a detection
algorithim can be leveraged to identify the existence of altered APs by partitioning the RSS
vector into muliiple subsets and checking the dispersiveness of these estimmations. The detection
algorithm can reduce unnecessary computation and hence speeds up the LAAFU. A versatile
cluster-based localization can be used to accurately dentify a dense cluster and accorately

tocate the target. The algonithm can be adaptive to miputs, requiring no mifial pre-set cluster
number, and employ a weighting methodology to identify dense clusters basad on signal
suniarity and closter size,

{050} A fingerprnt updating methodology can be based on a Gaussian process (GP)
and crowdsourcing. In contrast o previous work, This methodology makes use of target
locations, gmowhere in the area; therefore the targets do not have to be close to the RPs. Given
crowdsourced RESs and thew locations, the GP can regress the signal values o reflect the
current environment.  Consequently, the LAAFU 15 able to update the fingerprimt database
according based on impheit user feedback m an adaptive and timely manner. It should be
understood that although this 1s in the context of Wi-Fi fingerprinting, the LAAFU can be used
with any fingerprint signal, any localization algorihm, and any device calibration methodolgoy.
{051} A true positive rate can be denoted by the number of correctly classified cases

that there are altered APs as, 7P, and the number of meorrect decisions that actually exist can

~.3
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be denoted by, FN . Thefore, the true positive vate ( 7PR ) of a fast defection can be represented

by the portion of true posttives, whach arve correctly classified as positive (altered}, 1.0

TPR = m_{im,
TP+ BN Equation {1}
{8521 H N iy the munber of negative cases, which are correctly predicted as negative,

and FP 13 the munber of positive cases, which are tncorvectly classified, theo the true negative

rate { FAR ) can measure the proportion of negatives, which are correctly identified as unaltered,

1e.
it TN
FNE = Tr——— .
TN+ F¥ Equation {2}
853} PO can be defined as the number of positive cases that aliered APs actually

exist. and NC can be defined as the number of negative ones where no altered APs exist. Thus,

the accuracy of fast detection can be given by:

ACC

P+TN

PC

Equation {3}

[054} Adocalization error can be measured by a Boclidean distance between the
gstimated location and the target’s true locanion. Mean localization ervor gan be calculated as the
average of the errors in estimating all targets. A signal prediction errvor, for signal update
accuracy, can be measured by calculating an absclute difference between predicted RSS and
ground truth value at every RP. The average mutual Euchdean distance can be caleulated by
finding all pairwise distances between the locations estimated with RSS subsets and calculating
their mean. This can reflect the inconsistency betwesn fngerprints and targst signals. Hths
distance 15 smaller than the predefined threshold » in the fast detection, then the fingerprint
database has been successfully updated.

[055] TPR, TNP and 4CC can also be used to evaluate signal update decisions Here,
TP (TN ) can be the nomber of correct decisions that APs are actually aliered and should be
opdated (maltered and with no update). £ (FN ) can be the mumber of meorrect decisions

that APs are indeed onaltered bat not necessandy updated {altered but with no update).

e
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Furthermore, to evaluate the updated fingerprint quality, a weighted &-nearest neighbor (WEKNN)
focalization of targeis apainst different fingerprint databases can comprise: {1) an original
database without updated RSSs of altered APs; (2} a ground wuth database, which comprises
RSSs of altered APs; (3) a finperprint database updated by LAAFU GP regression; and {4} a
fingerprint database updated by long distance path loss {(LDPL). From WKNN locahization
arrors, it can be determined whether the database bas adapted to the environment with a certain
signal prediction atrangement,

{056} LAAFU can estumate whether there is an altered AP signal or not in the RSS
vector as measured by a chient. I not, the location can be estimated as usual. Otherwise, the
LAAFU can moves to the next phase, localization with aliered APs, 1o locate the client. Due to
the adaptive and efficient Angerprint update in LAAFU, alered APs do not oecur frequently.
Such fast nutial diagnosis on altered APs hence greatly speeds up chient localization.

{837} Because AP alteration can occur over a relatively large time span, it i3
unnecessary to execute the phase of localization with altered APs, which has higher
computational costs. Therefore, a fast detection can detect the presence of altered Aps early in
each location query.

Table 1: LAAFY Symbals.

Netation Definition
v RSS vector measured by client
AP MAC address of AP,
A MAC of APs detected by client
A MAC address subset vector from A
¥, RSS subset vector generated based on A
I Physical location
K. Fingerprint, RSS vector measured at RP;
¥, RSS value recetved from AP; at RP;
k Number of netghbors iy WKNN
¥ Distance threshold i Fast Detection

9
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P MNumber of APs m the whole site
R Number of RPs in the whole site

"""""""""" M | Numberof RSS subset vectors generated
o Number of nearest RPs used in cluster similarity

"""""""""" 5 | Bandwidthused in penalty term |
W Update interval for fingerprint database update

N | Tramung data size for signal regression |
Y Variance factor used in fingerprint database update
A Fingerprint database update weight

088} Specifically, if ¥ is the target-megsurad RES (mW) from AP, then the measured

RSS vector at the target can be defined as:

Vo= v v g, Fquation {4)

where 1 <ix P and P is the total number of APs in the site of interest. Note that v, =0 if the
target does not detect APV .
1059} In order to generate one RSS subset vector, LAAFU can first extract the APs,
which can be detected by the chient at that locatton. Let A be a set of MAC addresses, where
AR e A, Equation (3}
iff v, >0, Then LAAFU can construct a subset of all MAC addresses {set of APs) indexed by &,
Le.,
A A, Equation {6}
wheve A, #10. RSS subset vector ¥ is hence defined as

Vo=04 VooV V) Equation (7)

where v, =y i A e A, and otherwise 0.

{0068 For effictent detection of altered APs, LAAFU can generate only a few vandom
subsel samples of the measured RIS vector to see whether the altersd AP exists. It should be
noted that, 1f an altered AP exusts, it may occur in all of the RSS subset vector samples, which

10
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gan all result in similar estimated locations and lgad fo the wrong decision w fast detection. To
reduce the false alamm, the RSS subset vectors can be constructed as follows: LAAFU can
randomly divide the MAC address vector A into two parts with even sizes and obtain one two-

part partition { A;, A, }, such that,

U B . N
PAEIAL 52 Ad, Haquation {8)

where A, A=A A NA, =, Then based on the A, and A, LAAFU can construct two
RSS subset vectors from V', respectively, by Equation (7). Similarly, three more RS8S subsets
can be generated using the three partitions of A . Including the original measured RSS vector, a
total of six exclusive samples are provided.
{661} Griven the generated RIS sabset {vector) samples m the previous step, LAAFLU can
unplement a weilghted k -nearsst-neighbor {WKNN) alporithm to compuate the locations for sach
of the RSS subset vectors. Let R be the munber of RPs in the survey site and J be the index of
RP. Denote the 2-D coordinate of RPyas | = ( r’ I ) Then the set of RPs can he given by

L={l Ll Equation {9)
Simular to Equation (4}, denote the fingerprint at each RP, as

F, = {vﬁ I v} : Equation {10)

And the set of fingerprints are given by

F=dR B, F o L Equation {11}

Then FandL can be stored into the fingerprint database.
[062] The WKNN can finds the top & nearest RPs whose fingerprints closely match the
target meastred one. The comparison between R3S vectors Foand V {or a subset vector V) can

be based on cosme sumilarity, which can be defined as

&

cos(F,. V) £- F o i Equation {12)
in focating the target, cach of the top & RPs can be assigned with weight, ie.,
@, = cos(F, V). Equation {13}

11
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WKNN can compute the weighted sum of all the RP coordinates, and the estimated location 1

can he given by

~ & i, . :
=S i o Equaton {14}
et ! g E
where the normalizing factor @ 15 @ = Z @
{063} Given the above six estimated locations, the Buchidean distance can then applied to

measure the mutual dispersion between eachpair I, and § 18,

Equation (18}

Next all of the mutual Euchdean distances can be averaged. If the averapge mutual distance is less
than a certain threshold » {(empirically abiained), ¥ can be concluded that the AP alteration may
not exsst. Here, » characterizes the senstbivity towards an AP signal change, and 18 determuned by
the RES transient fluctuation and AP alteration. Otherwise, further processing can be described
as followings.
j864] Fast detection can randomly permute the APs ( A} and construct RSS subsets, each
of which costs computational time Ol 4 1) and O{P), respectively (| Aig P). Therelore, it
takes O{F) mn all subset localization, where KNN takes O{R{F +logk)}. Thereforg, the whole
fast detection can take (O{RPY.
{865} The localization with altered APs can aim at achieving robust and highly aceurate
tocalization m the presence of altered APs. The LAAFU can first randomly generate RSN
subset samples, and then estimate thelr corresponding locations. At this stage, the locations for
those subsets without altered APs can form a dense closter, and disperse otherwise. The
LAATFU can subsequently find out the dense cluster, whose centroid can yield the chent's
tocation. In this phase, the LAAFU can also identify the altered APs, whose fingerprint values
can be adapted in the following update phase.
666} When altered APs may exist in the measured RSS vector {after the fast detection)
a target can be localized. The altered APs, if existent, can be extracted for later fingerprint

update.
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867} Recall that locations estumated from those subset RSS samples Contamning no
altered APs tend to form a dense clusier. Therefore, the LAAFU can classify ihe locations
resulting from the subset samples into different clusters, and then distinguish the dense cluster,
whose centroid is then the estimated client location. Other dispersed clusters can contain the
altered APs.

68} Because the generation of all of the subset saraples given the tarpet RSS vector ¥
can be exponential, a certain munber of 3 subset samples can be generated and randomiy
drawn from all the possible subsets. For each of the A samples, a aser location can be obtained.
Grven the set of locations, the LAAFU can then claster the locations.

{869} To generate randoim subset samples, let A be the list of APs detected by the
target. To generate a subset A, {159 < 8 ), & fivdr cofr can be tossed for each AF € &, and put
AP = A i it is heads. For better localization acouracy, A, can be discarded if [ A | 45 100
small {eg, 1A 23 ) Given selected APs A ¢ A | the LAAFU can generate the
corresponding RIS subwet vector 'V, like Equation (73, for sach element in which the RSS value
s from an AP. The above subset generation can be repeated oniid totally 3 RSS subsets are
obtamned. They can then be used to estimate locations with WKNN.

{070} Given location dispersion under altered AP(s), the M estimated locations can be
clustered in order to accurately find the target location and altered APs. As the dispersion of
estimated locations may be high and the number of aliered APs is unknown, having a pre-set
cluster number for all thme is ondestrable. Therefore, the affinty propagation clostering can be
wnphimented.

[071] Specifically, the affmity propagation method can take m an M -by- M square
matrix of sinularities between any two estimated locations as inpmut, where the sumilanty,
denoted as sim{J, /3, 1s @iven by Fuclidean distance between the estimated locations {(Equation
{15)). Dunng the clustening, two kinds of messages, respousibilities and availabibiies are
exchanged between the locations:

{0072} 1. Responsibility res{i, j}, sent trom location ¢ to j | reflecting how proper

J can serves as the centroid for § companing with other potential centroids.

[0073}] 2. Availability ava{l, 7, sent from location j to 7, revealing accumulatively
how appropriate to choose point J as the centroid for 4.

13
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{6974} Specifically, the responstbality res(?, j} between location § and § s given by
Festl )Y S simli, - max fovadl, Y vsimli DY
FEAFES Equation (16)

where the avatlabilities ova(y, j) are all mitialized to zero in the first iteration.

[0075] The avadability ava{i, 7) between location ¢ and j is defined as

avald, j}=nuas O res(f, j3+ E max {0, res{d’ N 1( .
i Sas e

Equation (17)

where % j. And the selfavailability aveli i} 1s updated differently as

averlf 1) & Z max {0, res{’, )},
S Equanon {18}
[0076} Therefore, #{I, j} s and a{i, j}'s are iteratively updated 11 order to maximuze the

net similarity, dencted as 7., at each location 7. Le.,

5 & maxdava(i, )+ resti, )},

! Equation (1%)

i=j, {sdentified as the centroid of a cluster. Otherwise ¢ can be classified as the cluster
whose centroad 15 7 . Sach ieration can ends when the clustered pomts do not change.
{077} Grven the clostered locations, the LAAFL can distinguish the dense cluster from
other clusters. In the dense cluster, the estimated locations are close to the chient’s location
signal space. Consequently, their corresponding RSS subsets should have a high sinlarity with
the target RSS vector. The distance between the locations can be measuwred using cosme
simifanity m Equation (12}
[0078} Specifically, for each cluster ¢, the LAAFU can select several of the nearest
RPs around the centroid of each cluster € using the Foclidean distance (Equation (15)). Then,
the average of similarities can be computed between each subser vector V7 in (" and each ¥/

amonyg the nearest RPs as the ssmilarity of O, 1e.,

RSN

2, %mzz cos(V,F}),

YA Equation (20)
16079} where | C1 is the number of location points in cluster C and ¢ ts the number of

nearest RPs around the centradd.
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0080} The LAAFU can also consider the size of each cluster because small clusters
may still lead to high average similarity, and they are hikely to deviate from other locations due
to presence of altered APs. To address thix issue, a Gaussian kernel function can be used to

transform the cluster size mnto a penalty tenm, ranging from zero to one, e,

. Wat A
RPN {§ C % T L. §MJ‘.\:-}
V{T E exp e e

A, '?"'b * 4 ' = M LR
- . Eguation (21)
{0081} where the bandwidth parameter b can control the kernel sensitivity and {1,

represent the size of the smallest chustar, Thus, it penalizes more ax the cluster size decreases.

{6082} Combming above rules, the final score of each cluster ¢ 1s

CEp Ve {32
{6683} The cluster with the lughest score can be chosen as the target dense cluster. Its
centrotd {average of 2-D coordinates) can therefore be retmed as the estimated location.
{0084} Altered APs are likely to be excluded from RSS subsets within the dense cluster,

while the enaltered APs are tikely to be distributed eventy msrde. To classify the APs, for each
AP € A in the selected dense cluster, the LAAFU can count the mumber of RSS subsets which
include AP/, as the frequency of 47, As the frequency of the altered AP is numertically distant
from those of unaltered APs, a two-class clustering problem can be observed m one dimension,
which can be solved using Jenks nataral breaks optimization method.

{0085} The LAAFU can begin the detection by sorting the frequency / 's m an
mereasing order. Next, with each f as a breakpomnt, the LAAFU can divide the ordered data
o two classes, denoted as CE and Cfg, and then calvulate the sum of squared deviations from

the class means (SDOM) as

speu ¥ Y (- T

3 F e

Equanon (23}
where £, is the mean of / °s within class (. The LAAFU can check all possible combinations,
which s linear with the number of £ 7s. After the combinations are exammed, the break point
with the lowest SDUM can be selected, having the smallest frequency variation withmn the class.
Then the LAAFU can mark the APs in the class of lower frequency as altered ones and report

thera.
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{0086} To prevens unaltersd APs trom being mislabeled, long term reports can be
reviewed in a shiding window instead of a single alavm. The LAAFU can record the times of
APs being identified as allered in the stte.  Given W location queries from the clients, the
LAAFLU can caleulate the times of each AP, rangmg from 0 to ¥, Through the above one-
dimension clustering, the counts can be clustered agan into two classes (clusters). Then, the
APs in the cluster of more reporied times are therefore classified as altered. Note, that if a new
AF {not tethered by mobile devices) sppears frequently i the long term veports, it can be added
nto the database to apdate the affected RPs.

{6087} The tme complexity can be analyred by RSS subset sampling, location
clustering, dense cluster detection, and altered AP detection. For RSN swhser samplisg the
LAAFU can takes OF A to toss a coin for each AP € A in subset sampling, and Q(F) for
ong RES subset vector, With M RSS subset vectors, the subset sampling can take overall
LMY, and the WKNN localization ona requires Q{MARFP) time (WKNN positioning takes
C{RPY for each subset).  The location clustering can utihized an affinity propagation scheme
takes /M), where 7 is the namber of iterations. Furthermore, the dense cluster detection
can takes QM {(RlogQ+0PY m total. For each cluster ¢, it can take O{Rlog () to find the
{3 nearest RPs {using a heap with siwe £2), and O{C{QP) m score computation. To
summarize, dominated by the RSS subset positioning, the whole onhine localization under
altered APs can take QUMAPY tme. Addinonally, sltered AP can be detected with at most P
APs, sorting costs G{Plog P} time, where the SDOM caleolation 1s bounded by O{P} as there
are O{F) potential break pomts. Overall it can take O{P*) to detect altered APs.

j008SS] The fingerprint database can be updated with the RSSs of the altered APs. By
associating the RSSs with the estimated locations anywhere in the area, the LAAFU can use a
Gaussian Process Regression {GPR) to adapt #s fingerprint accordimng to the cuwrrvent
envviromment.  Given the discovered altered APs, their signal values can be updated withm a
database. The RSS vectors measured by the chents anywhere can capture the signal
characteristics in the sorvey site, especially under crowdsourcing. In ovder to update the
fingerprint signals and respond to environmental changes, this disclosure discusses @ method to
jomntly update the signal map i the sorvey site, instead of updating the fingerprint points
wndividually. Given the query dats {target-measured RSS vectors) and the estirasted locations,

16
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the signal map can be updated with the altered APs {e.p., updating the signal values at the
fingerprint points}.
0089} ‘We first introduce the GP regression formulation in Section 6.1. Then we discuss
how to estimate the hyperparameters in GP formulation in Section 6.2, After that, we present
the venification and final signal update m Section 6.3, followed by complexity analysis in
Section 6.4,
o090} The fingerprint update can comprise regressing the signals within the survey site
and building up the new fingerprint database. However, due to wall partitioning and signal
Huctuation, the signal propagation may have local patterns, such as mereased tunneling effect or
being dropped after experiencing a concrete wall, Therefore, 1t 1s not gecurate to simply regress
the propagation mode! which only considers overall path loss.
{0091} To address this, a Gaussian process {GP) which preserves the overall path loss
charactenistics while adapting fingerprints to the local signal distribution can leverage the
following equations. I 1 is the input 2 -D location {e.g., regressing the signals floor by floor)
and v 18 the target RSS value, then a standard linear signal regression model of RSS » with an
additive Gaussian noise &, 18

v fil)ve, Equation (24)
where f{-} 15 the latent transfer function between the wput location and RSS. & 1s considered
with zero mean and variance o, , Le.,

e~ N.o,) Equation (25)

{0092} GP 15 a statistical distibution, from which any fuite number of samples have a
jotnt Gaussian distribution. The transfer function between crowdsowrcing location 1 and its RSS
can be spectfied by a Gausstan process GF with mean a1} and covartance £(1,x'}, le.,

FD ~ GPOnin), k(A.XD), Equation {26}
where x' 18 a vector of locations surveved {reference points) in the offline phase. The
covariance function &1, x") can indicate how two R8Ss correlate with respect to input locations
I and x'. Note that f{1,) and J{1,} are unkoown while notsy measurements v, and v, are

given. The covanance between any two tnput locations can be expressed as

ey vy =KL I+ a8, e
O A Equation (27}
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where 8, =1 i ¢= j_ and 0 otherwise. Let the N-by-2 valrix I be the aggregation of the

N inpat vectors. Then, the covartance over v, the vector of crowdsourced RSSs comresponding
to L, is given by

co{v) =K+ o1, . o

v) # o Equation {28}

where K is the & -by- Y covariance matrix over all ¥ input vectors and T is the identity
matrix of size V. The input RSS values are jointly Gaussian, ie.,

L _}\;‘r{?f?{];e}? K + G‘j]}‘ Eﬁi\lﬂtiﬂfl {29}

{6093} Conditioned on training locations L and RSS v collected upon them, the

output of the transter function {RSS prediction) at focation 1, denoted as | . 15 Gaussian

LA
distributed, 1e.,
o A ( £is G: \3\

[ S PR o

Eqguation {30}
where the predictive mean R5S 15
v i woyb X
o= ol AL EY K+ a1 (y—miL)). e
and the predictive vartance of the RSS is given by

Ya b Py LY T K11 ket 1
ol = k() k(I LY [K+ ot | k(" L), Equation (32)

The mput locations 1 of clients also contain uncertainty due to location decision error. Such
errors can vesult from the target localization uncertainty. Therefore, bevond Equation (24) the
mput locations with noise can be considered ax, 1e,
l == i ‘i“ £ " : R A
s Equation (33}
where 1 s the actual locations and the nose s

L :\"V ? : N S
& ~ (0.5, Equation {34}

[0694] The 2 by~ 2 matrix I, is a diagonal matrix assuming each dimension is
mdependent, 1.e,,

< il lﬁ::’:: {:r
£t P iy " .v S
S Eguation (35)
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where &, is the uncertainty of input location U, and all the off-diagonal eloments of I, are

zevo, The relationship between RSS sigoals v and locations 1 13

vt {l e e, Equation (36)

[OR9S] Fov case of caleulation, the output RSS can be expanded in Taylor form and
approximated using nowsy mpot 1,

v=fl e ol ve, Bquation (37)

where the 2 ~dirension vecior
o

&l Equation (38)

(Hf =

18 the dervative of function F{) with respect to 1. Then the output fimction v can be

reformulated as

v=f)re, Equation (39)
where
e A 2SS - . e
&~ N0, o + D0 Z,H). Equation (40}
{0096} Therefore, Equation {31} can be rewritten as

o =m{l Y+

R LY | K+ o7 diag {8, 5,408 (v - m(Ly),

Equation {41)
where 4, is an N by-2 matrix of N function values ™ s (the derivative of £{) wrt &
mput locations 17s), and fagi} denotes the diagonal matrix. Suimilatly, the RSS variance can
be rewrritent 1z Equation {(32) as
ol =EE L)~
LY [}s. v o+ ding | sa,.zlsﬁ;}E";kfji“’,l;}& o
v Al Eguation {42}

{0697} Inorder to find 2, and ¢, in Equations (41} and {42), the mean fanction m(1”)

and the covariance k{,-}can be calcnlated. Each input location 1, in input matrix L

corresponds to an estimated location I, (1< /< V). Andeach v, in v is the RSS at estimated
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ocation 1, from the altered AP, Let 1, be the rough locations of the corresponding AP, For
ease of prototyping, a log-distance path loss model can be adopied to caloulate m(17) a

focaticn % as

m"y=o+ B 1.(}?;’.15&{;

Equation {43}

where ¢ 15 the received power {dBm) at reference distance d,=1 m, # is the path loss
expopent. By defaclt, the LAAFL can discard the mpat locations 3 it RSS value v, 18 zevo.

The covariance among mput Jocations is

N
k(1) = aeqﬂ i@ i}fi!)E
2d o Equation (44)

where ¢ represents length scale wort the site and t}"fv 15 RSS vanance. Equanon (44) represents
the sensttivity of signal change between two differant locations,

{6098} The parameters (a,ﬁ‘lc T .} above need to be determined prior to the

GP prediction being applied. To calcalate (&, £.1 ), (e, # and 1) can be regressed in the
mean fanction m{l} since 3t captures the overall chavactenstics of signals m site. (ven the
tarpet measured RSSs, the regression is performed to munimsize the total RSS ervor, defined as
the sum of the squared difference between mean function values and input target RS8Ss, ie,,

A '

E= 3 (m )=y,

Equapon (43}
which can be solved using an effictent gradient-descent algorithm like Limuted-memory
Broyden-Fletcher—Goldfarb-Shannon (BFGS) (Limtted memory-BFGS). Specifically, the

LAAFU first caleulates the pamal dertvatives of the parameters given by

. amil, )
=23 (mil}— v}t
{ {;’ Tf\ ) &,

Equation {46}

where q = {&, F,1 ) and the subsequent partial derivatives are

- ~
LR 8 «
~N =1 Y oer }0" (Jk [ i - 1.-3'}’ E}'
&Y Gx

om A -l
A, e~ -
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094} Then L-BFGS algonthm takes the objective function and partial derivatives as
mputs, and returns the parameter results after computation. Through 1, i hyperparameter
estimation, the location of the altered AP can be reestimate due 1o movement.

{095] Gaven the mean function, {&,.o,.d} can be calculated by formulating the log
fikelthood of ¥ as

lou2x,

b i

log p(v [ L.q) = -~ 2K 'z~ log [K, | -

Lt

Equation {(48)

where g={o o

L

o) are the hyperparameters 10 be estimated, and the covariance between

signals are

K, =K+al, Equation {49}
and the difference between measured BSSs and mean function i

z = v L), Equation (30}
{096} The L-BFGS algorithm can be used to solve the optimization problem with the

partial derivatives of the log hikelihood as

-~

Féi

a8

VK
log p{viL.q} —f—)—z‘}\ v K, K 'z

i £

et} K

"} y

RN

—r KK ey ~ K

2007 ’ TOad, S

R Equation (31)

{097} Let  sguared  Euchdean distance between location ¢ and 7 be

to = {1 »1})"" (I ~1,} . Then the LAAFU can compute the partial derivative for each

hyvparparameter as
= sy
{‘I\‘\ E:f,. ‘4‘?} o %

-~ “:“Garc}é;i'-‘
{""‘an
PR ; 5
ol NS IR D
LT R . 20, expi ——o |
::: 4 H q{)‘.. I
o, Lost
{‘K " E-Lj} - 'i‘s,v {
od o 2d* ) - . o
) S Equation {32)
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where 8, =11 {= j and otherwise 0.

{B98} Note that Equation (41) comtains &, which represents the devivative of £()
with respect to input locations. Its existence makes the direct solution of (¢, o,.d} by the
above L-BFGS algorithm dufficult.

{099} To determune hyperparameter estunation with location errors a two-step Heration
can be implemented to estimate the above hyperparameters. First, given training data L and v,
the LAAFU can estimate the hyperparameters of a standard Gaussian process model via
Equations (31) and (32) with no nput noise. Second, 1t can compute A, at each of the input
locations gs

Ee ...i??. g ‘"({"""":'““'}“'}\ {{vv s ”?{L}}‘
A al Equation {(33)

A

Then the LAAFU can update the covariance matrix as

K. =K+o'l+diagid $A%1, o :
» ST Equation {54)

which has toput noise varance. And then the LAAFU can estimate all hyperparameters by

agamn maxinuzing the log hikelhood using Equation {(51). The partial derivative of T 18

therefore given by

K i1 Al
————— S o(adi)) .
r:-cr“ - coF

Equation (33)
while all the other off-diagonal entries in K are zero. The LAAFU can repeat these two steps
vt the hvperparameters converge,

{0106} The LAAFL can randomiy select & data from the ¥ saraples where (N < W)
for GP training, and the remaining N are wsed verify accuracy of regression {prediction). The
LAAYU can repeat the above for several sterations and choose the best it to a signal map to
prevent overfitting.

{0101} For each aliered AP p, the LAAFU can take m N samples ag input fo caleulate
the hyperparameters of GP. Via this prelimunary model, the LAAFU can predict the signal

value w2, ateach |, of the remaining locations (1 <7 £ W~ N ). Then the LAAFU can compare
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i, with ground truth value v, of that Jocation I, | and find the total RSS error for the altered

AP p oas
W
Fas P )
g, = Z io‘“tt -
f Equation {36}
{8102} The LAAFU can repeat above process several times and find the GP models

with the smallest total RSS error. Given the selected GP model, for each altered AP p, a
regresston model can be first penerated. Then at each RP j the LAAFL can calculate the
predicted signal mean w2, and RSS standard deviation o,

j6183} When there 13 & significant signal change the fingerprint of the AP can be
updated to reduce the influence of some temporal Huctuations, For AP p | the mean of its RSS
standard deviation, denoted as o, can be caiculated at all RPs m the site.  The constructed

standard deviation for AP p can be defined as

o = ot val, I
# \/ S Equation (37}

{04} 1f the absolute difference, {4, —v,, |, between the two RSS values g, and v,

*
a

1 targer than the product of a factor K and constrocted standard deviation, 1e.,

PR & 8 <

LA & Equation (58)
{0105} then the LAAFU can conclude that there 13 a significant signal change of the AP

poat RP 7| rather than just temporal signal fhectvation. Finally, an autoregressive moving
average {ARMA}Y model can be applied with a weight value 2 {054 £1) 1o update the

fingerprint into v ', Le.,

R S B S R e
oA T i Equation (38)
j0106] Given & samples for model waming, the compuiation, inchluding objective

function and the partial derivatives, is ({N) n caleulating all 22 7s at affected RPs. Each
weration of GP regression 1s dominated by the inversion of the covarance matnx, which takes

BV o i g ; . v 13
{NTY. Therefore, the mode! training complexity sums ap to QY)Y
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{6107} Crven the trasned OGP model, 8 takes O(N) time to pradict an RSS and update
the fingerprint at one RP, which takes totally ({RN) at all RPs for each alteved AP, It should
be understood that the fingerprint update can be conducted in a separate server and the

localization performance will not be affected.

{0108} In one embodiment, described herein s a method comprising wdentifving, by a
wireless network device compnising 8 processor, a first location associated with an access point
device of access point devices. In response to identifyimg a second location associated with the
access pointt device and different than the fivst location, the method can determune, by the
wireless network device, that the access pomt device has become an altered access point device.
Addmonally, the method can comprise associating, by the wireless network device, a reference
tocation with the altered access pomnt device. The method can compnise filtering, by the
wireless network device, the altered access pomt device from the access point devices; and wm
response to the filtering, the method can update, by the wireless network device, the reference
tocation associated with the altered access pomnt device.

{8109} According 1o another embodiment, a system can facilitate, identifying a first
power assoctated with an access pomt device of access point devices, and i response to
wdentifving a second power associated with the access pomnt device and different than the first
power, the svstem can delernune that the access pomt device has becorme an altered access pomt
device. The system can comprise estimating a hikelthood of an altered access pomnt signal
associated with the altered access pomt device, and the system can comprise groaping received
signal strengths associated with the access point devices, resulting in grouped signal strengths.
Based on the grouped signal strengths, the system can estimate corresponding locations
associated with the aceess point devices, resulting in estimated corresponding locations. Inin
response to determining a first location of a mobile device, the system can identify a second
focation associated with the altered access point device. Consequently, the system can update a
data store with a received signal strength associated with the altered acosss point device relative
1o the first location of the mobile device.

{0110} According to yet another embodiment, desortbed heremn 1s a machie~readable
storage mediom that can perform the operations comprising identifying g first power associated

with an access point device of access point devices. In response to wdentifving a second power
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associated with the gocess point device that is different than the first power, the machine-
readable medium can determine that the access point device has becoms an altered access point
device, Furthermore, the machine-readable medium can measure received signal strengths from
access point devices, Based on the received signal strengths, the machine-readable medium can
comprise grouping the access pomnt devices, resulting in grouped access point devices. Thus,
the machine-readable medium can estimate a location of the altered access point device
resulting in an estimated location, i response 1o the grouping of the access point devices,
{0111} These and other embodiments or implementations are described in more detail
below with reference to the drawings,

{0112} Referring now o FIG. 1, tlustrated is an example wirgless network comprising a
focalization with altered access points and fingerprint updating according to one or more
embodiments. The LAAFU systern 100 can use a detection algornithm to estimate whether there
are altered AP 106 signals or not m the RSS vector as measured by a client. If not, location can
be estimated as usual.  For instance, the AP 106 signals can change over time due to
unexpected AP 106 movement, power adjustments, miroduction or removal of wall partitioning,
wearing, o, A mobile device 102 on the chient side can wivelessly commanicate with the APg
106. Addionally, both the mobile device 102 and the APs 106 can both commumnicate with a
base station device 104, Thus, AP 106 signal data associated with the APs can be stored m a
fingerprnt database 108, The LAAFU system 100 can generate RSS subset samples, and then
estimates the corresponding locations of the APs 106, Therefore, comparing the generated RSS
subset samples {o previoes signal data can allow the LAAFU system 100 to identify altered APs
106, Thus, the fingerprint database 108 can be updated with identification data related to the
APs 106 that have been altered.

jo113] Referring now to FIG. 2, lustrated is an example schematic system block
chagram of a localization with altered access pomts and fingerprint updating according to one or
more embodiments. The LAAFU system 100 can use has a fast detection algorithm to estimate
whether there 1s altered AP 106 signal or not in a RSS vector as measured by a chient 226, A
detection component 202 can identify the existence of altered APs 106 by performing a fast
samphing and localization gt block 204, The fast sampling and lfocalization at block 204 can
partition the R8S vector imto multiple subssets and check the dispersivensss of these estimations.

For mstance, the mobile device 102 on the chient 226 side, can recetve a signal strenpth
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assoclated with AP 106 devices, If there 1s not detection of an altered AP 106 device at block
206 then the LAAFU system 100 proceed io localization at block 208 where it can estimate the
locations of the AP 106 devices as usual. However, i there is a detection altered APs 106 at
block 206, then the LAAFU system 100 can begin the the next phase, which can be localization
of the altered APs 106, by the localization component 210, to locate the client. The fast
detection by the detection component 202 can reduce unnscessary computanon and increase the
speed of the LAAFU system 100,

LERE Y To achieve localization of the altered APs 106, the LAAFLU system 100 first
randomly penerate RSS subset samples at block and then estimates their corresponding
focattons at blogk 212, The LAATFU system 100 can employ 2 weighting techmigue to idenaty
dense clusters based on signal sinulanty and cluster size. As this stage, the locations for those
subsets without altered APs 106 form a dense cluster, and disperse otherwise. The LAAFU
systemn 100 can subsequently deternune dense clusters, whose centroid yields the client’s
focation, at block 214, Next, at block 216, the LAAFU system 100 can wdentify the aliered APs
1036, whose fingerprint values can be ypdated by an update component 218,

{0115} The update component 218 can update a fmgerprint database with the RS5s of
the altered APs 106 by first, storing the RSSs of the altered APs 106 in a memory buffer 224,
The memory buffer 224 can then pass this mfo along 1o block 222 for a venfication and update
process by which the update component 218 associates the R5Ss with the estimated locations
anywhere in the area. The update component can then use a Gaussian Process Regression {(GPR)
at block 220 to adapt the Hngerprinis according to the carrent environment and update a
fingerprint database 108,

{6116} Referring now to FIG. 3, illustrated are example heat maps of access points
according to ong or more gmbodiments. The graphs 300 comprise an original heat map 302, as
opposed to a beat map due to a ransnussion power reduction 304, The graphs 300 also
comprise another origimal heat map 306 as opposed 1o a heat map due to AP movement 308,
The AP alteration can lead to the dispersion in the locations estimated from the RSS subsets.
{0117} Referring now to FIG. 4, illustrated 15 an example graph of recerved signal
strength locations of access points according to one or more embodiments.  Fig, 4 shows the
estimated locations for generated subsets. The RSS subsets without any altered APs tend o

cluster topether around the ground truth location. On the other hand, locations estimated from
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the subsets comprising the alfered APs tend to be dispersed in naturg. Thus, the chent location
can be identified by locating the dense cluster. Furthermore, given the client location, the
fingerprint database can then be updated with the received RSS vectors,

{0118} Referring now to FIG. &, illustrated 15 an example praph of the standard
deviation of the received signal strengths according to one or more embodiments. Based on an
experimental setap a building (5,400 m™ ) with overal 218 RPs are sampled in 3 m grid size.
Ateach RP, 60 RSS vectors can be collected to calonlate the mean and vaviance of R838s. FIG.
3 depicts the cumudative distribution of average RSS standard deviation in all RPs. As shown,
most RSY noise 13 within 2.5 dB.

{0119 Referring now to FIG. 6, sllustrated 18 an example graph of the munber of access
points received by a client according to one or more embodiments. For online testing dwing an
experimental setap, target signals can be collected from 900 random locations. 156 total APs
are detected after filtering out the APs with little coverage or tethered by mohile devices. With
no knowledge of AP locations before site survey FIG. 6 illustrates the AP frequency cumulative
distribution function (CDF) at all target vectors, On average 27 APs can be detected at each
target.

{120 The following basehine parsmeters can be used to atan these results: k=3 for
WEKNN, distance threshold y =6 m, for fast detection. Randomly select 2 APs to alter then
transmission power, the xignal change factor in AP alteration 15 15 dB, ¢ == § nearest RPs can
used in cluster stmularty caleulation, Bandwidth # = § i Bquation (21).  Shidimg window of
location gquery accumulation ¥ = 200 . In GF regression, N = 100 fingerprints can be used for
GP model tramning. 20 times of Sagerprint venfication can be conductad. a= 2 for RSS update
decision tn Equation (S8} and A = 0.5 for ARMA update in Equation {59).

{61214 Referring now to FIG. 7, illustrated 15 an example graph of a distance threshold
according to one or more embodiments. FIG. 7 iustrates TVR, ACC and TPR versus the
distance threshold y in fast detection. When » 1s small, fast detection can be sensitive and
almost all the targets are classified as positive. TPR 1z low and FNR 18 high due to many
unaltered vases where only temporal fluctuation are classified as altered. When 13 increased,
fast detection becomes adaptive and correctly classifies vnaltered test cases. Therefore, TPR

imcreases. However, if » further ncreases, the detection criterion is insensitive to altered cases,
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thus, 7AKR becomes low. To achieve a balance, y =6 where ACC, TPR and THR are all
optimial. » can be also empincally set according o posttioning error of unaliered targets.

10122} Referring now to FIG. 8, illustrated 15 an example graph of an average mutual
distance before and after access point alteration gecording o one or more embodiments. When
¥ =& In, the average mutual distance versus temporal user arnivals can be tllustrated. Befors the
mtroduction of altered APs, the average mutual distance 1s small, and correct classification can
be observe as negative cases (unaliered). After mtroduction of altered APs, the mutaal distance
rizes sharply above the threshold, as altered APs lead to dispersed estimated locations. Using
such a scheme, fast detection can accurately and efficiently detect the existence of altered AP(s).
j8123] Referring now to FIG. 9, itlustrated 1s an example graph of a mean localization
arror before and after AP alteration according to one or more embodiments. FIG. 9 depicts the
temporal localization errors versus the time series of location queries, which are the temporal
arrvals of users. Before mitvoduction of altered APs, three algorithms can have similar
Tocalization errors, Given altered APs, WKNN and Bavesian algorithms have high ervors
hecause they do not consider AP alteration. Dispersion happens 1 thew location estimations.
However, different from these techmuques, the LAAFU system 100 can successfully filter out
the altered APs 106 from the RES vectors and maintain the higher localization accuracy.

ja124} Referring now to FIG. 10, illustrated is an example graph of mean localization
error versus number of altered APs according to one or more embodiments. FIG. 10 depicts the
mean localization errors versus the mumber of altered APs mtroduced. Both WKNN and
Bavesian algorithins can degrade in sccuracy because of dispersion in estimations. To the
contrary, the LAAFU system 100 can successtully filier the altered APs 106 and mamtain high
localization accuracy. The LAAFU system 100 not only considers the average signal similarity
of each claster, but also leverages their size in finding the dense ones. Hence, the LAAFU
system 100 does not bias to small clusters, and achieves better locslization accuracy.

{1125} Referring now to Fl 11, slostrated are example heat maps of access points
according to one or more embodiments, FIG. 11 shows the localization error CDFs of three
different schemes in the presence of altered APs 106, Both the WKNN and Bayesian
algonthms can achieve hugher errows without filtering the altered APs 106. By RSS subset
clustering, the LAAFU system 100 can reduce the influence of altered APs 106 and achieve

betier poSHIONING ACTULACY.
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{0126} Referrmg now to FIG. 12, illustrated is an example praph of mean localization
grror versus signal change factor according to ong or more embodiments, FIG. 12 depicts the
mean localization errors versus the signal change factor (from ~20 dB to 20 dB). When the
APs 106 signals are not altered, the LAAFU system 100 has the same locabization ervor as
WKNN, because after wdentifving the APs 106 as unaltered, the LAAFU systern 100 can run the
same WKNN posttiomng. Given altered APx 106, WKNN and Bayesian methods suffer from
the dispersion of location estimations.  When the factor chagges from 0 to -20 dB, the
merease of localization ervor 1s smaller compared with reverse direction. It is because under
transmussion power reduction, coverage of altered APs 106 shrink and fewer query data detect
this AP 106

je127} Reforrng now 1o FIG. 13, dlustrated 15 an example graph of localization evror
versus munber of RSS subset samples generated according to one or more embodments. FIG.
13 depicts the localization ervor versus the nimber of generated subset samples. The more RSS
subsets the LAAFL gystem 100 penerates, the higher localization accuracy it can achieve. The
more RSS subsets have more focation estimations, the more information can be provided in
distinguishing a dense cluster. As the number forther increases, improvement converges as the
existing subsets are already sufficient for accuraie dense clusier identification and final
focalization.

[0128] Referrmg now to FIG. 14, dlustrated 15 an example graph of localization ervor
versus number of nearsst RPs sel in cluster simulanity according 1o one or more embodiments.
FIG. 14 depicts the error versus number of the nearest RPs (@ in Hquation {20}}) around the
centrotd for cluster similacity comparison. When @ s small, localization ervor 15 agh due to
signal statistical fluctuation. As {0 increases, mwaiching error decreases as more nearest
neighbors (RPs) reduce the effect of signal fluctuation. When (@ further increases, the
mprovement converges hecause the existing neighbors already sufficiently differentiate the
clusters, Therefore, we select O = 3 w our baseline,

jo129 Referring now 1o FIG. 15, ilustrated iz an example graph of mean localization
error versus bandwidth set in penalty tenm according to one or more embodiments. FIG. 15
depicts the mean localization error versus the bandwidth b in penalty term {Equation {21)) As a

Gaussian kernel 15 unplamented, b can be varied i logarithmic scale. According to Equation
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{21), when & is very small, the penally tarm v, i8 too sensitive to chuster size. When b
ereases, v differs move sharply with cluster size, which helps differenniate the clusters. It b
further increases, the performance decrdgses due to a wniform weight sssipnment with hitde
differentiation of clusters. It dampens the provement brought by cluster size weight o
Considering only average cluster sinlarity will bias to those clusters with small size. Therefore,
there exists an optimal b for better cluster differentiation. In our experiment, we set =35,
{8130} Referring now to FIG. 16, illustrated 1s an example graph of impact of factor «
it update decision according to one or more embodiments. FIG. 16 depicts TVR, ACC and
TPR versus the factor x used m signal update decision. It shows that m general ACC
mereases first and then decreases, while TNR (TPR ) generally decreases {(increases). When «
is small, most of the data, that are identified as negative, are true negative, which leads to high
INR. TPR is snall as the update decision is 100 sensitive 1o the temporal signal fluciuation. As
x increases, FVN decreases while both TPR and 4CC increase. As factor & farther increases,
ACC begms to decrease because LAAFU may also identify positive cases as negative, leading
to lugher FP and lower TNR. Therefore the optimal &= 2 i this scenario
{0131} Referring now to FIG. 17, dlustrated 1s an example cumudative disirtbution
function graph of RSS regression error according 10 one or more embodiments. FIG. 17 depicts
the CDFs of RSS prediction errors using GP and tradiional LDPL. The GP ouwtperforms the
LDPL mn regressing the signal valugs of altered APs, as GP captures the local RSS distnibution
and preserves the overall signal propagation characteristics.  LDPL simply regresses the RSSs
using a path loss model and cannot truly reflect the ground-truth signals.
{0132} Referring now to FIG. 18, illustrated 15 an example cumulative distibution
function graph of location ervor using updated signals secording to one or more embodiments.
systern 100 can achieve error redudtion compared with LDPL and successfully adapt the
fingerprints closely towards the ground truth data under AP 106 alteration. It is mainly because
GP regression in the LAAFU system 100 can adaptively leam the local RSS distributions of the
altered APs 106, Tradmional LDPL cannot reflect such local patterns dae to wall partitioning,
ja133} Referring now 1o FIG. 19, lustrated 15 an example graph of average mutual
distance versus user arrival according to one or more embodiments. FIG. 19 depicts the average
mptual distance m fast detection versus temporal user arrivals. Updates can ocour four times at
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mdex 20, 40, 60 and 30, respectively. Using 4 = 0.3, the fingerprint can be adapted towards
the ground-truth one, leading to smaller mutoal distances. The LAAFU system 100 can identify
altered APs 106 via sabset sampling, and updates thew Bngerprnt database wsmg GP regression.
{0134} Refernng now to FIG. 20, sllustrated are example heat maps of access pomnts
according to one or more embodiments. To further iHlustrate the fingerprint update process,
signal map changes for one of the aliered APs 106 can be shown osing heat maps 2002, 20804,
2006, 2008, 2010, 2012, The oniginal signal map 2002 is before AP 106 alteration. Signal map
2004 15 the ground truth signal map afler one power adjustment. Temporal updates of tis signal
map with respect 1o mdex of temporal user arnivals can b represented by signal maps 2006,
2008, 2010, 2012, The signal maps gradually eveolve towards the ground truth, and after 80
updates, the LAAFU system 100 can gradually leava the Wi-F1 signal muap.  Thereafler, the
LAAFL system 100 can update the Wi-Fi fingerprints for better localization accuracy under
altered APs 106

{0135} Referrmg now to FIGs, 21-24, iHlustrated 15 an example cuomudative distribution
function graph of localization ervors under AP alteration according to one or more embodiments.
FiGs. 21 and 22, show the localization error of the LAAFU system 100 and the location
accuracy using the updated fingerprints from a first tnal. Simitar results have also been shown

ur FIGs. 23 and 24 from a second tnial,

{6136} Refernmg now to FIGs. 25-26, idhustrated 18 an example of clustening locations
according to one or more embodiments, FIG. 25-26 depict the results using affimty propagation
clustermg, where different number of clusters 1 generated adaptively. Note that any other
suttable clustering alporithim can be apphied 1n the LAAFU system 100,

[0137} Referring now to FIG. 27, illustrated 1s an example graph of frequency m dense
cluster versus index of APs detected by the client according to one or more embodiments, FIG.
27 depicts a counting result, where the client detects overall 20 APs 106, while the size of the
dense cluster 18 23, As the frequency of the altered AP 106 18 numencally distant from those of
unaltered ones, a two-class clustering problem can anse in one dimension, which can be solved
usmg Jenks natural breaks optimization method.

{0138} Referring now to FIG. 28, iHustrated is an example How diagran for a LAAFU
system according to one or more smbodiments. At glerent 2800 the method can identify first

focation associated with an access pomt device of access point devices {e.g., via the mohile
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device 102). In response to identifving a second location associated with the access point
device and different than the fivst location, the method can determing that the access point
device has become an altered access point device at element 2802 (e.g., via the detection
component 202). At element 2804 the method can associate a reference location with the
altered access point device {2.g., via the localization component 210). At element 2806 the
methad can comprise filtering the altered access point devics from the access point devices {e.g.,
via the localization component 210}, Additionally, in response to the filtering, the method can
comprise updating the reference location associated with the aliered access point device {e.g.,
vig the update component 218).

{0139} Referring now o FIG. 29, illustrated 15 a schemanc block dmgram of an
exemplary end-user device such gs a mobile device 1100 capable of connecting to a network in
accordance with some embodiments described herem. Althoagh a mobile handset 110013
lustrated herein, 1t will be understood that other devices can be a mobile device, and that the
mobile handset 1100 is merely iltustrated to provide context for the embodiments of the various
embodiments described herein. The following discussion s mtended o provide a briet, general
description of an example of a quitable environment 1100 i which the various embodiments
can be implemented. While the description melodes a general context of computer-executable
mstructions embodied on a machine-readable storage mediom, those skilled m the art will
recognize that the innovation also can be mmplemented in combination with other program
modules and/or as a combination of hardware and software.

L B Generally, apphications {e.g., program modules) can inclode routings, programs,
components, data structures, gtc., that perform particular tasks or implement pacticular abstract
data types. Moreover, those skilled in the art will appreciate that the methods described herein
can be practiced with other system configurations, including single-processor or multiprocessor
systems, mimcomputers, mainframe computers, as well as personal computers, hand-held
computing devices, microprocessor-based or programmable consumer electronics, and the hike,
each of which can be operatively coupled to one or more associated devices.

{0141} A computing device can typically include a variety of machine-readable media.
Machine-readable media can be any available media that can be accessed by the computer and
meludes both volatile and non-volatile media, removable and nov-removable media. By way of

example and not linutation, computer-readable media can comprise computer storage media and
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conwnunicstion media. Computer storage media can include volatile andfor non-volatile media,
removable andior non-removable media implemented in any method or technology for storage
of information, such as computer-readable instructions, data structures, program modules or
other data. Computer storage media can mclude, but is not limited to, RAM, ROM, BEEPROM,
flash memuory or other memory technology, CD ROM, digital video disk (DVD) or other opuical
disk storage, magnetic casseties, magnetic tape, magnetic disk storage or other maguetic storags
devices, or any other mediuwm which can be used to store the desived iformation and which can
be accessed by the computer.

{0142} Conununication media typreally emnbodies computer-readable instructions, data
structures, program modules or other data n 8 modulated data signal such as a carvier wave or
other transport mechanisin, and imcludes any wformation delivery media. The term “modulated
data signal” means a signal that has one or more of its characteristics set or changed 1 such a
manner as to encode wnformation m the signal. By way of example, and not linttation,
communication media meludes wired media such as a wired network or direct-wired connection,
and wireless media such as acoustic, RE, mfrared and other wireless media. Combinations of
the any of the above shoold also be incladed within the scope of computesreadable media.
{0143} The handset 1100 meludes a processor 1102 for controlhing and processing all
onboard operations and functions. A memory 1104 mterfaces to the processor 1102 for storage
of data and one or more applications 1106 (e.g., a video player software, aser feedback
component software, erc). Other applications can include voice recogmition of predetermined
voice conunands that faciliate mitiation of the user feedback signals. The applications 1106
can be stored inx the memory 104 anddor in a firmware 1108, and exeouted by the processor
1102 from either or both the memory 1104 or/and the firmware 1108, The firmware 1108 can
also store startup code for execution m intializing the handset 1100, A communications
component 1110 interfaces to the processor 1102 to facilitate wired/wirelgss communication
with external systems, e.g., cellular networks, VoIP networks, and so on. Here, the
communications component 1110 can also include a suitable cellular transceiver 1111 {e.g., a
GSM transceiver) and/or an unhbicensed transceiver 1113 {e.g., Wi-Fi, WiMax) for
corresponding sipnal conwnunications,  The handser 1100 can be a device such as a cellular
telephone, 8 PDA with mobile communications capabilities, and messaping-centric devices.

The communications component 1110 also facilitates communications reception from terrestiial

33



WO 2017/084596 PCT/CN2016/106198

radio networks {e.g,, broadeast), digital satellite radio networks, and Internst-based radio
services networks.

0144} The handset 1100 includes a display 1112 for displaying text, images, video,
telephony functions {e.g., a Caller 1D function), setup functions, and for user mput. For
example, the display 1112 can also be refirred to as a “screen”™ that can accommodate the
presentation of multimedia content {e.g.. music metadata, messages, wallpaper, graphics, erc),
The display 11132 can slso display videos and can facilitate the generation, editing and shaving
of video quotes. A serial /O mierface 1114 1s provided i communication with the processor
02 1o faclitate wired and/or wireless serial commumications {e.g., USB, andfor IEEE 1394)
through a hardwire connettion, and other sevil mput devices (2.g., a keyvboard, kevpad, and
mouse). This supports updating and troubleshooting the handset 1100, for example. Audio
capabilities are provided with an audio O compoenent 1116, which can include a speaker for
the output of audio signals related to, for example, ndication that the user pressed the proper
key or key combination to initiate the user feedback signal. The audio FO component 1116 also
facilitates the input of sudio signals through a microphone to record data andfor telephony voice
data, and for mputting vorce signals for telephone conversations.

{0145} The handset 1100 can mclude a slot mterface 1118 for accommodating a SIC
{Subscriber Identity Component) in the form factor of a card Subscriber Identity Module {SIM)
or umversal SIM 1120, and interfacing the SEM card 1120 with the processor 1102, However, it
15 to be appreciated that the S$IM card 1120 can be manufactured mto the handset 1100, and
updated by downloading data and software.

{01406} The handset 1100 can process IF data traffic through the communication
component 1110 to accommuodate IP traffic from an IP network such as, for example, the
Interngt, a corporate lidranet, a home petwork, a person area network, ete., through an ISP or
broadband cable provider. Thus, VolP traffic can be utilized by the handset 800 and 1P-bazed
multimedia content can be recetved in either an encoded or decoded format,

{0147} A video processing component 1122 {e.g., a camera) can be provided for
decoding encoded multimedia content. The video processing component 1122 can aid in
facilitating the generation, ediiing and shaning of video quotes. The handset 1100 also ncludes
a power source 1124 in the form of batteries and/or an AC power subsystem, which power

source 1124 can mterface to an external power system or chargmyg equipment {not shown) by a
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power VO component 1126,

{148 The bandset 1100 can alse include a video component 1130 for processing video
content received and, for recording and transniitiing video content. For exaniple, the video
component 1130 can facilitate the generation, editing and sharing of video guotes. A location
tracking component 1132 facilstates geographically locating the handset 1100, As descnibed
hereingbove, this can occur when the user initiates the feedback signal automatically or
manually, A user input component 1134 facilitates the user imtiating the quality feedback
signal. The user input component 1134 can also facilitate the generation, editing and sharing of
video quotes. The user input component 1134 can mclude such conventional input device
technologies such as a keypad, kevhoard, mouse, stvlus pen, andior fouch screen, for example.
0149} Referving apain to the applications 1106, a hysteresis component 1136 facilitates
the analysis and processing of hysteresis data, which is vtilized to determine when to associate
with the access pomt. A software trigger component 1138 can be provided that facilitates
wriggering of the hysteresis component 1138 when the Wi-Fi transceiver 1113 detects the
beacon of the access pomt. A SIP client 1140 enables the handset 11040 (o support SIP protocols
and register the subscriber with the SIP registrar server. The apphoations 1106 can also mclude
a chient 1142 that provides at least the capabihity of discovery, play and store of multtmedia
content, for example, music,

{01504 The handset 1100, as mdicated above related to the communications component
§10, includes an imndoor nstwork radic transcever 1113 (e, Wi-Fi transceiver). Thes function
supports the indoor radio Hnk, such as IEEE 80211, for the dual-mode GSM handset 1100, The
handset 1100 can accommodate at least satellite radio services through a handset that can
combing wireless voice and digital radio chipsets into a single handheld device.

j0151} Referring now to FIG. 30, there ix tHustrated a block diagram of a computer 1200
operable to execute a system archatecture that facilitates establishmyg a transaction betwsen an
entity and a third party. The computer 1200 can provide networking and communication
capabilities between a wired or wireless communication network and a server andéor
conmmuication device, In order to provide additional context for various aspects thereof, FIG.
30 and the following discussion are intended 1o provide a brief, peneral description of a suitable
computing snvironment w which the varions aspeciy of the mnovation can be implemented to

facilitate the establishment of a fransaction between an entity and a third party. While the
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description above is i the general context of computer-executable instructions that can run on
ong or more compuiers, those skilled in the art will recognize that the innovation also can be
implemented m combination with other program modules and/or as a combination of hardware
and software.

[0152} Generally, program modules include routings, programs, components, data
structures, et that perform particular tasks or implement particular abstract data types.
Moareover, those skilled m the art will appreciate that the mventive methods can be practiced
with other computer system configurations, including single~processor or multiprocessor
computer systems, muucomputers, mainframe computers, as well as personal computers, hand-
held computing devices, microprocessor-based or progranmunable consumer glectronics, and the
tike, each of which can be operatively coupled 1o one or more associated devices.

{0153} The illustrated aspects of the imnovation can also be practiced in distributed
computing environments where certain tasks are performed by remote processing devices that
are hnked through a conumunications network., In a distributed computing environment,
program modules can be located 1n both tocal and remote memory storage deviges.

[01544 Computing devices typically inchade 8 variety of media, which can include
computer-readable storage media or commmuncations media, which two terms are used herein
differently from one another as follows.

{155} Computer-readable storage media can be any available storage media that can be
accessad by the computer and mcludes both volatile and nonvolatile media, removable and non-
removable media. By way of example. and not Imitation, computer-readable storage media can
be mnplemented in conngction with any method or technology for storage of information such as
computer-readable mstructions, program modules, structured data, or unstructured data.
Computer-readable storage media can inglude, but are not limited to, RAM, ROM, EEPROM,
flash memory or other memary technology, CD-ROM, digital versatile disk {DVD) or other
optical disk storage, magnetic cassettes, magnetic tape, magnetic disk storage or other magnetic
storage devices, or other tangible andfor non-transitory media which can be used to store
desired mformation. Computer-readable storage media can be accessed by one or more local or
remote computing devices, .., via access requests, guenes or other data retrieval protocols, for
a variety of operations with respect to the mformation stored by the medium.

{0156} Communications media can embody computer-readable mstructions, data

36



WO 2017/084596 PCT/CN2016/106198

structures, program modules or other structured or unstructured data i 3 data signal such as @
modulated data signal, e.g., 8 carrier wave or other transport meghanisim, and includes any
nformation delivery or transport media. The term “modulated data signal” or signals refersto a
stgnal that has one or more of its characteristics set or changed in such a manner as to encode
mformation m ong or move signals. By wayv of example, and not imitation, commuumication
media include wired media, such as 3 wired network or divect-wired comnection, and wirsless
media such as acoustie, RF, infrared and other wireless media.

{0157} With reference to FIG. 30, implementing various aspects described herein with
regards to the end-user device can mclude a computer 1200, the computer 1200 including a
processing wnit 1204, a systen memory 1206 and g system bus 1208, The svstenm bus 1208
couples system components mchuding, but not limited to, the systenumemory 1206 to the
progessimg unit 1204, The processing waut 1204 can be any of various commercially available
processors. Dual mucroprocessors and other mult processor architectures can also be employed
as the processing unit 1204,

{188} The system bus 1208 can be any of several types of bus structare that can further
mtereonmect to a memory bus {with or withowt a memory controller), a peripheral bus, and a
focal bus using any of a vartety of commercially available bus architectures. The system
memory 1206 includes read-only memory (ROM) 1227 and random access memory (RAM}

~
H

1212, A basic mputfoutput system (BIOS) is stored i a non-volatife memory 1227 such as
ROM, EPROM, EEPROM, which BIOS contams the basic routings that help to transfer
information between elements within the computer 1200, such as during start-up. The RAM
1212 can also inclade a high-speed RAM such as static RAM for caching data.

{6159 The computer 1200 further inchudes an ternal hard disk drive (HDDY 1214 {a.g.,
EIDE, SATA), wiuch internal hard disk drive 1214 can also be configured for external use ina
suitable chassiy (not shown), a magnetic foppy disk drive (FDD)Y 1216, (2.g., to read from or
write to a removable diskette 1218) and an optical disk drive 1220, (e.g., reading a CD-ROM
disk 1222 or, to read from or write to other hugh capacity optical media such as the DVD). The
hard disk drive 1214, magnetic disk drive 1216 and optical disk drive 1220 can be connected to
the systenmbus 1208 by a hard disk dnive mterface 1224, a magnetic disk doive interface 1226
and an optical drive interface 1228, respectively. The miterface 1224 for external drive

unplementations mcludes at least one or both of Universal Serial Bus (USB) and IEEE 1294
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mterface technologies. Other external drive connection technologies arg within contemplation
of the subject innovation.

8160} The drives and their associated computer-readable media provide nonvolatile
storage of data, data structures, computer-executable instructions, and so forth. For the
computer 1200 the doives and media accommodate the storage of any data in a sustable digtal
format,  Although the description of computer-readable media above refers 1o a HDD, a
removable magnetic diskette, and a removable optical media such g8 a CD or DVD, w should be
appreciated by those skilled 1 the art that other types of media which are readable by a
computer 1200, such as zip drives, magnetic cassettes, flash memory cards, carteidges, and the
ke, can also be used in the exenwlary operating envivonment, and further, that any such media
can contain computer-executable mstructions for performing the methods of the disclosed
mnovation.

{0161} A number of program modules can be stored tn the doves and RAM 1212,
mcluding an operating system 1230, one or more application proprams 1232, other program
modules 1234 and program data 1236, All or portions of the operating system, applications,
miodules, and/or data can also be cached i the RAM 1212 Htis to be appreciated that the
mnovation can be implemented with vanious commercially avatlable operating systems or
combinations of operating systems.

{8162} A user can enter commands and mformation o the computer 1200 through one
or more wiredéwireless mput devices, 2.g., a kevboard 1238 and a pointing device, such as a
mouse {240, Other mput devices {not shown)} may mehide a mutcrophone, an IR remote control,
a jovstick, a game pad, a stvius pen, fouch screen, or the like. These and other input devices are
often comtected to the processing unit 1204 through an input device mterface 1242 that is
coupled to the svstem bus 1208, but can be connected by other interfaces, such as a parallel port,
arr IEEE 2394 serial port, a game port, a USB port, an IR interface, eic.

{0163} A monitor 1244 or other type of display device 1s also connected to the system
bus 1208 through an interface, such as a video adapter 1246, In addition 1o the monitor 1244, a
conypruter 1200 typically includes other peripheral output devices (not shown), such as speakers,
printers, efe.

{8164} The computer 1200 can operate in 2 networked environment using logical

comnections by wired andfor wireless communications to one or more remote computers, such
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as @ remote computer(s) 1248, The remote computer{s) 1248 can he a workstation, a server
computer, a router, a personal computer, portable computer, microprocessor-based

entertainiment device, a peer device or other conynon network nede, and typically includes

many or all of the elements described relative to the computer, although, for purposes of brevity,
only a memory/storage device 1250 1s tlustrated. The logical connections depicted include
wired/wireless connectivity 0 a local area network (LAN) 1252 andfor larger networks, 2. a
wide area network {WAN) 1254, Such LAN and WAN networking environments are
commonplace in offices and companies, and facilitate enterprise~-wide computer networks, such
as mtranets, all of which may connect to a global commmunications network, e.g., the Internet.

&

{0165} When used in 3 LAN networking environment, the compuier 1200 15 connected
to the local network 1252 through a wived andfor wireless communication network wnterface or
adapter 1256, The adapter 1256 may facilitate wired or wireless conununication to the LAN
1252, which may also mclude a wireless access pomnt disposed thereon for convmunicating with
the wireless adapter 1256,

{1166} When used in a WAN networking environnent, the computer 1200 can include a
modem 1238, or s comnected {0 a commumications server on the WAN 12534 or has other
means for establishing communications over the WAN 1254, such as by way of the Internet.
The modem 1258, which can be mnternal or external and a wired or wireless device, 13 connected
to the system bas 1208 through the mput device interface 1242, In a networked environment,
program modules depicted relative {0 the computer, or portions thersof, can be stored in the
remote memorystorage device 1230, I will be appreciated that the network connections shown
are exemplary and other means of establishing a comumunications link between the computers
can be used.

j8167} The computer is operable fo communicate with any wireless devices or entities
oparatively disposed i wirsless conununication, e, a printer, scanner, desktop andior portable
computer, portable data assistant, communications satellite, any piece of equipment or location
associated with a wirelessly detectable tag {e.g., a kiosk, news stand, restroom), and telephone.
This mcludes at least Wi-Fi and Bluetooth™ wireless technologies. Thus, the communication
can he g predefined structure as with a conventional network or staply an ad boe
communication between at lgast twn devices.

{0168} Wi-Fi, or Wireless Fidelity, allows connection to the Internet from a couch at
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home, & bed in a hotel room, or ¢ conference room at work, without wires, Wi-Fi is'a wireless
technology simlar to that used in a cell phone that enables such devices, e.g., computers, to
send and receive data indoors and out; anywhere within the range of a base station. Wi-Fi
networks use radio technologies called IEEE 802 11 {a, b, g, etc.} to provide secure, reliable,
fast wireless connectivity. A Wi-Fi network can be used to connect computers to each other, to
the Internet, and to wired networks (which use IEEE 802.3 or Ethernat), Wi-Fi natwarks
operate i the unlicensed 2.4 and 5 GHz radio bands, at an 11 Mbps (802.11a) or 54 Mbps
{R02.11b) data rate, for example, or with products that contain both bands (dual band), so the
networks can provide real-world performance similar to the basic 10BaseT wired Ethernet
networks used in many offices.

j8169} The above description of illustrated embodiments of the subject disclosure,
mcluding what 1s described in the Abstract, is not intended to be exhaustive or to limit the
disclosed emboduments to the precise forms disclosed. While specific embodimnents and
examples are described herein for lustrative purposes, various modifications are possible that
are considered within the scope of such embodiments and examples, as those skilled in the
refevant art can recognize.

{0170 In this regard, while the subject matter has been desentbed herem i connection
with various embodiments and corresponding FiGs, where apphicable, 1t 15 to be undersiood that
other stmilar embodiments can be used or modifications and addittons can be made to the
described embodiments for perfornung the same, similar, alternative, or substitute function of
the disclosed subject matter withouwt deviatng therefrom. Therstore, the disclosed subject
matier should not be limited to any single embodiment described herein, but rather should be

construed in breadth and scope m accordance with the appended claims below.
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CLAIMS

What 1 claimed is:

1. A methiod, comprismg;
wentifying, by a wirgless network device comprising 3 processor, a first location
assoviated with an access point devige pf access point devices:

n response to wWdentifying a second location associated with the access point devive and

point device has become an altered access poit device;

associating, by the wireless network device, a reference location with the altered access
point device;

filtering, by the wireless network device, the altered access point device from the access
potnt devices; and

in response to the filtering, updating, by the wireless network device, the reference

location associated with the altered access pomt device,

2. The method of claim I, wheremn the filtering comprises partitioning a recetved signal

strength mto a groop of recetved signal strengths.

Tt

The method of claun 2, further comprising:
wetghting, by the wiwreless network device, the groap of recetved signal strengths

according to a signal strength similarity of the group of received signal strengths.
4, The method of clamm 3, further comprising:
regressing, by the wireless natwork device, the receivad signal strengths to reflect an

access point enviromment associated with the access point devices,

3. The method of claim 4, wherein the regressing comprises applyving a Gaussian regression,
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6. The method of clamm 4, further comprising;
m response to the regressing, updating, by the wirgless network devics, a data structure

associated with the access point devices.

7. The method of claim 6, wherein the updating comprises updating based on fesdback

recetved from on user input.

8. A system, comprising;
a processor; and
amemory that stores executable instructions that, when executed by the processor,
facilitate performance of operations, comprismg.
identifving a first power associated with an access point device of access point
devices,
in response to wdentifying a second power associated with the aceess point device
and different than the first power, determining that the access pomnt device has become an altered
access pomt device,
estimating a likehihood of an altered access pomt signal associated with the altered
access pomt device;
groupmy received signal strengths associated with the access point devices,
resulting in grouped signal strengths;
based on the grouped signal strengths, estimating corresponding locations
associated with the access poimt devices, resulting in estimated corvesponding locations;
i response to determuming a first location of a mobile device, identifving a second
location associated with the altered access point device; and
updating a data store with a recerved signal strength associated with the altered

access point device relative to the first location of the mobide device.

9. The svstem of claim 8, wherein the identifying the second location is associated with

determuning a density of the grouped signal strengths.
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10, The system of ¢laim 9, wherein the operations further comprises:
m response to the identifving the second location associated with the altered acvess poimt

device, identifving the altered access point device,

i1, The system of claim 9, wherein the operations further comiprises:

associating the receivad signal strenpths with the sstimated corresponding locations.

12, The system of claim 11, wherem the associating comprises emploving a Gaussian process

regression.

13, A machine-readable storage medinm, comprising executable instructions that, when
executed by a processor, facilitate performance of operations, comprising:

wlentifying a first power assoctated with an access pomt device of access pomt devices;

i response to identifving a second power associated with the access point device that is
different than the firet power, detenmining that the access point device has become an altered
access pomt device,

measuring recetved signal strengths from access point devices;

based on the receved signal strengths, grouping the access point devices, resulting in
grouped access point devices; and

11 response to the grouping of the access pomnt devices, estimating a location of the

altered access pomt device resulting i an estimated focation.

4. The machine-readable storage medium of claim 13, wherain the operations further
comprise;

applying a regression analysis to the estimated location of the altered access point device,

15, The machine-readable storage medium of claim 14, wheremn the regression analysis

comprises a (Gaussian regression analysis,
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16.  The machmne-readable storage medium of glaim 13, wherein the operations further
COMPIIsg:
n response fo the applying the regression analysis, verifying the estimated location of the

altered access pont device,

17.  The machine-readable storage medivm of ¢laim 16, wheremn the verifying comprises
comparing the estimated location to a previously stored location associated with the altered

access point device.

18,  The mmchine-readable storage medivm of clamm 17, wheren the operations further
comprise:
1 response to the comparing the estimated location to the previounsly stored location

assoctated with the altered access point device, updating a data structure.

19, The machine-readable storage mednum of claim 13, wherein the location is a fivst location,
wherem the operations further comprise:
detenmining a second location associated with a mobile device, and wheremn the second

focation 1s used to deternmune the estimated location.

20, The machine-readable storage medivm of claim 13, wheramn the location is a first location,
wharein the operations further comprise:
estimating a second location associated with the grouped access point devices, and

wherein the second location is used to determine the estimated location.
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