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(57) Abstract: In some examples, a system for determining whether an operating system fault has occurred includes data storage and
a processing system. The data storage may store image data indicative of a computing system display output. The processing system
may access the stored image data. The processing system may determine that the computing system display output corresponds to a
fault display output associated with a fault state of an operating system, which determination may include the processing system de -
termining an extent of similarity between the accessed image data and a reference image associated with the fault display output. The
processing system may generate a fault indication responsive to determining that the computing system display output corresponds
to the fault display output.
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IMAGE BASED FAULT STATE DETERMINATION

BACKGROUND
{00011 A computing system includes data storage, a processing system, and a
variety of hardware components. The data storage can include execuiable
instructions for an operaling system (08). On startup, the computing syslem
executes the OF, and the OF then manages and prioritizes tasks performed by the
hardware components of the compuling system. The O& alse facilitates the
operation of software programs on the computing system. For instance, the OF can
allocate processing resources and/or memory resources amongst different soffware

programs {o allow those programs to operate concurrently on the computing system.

Brigr DESCRIPTION OF THE DRAWINGS

[0002] The following detailed description references the drawings, wherein:

{0003}  FIG. 1 is a block diagram of an example operating systemn (OS) fault state

determination system;

[0004] FiG. 2 is a block diagram of an example OGS faull state determination

system;

[0005]  FIG. 3 s a flowchart of an example process for determining a faull state of

an O8 based on image datg;

[0006]  FIG. 4 is a block diagram of an example system for determining a state of

an O8S based on image dala;
[0007]  FIG. BA s a diagram of an example OS faull screen;
[0008] FIG. 5B is a diagram of an example OS faull screen;

{00081 FIG. 8is a flowchart of an example process for determining a fault state of

an OS5 based on image data; and

[0010] FIG. 7 is a block diagram of an example OS fault slate determination

system.
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DeETAILED DESCRIPTION
{00111  The following description makes reference 1o the accompanying drawings,
in which similar symbols ideniify similar components, unless context dictates
otherwise. The descriptions herein, as well as the drawings, present examples of
the subject matier of the present disclosure and are in no way limiting in regard ©
the subject matter disclosed herein. Throughout the description, the singular forms
of “a”, “an”, and “the” mean “one or more”. Thus, various examples in which a
component is described in singular form also apply to examples having mulliple of
those components. Moreover, some aspects of the examples presented herein may
be modified, re-arranged, re-ordered substituled, combined, and/or separated in a
variety of different configurations without departing from the subject matter of the

present disclosurs,

{00121 in some compuling systems, sensors may be arranged o detect
operaiing parameters of hardware components, and sensor data from those sensors
may be provided {o a monitoring systermn.  In some cases, the monitoring systaem
may receive control signais that are themselves generated by hardware andfor
software systems. Some control signals may indicate whether a given component is
turned on or off and/or a health slate of the component, Tor example. In some
examples, the monitoring syslem may receive sensor data andfor control signals
indicating: chip temperalures, voltage levels, fan speeds, memory errors, powsr
supply status, efc. The moniloring system may then evaluate the received
information and perform actions upon the received information meeling specified
criteria.  For example, the monitoring system may generate an alert message and/or

log file(s) if a parameter is cutside of its desired operating range.

[0013] Network administrators and others responsible for computer networks and
other complex systems may use real time data streams from such monitoring
systems o identify issues affecting performance of the system. In some cases, a
monitoring systerm may systematically check the reported values fo determine
whether hardware components are within their respective operaling parameters, and
generate suitable messages upon delecting values outside those parameters. The
monitoring systems may then be used to analyze any issues affecting systemn

performance and identify correclive measures,
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[0014]  in addition, software agents or waichdogs may be used {o detect and
report the state of OSs andior other software modules on each of the computing
systerns. These software agents may be inslalled on monitored compuling systems
and run as a background fask. The agent may intermittently run checks on the
performance and/or status of the monitored software systems and report results of

the same by sending a suitable message {o the monitoring system.

[0015] However, in some cases, sofiware agenis themselves may be reliant on
the underlying OS5 software stack to function properly, and some OS failures may
therefore prevent the agent from reporting.  As such, while receiving @ report from
such a software agent may indicate a healthy state of the OS, failing o receive such
a report may not conclusively indicate an QS fallure, much less provide
diagnostically relevant information related to the failure. For example, upon ceasing
reporting, a network administrator may be faced with several possible explanations
for the halt in reporting: communication system failure(s), other hardware fallure(s),
085 crash, ele. To the extent that such a network administrator could discern that
the hall in reporting messages was due o an O35 crash, it would be after ruling out
other possibilities. Even then, the hall in reporting messages may not indicate any

parlicular type of OF crash or information related o ils cause.

[0016] Some aspects of the present disclosure provide a technique for detecting
an 08 failure based on a display oulput of a computing system. Some O3 failures
involve the computing system oulputting display instructions for a fault screen.
When rendered on a display device, the fault screen can indicate 1o a user that an
OF failure has cccurred and also provide some indication of the cause, such as an
error code or a descriptive message (e.g., "memory overfliow”, etc.). For computing
systems that are connected fo a display device being viewed by a user, this
information may provide some prescriptive and/or trouble-shooting value for such
user. However, many compuling systems are not connected o a display device.
For instance, a data center may include multiple computing sysiems used as servers
or the like and which are not connecled to display devices. Thus, while such
computing systems may oulpul display instructions for a faull screen upon an OS
failure, these fault screens are not aclually rendered on a display device and

therefore not readily useful for monitoring and/or diagnostic purposss.  Some
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aspects of the present disclosure include a technique for aulomatically recognizing
display instructions corresponding 0 a fault screen and responsively generating an

alert message.

{00171  To manage and monilor such a group of computing syslems, each
computing systern may be associated with a management module. The
management module may be a hardware component such as a control card or the
like thal is eleclrically coupled to its associated compuling syster{s). The
management module may be to: (i) oblain sensor data from sensors associated with
the computing system, (i) generate and send reports to an external monitor, and/or
{ily cause ils associaied computing system fo perform certain actions, such as
restart.  For example, the management module may receive sensor data from
hardware sensors measuring fan speed, femperature, voltage levels, etc. The
management module may include its own communication interface such that its
communication is not dependent on the associated computing system and/or its O8.
The management module may include a processing systern and/or program logic for
carrying out ifs reporting and/or monitoring processes., The processing systern of
the management module may be separate from the central processing unit (CPU) of
the associaled compuling system. In some cases, the processing system may be a
reduced instruction set processor such as an ARM processor or the like. The
management module may also cause the computing system o restart, which can

set the O8 o an initial known siate.

[0018]  The management module may be arranged to sample the display output
of the computing system and determine a state of the 08 based in part on the
display ouiput. For example, the management module may be a peripheral device
slectrically coupled to chip{s} in the computing system {0 receive the display oufput.
The management module may be coupled to a connection hub of the computing
systern’s motherboard that carries inputoutput signals belween the CPRPU and
various devices. Depending on the chipset of the computing system, the
management module may be coupled and/or inslalled in various arrangements. In
some examples, the management module may have a video adapter incorporated

within it and may be coupled to the southbridge of the motherboard, such that
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display output signals generated by the 08 may be accessed by the management

module.

[0018]  The management module may include an image caplure engine that
obtains samples of at least some of the display ocutput signals. Image data oblained
by the image capture engine may then be analyzed for similarity with a known fauit
display and/or other OS-stale-associated displays 1o determine the state of the OG.
Such an image capture enging may oblain image dala periodically, upon requesi,
andfor in response {o satisfaction of some criteria, such as criteria involving sensor

data from the various sensors monitored by the management module.

[0020] Once image data is obtained by the management module, the image
caplure engine may store a copy in a shared memory buffer for comparison with
image data for a known fault screen. In some cases, the image caplure engine may
generate and store a reduced-size image for comparison with the fault screen. The
processing system of the management module may then compuie an exient of
similarily between the comparison image (i.e., the sampled image data) and the fault
screen. The extent of similarity may be based on a cross correlation of fwo images,
for example. In some cases, the extent of similarity may be based on a measure of
similarity of histograms, color distribution, or other factors. I the extent of similarity
exceeds a threshold, the processing system may perform a secondary analysis of

the comparison image.

{00211  The secondary analysis may be computationally more expensive than the
inifial comparison. In some cases, the secondary analysis may be performed using
a higher resolution image than the initial comparison. The secondary analysis may
involve identifying & sequence of characters and/or symbols in a paricular region of
the comparison image and comparing the identified sequence with a known
sequence. For instance, some fault screens may include a known string of
characlers, such as "lf this is the first time you have seen this error screen, restart
vour computer” or another message that appears in a particular region of the
display. The secondary analysis may perform character recognition on the particular
region of the comparison image and delermine whether characters identified via

characler recognition comrespond {0 the known sequence of characters. If so, the
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management module may generate and send a fault message 0 an exiernal

monitoring system and/or log the event.

[0022] in some examples, techniques presemted hersin involve balancing
compeling interesis of conserving processing resources and reducing false
detections of fault screens.  In some examples, this balance is negotiated by
performing the secondary character recognition analysis only when indicated by the
primary image-similarity analysis. In particular, processing resources are reserved
for analyzing images under the secondary analysis only when indicated by the
primary analysis, and the primary analysis may be performed using a reduced-size
scaled image. At the same time, an alert is not triggered solely by the initial
correlation analysis, and only occurs upon satisfaclion of the secondary analysis.
This two-stage analysis procedurs reduces false alarms in comparison o a

procedure that uses only one image analysis technigue.

{00231 FIG. 1 is a block diagram of an example 0% faull state determination
system 100. The OS faull stale determination system 100 includes a management
module 110, which may include a display capture module 112, an OS siate
evaluator 114, and an alert module 116, The management module 110 may receive
08 display signals 102 and sensor dala 104. The management module 110 may be
associated with a computing system and used to monitor and/or manage that
computing system. The OS5 display signals 102 may include signals generated by
hardware componenis of the computing system in accordance with an OS installed
on that computing system. The display signals 102 may include, for example,
display instructions that can cause a display device to render a display 1o be viewed

by a user as part of a user interface of the 05 installed on that computing system.

[0024]  In some examples, the display capture module 112 may receive the Q8
display signal 102 and output the display cutput signal 122. in some exampies, the
display output signal 122 may be output via a display port of the computing system
and may be a processed version of the OS display signal 102, such as a version
that has undergone processing according to an encoding/decoding process, a
filtering process, etc. In some examples, the display oulput signal 122 may be the
same as 08 display signal 102, The display caplure module 112 may also generate

image data based on the OS display signal 102 and provide that image data o the
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05 state evaluator 114, In practice, the display capture module 112 may sample
the O& display signal 102 {o generate the image data. For example, generating the
image data may involve generating an image based on a video frame from the
streaming OF display signal 102 and wriling data indicative of that image o data
storage accessible to the 05 stale evaluator 114, In some examples, the display
capture module 112 may include a video processing engine to perform ceriain
video-related processing to the OS display signal 102 to thereby generate the
display output signal 122. For instance, the display caplure module 112 may include

a vidss processor and/or video controlier.

[0025] The O siate evaluator 114 may receive sensor data 104 and image data
from the display capture module 112. The sensor dala 104 may include datla
indicative of measurements from various sensors situated fo measure operating
parametars of hardware components of the computing system, such as sensors (o
measure fan speeds, chip temperatures, supply voltages, and the like. In addition,
the sensor data 104 may include data indicating state information for the computing
systemn, such as confrol signals indicating whether the computing system is
performing a restart or powered on, or whether the computing system is under
control of the “built-in operating system” (BIOS) or the sysiem’s installed OF, elc.
The OFS state evaluator 114 may include a processing system that evaiuates the
incoming sensor data 104 and image data and determines whether an OS fault has

occurrad based at least in part on the received image data.

[0026] in some examples, the OS state evalualor 114 may initiate an analysis of
the image dala based on the sensor data 104. In some examples, the 05 siate
evaluator 114 may base its defermination of the OS5 state (Le., whether the OS is in
a fault state) at least in part on the sensor data 104 as well as the image data. For
instance, the OS state evaluator 114 may perform an analysis of the image dala in
response o the incoming sensor data 104 indicating that a measured parameter is
outside its desired operating range. In some examples, the OF stale evaluator 114
may perform an analysis of the image data periodically without regard 1o the sensor
data 104. For instance, the OS state evaluator 114 may initiate the image analysis
upon a timer reaching a predetermined number of counts. Moreover, the timer may

be reset whenever an image analysis is performed without regard to how the

b
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analysis was initiated. Thus, in some examples, the OS5 state evaluator 114 may
analyze image data al some time interval specified by a timer, or more frequent if

indicated by sensor daia 104.

[0027]  The image analysis performed by the OS state evaluator 114 may involve
determining an extent of similarity between the received image data and image data
corresponding to a known fault display. Image data comresponding to a known fault
display may be referred 1o heregin as a reference image. The reference image may
be based on display screens rendered by an OS5 during or subsequent o an 08
crash or other OS5 faull. For instance, the reference image may depict a blue
background with white text that describes recovery actions taken (“dumping physical
memory”) and/or some indication of the cause of the crash, such as an serror
message or code. The OS state evalusior 114 may determine the extent of
similarity between the images by computing the cross correlation coefficient or
another measure of correlation between the received image dala and the stored
reference image. In some examples, other techniques may be used o determine
the exient of similarity between the images, such as hislogram comparisons,
distribution comparisons, comparing characterizations of various image parameters,
and/or comparing individual pixel values in different immages. In some cases, the 085
state evaluator may compute other indicators of the extent of similarity between the

images.

[0028] For degrees of similanity that exceed a threshoid, a secondary image
analysis may be performed. The secondary image analysis may include identifying
a sequence of symbols, such as alphanumeric characters, depicled within a
particular region of the received image. The identified sequence of symbols can
then be compared with a reference sequence. The OS state evaluator 114 may
determing whether the identified sequencs comresponds 1o the reference sequencs.
For example, the reference sequence may be a siring such as “dumping physical
memory” or ancther sequence of characters that is depicted on a faull screen. In
some exampies, the 08 state evaluator 114 may analyze a particular region of the
image data using an optical character recognition (OCR) process o identify
characlers depicted in that region. in some cases, the OF state evaluator 114 may

also determine whether characlers are present in the particular region of the
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received image, which may be indicaled by a failure to identify characters or

symbols within that region.

[0028]  in the event that characters are not identified, or that identified characters
do not corrgspond 1o the reference set of characiers, the OS stale evaluator 114
may determine that the received image data does notindicate an OC fault state. On
the other hand, if the OF state evaluator 114 determines there is a comespondence
between the identified characlers and the reference set of characters, the OS8 slate
evaluator 114 may determine that the received image dala maiches the reference
image. Further, the OS state evaluator 114 may determine that the 0% s in &

particular faull state that corresponds {0 the matching reference image.

[0030]  in some examples, the initial image analysis — extent of similarity — may
be performed using a reduced-size, scaled image to allow for more efficient
computation of the correlation coefficient. For exampie, the display capture module
112 may exiract image data that corresponds (0 a single frame of the OS5 display
output 102. The display capture module 112 may generate iwo images for the
primary and secondary image analysis, respeciively. One image may be a reduced-
size scaled version of the sampied frame. 3Such a reducsd-size version may be
analyzed more efficiently than a full-size version by the OS state evalugtor 114 o
determine its correlation cosfficient with a reference image. Accordingly, the display
capture module 112 may include an image processing engine to generate scaled
images. In addition, the display capture module 112 may generate image data for
the secondary analysis. The additional image dala may be a higher resolution

image of the sampled frame, such as a full resolution image.

{00311  in some examples, the additional image data used for the secondary
image analysis {(i.e., characler identification}) may include image data for the
particular region of the display that is analyzed for characlers. For example, the
display capture module 112 may generate a lower-resolution, scaled image 0 be
used for the extent of similarity analysis and a higher-resolution cropped image of
the sul-region(s) used for the character identification analysis. Other examples are
also possible, including examples in which the display capture moduie 112 provides

image data to the OF siate evaluaior 114 without generating a scaled version.
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[0032] The alert module 116 may generale and send an alert message 120 o a
monitoring system.  In some examples, the alert module 116 may include a
communication interface that is separate from a communication interface of the
computing system that the management module 110 is associated with. As such,
the alert module 116 may be able {0 transmit the alert message 120 independent of
the associated computing system, which may have reduced communication
funclionalily as a consequence of an 08 fault. For example, the management
module 110 may include a network interface card that operates independently of the
computing system O&. The alert module 116 may receive data from the OS state
evaluator 114 that indicates that an OS fault has occurred. The alert module 116
may responsively generate and send the alert message 120 o a monitoring system.
In some cases, the alert message 120 may inciude information about the fype of 0S5
fault, which may be based on the sensor data 104 or may be based on the particular
reference image thal was matched o the image dala from the OS8 display oulput
102. For example, the O8 state evalualor 114 may compare image data with a set
of multiple reference images, each of which correspond to a particular type of OF
faull, A match with one of those type-OS-fault-associated reference images
therefore indicates the particular type of O8 fault has occurred. Data indicalive of
the type of OS fault can then be included in the alert message 120. In some
examples, the alert message 120 may also include other information helpful for
facilitating diagnostic andfor restoration procedures, such as ideniifiers for the

associated computing system, version information for the 08 involved, and the like.

{0033} FiG. 2 is a block diagram of an example OF fault state determination
systemn 200. The system 200 includes multiple computing systermns 210a, 210b,
210c, and a monitoring syslem 220. Each of the computing systems 210a-c is
associated with a respective management module 110. Each of the management
modules 110 function as described above in connection with FIG. 1 0 determine
whether an OS faull has cccurred based at lsast in part on analysis of image data
from the OS display oulput of their asscciated computing system. The management
modules 110 may generate and send alerts © the moniforing system 220 via a
communication path 212 that includes a communication network 214, As such, the
monitoring system 220 may not be collocated with the computing systems 210a-c.
For instance, the computing systems 210a-¢ may be located in a data center or a

10
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remote computing facility and the monitoring systerm may be situated at a remote
user terminal convenient for access by user 230, The user 230 may be a network
administrator, for example. The monitoring system 220 includes a user interface
222 for the user 230 {o receive information. The user interface 222 may include a
display device, an audio system, a haplic feadback system, or another system that
allows the user 230 1o perceive information. In some aspects, the monitoring system
220 may convey information related fo the performance of the compuling systems
210a-¢ to the user 230 via the user interface 222, For example, the monitoring
system 220 may receive an alert from the management module 110 and in response
generate a corresponding audio andf/or visual cue via the user interface 222 that

indicates to the user 230 that an alert has been received indicating an 08 fault

[0034]  in some examples, the management module 110 may be implemented as
an application specific integrated circuit (ASIC) or another device that is coupled to
the computing system 210a such that the management module 110 can receive the
display oulput.  As described above in connection with FIG. 1, each of the
management modules 110 may be coupled 1o their respective computing systems

210a-c s0 as o receive the OF display output.

[0035] FIG. 3 is a flowchart of an example process 300. The process 300 may
be descrived below as being executed or performed by a system. For example, the
process may be performed by the management module 110 of system 100
described in connection with FIGS. 1 and 2. Other suitable systems andfor
computing devices may be used as well. Process 300 may be implemenied in the
form of execulable instructions stored on a machine-readable storage medium of the
system and executed by a processor of the system. Process 300 may be
implemented in the Tform of electronic circuitry {e.g., hardware). Some steps of the
process may be executed concurrently or in a different order than shown in FIG. &
Moreover, process 300 may include more or less steps than are shown in FIiG. 3. In

some examples, steps may be ongoing and/or may repeat.
[0036] At block 302, image data representing a compuiing system display oulput
is received. For example, management module 110 receives the OS display oulput

102. In some examplas, the OS5 display cuiput 102 can be sampled and used as a

basis to generate image data for analysis by the OS state evaluator 114, such as by

11
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generating reduced-size, scaled versions of an image representing a single frame of

the O display cutput 102.

[0037] At block 304, the image data received in block 302 is used to determine
whether the computing sysiem display oulpul corresponds o a faull display oulput.
For example, the determination of biock 304 may be made by the OS state evaluator
114 based on a comparison between image data from the display capture module
112 and a stored reference image. Block 304 may involve a two-stage image
analysis in which the image data is first analyzed for a threshold extent of similarity
with a reference image. The exient of similarity may be determinad by computing a
correlation coefficient or another measure of correlation between the fwo images. In
some examplas, other technigues may be used o delermine the extent of similarity
between the images, such as histogram comparisons, distribution comparisons,
comparing characterizations of various image paramelers, and/or comparing
individual pixel values in different images For a given received image that satisfies
the first stage of the analysis, a sequence of characlers andfor symbols may be
identified within a particuiar region of the given image and the identified sequence
can be compared with a reference seguence. The sequence of characlers may be
identified by processing the particular region using OCR lechnigues. In some
examples, other image analysis techniques for analyzing the similarity between the
received image and a reference image {or set of reference images) may be used. in
some examples, the received image data may be characterized based on color
andfor intensity distributions, and a comparison can be made with those
characteristics of the reference image. Some examples may involve using
combinations of different image characterization and/or image similarity measures

that are compared with respective thresholds.

[0038] Al block 306, a faull indication is generated. Thus, if it is determined, at
block 304, that the computing system display output corresponds o a fault display
output, then the process 300 proceeds {0 generating the fault indication, at block
306. On the other hand, if it is determined, at block 304, that the computing system
display output does not correspond to a fault display oufput, then the process 300

returns o block 302 1o receive image data. The image data received upon repeating

12
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block 302 may be image data representing a subsequent frame of the 08 display

cutput.

[0038] FIG. 4 is a block diagram of an example systerm 400 for determining a
state of an OS based on image dala. The system 400 includes a management
module 410 asscciated with a computing systermn 401, The management module
410 may be similar to the management module 110 described above in conneclion
with FIGS. 1-3 which uses image dala from a computing system 401 as a basis o
determine whether an OS fault has occurred.  For instance, the management
module 410 may be an example of the management module 110 of FiG. 1
implemented as an application specific integrated circuit (ASIC) that is installed in a

housing of the computing system 401.

{00407 The management module 410 may facilitate remole management,
monitoring, andfor diagnosis by a monitoring system.  In some aspects, the
management module 410 may include components for re-starting the computing
system 401, modifving performance setlings and/or configurations of the computing
system 401, or otherwise asserting control of the computing system 401, The
management module 410 may include a communication interface 418 o allow for
such communications toffrom the management module 410 and a remole
monitoring systermn.  The communication interface 418 may be separate from

networking interfaces of the computing system 401.

{00411  The management module 410 includes a display contrciler 412, a display
capture module 414, a processor 418, a communication interface 418, and data
storage 420. Similar {o the management module 110, the management module 410
recaeives O3S display output 402 and sensor data 404, The 08 display culput 402 is
input to the display controller 412, which may be a video controller {e.g., Matrox
G200} or another component for video processing. The display confroller 412

outputs processed display oulput 430 via a video port of the computing system.

{00421 Data storage 420 may be any elechronic, magnetic, optical, or other
physical storage device that can be non-transiently encoded to siore data. Thus,
Data storage 420 mav be, for example, Random Access Memory (RAM), an
Electrically-Erasable Programmable Read-Only Memory (EEPROM), and the like.

Moreover, in some axamples, data storage 420 may be implemented as mulliple
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physical devices that are each coupled to the processor 416 and/or display

capture module 414 s0 as (o recsive instructions 1o read/write data.

[0043] The display controller 412 and/or display capture module 414 may sample
the streaming 0S8 display oulpul 402 and generale image data for analysis. The
display capture module 414 can write the image dala to a display capture buffer 422
of the data slorage 420, The display capture buffer 422 may be populated with an
image file of a single frame of the sltreaming OS display output 402, The display
capture module 414 may also generale a scaled image 424 that is stored in data
storage 420. The scaled image 424 may be a reduced-size scaled version of the
captured image. Thus, the scaled image 424 may be a lower-resolution version of
the caplured image siored in the display caplure buffer 422. The scaled image 424
may be compared with reference image 426, which is also stored in data storage
420. The dala storage 420 may also store a reference character sequence 428 for

comparing with a seguence of characlers identified in the sampled image.

[0044]  Together the reference image 426 and reference characler sequence 428
characterize a known fault screen that corresponds 1o an O8 crash or other OGS fault.
The reference image 426 may be scaled similarly fo the scaled image 424
generated by the display capture module 414 such thal the reference image 4268 is
comparable 1o the scaled image 424 for purposes of computing a correlation
coefficient between the two. The reference characler seguence 428 may be a text
string that is depicted on at least a portion of the fault screen, such as “dumping
physical memory” or “if this is the first ime you have seen this display,” or another
sequence of characters. Data slorage 420 may also store information indicating the
particular region{s) in which the sequence of characters are depicted within the
known fault screen. During identification of characters within the sampled image
data, the management module 410 may analyze regions of the image data

corresponding to the indicated region(s} and identify characters depicted therein.

{0045]  The processor 418 may be a reduced instruction processing system, such
as an ARM processor or the like. The processor 416 is in communication with the
data storage 420 and the communication interface 418. The processor 416 may
recaive sensor data 404 via the communication interface 418, In some examples,

the sensor data 404 may include data from hardware sensors that measure various
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operaling parameters of the computing systern 401, such as temperatures, fan
speeds, voltages, and the like. In some examples, processor 4186 may evaluate the
sensor daia 404 {o determine whether the measured parameters are within their
desired operating ranges. The sensor data 404 may be used as a basis {o initiate
an image analysis procedure. For exampile, if the sensor data 404 indicates that the
chip temperature is outside its desired operating range, the processor 416 may
coordinate with the display caplure module 414 andf/or display confroller 412 to
generate image data for analysis in the display caplure buffer 422, and initiate an
analysis {o compare the oblained image data with the stored reference image 426.
in some examples, the sensor data 404 may be used in part to determine an interval
timing between subsequent image analyses. For example, a maximum inferval
fiming may be used when all measured parameters are within their desired
operating ranges, and the interval timing may be decreased (i.e., frequency of

analyses may be increased) if a parameter is oulside its desired range.

[0048] in operation, the processor 416 determines whether the computing
system 401 has experienced an 08 faull that corresponds o the siored reference
image 426. The determination may involve first comparing the scaled image 424
with the slored reference image 426 by compuling the correlation between the two
images. In some examples, the extent of similarity between the two images may be
computed using ancther technique for image characterization and/or comparison.
The correlation {or other axtent of similarity} is compared with a threshold. If the
threshold is exceeded, then an QCR analysis may be performed fo identify a
saquence of characters depicted within & particular region of the image data stored
in the display capture buffer 422. If the OCR process is successiul, the identified
characlers may be compared with the slored reference character sequence 428, f
the two sequences maich {or have a desired degree of correspondence), the
processor 4186 may determing that the sampled OF display output 402 matches the
stored reference image 428, For examples in which the stored reference image 426
iz one that corresponds to an 08 faull {e.g., 3 faull screen), determining that the
sampled OS display output 402 is a maich amounts o determining that the
computing systemn 401 has sxperienced an OF faull. In response o determining

that the computing system 401 has experienced an OS faull, the processor 416 may
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cause the communication interface 418 o send alert message 432 to a monitoring

system.

[0047]  in the management module 410, the display caplure module 414 is used
to generate image data for analysis. The display capture module 414 populates the
display capture buffer 422 and generates ihe scaled image 424. The processor 416
accesses the generated image data within the data storage 420. By offloading the
image manipulation processes {o the display capture module 414, the resources of
the processor 416 are reserved o perform the correlation and OCR analyses

involved in determining whether the generated image data indicates an O fault.

[0048] FIG. 5A is a diagram of an example OS5 faull screen 500, FIG. 5B is a
diagram of an example O8S fault screen 510. In some exampies, fault screens may
be selected during an initiation and/or calibration procedure in which reference
image(s) and/or reference character sequences are sfored for future comparisons.
Moreover, such stored reference data may be updated from time fo time. For
example, a monitored compuling system may be upgraded to a new 08, at which
time a new suitable O8 faull screen may be selected, reference character

saquence(s) identified, and corresponding reference data may be stored.

[0048]  Fault screen 500 may include a background region 502 and a foreground
region 504. The foreground region 504 may include text, such as text describing the
nature of the O fault, any aclions that were automatically performed as a resull,
and/or suggestions for fulure aclions io be taken. In some examples, the
background region 502 may be a blue field and the foreground region 504 may
include white text. A subregion 508 of the foreground 504 may be an area in which
a reference sequence of characlers is depicled. For example, the subregion 506
may include a depiction of text such as “dumping physical memory” or another
phrase that always appears on the OS fault screen 500 within subregion 506, In
some cases, the subregion 506 may be selected by an administrator or ancther
person familiar with the layouts of various OS fault screens and their contents. As
such, the selection of subregion 506 may be based parlly on the distinctiveness of
the text rendered therein as compared {0 non-fault screens to help decrease false

alarms.
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[0050] The reference display 510 shown in FIG. 5B may include a background
region 512 and a foreground region 514. The background region §12 may be a solid
or patierned field. The foreground region 514 may include lext. Reference display
510 also includes two subregions 518a, 516b in which respective sequences of
refarence characters are depicted on the particular type of OF faull display 510, In
some examples, the ftwo subregions 518a, 516b each include depictions of
sequences of characters that are always renderad in those same regions on every

instance of the OS fault screen 510.

[0051]  in some examples, subregion 516a may include a seguences of characiers
that is depicted on fault screens for multiple types of OF faulls and subregion 516bh
may include a sequence of characters that is unigue to one of those mulliple types of
08 faulls. For exampie, the text depicted in subregion 516a may be a generic
message related to multiple types of 05 faults and the text depicted in subregion
516b may indicate a particular type of fault, such as an error code or error message.
Thus, the management module may determine, based on identifving the sequence
of characters rendered within region 516a that the 08 fault screen 510 corresponds
to one of a set of known O3 faulls. The management module may further identify
the sequence of characters rendered within region 516b, and determine which of the

set of known OS5 faults that the O8 fault screen 510 corresponds to.

{00521  The two reference screens 500, 510 may correspond to respective types
of 05 faults or Tauits for different O0S5s. In some examples, a management module
such as the management modules 110 and 410 may store reference images and
character sequences that correspond o either or both of the reference screens 500,

510 for making comparisons.

[0053] FiG. 8 is a flowchart of an sxample process 800 for determining a fault
state of an 08 based on image data. The process 800 may be described below as
being exescuted or performed by a system. For example, the process may be
performed by the management module 110 of system 100 described in connection
with FIGS. 1-3 and/or the management module 410 of system 400 described in
connection with FiG. 4. Other suitable systems and/or computing devices may be
used as well. Process 600 may be implemented in the form of execulable

instructions stored on & machine-readable storage medium of the system and
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executed by a processor of the systerm. Process 600 may be implemented in the
form of electronic circuitry {e.g., hardware). Some steps of the process may be exec
uted concurrently or in a different order than shown in FiG. 6. Moreover, process
800 may include more or less steps than are shown in FIG. 6. In some examples,

steps may be engoing and/or may repeat.

[0054] Al block 802, the system may wail for a friggering event. In some
examples, a Iriggering event may be expiration of an interval timer used o initiate
process 600 on a pericdic basis. In some examples, a triggering event may be
detection of a condifion indicated by sensor data, such as a chip temperature
outside of a desired operating range. Further, the triggering event may involve an
external signal to initiate process 600, such as a prompt from monitoring syslem 220

that is in communication with monitoring system 110,

{0055] Al block 604, the system may receive an image representing a computing
system display output.  For example, the display controller 412 may sample the
streaming OS display oulput 402 and provide image data indicalive of a frame of the
streaming video to the display caplure module 414,

[0058] At block 606, the systemn may receive a scaled image from display
hardware. The scaled image may be a reduced-size version that is used for
comparison. For example, the scaled image may be generated by display hardware
(e.g., an application specific integrated circuil (ASIC)) associated with the display
controller 412 and/or the display capture module 414, or by a module situated
between the two. In some examples, the display hardware module{s) may generale
a scaled version of the sampled image within hardware, and without requiring CPU
cycles of the processor 416, The scaled image may be a lower resolution version of
the sampled image data that is buffered in the memory. By generaiing the scaled
image, the display caplure module 414 enables the comparison with stored
reference images (in block 608) 1o be made using the lower-resolution, scaled
images rather than higherresclution images, which helps conserve processing

fesources.

[0057] Al block 808, the system may compare the scaled image with a stored
reference image. The system may also determine an exient of similarity between

the two images based on the comparison. For example, the processor 4186 may
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compute the correlation coefficient between the scaled image 424 and the reference
image 426, In some examples, the comparison between images performed in block
608 may involve other image comparison and/or extent of similarily technigues, such
as comparisons based on intensity and/or color distributions. Thus, the comparison
between the scaled image and the reference image in block 808 may resull in an

extent of similarity that can be compared with a threshold.

[0058] At block 610, the extent of similarity delermined in block 808 is compared
with a threshold. I the extent of similarity {e.q., correlation cosflicient) does not
excead the threshold, process 600 returns o block 802 1o wait for the next triggering
event. If the extent of similarity does exceed the threshold, the process 600
continues 1o block 612. The threshold may be sel 50 as {0 achieve a desired false
alarm rate and may be based on simulation data and/or empirical trials or the like. In
an example in which the extent of similarity is the correlation coefficient between the
scaled image and the reference image, the threshold may be about 95%. The
coefficient of correlation may be computed by varicus digital image processing
algorithms, such as vector displacement, hashing, color histogram, Fourier

transforms, sic.

[0058]  Atblock 612, the system may perform character recognition on a region of
the full image to identify a sequence of characlers depicted within the region. For
example, upon determining the scaled image 424 is within the threshold extent of
similarity of the scaled image 424, the processor 410 may access a higher resolution
version of the scaled image 424 that is slored in the display capture buffer 422, The
processor 416 may then use an OCR process to identify characters depicted in the
higher resolution image. In some examples, the processor may analyze the entire
image and identify recognizable characters and/or symbols throughout the image for
comparison with a known character segquence. For example, such an approach may
be taken if the known character sequence does not necessarily appear in the same
region in every instance of the Tault screen. In some cases, the faull screen may
include a fixed region in which a known character sequence appears, such as in the
example fault screens 500, 510 of FIGS. BA-5B. In such cases, the systerm may
oty perform OCR on image data that corresponds 10 the fixed region rather than the

entire image.
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[0060] At block 614, the system may compare the identified sequence of
characlers to the reference sequence. At block 616, the system may determine,
based on the comparison of block 814, whether the reference sequence is found in

the identified sequence.

[0061]  in some examples, the characler recognition process of block 612 may
involve some inaccuracies.  For example, the OCR process may substitule a
number zero character ("0%) for a capiial letter O in the depicted text, or may
substitute a number one character (*17) for a lower case letter L, or may omit some
of the depicled characters, efc.  As such, the comparison between character
sequences, at block 812, and determination of whether the reference sequence is
found, at block 814, may not require the two characler sequences fo precisely match
ong another. Instead, the comparison process of biock 614 may involve determining
whether somea portion of the reference sequence can be mapped o some portion of
the ideniified sequence. Moreover, the determination of block 616 may involve
determining whether the mapped portions identified in block 814 match one ancther

to within a threshold degree of accuracy.

[0062]  Various techniques may be used o account for the variable reliability of
recognizing difference characters via OCR.  in some examples, the process of
maiching the two sequences may involve ignoring some characters appearing in
gither seqguence that are associated with relatively more frequent errors, such as
capital letter O and lower case lstler L, the numbers zero and ons, space characters,
and the like. For example, the comparison of block 614 may involve filtering the
identified sequence of characters to exclude any such ignored characters, and
cormparing the fillered sequence with the reference sequence, which may be filtered
in the same way. In other examples, some characters may be weighted less than
other characters that are more reliably accurately recognized via OCR during a
determination of correspondence. in some examples, cerlain frequently
misidentified characters in the identified sequence may be associated with mulliple
characters for purposes of determining whether the sequences match. For example,
a lower case letter T (") could be maiched with a plus sign ("+7), a capital letter S

could be matched with a number five ("5}, elc.
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[0063] in block 614, a candidate region of the identified sequence may be
identified by analyzing segments of the identified sequence and determining whether
each segment can be mapped to a segment of the reference sequence of similar
length. If one or multiple candidate segments are identified, then the determination
of block 616 may involve evaluating the full sequence of which that segmentis a part
and determining the degree of the correspondence between such full seguence and
the reference sequence. In some examples, the degree of correspondence may be
determined based on the percentage of characters that are successfully mapped o
the known reference sequence. In some examples, the degree of correspondence
may be based on a normalized sum of the characters that are successiully mapped
to the known reference sequence, in which each character is weighted based in part
on the exient of reliability with which that character is recognized via OCR. At biock
516, the system may determine whether the determined degree of correspondence
exceeds a threshold. The threshold may be set based in part on empirical andfor
simulated studies and/or based on a target false alarm rate. If the threshold is met,
than the system determines that the reference sequence {or some portion thereof} is
included in the identified sequence, which means that the received image data of

black 604 is an image of the known fault screen.

[0064] i, at block 816, the system determines that the reference sequence is
found in the identified sequence then process 8C0 proceeds with block 818, On the
other hand, if the system determines that the reference ssguencs is not found in the
identified sequence, then process 800 returns to block 802 to wait Tor the next
triggering event. Thus, if the system determines that the reference seguence is not
found, then the process 600 proceeds as though the received image data of block
604 is not an image of the known faull display. Performing the OCR analysis and
determining whether the identified sequence of characters malches the reference
sequence carried out in blocks 612-816 thereby helps {o reduce false alarms.
Display data thal appears superficially similar fo known fault screens {s.q., as
indicated by image correlation coefficient), but do not include the same character

saquence will be rejected by the OCR analysis at block 616.

[0065] At block 818, which is performead responsive t© the determinations at

blocks 610 and 816 that the image data has a threshold extent of similarity o the
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reference faull image and includes the reference sequence of characlers, the
systemn may generate a log indicating the occurrence of a faull event and send an
alert notification o a monitoring system. For example, management module 410
may use communication inferface 418 © send faull message 432 t© an extemal
monitoring  system.  The systemn may generate a log file that indicates the
occurrence of the Tault event. Such a log file may also include sensor data and other
information useful for diagnostic purposes. The alert message may be conveyed via

various protocols, such as an SNMP trap, email alerts, mobile notifications, etc.

[0068] FIG. 7 is a block diagram of an example OS fault state determination
system 700. Sysiem 700 may be similar to systems 110 and 410 described in
connection with FIGS. 1-6, for example. In FIG. 7, system 700 includes a processor
710 and a non-transitory machine-readable storage medium 720, Although the
following descriptions refer {0 a single processor and a single machine-readable
storage medium, the descriptions may aiso apply to a syslem with muiliple
processors and/or multiple machine-readable storage mediums.  In such examples,
the instructions may be distributed {(e.g., stored} across mulliple machine-readable
storage mediums and the instructions may be distributed (e.g., executed) across

muilliple processors.

{00671 Processor 710 may incorporate  central processing  units  (CPUs),
microprocassors, and/or other hardware devices suitable for refrieval and sxscution
of instructions stored in non-transitory machine-readable storage medium 720, In
the example shown in FIG. 7, processor 710 may felch, decode, and execute
instructions 722, 724. In some examples, processor 710 may include electronic
circuits having electronic components for performing the processas specified by the
instructions in machine-readable storage medium 720, With respect o the
executable instruction representations {e.q., boxes) described and shown herein, it
should be understood that part or all of the executable instructions and/or slecironic
circuits included within one box may, in some examples, be included in a different

box shown in the figures or in a different box not shown.

[0068] Machine-readable storage medium 720 may be any electronic, magnelic,
optical, or other physical storage device that stores executable instructions. Thus,

machine-readable storage medium 720 may be, for example, Random Access
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Memory (RAM), an Electrically-Erasable Programmable Read-Only Memory
{(EEPROM), a NAND or NOR flash memory device, a storage drive, an optical
disc, and the like. Machine-readable slorage medium 720 may be disposed within
systern 700, as shown in FIG. 7. In this siluation, the exscutable instructions may
be “installed” on the system 700. In some examples, machine-readable sforage
medium 720 may be a portable, external or remote storage medium, for example,
that aliows system 700 {0 download the instructions from  the
portable/externaliremote slorage medium. in this situation, the execulable
instructions may be part of an “installation package®. As described herein, machine-
readable storage medium 720 may be encoded with execuiable instructions for
comparing image dala t© a reference image and, based on the comparison,

determining whether an 08 is in & stale associated with the reference image.

{00681 Referring to system 700, image comparison instruclions 722, when
executed by a processor (e.g., 710), may cause system 700 to compare image data
with a reference image and determine an exient of similarity between the two. In
some examples, the instructions 722 may cause the system 700 to compule a
correlation coefficient between received image data and a reference image. In
some examples, the instruclions 722 may cause the system 700 to analyze some
region of the image data via OCR and identify a sequence of characters rendered
therein, and t© determineg whether the identified seqguence corresponds © a
reference sequence of characters. 08 state determination instructions 724, whean
execuled by a process {e.q., 710), may cause syslem 700 io determine whether
the comparison(s} performed in accordance with instructions 722 indicate that
received image data maliches a reference image. Thus, instruclions 724 may
cause the system 700 to delermine whether the degree(s) of similarity andfor
exient(s} of correspondence between characler sequences are indicative of the
received image data matching the reference image. The instructions 724 may
also cause the system 700 to generate and send an alert 1o a moniloring system

upon determining that the image data matches the reference image.
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CLAIMS

1. A method comprising:

receiving image data indicative of a computing system display output;

based on the received image dala, determining that the computing system
display output corrasponds to a fault display culput associated with a fault state of
an operating systeny;

responsive o determining thal the computing systermn display output

corresponds to the Tault dispiay cutpul, generating a faull indication.

2. The method of claim 1, wherein delermining that the compuling system
display output corresponds o the fault display output comprises:

based on the received image data, determining an exient of similarity
between the computing system display output and the fault display output; and

determining that the exient of similarity exceeds a threshold.

3. The method of claim 1, wherein determining that the computing system
display output corresponds to the fault display output comprises:

based on the received image data, identifving a set of depicted symbols
included in the computing system display output; and

determining that the identified set of depicted symbols cormrespond 1o a sel

of fault symbols.

4. The method of claim 1, wherein the received image dala comprises g first
image of a single frame of the computing system display output, the method
further comprising:

generating a comparison image, wherein the comparison image is a scaled
version of the first image that has a lower resolution than the first image;

storing the first image and the comparison image in a shared memory.

5. The method of claim 4, wherein determining that the computing system
display output corresponds to the fault display output comprises:
accessing the comparison image in the shared memaory;
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determining a correlation coefficient between the scaled comparison image
and a fault image corresponding to the fault display output;

detlermining that the correlation coefficient exceeds a correlation threshold;

responsive {o delermining that the correlation cosfficient exceeds the
correlation threshold, analyzing the first image using optical character recognition
to identify a seguence of characters depicted within the first image; and

determining that at least a portion of the identified sequence corresponds o

a fault ssquence.

8. The method of claim 1, further comprising:

sending the generated faull indication to a moniforing system.

7. A system comprising:
a data slorage to store image dala indicative of 3 computing system display
output; and
a processing system in communication with the data storage, the
processing system to:
access the stored image dals;
based on the accessed image data, determine that the computing
system dispiay output corresponds o a fault display output associated with
a fault state of an operating systermn, wherein the processing system
determining that the computing systemn display output corresponds o the
fauit display output comprises the processing system determining an extent
of similarity between the accessed image data and a reference image
associated with the fault display output; and
responsive to determining that the computing system display output

corresponds {o the Tault display outpul, generate a fault indication,

8. The system of claim 7, wherein the processing systemn determining that the
computing system display ouiput corresponds o the faull display oulput
comprises the processing system:

determining that the extent of similarity exceeds a threshold.
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9. The system of claim 7, wherein the processing systemn determining that the
computing system display ouiput corresponds o the faull display output
comprises the processing sysiem:

based on the accessed image data, identifying a sequence of symbols
depicted in the computing system display output; and

determining that the identified sequence of symbols correspond to a faul

sequence of symbols.

10.  The system of claim 7, further comprising:
a display capture module to:
generate the image data based on a display output stream of the
computing system; and

write the image data {0 the datla storage.

1. The system of claim 10, wherein the image data comprises a first image
and a comparison image, wherein the first image is indicative of a single frame of
the computing system display output stream and wherein the comparison image is
a scaled version of the first image that has a lower resolution than the first image,
and wherein the display capture module is further {o generale the comparison

image.

12. The system of claim 7, further comprising a communication interface to

send the generated faull indication to a moniforing system.

13. A non-transitory machine-readable storage medium  encoded  with
instructions execuiable by a processor of a system to cause the systemn {o:

access image data indicalive of a computing system display cutput;

determine an extent of similarity between the accessed image daia and 3
reference image associated with a fault display output;

determine that the extent of similarity exceeds a threshold; and

generate a faul indication,
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4.  The non-fransitory machine-readable storage medium of claim 13, wherein
the instructions further comprise instructions executabie by the processor of the
system o cause the system fo:

based on the image data, identify a sequence of symbols depicted in the
computing system display output; and

determine that the identified sequence of symbols corresponds o a faull

sequence of symbols.

15.  The non-transitory machine-readable storage medium of claim 14, wherein
the instructions further comprise instructions executable by the processor of the
system {0 cause the system o

identify the sequence of symbols responsive to determining that the extent
of similarity exceeds the threshold; and

generate the faull indication responsive to determining thal the identified

sequence of symbols corresponds o the fault sequence of symbois.
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