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(57) ABSTRACT 

After a digital content is loaded into an information terminal 
Such as a PC, ID information unique to a viewer or a user of 
the PC is imprinted into the content. The ID information is 
imprinted into a predetermined location of the content or 
alternatively, it may be imprinted over the entire content in 
the form of a spatial frequency. The content with an ID 
added thereto is then enabled to be used in the terminal. 
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METHOD AND APPARATUS FOR IMPRINTING D 
INFORMATION INTO A DIGITAL CONTENT AND 

FOR READING OUT THE SAME 

0001. This application is a continuation-in-part of U.S. 
patent application Ser. No. 09/304,644, filed May 4, 1999, 
which is a continuation of PCT Application No. PCT/US97/ 
20309, filed Nov. 6, 1997, which claims priority from 
Japanese Patent Applications 8-296830, filed Nov. 8, 1996 
and 9-282468, filed Sep. 9, 1997. Incorporation by reference 
of the entire disclosure of the prior applications are consid 
ered as being part of the disclosure of the accompanying 
application and is hereby incorporated by reference therein. 

BACKGROUND OF THE INVENTION 

0002) 1. Field of the Invention 
0003. This invention relates to a method for imprinting 
identification information (ID) into a digital content and for 
reading that information. 
0004 2. Background of the Related Art 
0005 The information Superhighway was advocated in 
the United States in 1991, and since then distribution of 
information over networks as represented by the Internet has 
been forming a new Society base. In this new network 
Society, Secure encryption and authentication are desired in 
Such fields as electronic commerce because Such fields are 
concerned with Safety. 
0006. On the other hand, one of the principles of the 
Internet is the free distribution of digital contents Such as 
pictures, animation and music (hereinafter collectively 
referred to as contents). Presently, even for valuable content, 
Such as cultural works, illegal copies can be easily made and 
distributed. Collecting fees for using contents on the Inter 
net, preventing illegal reproduction or modification, and 
protecting copyrights are Serious problems that need to be 
addressed and Solved. These issues are extremely important 
for the mutual development of a network Society and culture. 
0007. It is therefore desired to design a general approach 
to trace illegal copies of digital contents. 
0008. The above references are incorporated by reference 
herein where appropriate for appropriate teachings of addi 
tional or alternative details, features and/or technical back 
ground. 

SUMMARY OF THE INVENTION 

0009. An object of the invention is to solve at least the 
above problems and/or disadvantages and to provide at least 
the advantages described hereinafter. 
0.010 Another object of this invention to provide an 
identification (ID) imprinting method applicable to existing 
COntentS. 

0011. It is a further object of this invention to provide an 
ID imprinting method applicable to a content having no 
reserved areas or areas for remarks that do not play any role 
in the content. 

0012. It is still another object of this invention to provide 
an ID imprinting method which does not introduce Substan 
tial degradation of the content quality when an ID informa 
tion is imprinted. 
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0013. It is yet another object of this invention to provide 
an ID imprinting method for embedding an ID information 
that can be easily detected. 
0014. It is yet another object of this invention to provide 
an ID readout method to easily detect and interpret the ID 
information imprinted in the content. 
0015. A method according to an embodiment of the 
present invention comprises loading a content into an infor 
mation terminal where the content is used and imprinting an 
ID information associated to the information terminal or its 
user into a predetermined location in a perceivable portion 
of the loaded content. (A content may be any collection of 
digital data, and may be in the form of a Sequence of data 
values. A perceivable portion contains data that play a role 
in the content, rather than reserved areas or areas for remarks 
that do not play any role in the content.) 
0016. The content is first loaded into an information 
terminal. Subsequently, an ID information is imprinted into 
a predetermined location of the content. A user who repro 
duces illegal copies of the content is identified with the ID 
information imprinted therein. Since the ID information is 
imprinted in a predetermined location, no String Search is 
necessary. This method is applicable to existing contents, 
Since it requires no special data blocks beforehand. 
0017. In another aspect of the invention, an ID informa 
tion is imprinted in the form of Spatial frequency informa 
tion into the entire content loaded into an information 
terminal. "Spatial frequency information' is information 
relative to a Spatial frequency in any Sense. In this aspect, the 
ID information is converted into Spatial frequency informa 
tion Via, for instance, an inverse orthogonal transformation 
So as to be reflected in the content data. The inverse 
orthogonal transformation may be an inverse fast Fourier 
transform (IFFT) or an inverse discrete cosine transform 
(IDCT). This method is also applicable to existing contents. 
0018. According to the ID reading process of this inven 
tion, a content is first obtained for instance via a network, 
and an ID information is read from a predetermined location 
thereof. The ID information is uniquely associated with an 
information terminal or its user. In another aspect, Spatial 
frequency information is extracted from the obtained con 
tent, and then Supplied for an Orthogonal transformation. 
Through the transformation, the ID information imprinted in 
the content is restored. An orthogonal transformation may be 
a fast Fourier transform (FFT), a discrete cosine transform 
(DCT), and so forth. 
0019. To achieve at least the above objects in a whole or 
in part, there is provided a method for distributing a digital 
content on a computer network that includes receiving via 
the computer network a request for a digital content from an 
information terminal, the request identifying the information 
terminal or a user thereof, obtaining an encoded version of 
the digital content, wherein the encoded version of the 
digital content is generated by performing encryption and 
compression on the original digital content, generating a 
decoding program Such that ID information representing the 
information terminal or user is embedded therein, and 
wherein the decoding program is programmed to perform 
the function of decrypting and decompressing the encoded 
digital content at the information terminal to produce a 
decoded digital content having the ID information imprinted 



US 2006/0020806 A1 

therein, transmitting via the computer network the decoding 
program to the information terminal, and transmitting via 
the computer network the encoded digital content to the 
information terminal in response to the request. 
0020 Additional advantages, objects, and features of the 
invention will be set forth in part in the description which 
follows and in part will become apparent to those having 
ordinary skill in the art upon examination of the following 
or may be learned from practice of the invention. The objects 
and advantages of the invention may be realized and attained 
as particularly pointed out in the appended claims. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0021. The invention will be described in detail with 
reference to the following drawings in which like reference 
numerals refer to like elements wherein: 

0022 FIG. 1 is a diagram showing a network system to 
which a preferred embodiment of the present invention is 
applied; 

0023 FIG. 2 is a flowchart showing an operation for ID 
imprinting when a PC 4 receives a content; 
0024 FIG. 3 is a diagram showing a structure relative to 
ID imprinting within the PC 4; 
0.025 FIG. 4 is a diagram showing the internal structure 
of an ID imprinter 18 from FIG. 3; 
0.026 FIG. 5 is a diagram showing another structure of 
the ID imprinter 18 shown in FIG. 3; 
0.027 FIG. 6 is a diagram showing the relationship 
between ID and a Spatial frequency, expressed using a 
Spectrum domain; 
0028 FIG. 7 is a diagram showing ID of a user converted 
into an actual image data pattern by IFFT section 40 in FIG. 
5; 
0029 FIG. 8 is a diagram explaining a method for 
imprinting a bit pattern shown in FIG. 7 onto a decoded 
image, 
0030 FIG. 9 is a diagram showing a spectrum domain of 
FIG. 6 including fixed reference information Superimposed 
therein; 
0.031 FIG. 10 is a flowchart showing an operation of a 
detection device for reading ID imprinted in the content; 
0.032 FIG. 11 is a diagram showing a structure of ID 
reader within a detection device; 
0.033 FIG. 12 is a diagram showing another structure of 
the ID reader shown in FIG. 11; 
0034 FIG. 13 is a diagram showing an area consisting of 
3x3 pixels; 
0.035 FIG. 14 is a diagram showing the luminance of the 
3x3 pixel area of FIG. 13 expressed using modulo 3 
arithmetic, 
0.036 FIG. 15 is a diagram showing a data pattern to be 
imprinted as ID into the 3x3 pixel area of FIG. 13; 
0037 FIG. 16 is a diagram showing the state in which 
either an offset 0 or D1 is added to the luminance of 
respective pixels to change the state shown in FIG. 14 into 
that shown in FIG. 15; and 
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0038 FIG. 17 is a conceptual diagram showing an 
embodiment in which content is decoded and ID information 
is embedded. 

DETAILED DESCRIPTION OF PREFERRED 
EMBODIMENTS 

0039 The present invention may be applied to a network 
System comprising a Server 2 and client devices connected 
on a network 9, as shown in FIG. 1. In this drawing, client 
devices include PCs 4 and 8 and a Personal Digital Assis 
tance (PDA) 6, which are information terminals. 
0040. The server 2 supplies a content to the client devices 
So that ID imprinting is carried out on the client Side. Here, 
as an example, the PC 4 is provided with an imprinting 
function. 

0041 FIG. 2 is an operational flowchart of the PC 4 
when it receives a content. The PC 4 first downloads the 
content from the server 2 over the network 9 (S0). A program 
for decoding or decrypting the content is also downloaded 
from the Server. This program may be included in a down 
loaded viewer or browser that turns the encrypted content 
into a usable form. A user ID information associated with the 
PC 4 or its user is embedded in the viewer. The ID is 
imprinted in the content when the viewer decodes the 
content (S2). After the ID is imprinted, use of the content 
Such as for displaying or copying is enabled. 
0042 FIG. 3 shows the structure relating to ID imprint 
ing within the PC 4. In the following example, the content 
is assumed to be an image. The user first sends a request for 
a content to a content manager or Supplier (not shown) 
which runs the Server 2. The content manager, after authen 
tication of the user, transmits the requested content and a 
viewer 12 to the PC 4 via the network. These are received 
by a communication section 10 of the PC 4. 
0043. The viewer 12 received in the PC 4 may now be 
used to decrypt and display the received content. AS shown 
in FIG. 3, the content is inputted to the viewer 12. The 
Viewer 12 comprises an image decoder 14 for decoding an 
image which has been compressed or encoded by the content 
manager before transmission to the PC4, an ID holder 16 for 
storing IDs, and an ID imprinter 18 for imprinting the ID 
read from the ID holder 16 onto a decoded image. The image 
decoder 14 has a decryption algorithm. The content manager 
transmits the viewer 12 after Storing an ID unique to the user 
requesting the content in the ID holder 16. The viewer 12 
may be a plug-in type device that is incorporated into 
existing Internet browserS. 
0044 As a measure for preventing use of content before 
ID imprinting, for instance, a memory area in the PC 4 that 
Stores a content without an ID imprinted therein is protected 
by the ID imprinter 18 so that reading of such a content is 
prevented. Specifically, the System is designed So as to be 
interrupted or reset if a read acceSS is made to the memory 
area containing a content without an ID. Once an ID is 
imprinted, this protection is removed, enabling the image to 
be used as desired. 

0045. As shown in FIG. 3, an image having an ID 
imprinted therein is transmitted to a display controller 20, 
where it is converted into display format for a display 24. A 
memory controller 22 writes data to a Storage device 26, 
which may be a hard disc unit or the like, to store the 
decoded image therein. 
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0.046 FIG. 4 is a diagram showing an internal structure 
of the ID imprinter 18 shown in FIG. 3 according to one 
embodiment of the present invention. The imprinter 18 
comprises an ID reader 30 for reading an ID from the ID 
holder 16, a decoded image reader 32 for reading a decoded 
image, and a combiner 34 for imprinting an ID into a 
predetermined location Such as the leading, middle, or 
trailing part of the decoded image data. When an ID consists 
of n bits of data and the luminance of image pixels in the 
content is expressed in multiscale, the combiner 34 for 
instance Sequentially replaces the least Significant bits 
(LSBs) of the luminance of n pixels from the leading part of 
the image by the n bits of ID data. 
0047. In operation, the user of the PC 4 requests the 
Server 2 run by the content manager to transmit a content. 
The content is encrypted on the server 2 and then sent with 
the viewer 12 to the PC 4 via a network. The communication 
Section 10 of the PC 4 receives the transmitted content, and 
forwards it to the viewer 12, which has been received from 
the network. Within the viewer 12, the image decoder 14 
decodes the content, and forwards it to the ID imprinter 18. 
The ID reader 30 in the ID imprinter 18 reads the ID from 
the ID holder 16 and supplies it to the combiner 34. The 
decoded image reader 32 reads the decoded image, and 
forwards it to the combiner 34. Having received the ID and 
the decoded image, the combiner 34 replaces the LSBs of 
the luminance in the aforementioned manner to thereby 
imprint the ID onto the image. The image having the ID is 
displayed on the display 24. The ID imprinted image may 
also be Supplied to the memory 26. If a Subsequent unau 
thorized attempt is made to modify or reproduce the ID 
imprinted image Stored in the memory 26, copies of Such 
modified or reproduced image will carry the ID information 
imprinted in the image Stored in the memory 26. It is 
therefore possible to identify the party making the unautho 
rized copies. 
0.048 FIG. 5 is a diagram showing an alternative struc 
ture of the ID imprinter 18 according to another embodiment 
of the present invention. In this figure, the same members as 
shown in FIG. 4 are given the same reference numerals and 
their explanation is not repeated. The structure in FIG. 5 
comprises an IFFT section 40 for performing an inverse fast 
Fourier transform (IFFT) on a signal representing an ID, and 
a combiner 42 for combining the transformed ID (i.e. the 
output of the IFFT section 40) into the decoded image. 
0049. In this embodiment, the ID information is repre 
Sented as a Signal in the frequency domain. When imprinting 
Such an ID, an inverse orthogonal transform is applied to the 
frequency Signal representing the ID information to generate 
a bit pattern in the content domain, which is then imprinted 
in the digital content. In this specification, the term “content 
domain is used to denote the domain representing the data 
in the digital content, while the term “frequency domain” is 
used to denote a mapping of the content domain through an 
orthogonal transform. When the content is a two-dimen 
Sional image (an example used in the illustration below), the 
content domain is a two-dimensional Space domain, and the 
corresponding frequency domain is a two-dimensional Spa 
tial frequency domain. When the content is audio, the 
content domain may be a time domain and the frequency 
domain may be a one-dimensional frequency domain. 
0050 FIG. 6 is a diagram showing examples of repre 
Sentations of ID information as Signals in the frequency 
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domain. A two-dimensional image is used as an example of 
a content. The rectangle 52 represents a two-dimensional 
Spatial frequency domain for the two-dimensional Space 
domain. The arrows 54a and 54b indicate the X and y 
directions of the corresponding Space domain, whereas the 
arrows 56a and 56b indicate the directions of increased 
frequencies in the frequency domain corresponding to the X 
and y directions of the Space domain, respectively. In this 
frequency domain, Signals representing the ID information 
for three users A, B, and C are plotted at their respective 
positions (Xa, ya), (xb, yb), and (xc, ye). For user A, for 
example, the frequency Signal has a Steep peak centered at 
the point (Xa, ya). The Steep peak may have finite widths, or 
it may be a delta-function. In this manner, the ID information 
for a user is represented by a point in a two-dimensional 
frequency domain. 
0051 FIG. 7 is a diagram showing user A's ID informa 
tion converted into a bit pattern in the Space domain by the 
IFFT section 40. The pixels in the bit pattern showing in 
FIG. 7 have a value of “1” in the shaded areas and “O' in the 
unshaded areas. In this example, Since the frequency Signal 
representing user A's ID information is located Substantially 
at the center of the spectrum domain with respect to both the 
X and y directions (see FIG. 6), the spatial frequencies of the 
shaded and unshaded areas shown in FIG. 7 are more or less 
the same in the X and y directions. For user B, for example, 
Since the frequency Signal representing that user's ID infor 
mation has higher frequencies in both directions, the shaded 
and unshaded areas in the resulting bit pattern will be 
narrower (not shown). 
0052 FIG. 8 is a diagram explaining a method for 
imprinting a bit pattern containing ID information, Such as 
that shown in FIG. 7, onto the decoded image (the digital 
content). In this example, luminance values of the pixels of 
the decoded image are expressed in eight-bit binary data. 
The ID information is imprinted in the decoded image by 
replacing the LSB of the luminance value of each pixel by 
the value of the corresponding pixel in the bit pattern 
containing the ID information. Thus, in this example, the 
LSB of a pixel in the decoded image located in an area 
corresponding to a shaded area in FIG. 7 is replaced by "1", 
and the LSB of a pixel located in an area corresponding to 
a unshaded area in FIG. 7 is replaced by “0.” The remaining 
Seven bits of the luminance value of the pixel are unchanged 
from the decoded image. Thus, in this embodiment, an ID is 
imprinted over the entire image or an extended portion 
thereof. This method is advantageous as a countermeasure 
against partial cut-off of the content, as the extended portion 
over which the ID is imprinted may be chosen such that the 
cut off of which would substantially impair the usefulness of 
the content. 

0053 Specific embodiments of the present invention for 
imprinting ID information have been described. Many varia 
tions of the embodiments are possible, Some of which are 
described below. 

0054 First, although a content is distributed via a net 
work in the above-described embodiments, the content may 
also be distributed by Storing it in a medium Such as a 
CD-ROM or a floppy disc and loading it onto a PC. The 
embodiments described above are applicable to Such other 
methods of content distribution. 

0055 Second, although a still image is used in the 
above-described embodiments as an example of a digital 
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content, the methods may be applied to other types of digital 
content, Such as motion images (e.g. Video) or audio content. 
For audio content, the image decoder 14, the display con 
troller 20, and the display 24 in FIG. 3 may be replaced by 
an audio decoder, an audio output controller, and a speaker, 
respectively. Further, one-dimensional IFFT is sufficient for 
audio content, as it is one dimensional data. In addition, 
although ID information is imprinted into the bits of the 
luminance values in the case of images, it may be imprinted 
into the LSBS of frequency signals or the like in the case of 
an audio content. 

0056. Third, an ID is not necessarily stored in the LSBs 
of a content. Any bits of quantified data may store the ID as 
long as the effects on the perceived quality of the content are 
insignificant. It should be noted that even perceptible 
imprinting may be employed as a visual watermark. 

0057 Fourth, although an ID is imprinted into a lower bit 
irrespective of upper bits in the aforementioned embodi 
ment, an offset may be given to a lower bit Such that the 
whole data including upper bits contains the ID. 
0.058 FIG. 13 shows an example of a 3x3 pixel area in 
a content Such as an image, where the luminance of the 
respective pixels are “10, 8, 0 . . . as shown. FIG. 14 is a 
diagram showing the luminance of the same 3x3 pixel area 
in the image, but expressed using modulo 3 arithmetic. 
Using this arithmetic, the corresponding value of a pixel 
whose luminance is 10, for instance, becomes 1. FIG. 15 is 
a diagram showing a sample data pattern representing ID 
information, generated using methods described earlier, to 
be imprinted into the 3x3 pixel area of the image shown in 
FIG. 14. The ID pattern is also expressed in modulo 3 
arithmetic. In this example, O'S, 1's, and 2's are to be 
imprinted into the first, Second, and third rows of pixels, 
respectively. FIG. 16 is a diagram showing the state in 
which an offset of -1, 0, or 1 is added to each pixel value of 
the 3x3 pixel area shown in FIG. 14 to obtain the corre 
sponding pixel value of the 3x3 pixel area shown in FIG. 15. 
In operation, the ID information is imprinted into the 3x3 
pixel area of the image shown in FIG. 13 by adding to each 
pixel an offset value -1, 0 or 1 according to the calculation 
shown in FIG. 16. According to this method, an offset is 
added to the luminance data as a whole, So that the whole 
data, including the upper bits, contain the ID. 
0059 Since this method can prevent direct exposure of an 
ID unlike imprinting it in the lower bits, Security is 
increased. Another advantage is that data other than “0” and 
“1”, such as “2”, is also imprintable. Although modulo 3 
arithmetic is mentioned here, modulo arithmetic based on 
other numbers may be used. Any other mathematical, bool 
ean algebraic or cryptographic approach may be employed. 

0060 Fifth, in the aforementioned embodiments, the 
combiner 34 (FIG. 4) imprints ID information into a pre 
determined location Such as the leading part of the data 
Sequence. The predetermined location may be one where, 
when slight shifts in data values are given, the effects are 
hardly perceivable. Thus, the quality of the content (quality 
of a still image, motion image, Sound, text and So forth) is 
hardly influenced. 

0061 Sixth, in the embodiment shown in FIG. 3, the 
image decoder 14 and the ID imprinter 18 are separately 
provided. These elements may be integrated into one ele 
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ment to thereby allow Simultaneous execution of image 
restoration and ID imprinting. 
0062). Seventh, in the embodiment shown in FIG. 3, the 
program for decrypting and/or decoding is included in a 
Viewer or a browser. The program may take any other form 
as long as it can restore the content into a Suitable format for 
use by the user. 
0063 Eighth, although the ID information for one user is 
represented by one point in the frequency domain (FIG. 6), 
the ID information may be represented in other forms. For 
instance, a Set of a plurality of discrete points or a two 
dimensional region may be employed to represent the ID 
information for one user. 

0064 Ninth, in a frequency domain representation such 
as that shown in FIG. 6, reference information Such as two 
straight lines 100,102 shown in FIG.9 may be added. This 
reference information can be utilized when reading the 
imprinted ID information from a content Since its position is 
fixed and known in the frequency domain. By the help of the 
reference information, the location of the ID can be specified 
with more certainty to thereby identify the user represented 
by that ID even when the content has been modified through, 
e.g., rotation or enlargement. 
0065 Methods for imprinting ID information have been 
described. Methods for reading imprinted ID information 
will be described next. 

0066. If a content is illegally reproduced or modified 
(hereinafter referred to as an illegal action), it is desired that 
the unauthorized offender be identified. This can be achieved 
by reading the ID information imprinted into the content. A 
device for reading imprinted ID information (hereinafter 
referred to as a detector) may be provided anywhere in a 
network. A proxy server, for instance, may be equipped with 
Such a detector. 

0067 FIG. 10 is a flowchart showing the operation of a 
detector. The detector loads a content from a Storage device 
or a memory medium (S10), and reads the ID information 
imprinted therein (S12). If an illegal action is detected, the 
detector resorts to appropriate measures, Such as notifying a 
content manager of the unauthorized offender. 
0068 FIG. 11 is a diagram showing an embodiment of 
the detector for reading ID information imprinted in a 
content. The detector 60, which may be in a PC, comprises 
a communication Section 62 for obtaining a content from a 
network, an ID reader 64 for reading the ID from the 
obtained content, and a display controller 66 for controlling 
a display 68 so as to display the read ID. 
0069. In this embodiment, the ID reader 64 extracts 
information from a predetermined location, for instance, the 
LSBS at a leading part of a data Sequence of the obtained 
content, and reconstructs the ID based on the extracted data. 
If this process does not result in any ID information that 
meaningfully identifies a user, then the content is judged to 
be original, i.e., having no user ID information imprinted. 
On the other hand, if a content with a user's ID imprinted 
therein is found on a network, the user identified by the 
imprinted ID may have illegally distributed the content. 
Based on the ID, the possible illegal action is traced. 
0070 FIG. 12 is a diagram showing an alternative ID 
reader according to another embodiment of the present 
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invention. This ID reader operates to read an ID imprinted 
as Spatial frequency information in a content. The ID reader 
64 comprises an LSB extractor 72 for extracting the LSBS 
from the obtained content to form a bit pattern, and a FFT 
section 74 for performing fast Fourier transform (FFT) on 
the bit pattern formed by the extracted LSBs. 
0071. The operation here is a reverse operation of that 
shown in FIGS. 6 to 8. The LSBs, which represent the 
imprinted ID information, are first extracted (FIG. 8). The 
bit pattern formed by the LSBs in the content is then 
detected (FIG. 7). Spatial frequencies of the bit pattern in 
the X and y directions, respectively, are calculated by the 
FFT section 74 from the bit pattern. In the sample bit pattern 
shown in FIG. 7, the FFT calculation reveals user A's ID 
shown in FIG. 6. The offender is thereby identified as user 
A. 

0.072 This method is advantageous in that it does not 
require comparing the Suspect content and the original 
content in order to detect the ID. 

0073. The above-described methods for reading 
imprinted ID information may have many variations. Each 
variation of the ID imprinting method described earlier in 
this specification may have a corresponding variation of the 
ID reading method. For example, the ID can be read in cases 
where an offset has been added to a lower bit using a method 
Such as the one described earlier with reference to FIGS. 
13-16. Further, when an ID is imprinted in a predetermined 
location of the content, Such as a location where shifts in 
data values do not produce Significant perceivable effects, 
the readout method is provided to detect the same location 
consistent with the ID imprinting method. Generally Speak 
ing, ID reading can be done as long as the imprinter and the 
reader adopt the same imprinting/readout Scheme. 
0.074. In addition, although the detector is connected to a 
network in the above embodiments, it may be an off-line, 
Stand alone type if it checks only contents Stored in Storage 
media. 

0075 Moreover, in the described embodiments, the ID 
imprinting is carried out at the information terminals where 
the content is used, i.e. at the user end. It will be apparent to 
a skilled artisan, however, that the various methods 
described herein for imprinting ID information in a content 
are equally applicable to a content distribution Scheme in 
which ID imprinting is carried out at the content provider 
end. 

0.076 The embodiments above have generally been 
described without regard to types and formats of contents. 
Also, as a processing to be performed by the Server 2 before 
Sending the content to the PC 4, there has generally been no 
explicit distinction made between different forms of encod 
ing, Such as encryption and compression. For example, how 
the encoding and decoding of content to be done by the 
viewer 12 in the PC4 corresponds to the decryption or 
decompression is not specified and constraints have not been 
described. In what is to follow, more specific processing 
examples are described in which the ID information is 
imprinted onto a content in accordance with the type of the 
content and a processing prior to the distribution of the 
COntent. 

0.077 For the sake of convenience, some terms will be 
defined as follows. Hereinbelow, “encryption” refers gener 
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ally to a proceSS by which content is encoded to prevent the 
use of the content by third parties. AS one non-limiting 
example, Scrambling or the like that utilizes XOR operation 
can be used as an encryption proceeSS. In addition, generally 
any known or Subsequently developed method Suitable for 
the encryption of a particular form of content may be used. 
Similarily, a proceSS for restoring the encrypted content to a 
utilizable state is referred to as “decryption”. 
0078. In contrast to encryption, a process for reducing the 
amount of data to Suit, for example, the distribution of 
content via a network is referred to as "compression' in what 
follows. For compression techniques, generally any known 
or Subsequently developed techniques may be used. Non 
limiting examples of known techniques include the JPEG 
scheme used for still images and the MPEG scheme used for 
motion images. Another known compression technique is 
the pixel-based image matching technique (hereinafter 
referred to as “CPF matching”) using a Critical Point Filter 
as disclosed in U.S. Pat. No. 6,018,592, owned by the same 
assignee as this present patent application. CPF matching is 
particularly Suitable for use in the compression of motion 
images or the like. The process by which the compressed 
contents are restored to the original ones So as to utilize them 
is called “decompression'. 

007.9 The general terms above have been defined for 
convenience. However, it is to be noted that encryption and 
compression as well as decryption and decompression are 
mutually overlapping concepts in the area of encoding and 
therefore the terms may be Sometimes used interchangeably 
in the present patent application as the case may be. In 
addition, there are cases hereinbelow where Some technical 
terms in the field of encoding may be used as broader 
concepts that include encryption and compression and also 
Some technical terms in the field of decoding are used as 
broader concepts that include decryption and decompres 
Sion. In the more specific examples described below, it is 
generally assumed that the contents to be distributed from 
the server 2 to the PC 4 are first compressed and are then 
encrypted. 

0080 FIG. 17 is a conceptual diagram showing an 
embodiment in which content is decoded and ID information 
is embedded in the content at the viewer 12 shown in FIG. 
3. The Viewer 12 acquires a compressed and encrypted 
content C from the communication section 10 of the PC 4. 
The compressed and encrypted content C' is decrypted So as 
to generate a compressed content C". The thus generated 
compressed content C" is decompressed So as to generate a 
content C. This decoded content C is the content which is 
then Supplied to and utilized by a user through the display 
22. 

0081. Here, in the viewer 12, the image decoder 14 both 
decrypts and decompresses the compressed and encrypted 
content C" So as to generate the decoded content C and, in 
so doing, the ID imprinter 18 may embed the ID information 
((A) in FIG. 17). As a more specific example, the image 
decoder 14 may regenerate the compressed content C" by 
decryption only and, in So doing, the ID imprinter 18 may 
embed the ID information in the compressed content C" and 
then a decompression unit (not shown in FIG. 3) may 
decompress the compressed content C" to which the ID 
information has been imprinted, So as to generate the 
decoded content C ((B) in FIG. 17). 
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0082 In the former case, the fully decoded content alone 
is Subject to ID information embedding, and, as Such, the 
processing for embedding the ID information is carried out 
with relative ease. This is because there will be no concern 
about ensuring that the embedded ID information is inher 
ited without fail from the compressed content C" to the 
decoded content as is needed in the latter case. On the other 
hand, in the latter case, the illegitimate distribution of the 
compressed content C" can be deterred and/or tracked. 
Furthermore, in the latter case, the ID information embedded 
in the compressed content C" is preferably also inherited to 
the decoded content C, thus achieving advantageous effects, 
without separately embedding the ID information into the 
decoded content C, Such as preventing the illegal circulation 
of both the compressed content C" and the decoded content 
C. 

0.083. It will be understood that, in the latter example, the 
ID imprinter 18 may directly embed the ID information 
respectively into both the compressed content C" and the 
decoded content C. In Such a case, the ID information is 
reliably embedded into both the contents, thus assuring a 
higher level of Security. 

0084. Hereinbelow, the types of contents will be 
described in more specific form and Specific examples in 
which the ID information is embedded into the compressed 
content C" and/or the decoded content C will be described. 

0085 (1) Still Images as an Example 
0.086. In this example, the compressed and encrypted 
content C" is a content produced after a still image (here 
inafter referred to as original still image) is Subjected to the 
encryption after it has already been compressed in the JPEG 
format in the server 2. 

0087 (i) Embedding into Decoded Content C 
0088 Adecoded content C obtained after the compressed 
and encrypted content C" has been Subjected to a decryption 
processing and a decompression processing is a still image 
which is identical or approximate to the original Still image. 
In order to imprint or embed the ID information into this still 
image, the aforementioned processing techniques, for 
example, where the LSB of a luminance value is replaced by 
a bit pattern containing the ID information for a predeter 
mined number of pixels, can be utilized. Further, the ID 
information can be embedded, in the form of spatial fre 
quency information, into the entire content. The ID infor 
mation may also be detected using the aforementioned 
methods. 

0089 (ii) Embedding into Compressed Content C 
0090 The compressed content C" is JPEG data obtained 
by performing JPEG compression on an original Still image. 
In this case, if the ID is of n bits, it is preferred that the ID 
information be embedded in a manner Such that, for data 
corresponding to a predetermined block, for example, a 
leading block, among the compressed data, the LSB of each 
of n DCT coefficients of a luminance value among all DCT 
coefficients thereof is replaced by each of the respective bits 
of the ID. An object to which the ID information is to be 
embedded may be DCT coefficients for the color compo 
nents. In order to detect the ID, the LSB of Such DCT 
coefficients is referred to. 

Jan. 26, 2006 

0091. In this example, it is desirable that the ID infor 
mation be embedded in Such a position, in the data of 
compressed content C, as to both maintain the image quality 
and disable the removal of the ID information by third 
parties. That is, when the ID information is solely embedded 
in the DCT coefficients of high-frequency component, a 
third party might deliberately perform a decompression 
processing in which the high-frequency components of the 
compressed content C" are discarded to acquire images 
having no ID information and without much degradation in 
the quality of image in the decoded content C. On the other 
hand, if the ID information is embedded in the DCT coef 
ficients corresponding to low-frequency components of the 
compressed content C", it is highly probable that a larger 
difference from the original image results. Thus, it is desir 
able that the location at which the ID information is to be 
embedded is determined by taking these facts into account. 
For example, a location or method at which the embedding 
in low-frequency component can be achieved as much as 
possible to the extent that the deviation from the original 
image does not affect human perception is preferably deter 
mined through experiments or the like. 
0092. It will be understood that the ID information may 
be embedded directly into both the compressed content C", 
namely, JPEG-compressed data of an original Still image and 
the decoded data C, namely, a decoded Still image content by 
combining the above two methods. 
0093) (2) Motion Images as Another Example 
0094. In this example, the compressed and encrypted 
content C" is the result after a motion image content C, 
composed of a plurality of image frames, (hereinafter 
referred to as original motion images) are compressed using 
the CPF matching processing and then Subjected to the 
encryption processing in the Server 2. The compression 
using the CPF matching processing is such that the CPF 
matching is carried out between or among key frames 
extracted at intervals of, for example, 0.5 Seconds or the like 
from motion images of 30 frames per Second So as to 
generate a corresponding-point information file, and then the 
original motion image data, composed of a plurality of 
image frames, are replaced by key frame data and the 
corresponding point information So as to reduce the data 
amount. The compressed data are uncompressed in a manner 
Such that the key frames are interpolated using the corre 
sponding-point information file and then frames correspond 
ing to original motion images, other than the key frames, are 
generated as intermediate imageS. Thereby, the original 
motion images or those approximate thereto can be pro 
duced. It is to be noted that in order to further increase the 
data compression rate of the entire content, the key frames 
themselves are generally Subjected to intra-frame compres 
Sion, such as JPEG. Here, as a unit of image, “frame' 
includes a concept such as “field” which may be treated 
Similarly to the frame, and no distinction is made between 
the two in this specification. 
0.095 (i) Embedding into Decoded Content C 
0096. A decoded content C obtained after a compressed 
and encrypted content C" has been Subjected to a decryption 
and a decompression processing is made up of motion 
imageS which are identical or approximate to the original 
motion images. These motion images are a set of Still 
images. Thus, the ID information can be embedded in one or 
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more predetermined image frames in the decoded content C 
by using the aforementioned method for embedding the ID 
information into the still image. This embedding can occur 
either in frames that were key frames during compression or 
in frames that have been generated during decompression 
(intermediate frames). 
0097 (ii) Embedding into Compressed Content C 
0098. The compressed content C" is a content for which 
the original motion image data are compressed using the 
CPF matching technique. The contents thereof include data 
on key frames compressed in JPEG format (intra-frame 
compression) and a file that contains information on corre 
sponding points among the key frames (interframe compres 
Sion). 
0099] The ID information can be embedded in the JPEG 
compressed data of the key frames by using the aforemen 
tioned method similar to that for embedding the ID infor 
mation in the compressed content C" where the contents are 
still images, for example. 
0100. The ID information may also be embedded in a 
corresponding-point information file. Here, if in a key frame 
sequence the leading frame is denoted by a first key frame 
and a frame subsequent to the first key frame is denoted by 
a second key frame, then an example is considered herein 
where the ID information is embedded in the information 
file of corresponding points between the first key frame and 
the second key frame. The corresponding-point information 
file into which the ID information is embedded is not limited 
thereto, and the ID information may be embedded in an 
information file of corresponding points of a single key 
frame or among a plurality of key frames. 
0101) How each pixel in the first key frame corresponds 
to which pixel of the second key frame is described in the 
corresponding-point information file. The ID information 
can be embedded, for example, in a manner Such that the 
destination pixel in the Second key frame to which the 
leading pixel of the first key frame corresponds is replaced 
with a pixel specified by the ID information. That is, when 
the ID of user A is expressed in an n-bit binary number k, the 
destination to which the leading pixel of the first key frame 
corresponds to is replaced by the k-th pixel from the leading 
pixel of the second key frame. The ID information can be 
detected by checking which pixel of the Second key frame is 
corresponded to the leading pixel of the first key frame. 
0102) The present invention has been described by way 
of specific examples where the digital content is either a still 
image or motion images. However, the type of content is not 
limited thereto, and the present invention may be applied to, 
for example, audio content and various other forms of digital 
content as well. 

0103) The foregoing embodiments and advantages are 
merely exemplary and are not to be construed as limiting the 
present invention. The present teaching can be readily 
applied to other types of apparatuses. The description of the 
present invention is intended to be illustrative, and not to 
limit the scope of the claims. Many alternatives, modifica 
tions, and variations will be apparent to those skilled in the 
art. In the claims, means-plus-function clauses are intended 
to cover the structures described herein as performing the 
recited function and not only structural equivalents but also 
equivalent Structures. 
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What is claimed is: 
1. A method for distributing a digital content on a com 

puter network, said method comprising: 
receiving via the computer network a request for a digital 

content from an information terminal, the request iden 
tifying the information terminal or a user thereof; 

obtaining an encoded version of the digital content, 
wherein the encoded version of the digital content is 
generated by performing encryption and compression 
on the original digital content; 

generating a decoding program Such that ID information 
representing the information terminal or user is embed 
ded therein, and wherein the decoding program is 
programmed to perform the function of decrypting and 
decompressing the encoded digital content at the infor 
mation terminal to produce a decoded digital content 
having the ID information imprinted therein; 

transmitting via the computer network the decoding pro 
gram to the information terminal; and 

transmitting via the computer network the encoded digital 
content to the information terminal in response to the 
request. 

2. The method of claim 1, wherein the ID information is 
imprinted when decrypting the encoded content. 

3. The method of claim 2, wherein the imprinted ID 
information is imprinted such that the ID information 
remains detectable following Subsequent decoding process 
Ing. 

4. The method of claim 1, wherein the ID information is 
imprinted when decompressing the encoded content. 

5. The method of claim 4, wherein the imprinted ID 
information is imprinted such that the ID information 
remains detectable following Subsequent decoding process 
Ing. 

6. The method of claim 1, wherein the ID information is 
imprinted both when decrypting and when decompressing 
the encoded content. 

7. The method of claim 1, wherein the digital content is 
a movie content consisting of a plurality of image frames. 

8. The method of claim 7, wherein the ID information is 
imprinted into an image frame that is based on intraframe 
compression data. 

9. The method of claim 7, wherein the ID information is 
imprinted into an image frame that is based on interframe 
compression data. 

10. The method of claim 7, wherein the ID information is 
imprinted both into an image frame that is based on 
intraframe compression data and into an image frame that is 
based on interframe compression data. 

11. The method of claim 7, wherein the ID information is 
imprinted into intraframe compression data. 

12. The method of claim 7, wherein the ID information is 
imprinted into interframe compression data. 

13. The method of claim 7, wherein the ID information is 
imprinted both into intraframe compression data and into 
interframe compression data. 

14. The method of claim 1, wherein ID information is 
imprinted into a predetermined location in the decoded 
digital content, wherein the imprinted ID information adds 
an offset to each of a sequence of data values at the 
predetermined location of the decoded digital content. 
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