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APPLICATION EXECUTION WHILE OPERATING VEHICLE

FIELD
[0001] This disclosure generally relates to automobiles.
BACKGROUND
[0002] Vehicles are becoming increasingly interactive with drivers. Vehicle

systems and user interfaces allow drivers to select several desirable applications
such as, for example, a navigation application for executing navigation operations.
In general, various suitable applications can be downloaded to a vehicle. However,
as the number of applications that can be installed and executed on a vehicle
increases, safety concerns due to, for example, driver distraction, are important to

address.

SUMMARY
[0003] This disclosure generally describes a system and method for
controlling execution of vehicle applications when a vehicle is being operated by a
driver.
[0004] Innovative aspects of the subject matter described in this specification
include, in some implementations, a computer-implemented method to perform
actions. The actions include receiving an indication to execute an application in a
vehicle, obtaining classification data associated with the application, determining, by
a vehicle processor, an operating status of the vehicle, and determining, by the
vehicle processor, whether to execute the application based on the operating status
of the vehicle, the classification data associated with the application, and one or
more execution rules. In response to determining to execute the application based
on the operating status of the vehicle, the classification data associated with the
application, and the one or more execution rules, executing the application in the
vehicle is transmitted.
[0005] Implementations may each optionally include one or more of the
following features. Forinstance, in some implementations, the classification data
associated with the application includes: data indicating that the application is a

front-end application or a back-end application; data indicating that the application is
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executable in a particular driving mode; data indicating a vehicle make and model on
which the application is executable; and metadata associated with the application.
[0006] In some implementations, receiving an indication to execute an
application in a vehicle includes one of: receiving a user input to execute the
application in the vehicle; receiving an instruction from a second application to
execute the application in the vehicle; and receiving an instruction to execute the
application in the vehicle in response to a vehicle trigger event.

[0007] In some implementations, obtaining classification data associated with
the application comprises one or more of: retrieving one or more portions of the
classification data associated with the application from one or more storage devices;
and receiving one or more second portions of the classification data associated with
the application from a network server.

[0008] In some implementations, determining, by a vehicle processor, an
operating status of the vehicle comprises one or more of: determining a gear the
vehicle is operating in; determining a movement or speed of the vehicle; and
determining a number of passengers in the vehicle.

[0009] In some implementations, the actions further include receiving
application data from a network server, extracting the classification data associated
with the application from the application data, and storing the classification data
associated with the application in a vehicle storage unit or a cloud-based database.
[0010] In some implementations, the actions further include responsive to
determining not to execute the application based on the operating status of the
vehicle, the classification data associated with the application, and the one or more
execution rules, transmitting a denial message indicating that execution of the
application is denied.

[0011] In some implementations, the denial message is output by a speaker,
content of the denial message is output by a graphical user interface in the vehicle,
or the denial message is transmitted to a portable electronic device associated with a
driver of the vehicle.

[0012] In some implementations, transmitting a denial message indicating that
execution of the application is denied includes transmitting an indication that
execution of a back-end application has been terminated, paused, or delayed, or

transmitting an indication that execution of a front-end application is blocked.
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[0013] In some implementations, in response to determining to execute the
application based on the operating status of the vehicle, a graphical user interface in
the vehicle is controlled to display output data associated with execution of the
application.

[0014] In some implementations, determining, by the vehicle processor,
whether to execute the application based on the operating status of the vehicle, the
classification data associated with the application, and one or more execution rules
includes one or more of determining whether the application is a front-end
application or a back-end application, determining whether the application is
classified as being operable in one or more of a parked vehicle mode and a moving
vehicle mode, and determining a location of the vehicle and obtaining one or more
application execution rules based on the location of the vehicle.

[0015] In some implementations, determining to execute the application based
on the operating status of the vehicle, the classification data associated with the
application, and one or more execution rules further includes determining that the
application is a front-end application, determining that the operating status of the
vehicle indicates a parked vehicle mode, determining that the location of the vehicle
and the one or more execution rules permit the execution of the application, and
determining to execute the application.

[0016] In some implementations, determining to execute the application based
on the operating status of the vehicle, the classification data associated with the
application, and one or more execution rules further includes determining that the
application is the back-end application, responsive to determining that the application
is a back-end application, determining a likely effect of executing the application on
one or more front-end applications, determining that the likely effect of executing the
back-end application on one or more front-end applications is less than a threshold
amount, determining that the location of the vehicle and the one or more execution
rules permit the execution of the back-end application, and determining to execute
the back-end application.

[0017] Other implementations of these aspects include corresponding
systems, apparatus, computer-readable storage mediums, and computer programs
configured to implement the actions of the above-noted methods, for example
including a vehicle such as a road vehicle comprising such systems and computer

programs.
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[0018] The details of one or more implementations are set forth in the
accompanying drawings and the description below. Other features and advantages

will become apparent from the description, the drawings, and the claims.

BRIEF DESCRIPTION OF THE DRAWINGS
[0019] FIG. 1 depicts an exemplary scenario of disabling execution of an
electronic game application when a vehicle begins to move.
[0020] FIG. 2 depicts an exemplary scenario of continuing execution of an
application in response to a change in a vehicle operating status.
[0021] FIG. 3 depicts an exemplary scenario of preventing an application from

being executed.

[0022] FIG. 4 depicts a flowchart of an exemplary method to enable or disable
execution of application in a vehicle.

[0023] FIG. 5 depicts a flowchart of an exemplary method to enable or disable
execution of application in a vehicle.

[0024] FIG. 6 depicts an exemplary system supporting application execution in
a vehicle.

[0025] Like reference numbers and designation in the various drawings

indicate like elements.

DETAILED DESCRIPTION
[0026] This disclosure generally describes a system and method for
controlling execution of vehicle applications.
[0027] According to implementations, when a request to execute an
application (app) is received by a vehicle processing system or a change in the
operational status of a vehicle is detected, the vehicle processing system may
perform several actions to enable or disable execution of the application in the
vehicle.
[0028] In some implementations, when a request to execute an application is
received, the vehicle processing system may obtain classification data classifying the
application and the current operational status of the vehicle. The classification data
may indicate an application type of the application and the types of vehicle operation
statuses that the application can be executed under. For example, the classification

data of a text messaging application may indicate that the text messaging application
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is a front-end application that uses a graphical user interface but should only be
executed when the vehicle is in a parking state or not moving. Applications that can
be used while driving may display a specific graphical indicator, which may be any
suitable graphical representation such as an icon, image, design, text, or pattern.
Based on the classification data, vehicle operation status, and one or more rules, the
vehicle processing system determines whether to enable execution of the application
or deny execution of the application.

[0029] In some implementations, when a change in the operational status of a
vehicle is detected, the vehicle processing system determines the applications that
are being executed in the vehicle. For one or more of the vehicle applications being
executed at the time of the change in the vehicle operation status, the vehicle
processing system may obtain classification data classifying the application. Based
on the classification data, vehicle operation status, and one or more rules, the
vehicle processing system determines whether to continue the execution of the
application or discontinue the execution of the application. For example, in some
cases, an electronic game application may be classified as an application that should
only be executed when the vehicle is in a parking state or not moving. Thus, if the
vehicle changes from, for example, a park gear to a drive gear and begins to move,
the vehicle processing system of the vehicle will disable the electronic game
application so that the driver is not distracted while the vehicle is moving. The
vehicle processing system may output a driving safety message, which, in some
implementations, may be discontinued after a predetermined time period. A default
home screen may be displayed by the vehicle processing system after the driving
safety message is no longer output.

[0030] FIG. 1 depicts an exemplary scenario of disabling execution of an
electronic game application when a vehicle begins to move. In the exemplary
scenario, a driver may be playing an electronic game using the graphical user
interface (GUI) of a stationary vehicle the driver is sitting in. Although the example of
an electronic game is used with reference to FIG. 1, it should be understood that the
depicted scenario may generally apply for various applications that require the
driver's attention. Other examples of applications include, for example, shopping
applications, web browsing applications, and text messaging applications. Screen
110 of the vehicle GUI illustrates an example in which the driver is playing an

electronic game.
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[0031] If the vehicle begins to move or a gear change from parking to a drive
or reverse gear is detected, a processor in the vehicle determines all the applications
that are currently running in the vehicle and whether these applications are permitted
to continue to be executed when the vehicle is moving. As explained in further detail
below, one or more rules and conditions and data classifying the respective
applications are used to determine which applications are permitted to continue to be
executed when a vehicle operating status changes.

[0032] Referring to the exemplary implementation in FIG. 1, a vehicle
processor in a vehicle processing system obtains classification data associated with
the electronic game application. The vehicle processor then determines whether the
classification data indicates that the electronic game application is an application that
can be executed when the vehicle is in a driving operational status. Additionally, the
vehicle processor determines whether the vehicle system rules and conditions permit
an application to be executed in the driving operational status of the vehicle.

[0033] Based on the classification data associated with the electronic game
application, the vehicle operating status, and the vehicle system rules and
conditions, the vehicle processor determines that the electronic game application
cannot continue to be executed. As a result, the vehicle processor sends
instructions to pause or terminate the game. As illustrated in screen 120, a message
is displayed to the driver through the vehicle GUI that the game has been paused.
The game may be paused until another change in the vehicle operation status
occurs such as, for example, the vehicle returning to a stationary state or the gear of
the vehicle being positioned in a parking gear position.

[0034] After displaying a message that the electronic game application has
been paused or terminated, the vehicle processor controls the vehicle GUI to return
to a default GUI screen 130. The default GUI screen 130 may be any suitable
screen that is configured by a vehicle manufacturer, the driver, or the last screen
displayed prior to execution of the electronic game application. For example, the
default GUI screen 130 may be a screen displaying a navigation application screen,
a radio application screen, a weather application screen, or a default screen set by
the vehicle manufacturer. The default GUI screen 130 may be displayed for a
predetermined time, set by the vehicle manufacturer, after the message indicating

that the electronic game application has been paused or terminated is displayed.
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[0035] FIG. 2 depicts an exemplary scenario of continuing execution of an
application in response to a change in the vehicle operating status. In the illustrated
scenario, a driver is utilizing a navigation application to navigate from one place to
another. A navigation application GUI is displayed in screen 210 to prompt the driver
to enter a destination address indicating where the driver would like to drive to. In
some implementations, the driver may utilize a speech recognition application to
provide the destination address. In some implementations, the driver may input the
destination address using one or more suitable touch input methods.

[0036] After the destination address has been entered, the vehicle processor
may detect that a vehicle operating status has changed. For example, the vehicle
processor may detect that the car has started moving or that the vehicle gear has
changed from a parking gear to a drive gear. In response to the change in the
vehicle operating status, the vehicle processor determines all the applications that
are currently running in the vehicle and whether these applications are permitted to
continue to be executed when the vehicle is moving or in the current vehicle
operating status. As explained in further detail below, one or more rules and
conditions and data classifying the respective applications are used to determine
which applications are permitted to continue to be executed when a vehicle
operating status changes.

[0037] Referring to the exemplary implementation in FIG. 2, the vehicle
processor obtains classification data associated with the navigation application. The
vehicle processor then determines whether the classification data indicates that the
navigation application is an application that can be executed when the vehicle is in a
driving operational status and whether the vehicle system rules and conditions
permit an application to be executed in the driving operational status of the vehicle.
[0038] In FIG. 2, based on the classification data associated with the
navigation application, the vehicle operating status, and the vehicle system rules and
conditions, the vehicle processor determines that the navigation application can
continue to be executed. As a result, the navigation application GUI transitions to
the next screen 220 providing the driver instructions for arriving at the destination
address. The driver does not experience any delay or inconvenience in this process
as the vehicle processor's above-described operations occur in the background and

are not apparent to the driver.
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[0039] FIG. 3 depicts an exemplary scenario of preventing an application from
being executed. In FIG. 3, a driver may select an option to send a text message
through the vehicle GUI. For example, the driver may touch the screen of the
vehicle GUI at a screen area where an icon corresponding to a text message
application is displayed. In general, various suitable methods may be utilized for the
driver to communicate to the vehicle processor that the driver would like to initiate
execution of an application. Additionally or optionally, the driver can indicate the
manner in which the driver would like to compose a text message. For example, the
driver can indicate that he would like to compose a text message using a speech
recognition application or a speech-to-text application.

[0040] After receiving one or more touch inputs through the vehicle GUI
indicating that the driver would like to send a text message using a speech
recognition application, the vehicle processor may control the vehicle GUI to output a
message confirming the driver's instructions. For example, as shown in FIG. 2, the
screen 310 of the vehicle GUI may display a confirmation message asking the driver
to confirm the driver's selections.

[0041] After receiving a confirmation of the selection from the driver, the
vehicle processor determines: (i) the current vehicle operating status; (ii) the
applications that are currently running in the vehicle; (iii) whether the applications
currently running in the vehicle can be executed in the current vehicle operating
status. As explained in further detail below, one or more rules and conditions and
data classifying the respective applications are used to determine which applications
are permitted to be executed any time a vehicle operating status changes.

[0042] Referring to the exemplary implementation in FIG. 3, the vehicle
processor obtains classification data associated with the text messaging application
and speech recognition application. The vehicle processor then determines whether
the classification data indicates that the text messaging application and speech
recognition application are applications that can be executed in the current vehicle
operation status. Additionally, the vehicle processor determines whether the vehicle
system rules and conditions permit the applications to be executed in the driving
operational status of the vehicle.

[0043] In the illustrated implementation in FIG. 3, the driver makes the touch
input while driving the car. Based on the classification data associated with the text

messaging application, the vehicle operating status, and the vehicle system rules
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and conditions, in some cases, the vehicle processor may determine that the text
messaging application cannot be executed because the driver is currently driving the
vehicle. In addition, the vehicle processor may also determine that executing the
speech recognition application may have an adverse impact on the execution of
other applications that the driver is also using. For example, the vehicle processor
may determine that if the speech recognition application were executed, the
execution would slow down the navigation application which the driver is relying on
for directions and may result in the navigation application providing untimely
directions.

[0044] As a result, the vehicle processor may determine that neither the
speech recognition application nor the text messaging application can be executed.
The vehicle processor then controls the vehicle GUI to display, as shown in screen
320, a denial message indicating that the driver's request to execute the speech
recognition application and the text messaging application has been denied. The
vehicle processor may also communicate to the driver when the request can be
granted or conditions during which the driver should request the execution of the
applications again. In some implementations, the messages communicated to the
driver from the vehicle processing system may be output using audio signals in
conjunction with or separately from the messages displayed through the vehicle GUI.
[0045] After displaying the denial message, the vehicle processor controls the
vehicle GUI to return to a default GUI screen 330.

[0046] In some cases, the vehicle processor may determine that the text
messaging application is permitted to be executed provided one or more conditions
are satisfied. For example, the vehicle processor may determine that the text
messaging application can be executed if a speech recognition or speech-to-text
application is used to receive words that the driver may wish to include in a text
message. If the vehicle system has a capacity to support execution of the speech
recognition or speech-to-text application in addition to the text messaging application
and the driver agrees to use the speech recognition or speech-to-text application, the

text messaging application may be executed.

[0047] A method for controlling execution of vehicle applications is described
with reference to FIGS. 4 and 5.
[0048] Referring to FIG. 4, a vehicle processing system 420 may be

connected to a network server 410 and a vehicle GUI 430. The vehicle processing
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system 420 may communicate with the network server 410 to receive application
data (402). For example, if a driver of a vehicle would like to upload content or
application data for a particular application from an application store, the vehicle
processing system 420 may wirelessly communicate with the network server 410 to
obtain the content or application data.

[0049] In some implementations, application data for installing, updating, or
executing an application may be requested by the vehicle processing system 420. In
some implementations, application data for an application installed in the vehicle
may be transmitted by a server of a vehicle manufacturer. In some implementations,
application data may be received by the vehicle processing system 420 through a
portable electronic device of the driver, and, in some implementations, the
application data may be received by the vehicle processing system 420 from the
network server 410 without using a portable electronic device of the driver. In some
cases, application data may be periodically requested by the vehicle processing
system 420. In some cases, application data may be requested if no application
data is available for an application for which an execution request has been
received.

[0050] After receiving application data from the network server 410, the
vehicle processing system 420 may extract classification data for the application
from the received application data (404). The classification data may include various
types of data including, for example, data classifying the application as a front-end
application or a back-end application, data indicating a version of the application,
data indicative of a signature of the application, data indicating the vehicle operating
modes that the application can be executable in, data indicating a vehicle make and
model on which the application is executable, metadata associated with the
application, and binary hash data for preventing application execution.

[0051] A front-end application refers to an application that a driver can directly
interact with. Examples of front-end applications include, but are not limited to, a
phone call application, web-browsing application, a text messaging application, and
a navigation application.

[0052] A back-end application refers to a service application that does not
require direct interaction with a driver. Back-end applications may be connected to
front-end applications. Examples of back-end applications include, but are not

limited to, applications that monitor performance of the vehicle or parts of the vehicle,
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applications that control certain functions such as lighting or windshield wiper
activation, or applications that provide services for other applications such as content
providers and broadcast receivers.

[0053] Classification data may also include an indication of a safety level of an
application and the vehicle operating modes the application may be used in. For
example, in some implementations, an application may be classified as being unsafe
for use when a driver is driving and the application may also be designated as being
executable only when the vehicle is in a parked vehicle operation status.

[0054] In some implementations, data indicating a version of an application
may include data indicating a safety level of the particular version of the application
received by the automobile system 420. For example, in some cases, one version of
an application may be classified as safe to execute while a vehicle is moving,
whereas another version of the application may be classified as being unsafe to
execute while a vehicle is moving. Data indicating a version of an application may
also include likes to other versions of the application. For example, a version of an
application that is classified as being unsafe to execute while a vehicle is moving
may have a link to install, execute, or run a version of the application that is
classified as being safe to execute while a vehicle is moving.

[0055] In general, applications may be classified as being safe or unsafe for
use when a vehicle is in motion, and any vehicle operation status may be designated
for the applications. In some implementations, if classification data for an application
cannot be extracted or obtained, the vehicle processing system 420 may obtain the
classification data from additional data sources such as a vehicle manufacturer
server or an Internet database or server.

[0056] In some implementations, an application may be classified as being
safe for use when a vehicle is in motion and the application may be designated as
being executable in any vehicle operation status. In some implementations, an
application may be classified as being unsafe for use when a vehicle is in motion and
the application may be designated as being non-executable in any vehicle operation
status involving vehicle movement. In some implementations, an application may be
designated as being executable upon the satisfaction of one or more conditions.
These conditions may include, but are not limited to, for example, weather
conditions, driving conditions, traffic conditions, lighting conditions, application-

specific use conditions, and engine conditions. Application-specific use conditions
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include, for example, conditions specifying that an application can be executed
provided another application is also executed.

[0057] In some implementations, a vehicle manufacturer may limit a number
or the types of applications that can be installed in a vehicle manufactured by the
vehicle manufacturer. For example, a particular vehicle manufacturer may block
applications designed for vehicles manufactured by other vehicle manufacturers from
being installed in a vehicle manufactured by the particular vehicle manufacturer. In
another example, a particular vehicle manufacturer may allow applications that can
control or affect only particular components or programs in a vehicle to be installed in
a vehicle.

[0058] In some implementations, if classification data for an application cannot
be extracted or obtained, the vehicle processing system 420 may designate the
application as being executable only in the parked vehicle operation status. In
general, the classification data associated with an application may be provided by an
application store, an application developer, or a vehicle manufacturer. For example,
when developing an application, an application developer may include metadata in
the application that includes classification data specifying a vehicle operation status
in which the application can be executed in.

[0059] Various criteria can be used to classify an application as being safe or
unsafe. For example, in some cases, an application that requires a task, such as a
driver input, to be performed for a duration longer than a threshold time, for example,
1.5 seconds, may be determined as being unsafe for execution when a vehicle is in
motion. In some cases, an application that does not have a GUI configured for a
vehicle, a driver, or a vehicle GUI use may be determined as being unsafe for
execution in a vehicle.

[0060] Extracted classification data is stored in any suitable storage device in
the vehicle processing system 420 (406). In some implementations, the extracted
classification data may be stored in a cloud-based storage system.

[0061] After storing the extracted classification data, the vehicle processing
system 420 waits to receive an indication to execute an application (408-A, 408-B).
The indication to execute an application may be generated through several suitable
means or through a vehicle trigger event. In some implementations, the vehicle
trigger event may include, for example, a change in the vehicle operation status,

such as when a vehicle operation status changes from a parking status to a moving
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status, or vice-versa. In some implementations, an indication to execute an
application may be generated when a driver inputs a request to execute an
application or a driver action prompts an application to be executed. In some
implementations, an indication to execute an application may be generated because
another vehicle application requests the application to be executed.

[0062] In response to receiving the indication to execute an application, the
vehicle processing system 420 determines the current vehicle operating status and
retrieves the stored extracted classification data associated with the application
(410). As shown in more detail in FIG. 5, in operation 410, the vehicle processing
system 420 may extract or determine information including one or more of an
application store classification of the application, vehicle manufacturer rules
associated with the application, one or more vehicle operating statuses in which the
application is permitted to be executed, classification data indicating whether the
application is a back-end application or a front-end application, and data indicating
whether the application is supporting another application or is being supported by
other applications.

[0063] For example, in some implementations, the vehicle processing system
420 may determine a classification of the application provided by an application store
that provides the application for user download. The classification of the application
may be included as metadata when an application is downloaded from the
application store. In some cases, the classification of the application may be, for
example, a tag indicating that the application can be executed in a vehicle while the
vehicle is in motion. In some cases, the classification of the application may be, for
example, a tag indicating that the application cannot be executed in a vehicle while
the vehicle is in motion. In some cases, the classification of the application may be,
for example, a tag indicating that the application can only be executed in a vehicle
upon the satisfaction of certain conditions.

[0064] In some implementations, the vehicle processing system 420 may
obtain the vehicle manufacturer rules for the vehicle. The vehicle manufacturer rules
may be obtained from one or more of a storage database in the vehicle, a cloud
database associated with the vehicle manufacturer, and one or more servers of the
vehicle manufacturer. The vehicle manufacturer rules may provide one or more
criteria for permitting the installation or use of an application in the vehicle. For

example, in some cases, the vehicle manufacturer rules may block applications from
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other vehicle manufacturers from being installed in the vehicle or applications that
are determined to be a safety hazard. Blocked applications may include, for
example, gaming applications and other applications that the vehicle manufacturer
has determined as being detrimental to a driver’s ability to operate the vehicle. In
some cases, the vehicle manufacturer rules may limit applications that can be
executed in a vehicle to be limited to a particular category of applications. For
example, the category of approved applications may include one or more of
navigation-support applications, vehicle maintenance and operations-related
applications, road side assistance applications, ambient environmental control
applications, and various other applications determined by the vehicle manufacturer
as being safe for execution.

[0065] In some implementations, the vehicle processing system 420
determines whether the application to be executed is classified as a back-end
application or a front-end application. Data classifying an application as a back-end
or front-end application may be obtained from various suitable sources. For
example, in some cases, data classifying an application as a back-end or front-end
application may be included as metadata in an application file. In some cases, data
classifying an application as a back-end or front-end application may be obtained
from an application store. In some cases, data classifying an application as a back-
end or front-end application may be generated by the vehicle.

[0066] In some implementations, the vehicle processing system 420
determines a version of an application and whether the version corresponds to a
version that can be used when a vehicle is in motion. For example, for a particular
application, a version having a user interface that does not distract a driver may be
classified as being safe to execute in a moving vehicle. Another version of the same
application having a more complex user interface that does distract a driver may be
classified as being unsafe to execute in a moving vehicle. If a version of an
application is determined as being unsafe, the vehicle processing system 420 may
determine if other versions of the application that are classified as being safe are
available for execution. If safer versions are available, the vehicle processing
system 420 may then obtain the information for one or more of the safer versions of
the application from the classification data or various other suitable sources and use

the safe versions for operations 410, 412, and 414.
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[0067] In some implementations, the vehicle processing system 420
determines whether the application to be executed is configured to support other
applications or whether other applications are required to be executed upon
execution of the application to be executed. To make this determination, the vehicle
processing system 420 may determine if the application to be executed requires
input or support from other applications and if other applications require input or
support from the application to be executed upon execution of the application. This
determination allows the vehicle processing system 420 to estimate the effect on
bandwidth, execution, and processing speeds in the vehicle processing system 420
if execution of the application is permitted.

[0068] In operation 410, the vehicle processing system 420 also determines
the vehicle operating status using various suitable means including, for example,
data received from one or more vehicle parts, sensors, gears, and processors.
Vehicle operating status may include various suitable types of information including,
for example, information indicative of whether the vehicle is moving or not, status
indications of various vehicle parts, for example, lights, gears, sensors, low batteries,
and ambient and environmental conditions.

[0069] For instance, the vehicle processing system 420 may determine the
vehicle operating status by identifying the current gear position of the vehicle. As an
example, the vehicle processing system 420 may determine that the vehicle
operating status of the vehicle is stationary or not moving if the vehicle’s gearis in
the parking position. In some cases, the vehicle processing system 420 may
determine the vehicle operating status, such as a speed or direction of the vehicle,
based on data received from speed sensors and accelerometers in the vehicle. In
some implementations, the vehicle processing system 420 may also determine other
conditions such as, for example, vehicular lighting conditions, application-specific
use conditions, a number of passengers in the vehicle, and engine conditions, when
determining the vehicle operating status. Vehicular lighting conditions may include
for example, conditions indicating the internal and external light(s) status of the
vehicle.

[0070] In some implementations, the vehicle processing system 420 may
determine network connectivity and internal processing speeds and diagnostics
when determining the vehicle operating status. For example, the vehicle processing

system 420 may determine that the vehicle is not connected, has a weak wireless
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connection, or a strong wireless connection to a wireless network, such as a cellular
network or the Internet. In some cases, the vehicle processing system 420 may
determine the status of one or more processors or components of the vehicle
processing system 420 such that any processing errors or delays in executing
applications may be identified.

[0071] After determining the current vehicle operating status and retrieving the
classification data associated with the application (410), the vehicle processing
system 420 determines whether execution of the application is permitted (412). The
vehicle processing system 420 may use one or more rules to determine whether
execution of the application is permitted.

[0072] In some implementations, the vehicle processing system 420 permits
an application to be executed if the current vehicle operating status or conditions
match the application's designated vehicle operating status or conditions. For
example, classification data for a navigation application may include an indication
that the navigation application can be executed in any vehicle operating status or
condition. Classification data for an electronic gaming application may include an
indication that the electronic gaming application can only be executed when the
vehicle is stationary. Classification data for a messaging application may include an
indication that the messaging application can only be executed if operated when
using a supporting speech-to-text or speech recognition application. Accordingly, if
the vehicle operating status indicates that the vehicle is stationary, the navigation
application, electronic gaming application, and messaging application may be
permitted to be executed in any order. If the vehicle operating status indicates that
the vehicle is moving, the navigation application will be permitted to be executed,
and the electronic gaming application will not be permitted to be executed. The
messaging application may conditionally be executed if the driver agrees to use a
speech-to-text or speech recognition application such that the driver may compose a
text message using speech instead of the driver's hands.

[0073] In some implementations, the vehicle processing system 420 may
perform one or more authentication and verification operations to determine whether
execution of the application is permitted. For example, in some implementations, the
vehicle processing system 420 may apply a hash function to the binary hash data to
determine if the application is prevented from being executed. In some

implementations, the vehicle processing system 420 verifies the application
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signature or a source from which the application has been received or generated to
determine if the application can be trusted and executed.

[0074] In some implementations, the operation of determining whether
execution of the application is permitted includes determining which version of an
application is permitted to be executed. As noted above, if a version of an
application is determined as being unsafe, in some cases, the vehicle processing
system 420 may execute a safe version of the application that is available and can
be obtained by the vehicle processing system 420.

[0075] Various additional criteria and rules may be used to determine whether
execution of the application is permitted. In some implementations, if the application
is a back-end application, the vehicle processing system 420 will permit execution of
the application if execution of other applications supported by the back-end
application will not detrimentally affect to the driver's ability to driver. For example, if
a navigation application is affected detrimentally by permitting execution of the back-
end application such that the navigation application may not be able to provide the
driver timely instructions for navigation, the back-end application may not be
permitted to be executed. In general, if the likely effect of permitting execution of a
back-end application on a front-end application, for example, a navigation
application, is determined to be detrimental by an amount greater than or equal to a
threshold amount, the vehicle processing system 420 will not permit the back-end
application to be executed. If the likely detrimental effect on a front-end application
is less than the threshold amount, the vehicle processing system 420 will permit the
back-end application to be executed. The likely effects may include, for example,
effects on the processing capacity and time to execute an application.

[0076] In some implementations, if an application to be executed is a front-end
application, the vehicle processing system 420 may permit execution of the front-end
application and any additional back-end applications relied upon by the front-end
application for data or input to be executed. In some cases, if one or more back-end
applications is prohibited from being executed under the current vehicle operating
status or rules, the vehicle processing system 420 may permit execution of the front-
end application and only the back-end applications relied upon by the front-end
application for data or input that are not prohibited from being executed. A message
may be displayed to the driver indicating that a back-end application supporting a

front-end application to be executed is prohibited. The driver may then, in some
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cases, provide an input to the vehicle processing system 420 indicating that the
driver is still interested in executing the front-end application if the back-end
application cannot be executed. In some cases, the driver may provide an input to
the vehicle processing system 420 indicating that the driver is no longer interested in
executing the front-end application if the back-end application cannot be executed.
[0077] In some implementations, the vehicle processing system 420 may
determine whether execution of an application is in compliance with local
jurisdictional rules. For example, in some states, sending text messages while
driving is illegal. However, in other states, sending text messages while driving is
legal. The vehicle processing system 420 may determine a location of a vehicle,
obtain legal rules for executing an application in the state in which the vehicle is
located in, and determine whether the application to be executed is in compliance
with the legal rules of the state in which the vehicle is currently located in. Location
information of the vehicle may be obtained using various suitable systems, such as a
global positioning system (GPS), real-time locating systems (RLTS), satellite location
services, cellular location systems, and other network-based location systems.
[0078] In some implementations, if an application is designated as being
executable only in a particular vehicle make and model, the vehicle processing
system 420 will prevent execution of the application in any vehicle that does not
match the particular vehicle make and model specified in the classification data
associated with the application. In some implementations, the vehicle processing
system 420 will permit execution of the application only if the application is provided
by a vendor or vehicle manufacturer allowed by the vehicle manufacturer.

[0079] If the vehicle processing system 420 determines that execution of the
application is permitted, the vehicle processing system 420 executes the application
and any associated operations and functions (414 and 504). The vehicle processing
system 420 may control the vehicle GUI 430 to output data generated as a result of
executing the application. For example, in some cases, if a new application is being
executed, the vehicle GUI 430 may display a GUI corresponding to the GUI of the
application. In some implementations, an audio or visual message may be output to
the driver indicating that execution of the application has begun.

[0080] If the vehicle processing system 420 determines that execution of the
application is not permitted, the vehicle processing system 420 transmits a denial

message indicating that execution of the application has been denied (414 and 502).
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The denial message may be transmitted in various suitable manner. For example, in
some implementations, the denial message is output by a speaker. In some
implementations, content of the denial message is output by a graphical user
interface in the vehicle. In some implementations, the denial message is transmitted
to a portable electronic device associated with a driver of the vehicle. In some
implementations, the denial message may include an indication that an application
has been terminated, paused, delayed, or blocked. Notifications for preventing the
execution of back-end applications are important because without the denial
message, the driver may not be aware that the back-end application has been
terminated, paused, delayed, or blocked.

[0081] After a denial message is received by the vehicle GUI 430 and the
contents of the denial message are displayed to the driver, the vehicle GUI 430 may
return to a default screen for the vehicle GUI 430.

[0082] In some implementations, if execution of a particular version of an
application is not permitted, the vehicle processing system 420 may obtain another
version of the application that is permitted for execution, if available, and may
execute the permitted version. When the permitted version of the application is
utilized, a message may be output by the vehicle processing system 420 to the
driver indicating that the requested version of the application has been blocked, and
a safe version of the application is being executed. The vehicle processing system
420 may then prompt the driver to indicate whether the driver would like to continue
or terminate execution of the safe version of the application. If the driver would like
the vehicle processing system 420 to continue to execute the safe version of the
application, the safe version of the application may, in some cases, continue to be
executed until the vehicle engine is turned off, or, in some cases, may be executed
until a change in the vehicle operation status is detected. In the latter scenario, if the
vehicle operation status changes to indicate that the vehicle is no longer moving, the
vehicle processing system 420 may then execute the version of the application that
was initially not permitted and blocked.

[0083] Implementations described above disclose a method through which
vehicle applications may be executed, blocked, or terminated to improve passenger
and driver experience and safety when one or more applications are being executed
by a vehicle processing system 420 while the driver is operating a vehicle. Although

the above-described implementations indicate that vehicle applications may be
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executed, blocked, or terminated, in some implementations, instead of blocking or
terminating an application, the application may be paused until a vehicle operating
status or conditions that are permitted by the application or by the rules of the vehicle
processing system 420 are detected.

[0084] The above-described method provides several advantages to a user
including, for example, controlling applications that can be executed in a vehicle
without requiring a driver's input while the driver is in a moving vehicle; enhancing
the safety of passengers and the driver by blocking applications that may distract the
driver; and enhancing the overall driver experience in a vehicle by performing vehicle
diagnostics and limiting or blocking back-end applications that may slow down front-
end applications from working in a seamless manner while the driver is driving the
vehicle. In some implementations, applications that are trusted by a vehicle
manufacturer can manipulate the vehicle GUI to display their own, unique user
interface.

[0085] The above-described method may be implemented in the system 600
illustrated in FIG. 6. System 600 includes a vehicle 610, user device 615, vehicle
620, one or more network servers 630, a vehicle cloud database 640, one or more
vehicle manufacturers 650, and one or more networks including a driver social
network 660. Although two vehicles 610, 620 are shown in system 600, any suitable
number of vehicles may be present in the system 600 at any time. Each vehicle 610,
620 may include a vehicle processing system 627 that includes a processor 621,
sensors 622, a storage 623, a display 624, a transceiver 625, and microphone and
speakers 626.

[0086] System 100 may include one or more networks that are configured to
provide network access, data transport, and other services to any interface
connected to the one or more networks. In general, the one or more networks may
include and implement commonly-defined network architectures including those
defined by standards bodies, such as the Global System for Mobile communication
(GSM) Association, the Internet Engineering Task Force (IETF), and the Worldwide
Interoperability for Microwave Access (WiMAX) forum. For example, the one or
more networks may implement one or more of a GSM architecture, a General Packet
Radio Service (GPRS) architecture, a Universal Mobile Telecommunications System
(UMTS) architecture, and an evolution of UMTS referred to as Long Term Evolution

(LTE). The one or more networks may implement a WiMAX architecture defined by
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the WIMAX forum or a Wireless Fidelity (WiFi) architecture. The one or more
networks may include, for instance, a local area network (LAN), a wide area network
(WAN), the Internet, a virtual LAN (VLAN), an enterprise LAN, a layer 3 virtual
private network (VPN), an enterprise IP network, or any combination thereof.

[0087] The one or more networks may include access points, storage
systems, cloud systems, modules, one or more databases including vehicle cloud
database 640, and servers including the one or more network servers 630. The one
or more network servers 630 may include network server 410 and any suitable
computing device coupled to the one or more networks, including but not limited to a
personal computer, a server computer, a series of server computers, a mini
computer, and a mainframe computer, or combinations thereof. The one or more
network servers 630 may also include a web server, or a series of servers, running a
network operating system, examples of which may include but are not limited to
Microsoft® Windows® Server, Novell® NetWare®, or Linux®. The one or more
network servers 630 may include servers of vehicle manufacturers or servers for
providing applications such as Google Android®-based applications. The one or
more network servers 630 may be used for and/or provide cloud and/or network
computing. Although not shown in the figures, the server may have connections to
external systems providing messaging functionality such as e-mail, SMS messaging,
text messaging, and other functionalities, such as advertising services, search
services, etc.

[0088] In some implementations, the one or more networks may include a
cloud system that may provide Internet connectivity and other network-related
functions. The cloud system may provide storage services for data transmitted
between components of system 600.

[0089] System 600 also includes a vehicle cloud database 640, which may
include a cloud database or a database managed by a database management
system (DBMS). A DBMS may be implemented as an engine that controls
organization, storage, management, and retrieval of data in a database. DBMSs
frequently provide the ability to query, backup and replicate data, enforce rules,
provide security, do computation, perform change and access logging, and automate
optimization. A DBMS typically includes a modeling language, data structure,
database query language, and transaction mechanism. The modeling language is

used to define the schema of each database in the DBMS, according to the
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database model, which may include a hierarchical model, network model, relational
model, object model, or some other applicable known or convenient organization.
Data structures can include fields, records, files, objects, and any other applicable
known or convenient structures for storing data. A DBMS may also include
metadata about the data that is stored.

[0090] In some implementations, the vehicle cloud database 640 may store
information indicative of rules and/or conditions for executing application in vehicles.
The vehicle cloud database 640 may categorize the rules and/or conditions by
vehicle manufacturer or by vehicle make and model. The vehicle cloud database
640 may also store classification data for classifying vehicle applications. The
classification data may be obtained from various suitable sources including, for
example, social networks, application stores, one or more vehicle manufacturers
650, and the Internet.

[0091] The one or more network servers 630 and vehicle cloud database 640
may also be configured to communicate with one or more vehicle manufacturers 650
and one or more social networks 660 associated with a driver. The one or more
vehicle manufacturers 650 may include any vehicle manufacturer such as Toyota,
Honda, Mercedes-Benz, etc. The social networks 660 may include any suitable
network such as Facebook, Twitter, Instagram, and may also include social network
websites and blogs. The social networks 660 may include friends, family, or
followers of a driver. The one or more vehicle manufacturers 650 may transmit
updates and various information to the one or more network servers 630 and vehicle
cloud database 640 including, for example, data regarding vehicle settings of new
vehicle models, changes in vehicle setting parameters of existing vehicle models,
and information and rules regarding vehicle safety settings and vehicle applications.
[0092] As shown in FIG. 6, network servers 630 may communicate directly
with a vehicle 620 or may communicate with a vehicle 610 through a user device
615.

[0093] Each of vehicle 610 and vehicle 620 may be one of an automobile,
rickshaw, moped, motor cycle, bicycle, snowmobile, truck, Segway, etc. Vehicle 610
and vehicle 620 may each correspond to one of various suitable makes and models
including, for example, a Honda Civic, Honda Accord, Toyota Camry, Volkswagen

Beetle, Mercedes Benz CLK, BMW 5 series, Chevrolet Corvette, etc.
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[0094] The user device 615 may be any suitable portable electronic device.
Examples of a portable electronic device include, but are not limited to, a computer,
lap top, personal digital assistant, electronic pad, electronic notebook, telephone,
smart phone, television, smart television, a watch, smart glasses, or any electronic
device that is connected to a network and has a display. The user device 615 may
be any combination of hardware and software and may execute any suitable
operating system such as an Android® operating system.

[0095] The user device 615 may be used by a driver of vehicle 610. The user
device 615 may include an application that allows the user device 615 to
communicate with vehicle 610 and one or more network servers 630. For example,
in some cases, an application on the user device 615 may control the user device
615 to communicate with the vehicle processing system 627 in vehicle 610.

[0096] In some implementations, a driver may download an application from
the one or more networks using the user device 615 and may forward data for
installing or executing the application to the vehicle processing system 627 in vehicle
610. Thus, in some cases, a driver or user of vehicle 610 may download a vehicle
application for vehicle 610 using user device 615.

[0097] FIG. 6 also illustrates an exemplary implementation of a vehicle
processing system 627. Vehicle processing system 627 may correspond to vehicle
processing system 420. As shown in FIG. 6, the vehicle processing system 627 may
include a processor 621, sensors 622, a storage 623, a display 624, a transceiver
625, and microphone and speakers 626.

[0098] A transceiver 625 includes a transmitter and a receiver and may be
utilized to communicate with other devices in system 600 and components in the
vehicle processing system 627. The transceiver 625 may include amplifiers,
modulators, demodulators, antennas, and various other components. The
transceiver 625 may direct data received from other devices in system 600 to other
components of the vehicle processing system 627 such as the processor 621 and
storage 623. The transceiver 625 may also direct data received from components of
the vehicle processing system 627 to other devices in system 600.

[0099] Storage 623 may include one or more mass storage devices, for
example, magnetic, magneto optical disks, optical disks, EPROM, EEPROM, flash

memory devices, and may be implemented as internal hard disks, removable disks,
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magneto optical disks, CD ROM, or DVD-ROM disks for storing data. In some
cases, the storage unit 623 may store rules for executing vehicle applications.
[00100] The vehicle processing system 627 may include one or more sensors
622 and various user interface components such as a display 624, microphone and
speakers 626, other suitable input unit(s) to facilitate interactions with drivers. In
some implementations, the display 624, input unit(s), and at least one of the sensors
622 may be combined into a single integrated component, and, in some
implementations, the display 624, input unit(s), and at least one of the sensors 622
may be multiple components.

[00101] Display 624 may be implemented through suitable displays including,
for example, a projection display, a liquid crystal display (LCD), or light emitting
diode (LED) display, to display various data. The display 624 may display the
vehicle GUI 430.

[00102] Sensors 622 may include, for example, an optical sensor, capacitive
sensor, charge-coupled device sensor, gyroscope, microphone, altimeter, impact
sensor, piezoelectric sensor, motion sensor, biosensor, active pixel sensor, and
various other sensors. The sensors 622 may detect one or more vehicular and
environmental conditions, may identify a current vehicle operating status or vehicle
component status, or may be used to receive inputs from a driver.

[00103] The input unit(s) may include various devices that are configured to
receive one or more inputs. For example, the input unit may include a mouse, touch
pad, or keyboard for receiving alphanumeric text.

[00104] The microphone and speakers 626 may receive audio signals from the
driver, and may output data provided by the vehicle processing system 627 and
directed for a vehicle driver or passenger. For example, messages, such as a denial
message, may be communicated through audio signals emitted from speakers 626,
and certain applications, such as speech-to-text applications may be executed by
receiving audio or voice signals through the microphone 626.

[00105] The processor 230 may include one or more processors coupled to all
components of the vehicle processing system 627, and may control the operations of
the vehicle processing system 627. The processor 230 may include various logic
circuitry and programs to execute the various implementations described herein.
[00106] As described above, the vehicle processing system 627 includes

various components to implement commands and operations and may determine an
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operation status of the vehicle or components in a vehicle 610, 620. Based, in part,
on the vehicle operating status, the vehicle processing system 627 may control
application execution in a vehicle 610, 620. In some implementations, the vehicle
processing system 627 may also provide status information about the vehicle to
system 600 elements such as the one or more network servers 630 or the user
device 615.

[00107] Embodiments and all of the functional operations and/or actions
described in this specification may be implemented in digital electronic circuitry, orin
computer software, firmware, or hardware, including the structures disclosed in this
specification and their structural equivalents, or in combinations of one or more of
them. Embodiments may be implemented as one or more computer program
products, for example, one or more modules of computer program instructions
encoded on a computer readable medium for execution by, or to control the
operation of, data processing apparatus. The computer-readable medium may be a
machine-readable storage device, a machine-readable storage substrate, a memory
device, a composition of matter effecting a machine-readable propagated signal, or a
combination of one or more of them. The term "data processing apparatus”
encompasses all apparatus, devices, and machines for processing data, including by
way of example a programmable processor, a computer, or multiple processors or
computers. The apparatus may include, in addition to hardware, code that creates
an execution environment for the computer program in question, for example, code
that constitutes processor firmware, a protocol stack, a database management
system, an operating system, or a combination of one or more of them. A
propagated signal is an artificially generated signal, for example, a machine-
generated electrical, optical, or electromagnetic signal that is generated to encode
information for transmission to suitable receiver apparatus.

[00108] A computer program, also known as a program, software, software
application, script, or code, may be written in any form of programming language,
including compiled or interpreted languages, and it may be deployed in any form,
including as a standalone program or as a module, component, subroutine, or other
unit suitable for use in a computing environment. A computer program does not
necessarily correspond to a file in a file system. A program may be stored in a
portion of a file that holds other programs or data in a single file dedicated to the

program in question, or in multiple coordinated files. A computer program may be
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deployed to be executed on one computer or on multiple computers that are located
at one site or distributed across multiple sites and interconnected by a
communication network.

[00109] The processes and logic flows described in this specification may be
performed by one or more programmable processors executing one or more
computer programs to perform actions by operating on input data and generating
output. The processes and logic flows may also be performed by, and apparatus
may also be implemented as, special purpose logic circuitry, for example, an FPGA
(field programmable gate array) or an ASIC (application specific integrated circuit).
[00110] Processors suitable for the execution of a computer program include,
by way of example, both general and special purpose microprocessors, and any one
or more processors of any kind of digital computer. Generally, a processor will
receive instructions and data from a read only memory or a random access memory
or both.

[00111] Elements of a computer may include a processor for performing
instructions and one or more memory devices for storing instructions and data.
Generally, a computer will also include, or be operatively coupled to receive data
from or transfer data to, or both, one or more mass storage devices for storing data,
for example, magnetic, magneto optical disks, or optical disks. However, a computer
may not have such devices. Moreover, a computer may be embedded in another
device, for example, a tablet computer, a mobile telephone, a personal digital
assistant (PDA), a mobile audio player, a Global Positioning System (GPS) receiver,
to name just a few. Computer-readable media suitable for storing computer program
instructions and data include all forms of non-volatile memory, media and memory
devices, including by way of example semiconductor memory devices, for example,
EPROM, EEPROM, and flash memory devices; magnetic disks, for example, internal
hard disks or removable disks; magneto optical disks; and CD ROM and DVD-ROM
disks. The processor and the memory may be supplemented by, or incorporated in,
special purpose logic circuitry.

[00112] While this specification contains many specifics, these should not be
construed as limitations on the scope of the disclosure or of what may be claimed,
but rather as descriptions of features specific to particular embodiments. Certain
features that are described in this specification in the context of separate

embodiments may also be implemented in combination in a single embodiment.
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Conversely, various features that are described in the context of a single
embodiment may also be implemented in multiple embodiments separately or in any
suitable sub-combination. Moreover, although features may be described above as
acting in certain combinations and may even be claimed as such, one or more
features from a claimed combination may in some cases be excised from the
combination, and the claimed combination may be directed to a sub-combination or
variation of a sub-combination.

[00113] Similarly, while actions are depicted in the drawings in a particular
order, this should not be understood as requiring that such actions be performed in
the particular order shown or in sequential order, or that all illustrated actions be
performed, to achieve desirable results. Moreover, the separation of various system
components in the embodiments described above should not be understood as
requiring such separation in all embodiments, and it should be understood that the
described program components and systems may generally be integrated together in
a single software product or packaged into multiple software products.

[00114] Thus, particular implementations have been described. Other
implementations are within the scope of the following claims. For example, the
actions recited in the claims may be performed in a different order and still achieve

desirable results.
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CLAIMS

1. A computer-implemented method comprising:

receiving an indication to execute an application in a vehicle;

obtaining classification data associated with the application;

determining, by a vehicle processor, an operating status of the vehicle;

determining, by the vehicle processor, whether to execute the application
based on the operating status of the vehicle, the classification data associated with
the application, and one or more execution rules; and

in response to determining to execute the application based on the operating
status of the vehicle, the classification data associated with the application, and the

one or more execution rules, executing the application in the vehicle.

2. The computer-implemented method of claim 1, wherein the
classification data associated with the application comprises:

data indicating that the application is a front-end application or a back-end
application;

data indicating that the application is executable in a particular driving mode;

data indicating a vehicle make and model on which the application is
executable; and

metadata associated with the application.

3. The computer-implemented method of claim 1 or 2, wherein receiving
an indication to execute an application in a vehicle comprises one of:

receiving a user input to execute the application in the vehicle;

receiving an instruction from a second application to execute the application in
the vehicle; and

receiving an instruction to execute the application in the vehicle in response to

a vehicle trigger event.
4, The computer-implemented method of any preceding claim, wherein

obtaining classification data associated with the application comprises one or more

of:
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retrieving one or more portions of the classification data associated with the
application from one or more storage devices in the vehicle; and
receiving one or more second portions of the classification data associated

with the application from a network server.

5. The computer-implemented method of any preceding claim, wherein
determining, by a vehicle processor, an operating status of the vehicle comprises
one or more of:

determining a gear position the vehicle is operating in;

determining a movement or speed of the vehicle; and

determining a number of passengers in the vehicle.

6. The computer-implemented method of any preceding claim, further
comprising:

receiving application data from a network server;

extracting the classification data associated with the application from the
application data; and

storing the classification data associated with the application in a vehicle

storage unit or a cloud-based database.

7. The computer-implemented method of any preceding claim, further
comprising:

responsive to determining not to execute the application based on the
operating status of the vehicle, the classification data associated with the application,
and the one or more execution rules, transmitting a denial message indicating that

execution of the application is denied.

8. The computer-implemented method of claim 7, wherein:

the denial message is output by a speaker;

content of the denial message is output by a graphical user interface in the
vehicle; or

the denial message is transmitted to a portable electronic device associated

with a driver of the vehicle.
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9. The computer-implemented method of claim 7 or 8, wherein
transmitting a denial message indicating that execution of the application is denied
comprises:

transmitting an indication that execution of a back-end application has been
terminated, paused, or delayed; or

transmitting an indication that execution of a front-end application is blocked.

10.  The computer-implemented method of any preceding claim, further
comprising:

in response to determining to execute the application based on the operating
status of the vehicle, controlling a graphical user interface in the vehicle to display

output data associated with execution of the application.

11.  The computer-implemented method of any preceding claim, wherein
determining, by the vehicle processor, whether to execute the application based on
the operating status of the vehicle, the classification data associated with the
application, and one or more execution rules comprises one or more of:

determining whether the application is a front-end application or a back-end
application;

determining whether the application is classified as being operable in one or
more of a parked vehicle mode and a moving vehicle mode; and

determining a location of the vehicle and obtaining one or more application

execution rules based on the location of the vehicle.

12.  The computer-implemented method of claim 11, wherein determining
to execute the application based on the operating status of the vehicle, the
classification data associated with the application, and one or more execution rules
further comprises:

determining that the application is a front-end application;

determining that the operating status of the vehicle indicates a parked vehicle
mode;

determining that the location of the vehicle and the one or more execution
rules permit the execution of the application; and

determining to execute the application.
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13.  The computer-implemented method of claim 11, wherein determining
to execute the application based on the operating status of the vehicle, the
classification data associated with the application, and one or more execution rules
further comprises:

determining that the application is a back-end application;

responsive to determining that the application is a back-end application,
determining a likely effect of executing the application on one or more front-end
applications;

determining that the likely effect of executing the application on one or more
front-end applications is less than a threshold amount;

determining that the location of the vehicle and the one or more execution
rules permit the execution of the application; and

determining to execute the application.

14. A non-transitory computer-readable storage medium comprising
instructions, which, when executed by one or more computers, cause the one or
more computers to perform actions comprising:

receiving an indication to execute an application in a vehicle;

obtaining classification data associated with the application;

determining an operating status of the vehicle;

determining whether to execute the application based on the operating status
of the vehicle, the classification data associated with the application, and one or
more execution rules; and

in response to determining to execute the application based on the operating
status of the vehicle, the classification data associated with the application, and the

one or more execution rules, executing the application in the vehicle.

15.  The non-transitory computer-readable storage medium of claim 14,
wherein determining whether to execute the application based on the operating
status of the vehicle, the classification data associated with the application, and one
or more execution rules comprises one or more of:

determining whether the application is a front-end application or a back-end

application;
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determining whether the application is classified as being operable in one or
more of a parked vehicle mode and a moving vehicle mode; and
determining a location of the vehicle and obtaining one or more application

execution rules based on the location of the vehicle.

16.  The non-transitory computer-readable storage medium of claim 15,
wherein determining to execute the application based on the operating status of the
vehicle, the classification data associated with the application, and one or more
execution rules further comprises:

determining that the application is a front-end application;

determining that the operating status of the vehicle indicates a parked vehicle
mode;

determining that the location of the vehicle and the one or more execution
rules permit the execution of the application; and

determining to execute the application.

17.  The non-transitory computer-readable storage medium of claim 15,
wherein determining to execute the application based on the operating status of the
vehicle, the classification data associated with the application, and one or more
execution rules further comprises:

determining that the application is a back-end application;

responsive to determining that the application is a back-end application,
determining a likely effect of executing the application on one or more front-end
applications;

determining that the likely effect of executing the application on one or more
front-end applications is less than a threshold amount;

determining that the location of the vehicle and the one or more execution
rules permit the execution of the application; and

determining to execute the application.

18. A system comprising:
one or more computers and one or more storage devices storing instructions
that are operable and when executed by one or more computers, cause the one or

more computers to perform actions comprising:
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receiving an indication to execute an application in a vehicle;

obtaining classification data associated with the application;

determining an operating status of the vehicle;

determining whether to execute the application based on the operating
status of the vehicle, the classification data associated with the application,
and one or more execution rules; and

in response to determining to execute the application based on the
operating status of the vehicle, the classification data associated with the
application, and the one or more execution rules, executing the application in

the vehicle.

19.  The system of claim 18, wherein determining whether to execute the
application based on the operating status of the vehicle, the classification data
associated with the application, and one or more execution rules comprises one or
more of:

determining whether the application is a front-end application or a back-end
application;

determining whether the application is classified as being operable in one or
more of a parked vehicle mode and a moving vehicle mode; and

determining a location of the vehicle and obtaining one or more application

execution rules based on the location of the vehicle.

20. The system of claim 18, wherein determining to execute the application
based on the operating status of the vehicle, the classification data associated with
the application, and one or more execution rules further comprises:

determining that the application is a front-end application;

determining that the operating status of the vehicle indicates a parked vehicle
mode;

determining that the location of the vehicle and the one or more execution
rules permit the execution of the application; and

determining to execute the application.

21. A vehicle comprising the system of any of claims 18 to 20.
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