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(57) Abstract: Minimizing information loss in a data con-
tainer is disclosed. One example is a system including a data
processor, an entroposcope module, and a distribution pro-
cessor. The data processor receives input data and identifies
a contiguous data sequence in the input data. The entropo-
scope module determines an entropy measure of the contigu-
ous data sequence. The distribution processor determines an
information content of each data container of a plurality of
data containers by adding the entropy measure of the con-
tiguous data sequence to entropy measures of data sequences
already stored in the data container, and selects, for storage
of the contiguous data sequence, a data container based on
minimizing the information content of the data container.
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INFORMATION CONTENT OF A DATA CONTAINER

Background
6601} Data containers are generally utilized to store data that may need {o
be recovered at another time. Data loss may be caused due to various actions,
intentional or accidental. Various approaches may be applied to minimize such

data ioss.

Brief Description of the Drawings

6802} Figure 1 is a functional block diagram illusirating one example of a
system for minimizing information loss in a data container.

LHHRY Figure 2 is a flow diagram illusirating one example of selecling a
data container to minimize information loss.

6804} Figure 3 is a block diagram illustrating one example of a computer
readable medium for minimizing information loss in a data container.

[6005] Figure 4 is a flow diagram illustrating one example of a method for

minimizing information loss in a data container.

Detailed Description

LHHEY Data storage devices may be typically utilized io store data whose
recovery might be required at some fulure lime. For example, deduplication
measures may be applied across multiple input streams and across wide-ranging
time periods.  Also, for example, standard compression may be utilized for
conliguous sequences of byles inside individual sireams, typically sequences of
10M or so. Generslly, deduplication measures may be applied {o data being
stored before compression lechniques are applied. Each such data enlity,
compressed or otherwise, may be stored in a single container file. In some
instances, there may be a ene-many mapping belween compressed data entities
and container files.

(60871 Certain actions, malicious and/or accidental, may cause data loss to
occur via elimination and/or modification of entities used by storage devices to

store itemns of data valuable to system users. Existing methods for dala
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protection aim to minimize a chance of data loss. However, such methods may
generally not account for actual content of stored data segments.

[GO08] In many instances, actual value of an individual data item to a user
may not be related 1o a size of the data item as measured by the storage system.
For example, one item may include several billions of bytes of data, many of
which may be utilized as padding to enforce a uniform size between comparable
tems. In such a case, it may be possible that a fraction of the data may be
useful; Tor example, a million bytes of data may be of use to a user, whereas the
remaining billions may be redundant.

[6069] In such cases, a measure of information content of the data items
may provide a higher measure for usefuiness of a first collection of items and a
lower measure for usefulness of a second collection of items.  Applying such
information-theoretic measures o a data item may allow a slorage sysiem to
minimize information loss associated (o a data loss event. For example, given a
complex {e.g., many-many) mapping between items of interest to users and ilems
maintained by a storage syslem, slorage containers for user items may be
selected in such a way that each storage container contains a similar amount of
information. Such aliocation of data for storage may prevent a scenario where a
single storage container has significantly more information content than its peers,
and may thereby reduce the impact of information loss related to its data loss.

16016 As described in various examples herein, minimizing information
loss in a data container is disclosed. One example is a system including a data
processor, an eniroposcope module, and a distribution processor. The data
processor receives input data and identifies a contiguous data sequence in the
input data. The entroposcope module determines an entropy measure of the
contiguous data sequence. The distribution processor determines an information
content of sach data container of a plurality of dala containers by adding the
entropy measure of the contiguous data sequence 10 entropy measures of data
sequences already stored in the dala container, and selects, for storags of the
contiguous data sequence, a data container based on minimizing the information

content of the data container.
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(6011} In the following detailled description, reference iz made io the
accompanying drawings which form a part hereof, and in which is shown by way
of llustration specific examples in which the disclosure may be pracliced. His io
be understood that other examples may be utilized, and structural or logical
changes may be made withoul departing from the scope of the present
disclosure. The following detailed description, therefore, is not to be tsken in a
imiting sense, and the scope of the present disclosure is defined by the
appended claims. Htis to be undersiood that features of the various examples
described herein may be combined, in part or whole, with each other, unless
specificaily noted otherwise,

6612} Figure 1 is a funclional block diagram illustrating one example of a
systermn 100 for minimizing information loss in a data container. System 100
includes a data processor 104, an entroposcope module 108, and a distribution
processor 110, The data processor 104 receives input data 102 and identifies a
contiguous data sequence 106 in the input data 102. For example, input data
102 may include a siream of data, and the data processor 104 may identify
contiguous data sequences of byies in the siream of data. In some examples,
the contiguous data sequences may be sequences of size approximately 10M.
Generally, the term "contiguous” as used herein, describes objects that may be
adjacent fo one another, without necessarily being adjacent to one ancther. As
used with reference o input data 102, contiguous data may be data that may be
moved, and/or stored as a block of data, with minimal gaps betlween data objecis.
Actual determination of what is contiguous may depend on the type and size of
data, storage environments, temporal facltors {e.q., when data is generaled,
received, and/or to be stored), andfor spatial faclors {e.g., where data is
generated, received, and/or 1o be stored).

[6613] The entroposcope module 108 may determine an entropy measure
of the contiguous data sequence 106. Generally, the entropy measure is a
measure of an average amount of information in the conliguous data sequence
106. As described herein, data to be stored iz often compressed. In some
gxamples, the entropy measure of the conliguous data seguence 106 is a size of

the compressed contiguous data sequence. The entroposcope module 108 may
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associate an entropy measure o individual contiguous sequences of byles of
date in the input data 102. Generally, the entropy measure is a numerical
quantity whose value may increase as information content increases. The value
of the enfropy measure may not generally increase as a function of a length of
the data sequence to which i is associated.

G014} The distribution processor 110 may be communicatively linked to a
pluraiity of data containers {e.g., Data Container 1 112(1), Data Container 2
112(2), ..., Data Container X 112{(x}}. The plurality of data containers are data
storage systems. In some examples, deduplication measures may be performed
to data being stored. Generally, deduplication is performed to remove andfor
reduce the extent to which individual data sequences overlap with one ancther in
terms of data content. Generally, deduplication measures may be performed
across mulliple streams of dala, and across wide-ranging time periods.
Accordingly, overall entropy calculations may be more accuralely indicative of an
information content of a data container.

[6015] In some examples, dala being stored may be compressed afler
deduplication measures have been performed. Standard compression may be
applied to conliguous data sequences in individual streams of dala.

[6016] In some examples, once deduplication and compression have been
performed, the contiguous data sequence may be stored in a data container such
as, for example, Data Container 1 112(1), Data Container 2 112(2), ..., Datla
Container X 112(x}, with a one-to-many mapping between compressed data
sequences and data containers.

[6017] The distribution processor 110 stores Hlems of interest o users
{e.g., files, data stream and so forth) by distributing the data that contained in
such items over data containers on some intemnal slorage medium. Generally,
such internal dala containers are lable to corruption and loss in malicious or
accidental failure scenarios. Because of a complex mapping between user ems
and data conlainers, the loss of one such data container may resull in a loss of
an arbitrary amount of data from many user ilems.

[3818] Generaily, when individual data sequences are stored internally by

the system 100, data sequences may be assigned to data containers using a
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selection process that ensures that a maximum information content associated fo
a dala container is a minimum, when compared o all other possible assignments
of sequences o conlainers. Accordingly, loss of any one data container may
result in minimal data loss in terms of loss of information content.

(3019 The distribution processor 110 delermines an information content of
each data confainer of a plurality of data containers {e.g., Data Container 1
112{1), Data Container 2 112{2), ..., Data Container X 112(x}} by adding the
entropy measure of the contiguous data sequence o entropy measures of data
sequences already stored in the data container. In some examples, the
information content of a data container is a sum of enlropy measures of all data
sequences stored in the data container. For example, the information content of
a data container may be a sum of sizes of all compressed data sequences stored
in the data container.

[3820] The distribution processor 110 selects, for storage of the contiguous
data sequence 1006, a data container based on minimizing the information content
of the data container. For example, the distribution processor 110 may compare
the determined information content of each data container of the plurality of data
containers {e.g., Data Container 1 112(1}, Data Container 2 112(2}, ..., Data
Container X 112{x})) by adding the entropy measure of the contiguous data
sequence 106 to the enlropy measures of data sequences already siored in the
data container. Accordingly, at least one data container of the plurality of data
containers {e.g., Data Container 1 112(1), Data Container 2 112(Z}, ..., Dala
Container X 112(x})} may be determined to have a minimum information content.
Such a data container, say Data Container 1 112{1), may be selected for storage
of the conliguous dala sequence 106. The term “minimize”, as used herein,
generally refers to “reducing something to a least amount”. In some examples,
minimizing may mean determining a smallest of a plurality of comparable
numerical guantilies.

6621} Figure 2 is a flow diagram illusirating one example of selecting a
data container {o minimize information loss. Various components described in
Figure 2 may be components in system 100 described with reference to Figure 1.

For example, the data processor may be the data processor 104, the
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entroposcope module may be the entroposcope module 108, and the distribution

processor may be the distribution processor 110.
(60221 At 200, a contigucus data sequence, S, is identified by the dats
processor. At 202, the entroposcope module determines an entropy measure for

the seguence S as a compressed size of the seguence. For example, the
entropy measure for the sequence S may be determined to be a million bytes. At

204, the distribution processor determines the information content of each data
container. For example, an existing information content for data container 1
206{1) may be 40.4 million bytes. Likewise, a current information content for data
container 2 206(2) may be 35 million bytes, and a current information content for
data confainer 3 208(3) may be 55 million byies. In some examples, the
distribution processor may refrieve such current information content data from a
lookup table. Based on such data, the distribution processor may determine the
information content of each data confainer by adding the entropy measure of the

sequence S fo the current information content for each data confainer.

Accordingly, the distribulion processor may determine Information Content 1 (for
Data Container 1 208(1)) to be 40.4 + 1 = 41 4 million bytes; Information Content
2 (for Data Container 2 206(2}) to be 35 + 1 = 36 million bytes; and information
Contenit 3 (for Data Container 3 206(3)) to be 55 + 1 = 58 million bytes. Next, the
distribution processor may determineg the minimum of Information Content 1,
Information Content 2, and Information Content 3, to be 36 million byles.
Accordingly, Data Container 2 206(2)}, corresponding to minimum information
content, Information Content 2, may be selected by the distribution processor as

the data container o store the contiguous data sequence, S.

[6023] In some examples, a selected data container may not be available
for storage. For example, the selected data container may have attained ils
maximum allowable storage capacity. In such instances, another data container
may be selecled. For example, Data Container 1 2068{1) has an information
content smaller than Dala Containgr 3 206(3), and the distribution processor may
select Data Container 1 206{(1) for storage. In some examples, when a data
container is no longer available for data storage, such informalion may be made

avaiiable to the distribution processor, and such unavailable data container may
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not be considered for storage. For example, the distribution processor may not
retrieve a current information content data for an unavailable data container.
Also, for example, the distribution processor may nol determine an information
content data for an unavailable data container.

[(3324] Referring again to Figure 1, in some examples, the distribution
processor 110 may further allocate the contiguous data sequence 106 to the
selected data container, e.g., Data Container 1 112{1), for storage. In some
examples, such allocation may include providing write instructions to the selected
data container. In some examples, such allocation may include further
deduplication, compression, segmentation, and/or other data slorage fasks to be
applied to the contiguous data sequence 106 prior {o actual storage.

[6025] In some examples, the selected data coniainer, e.g., Dala
Container 1 112{(1), slores the allocated contiguous data sequence, based, for
example, on instructions received from the distribution processar 110, In some
axamples, the selecled data container, e.g., Date Container 1 112{1}, may
update iis information content by adding the eniropy measure of the aliocated
contiguous data sequence 106 to entropy measures of data sequences
previously stored in the selected data container, e.g., Data Container 1 112(1).

(6626} The components of system 100 may be computing resources, each
including a suitable combination of a2 physical computing device, a virtual
computing device, a network, software, a cloud infrastructure, a hybrid cloud
infrastructure that may include a first cloud infrastructure and a second cloud
infrastructure that is different from the first cloud infrastructure, and so forth. The
components of system 100 may be a combination of hardware and programming
for performing a designated visualization funclion. In some instances, each
component may include a processor and a memory, while programming code is
stored on that memaory and executable by a processor to perform a designaled
function.

[6027] For example, the entroposcope module 108 may be a combination
of hardware and programming for delermining an enfropy measure of the
contiguous data sequence 1006, For example, the entroposcope module 108 may

include programming to identify a compressed size of the contiguous data
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sequence 1068, The entroposcope module 108 may include hardware io
physically store, for example, the determined entropy measure of the contiguous
data sequence 106. For example, the determined eniropy measure of the
contiguous data sequence 106 may be stored in a lookup table o be optionally
accessed by the distribution processor 110, andior the plurality of data containers
{e.g., Data Container 1 112(1), Data Container 2 112(2), ..., Data Container X
11200

[6028] Likewise, the distribution processor 110 may be a combination of
hardware and programming for determining an information content, and for
selecting an appropriate dala container. For example, the distribution processor
110 may include programming to determine the information content of each data
container of the pluraiity of data containers {e.g., Data Container 1 112(1), Data
Container 2 112(2), ..., Data Container X 112{x}} by adding the entropy measure
of the conliguous datla sequence o enlropy measures of dala sequences already
stored in the data container. The distribulion processor 110 may include
hardware to physically store, for example, an updated lookup table of information
content associated with each data container. Also, for example, the distribution
processor 110 may include software programming to dynamically interact with the
other components of system 100,

6629} Generally, the components of system 100 may include
programming and/or physical networks (o be communicatively linked to other
components of system 100. In some instances, the components of system 100
may include a processor and a memory, while programming code is stored and
on that memory and executable by a processor to perform designated functions.

G036 Generally, input data 102 may be received via computing devices.
A computing device, as used herein, may be, for example, a web-based server, a
local area network server, a cloud-based server, a notebook computer, a deskiop
computer, an all-in-one systemn, a tablet computing device, a mobile phone, an
electronic book reader, or any other electronic device suitable for provisioning a
computing resource to perform a unified visualization interface. The computing

device may include a processor and a computer-readable storage medium.
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6631} Figure 3 is a block diagram illustrating one example of a computer
readable meadium for minimizing information loss in a2 data container. Frocessing
systern 300 includes a processor 302, a computer readable medium 308, input
devices 304, and output devices 306. Processor 302, computer readabls
medium 308, input devices 304, and outpul devices 308 are coupled io each
other through a communication link {e.g., a bus).

[6032] Processor 302 execules instructions included in the computer
readable medium 308. Compuler readable medium 308 includes data receipt
instructions 310 fo recsive input data via a processing system.

{6033} Compuier readable medium 308 includes sequence identification
instructions 312 to identify a contiguous data sequence in the input data.

[6034] Computer readable medium 308 includes entropy measure
determination instructions 314 (o determine an entropy measure of the
contiguous dala sequence.

[8035] Computer readable medium 308 includes information content
determination instructions 316 o determine an information content of each dala
container of a plurality of data containers by adding the entropy measure of the
contiguous data sequence to entropy measures of dala sequences already
stored in the data container.

[6036] Computer readable medium 308 includes data container selection
instructions 318 to select, for storage of the contiguous data sequence, a data
container based on minimizing the information content of the data coniainer.

(60371 Computer readable medium 308 includes data storage instructions
320 to siore the allocated contiguous data sequence in the selected dala
confainer.

[6038] input devices 304 include a keyboard, mouse, data ports, andfor
other suilable devices for inpulting information into processing system 300, In
some examples, input devices 304, such as a computing device, are used by the
interaction processor (o receive input data.  Qutpul devices 308 inciude a
monitor, speakers, dala ports, and/or other suilable devices for oulputling
information from processing system 300, In some examples, output devices 306

are used to provide an information content of a data container.
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[6839) As used herein, a “computer readable medium® may be any
electronic, magnetic, optical, or other physical siorage apparatus {o contain or
store information such as execulable instructions, dala, and the like. For
example, any computer readable storage medium described herein may be any
of Random Access Memory (RAM), volatile memaory, non-volatile memory, flash
memory, a storage drive {e.g., a hard drive), a solid state drive, and the like, or a
combination thereof. For example, the computer readable medium 308 can
include one of or muitiple different forms of memory including semiconductor
memary devices such as dynamic or static random access memories (DRAMs or
SRAMs), erasable and programmable read-only memories (EPROMs),
electrically erasable and programmable read-only memaories {(EEPROMs) and
flash memories; magnetic disks such as fixed, floppy and removable disks; other
magnetic media including tape; oplical media such as compact disks {CDs) or
digital video disks (DVDs); or other types of slorage devices.

[3640] As described herein, various components of the processing system
300 are identified and refer to a combination of hardware and programming
configured to perform a designated visualization function. As illustrated in Figure
3, the programming may be processor executable instructions stored on {angible
cormputer readable medium 308, and the hardware may include processor 302
for executing those instructions. Thus, computer readable medium 308 may store
program instructions that, when executed by processor 302, implement the
various components of the processing system 300.

[6841] Such computer readable storage medium or media is {are)
considered o be part of an article {or article of manufacture). An article or article
of manufacture can refer to any manufactured single component or mulliple
components. The storage medium or media can be located either in the machine
running the machine-readabie instructions, or located at a remote site from which
machine-readable instructions can be downioaded over a network for execution.

60421 Computer readable medium 308 may be any of a number of
memory componenis capable of storing instructions that can be exscuted by
FProcessor 302, Computer readable medium 308 may be non-transitory in the

sense that it does nol encompass a transitory signal but instead is made up of

10
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one or more memary components configured {o store the relevant instructions.
Computer readable medium 308 may be implemented in a single device or
distributed across devices. Likewise, processor 302 represents any number of
processors capable of execuling instructions stored by computer readable
medium 308. Processor 302 may be integrated in a single device or distributed
across devices. Further, computer readable medium 308 may be fully or partially
integrated in the same device as processor 302 {(as illustrated)}, or it may be
separate but accessible to thal device and processor 302, In some examples,
computer readable medium 308 may be 8 machine-readable storage medium.

(6043} Figure 4 is a flow diagram illustrating one example of a method for
minimizing information loss in a data container.

[6844] At 400, input data may be received via a processing system.

[6845] Al 402, & contiguous dala sequence may be identifiled in the input
data.

{6646} At 404, an entropy measure of the contiguous data seguence may
be determined.

[6047] At 406, an information content of each data container of a plurality
of data containers may be determined by adding the entropy measure of the
contiguous data sequence to entropy measures of dala seguences already
stored in the data container.

048] At 408, a data container may be selected for storage of the
contiguous data sequence, the selection based on minimizing the information
content of the data confainer.

[6649] At 410, the contiguous data sequence may be allocated to the
selected data container for storage.

[G6850] In some examples, the method may further include sloring the
aliocated contigucus data sequence in the selected data container. In some
axamples, the method may further include updating the information content by
adding the enlropy measure of the allocaled contiguous dala sequence (o
entropy measures of dala sequences previously stored in the selected data

container.

11
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(6051} In some examples, the method may further include compressing the
contiguous data sequence. In some examples, the method may further include
performing a deduplication of the contiguous data sequence prior o the
compressing of the contiguous data sequence. In some examples, the entropy
measure of the contiguous dala sequence may be a size of the compressed
contiguous data sequence.

[6832] Examples of the disclosure provide a generalized system for
minimizing information loss in a data container. The generalized system
minimizes the impact in terms of information loss of malicious or accidental data
loss by smoothing the distribution of data across multiple exposed locations
based on the data’s entropic information content.

16033] Although specific examples have been illusirated and described
herein, a variety of allernate andlor equivalent implementations may be
substituted for the specific examples shown and described without departing from
the scope of the present disclosure. This application is intended to cover any
adaptations or variations of the specific examples discussed herein. Therefore, it
is intended that this disclosure be limited only by the claims and the eguivalents

thereof.

12
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CLAIMS

1. A systemn comprising:
a data processor o receive input data and identify a contiguous data
sequence in the input dats;
an enfroposcope module o determine an eniropy measure of the
contiguous data sequence;
a distribution processor o
determine an information content of each data container of a
plurality of data containers by adding the entropy measure of the
contiguous data sequence o entropy measures of data sequences already
stored in the dala container, and
select, for storage of the contiguous dala seguence, a data
container based on minimizing the information content of the dala

container.

2. The system of claim 1, wherein the distribution processor is to
further allocate the contiguous data segquence 1o the selected data container for

storage.

3. The system of claim 1, wherein the selected data conlainer is {o

store the allocated contiguous data seguence.

4. The system of claim 3, wherein the selected data container is fo
update the information content by adding the enlropy measure of the allocated
contiguous data sequence 1o entropy measures of data sequences previously

stored in the selecled dala container.

5. The system of claim 1, further comprising a data compressor o

compress the contiguous data seguence.

B. The system of claim 5, wherein the data processor is to further

perform a deduplication of the contiguous dala sequence prior (o compression.

13
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7. The system of claim 5, wherein the enfropy measure of the
contiguous data sequence is a8 size of the compressed contigucus data

seguence.

8. A method comprising:

receiving input data via a processing system;

identifying a contiguous data sequence in the input dals;

determining an entropy measure of the contiguous data sequence;

determining an information content of each dala container of a pluralily of
data containers by adding the entropy measure of the contiguous data sequence
to entropy measures of dala sequences already slored in the dala container;

selecting, for storage of the conliguous data sequence, a data container
based on minimizing the information content of the data container; and

allocating the contiguous data sequence o the selected data container for

storage.

8. The method of claim 8, further comprising storing the allocated

contiguous data seguence in the selecied data container.

10. The method of claim 9, further comprising updating the information
content by adding the entropy measure of the allocated contiguous data
sequence to entropy measures of data sequences previously siored in the

selected data container.

1. The method of claim 8, further comprising compressing the

contiguous dala seguence.

12.  The method of claim 11, further comprising performing 2
deduplication of the contiguous data sequence prior o the compressing of the

contiguous data sequence.

14
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13. The method of claim 11, wherein the entropy measure of the
contiguous data sequence is a8 size of the compressed contigucus data

seguence.

14, A non-transitory computer readable medium comprising executable
instructions to:

receive inpul data via a processing system,

identify a contiguous data sequence in the input datg;

determine an entropy measure of the contiguous dala seguence;

determine an information content of each data container of a plurality of
data containers by adding the entropy measure of the contiguous data sequence
to entropy measures of data sequences already stored in the data container;

select, for storage of the contiguous dats sequence, a data confainer
based on minimizing the information content of the data container; and

store the allocated contiguous data seguence in the selecled dala

container.

15. The non-transilory compuler readable medium, further comprising

instructions to compress the contiguous data sequence.
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