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COMMUNICATION USING TWO ADDRESSES
FOR AN ENTITY

Matter enclosed in heavy brackets [ ] appears in the
original patent but forms no part of this reissue specifica-
tion; matter printed in italics indicates the additions
made by reissue.

This application claims the benefit of U.S. Provisional
Application No. 60/224,864, filed on Aug. 11, 2000, which
is incorporated herein by reference.

CROSS REFERENCE TO RELATED
APPLICATIONS

This application is related to the following Patents/
Applications:

DOMAIN NAME ROUTING, U.S. Pat. No. 6,119,171,
Sep. 12, 2000;

IPNET GATEWAY, Hasan S. Alkhatib and Bruce C.
Wootton, U.S. application Ser. No. 09/167,709, filed on Oct.
6, 1998; and

PSEUDO ADDRESSING, Bruce C. Wootton and Hasan
S. Alkhatib, U.S. application Ser. No. 09/637,803, filed on
Aug. 11, 2000.

Each of the related Patents/Applications are incorporated
herein by reference.

BACKGROUND [OF THE INVENTION]

[1. Field of the Invention

The present invention is directed to a system for commu-
nicating with entities on a network.]

2. Description of the Related Art

Most machines on the Internet use TCP/IP (Transmission
Control Protocol/Internet Protocol) to send data to other
machines on the Internet. To transmit data from a source to a
destination, the Internet Protocol (IP) uses an IP address. An
IP address is four bytes long, which consists of a network
number and a host number.

There are at least three different classes of networks cur-
rently in use: Class A, Class B and Class C. Each class has a
different format for the combination of the network number
and the host number in the IP addresses. A Class A address
includes one byte to specify the network and three bytes to
specify the host. The first bit of a Class A address is a O to
indicate Class A. A Class B address uses two bytes for the
network address and two bytes for the host address. The first
two bits of the Class B address are 10 to indicate Class B.
The Class C address includes three bytes to specify the net-
work and one byte for the host address. The first three bits of
the Class C network address are 110 to indicate Class C. The
formats described above allow for 126 Class A networks
with 16 million hosts each; 16,382 Class B networks with up
to 64K hosts each; and 4 million Class C networks with up to
256 hosts each.

When written out, IP addresses are specified as four num-
bers separated by dots (e.g. 198.68.70.1). Users and software
applications rarely refer to hosts or other resources by their
numerical IP address. Instead of using numbers, they use
ASCII strings called domain names. A domain name is usu-
ally in the form of prefix.name of organization.top
level domain. There are two types of top level domains:
generic and countries. The generic domains are com
(commercial), edu (educational institutions), gov (the U.S.
Federal Government), int (international organizations), mil
(the U.S. Armed Forces), net (network providers), and org
(non-profit organizations). The country domains include one
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entry for each country. An example of a domain name is
saturn.ttc.com. The term “saturn” is the prefix and may refer
to a particular host in the network. The phrase “ttc” is the
name of the organization and can be used to identify one or
more networks to the outside world. The phrase “com” sig-
nifies that this address is in the commercial domain. The
Internet uses a Domain Name System (DNS) to convert the
domain name to an IP address.

The Internet Protocol has been in use for over two
decades. It has worked extremely well, as demonstrated by
the exponential growth of the Internet. Unfortunately, the
Internet is rapidly becoming a victim of its own popularity it
is running out of addresses. Over 4 billion addresses exist,
but the practice of organizing the address space into classes
wastes millions of addresses. In particular, the problem is the
Class B network. For most organizations, a Class A network,
with 16 million addresses is too big, and a Class C network
with 256 addresses is too small. A Class B network appears
to be the right solution for most companies. In reality,
however, a Class B address is far too large for most organi-
zations. Many Class B networks have fewer than 50 hosts. A
Class C network would have done the job, but many organi-
zations that ask for Class B networks thought that one day
they would outgrow the 8 bit host field.

One proposed solution to the depleting address problem is
Classless Inter Domain Routing (CIDR). The basic idea
behind CIDR is to allocate the remaining Class C networks
in varied sized blocks. If a site needs 2,000 addresses, it is
given a block of contiguous Class C networks, and not a full
Class B network address. In addition to using blocks of con-
tiguous Class C networks as units, the allocation rules for
Class C addresses are also changed by partitioning the world
into four zones. Each zone includes a predefined number of
Class C networks. Although CIDR may buy a few more
years time, [P addresses will still run out in the foreseeable
future.

Another proposed solution is Network Address Transla-
tion (NAT). This concept includes predefining a number of
Class C network addresses to be local addresses (also called
private addresses). The remainder of the addresses are con-
sidered global addresses. Global addresses are unique
addresses that should only be used by one entity having
access to the Internet. That is, no two entities on the Internet
should have the same global address. Local addresses are not
unique and are typically used for entities not having direct
access to the Internet. Local addresses can be used by more
than one organization or network. In the past, a local address
could not be used to route on the Internet. Local addresses
traditionally can only be used within a private network. NAT
assumes that all of the machines on a private network will
not need to access the Internet at all times. Therefore, there is
no need for each machine to have a global address. A com-
pany can function with a small number of global addresses
assigned to one or more gateway computers. The remainder
of'the machines on the private network will be assigned local
addresses. When a particular machine on the private network
using a local address attempts to initiate a communication to
a machine outside of the private network (e.g. via the
Internet), the gateway machine will intercept the
communication, change the source machine’s local address
to a global address and set up a table for translation between
global addresses and local addresses. The table can contain
the destination address, port numbers, sequencing
information, byte counts and internal flags for each connec-
tion associated with a host address. Inbound packets are
compared against entries in the table and permitted through
the gateway only if an appropriate connection exists to vali-
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date their passage. One problem with the NAT approach is
that it only works for communication initiated by a host
within the private network to a host on the Internet which has
a global IP address. The NAT approach specifically will not
work if the communication is initiated by a host outside of
the private network and is directed to a host with a local
address in the private network.

Another solution that has been proposed is a new version
of the Internet Protocol called IPv6 (Internet Protocol ver-
sion 6, also known as IPng). IPv6 is not compatible with the
existing Internet Protocol (IPv4). For example, IPv6 has a
longer address than IPv4. Additionally, the IPv6 header is
different than the IPv4 header. Because IPv6 is not compat-
ible with IPv4, almost all routing equipment on the Internet
must be replaced with updated equipment that is compatible
with IPv6. Such widespread replacement of legacy equip-
ment is enormously expensive.

Another proposed solution is the Translating Relaying
Internet Architecture Integrating Active Directories
(TRIAD). TRIAD includes using a shim protocol between
the TCP layer and the IP layer which carries a pair of Inter-
net Relay Tokens (IRTs). An IRT is a potentially opaque
variable-length field that extends the addressing beyond that
provided by IPv4. The IRTs and the IP headers can include
sets of local and global addresses that are changed/shifted at
different hops during communication. While TRIAD does
help alleviate the diminishing address problem, it requires
too many changes to applications, the TCP/IP stack and the
various routers along a communication path.

As can be seen, the current proposals to solve the dimin-
ishing IP addresses problem are inadequate and/or unduly
expensive. Therefore, a system is needed that can effectively
alleviate the diminishing IP addresses problem without
unreasonable costs.

SUMMARY [OF THE INVENTION]

[The present invention, roughly described, provides for a
system] Embodiments are described for communicating
with an entity using a local address and a global address.
This [system] alleviates the diminishing IP address problem
discussed above. The present [invention] embodiments also
allow[s] for communication to be initiated by a source entity
outside a private network that is directed to a destination
entity using a local address within the private network. The
source entity resolves the destination entity’s domain name
into a global address and a local address. Messages are sent
to the destination entity using both the global address and the
local address. In one embodiment, both the global address
and the local address are included in the message by encap-
sulating 1P packets. Encapsulation reduces the amount of
changes needed to be made to the current TCP/IP technol-
ogy. In another embodiment, pseudo addresses are used so
that the socket layer interface can remain unchanged.

One embodiment [of the present invention] includes
obtaining a first local address and a first global address for a
destination, and creating a message having encapsulation
within a single protocol level. The message includes the first
local address and the first global address. The message is
communicated toward the destination. The inner layer of the
encapsulation is used at the destination.

Another embodiment [of the present invention] includes
using a domain name to obtain a first local address and a first
global address for a destination. A message is created that
includes the first local address, the first global address and a
first pseudo address. The message is communicated toward
the destination based on the first local address and the first
global address.
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[An] Ir yet another embodiment, a destination receives a
message. In some implementations, the message includes
encapsulation. Based on the message received, a pseudo
address is provided to an application on the destination. The
application uses the pseudo address to reference an entity.

[The present invention] 7%is can be accomplished using
hardware, software, or a combination of both hardware and
software. The software used [for the present invention is]
may be stored on one or more processor readable storage
media including a hard disk drive, CD-ROM, optical disk,
floppy disk, RAM, ROM or other suitable storage device. In
alternative embodiments, some or all of the software can be
replaced by dedicated hardware including custom integrated
circuits, gate arrays, FPGAs, PLDs, and special purpose
computers.

[These and other objects and advantages of the invention
will appear more clearly from the following detailed
descriptions in which the preferred embodiment of the
invention has been set forth in conjunction with the draw-
ings.]

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 depicts an IP packet.

FIG. 2 shows the format of a header of an IP packet.

FIG. 3 depicts a first packet encapsulated within a second
packet.

FIG. 4 is a block diagram of two networks connected to
the Internet.

FIG. 5 depicts a portion of a DNS database.

FIG. 6 depicts a portion of a DNS name space.

FIG. 7 shows how a domain name is resolved to obtain an
IP address.

FIG. 8 shows how a domain name is used to obtain a local
address.

FIG. 9 depicts the format of an ICMP Echo message.

FIG. 10 is a flow chart describing the steps for using an
ICMP Echo Request to obtain a local address.

FIG. 11 is a flow chart describing the steps for communi-
cating a message from a first entity to a second entity accord-
ing to one embodiment [of the present invention].

FIG. 12 is a first example of an encapsulated packet.

FIG. 13 is a flow chart describing the steps for responding
to a message from a first entity according to one embodiment
[of the present invention].

FIG. 14 is an example of an encapsulated packet.

FIG. 15 is a block diagram explaining the use of pseudo
addresses.

FIG. 16 is a flow chart describing one embodiment of a
process for using pseudo addresses.

FIG. 17 is a flow chart describing a method for resolving a
domain name and choosing a pseudo address.

FIG. 18 depicts an entry in a table.

FIG. 19 is a flow chart describing a process for starting
communication using pseudo addresses.

FIG. 20 depicts a set of encapsulated packets.

FIG. 21 depicts a set of encapsulated packets.

FIG. 22 is a flow chart describing a method for communi-
cating.

FIG. 23 depicts a set of encapsulated packets.

FIG. 24 is a flow chart describing a method for sending
packets using pseudo addresses.

FIG. 25 is a block diagram of one embodiment of hard-
ware suitable for use with [the present invention] ore or
more embodiments.
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DETAILED DESCRIPTION

The TCP/IP reference model for designing and building a
network includes at least four layers: the Physical and Data
Link Layer, the Network Layer, the Transport Layer, and the
Application Layer. The physical layer portion of Physical
and Data Link Layer is concerned with transmitting raw bits
over a communication channel. The design issues include
ensuring that when one side sends a 1 bit it is received by the
other side as a 1 bit, not as a 0 bit. Typical questions
addressed are how many volts should be used to represent a
1 bit, how many volts to represent a 0 bit, how many micro-
seconds a bit lasts, whether transmissions may proceed
simultaneously in both directions, how the initial connection
is established, how it is torn down when both sides are
finished, and how many pins the network connector has. The
data link portion of Physical and Data Link Layer takes the
raw transmission facility and transforms it into a line that
appears to be relatively free of transmission errors. It accom-
plishes this task by having the sender break the input data up
into frames, transmit the frames and process the acknowl-
edgment frames sent back by the receiver.

The Network Layer permits a host to inject packets into a
network and have them travel independently to the destina-
tion. The protocol used for the Network Layer on the Inter-
net is called the Internet Protocol (IP). The main function of
the Network Layer is routing packets from a source entity to
a destination entity. In most subnets, packets will require
multiple hops to make the journey. The Network Layer soft-
ware uses one or more routing methods for deciding which
output line an incoming packet should be transmitted on.
There are many routing methods that are well known in the
art that can be used in a network layer. For purposes of this
patent, no specific routing method is required. Any suitable
routing method known in the art will suffice.

The network entity, the process implementing the network
layer, receives a segment from the transport layer process.
The network entity appends a header to the segment to form
a packet. The packet is sent to a router on a network or the
Internet. Each router has a table listing IP addresses for a
number of distant networks and IP addresses for hosts in the
network closest to the router. When an IP packet arrives, its
destination address is looked up in the routing table. If the
packet is for a distant network, it is forwarded to the next
router listed in the table. If the distant network is not present
in the router’s tables, the packet is forwarded to a default
router with more extensive tables. If the packet is for a local
host (e.g. on the router’s Local Area Network (LAN)), it is
sent directly to the destination.

Although every machine in the Internet has an IP address,
these addresses alone cannot be used for sending packets
because the data link layer does not understand Internet
addresses. Most hosts are attached to a LAN by an interface
board that only understands AN addresses. For example,
every Ethernet board comes equipped with a 48 bit Ethernet
address. Manufacturers of Ethernet boards request a block of
addresses from a central authority to ensure that no two
boards have the same address. The boards send and receive
frames based on a 48 bit Ethernet address. For one entity to
transmit data to another entity on the same LAN using an
Ethernet address, the entity can use the Address Resolution
Protocol (ARP). This protocol includes the sender broad-
casting a packet onto the Ethernet asking who owns the par-
ticular IP address in question. That packet will arrive at
every machine on the Ethernet and each machine will check
its IP address. The machine that owns the particular 1P
address will respond with its Ethernet address. The sending
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machine now has the Ethernet address for sending data
directly to the destination on the LAN. At this point, the Data
Link Layer on the sender builds an Ethernet frame addressed
to the destination, puts the packet into the payload field of
the frame and dumps the frame onto the Ethernet. The Eth-
ernet board on the destination receives the frame, recognizes
it is a frame for itself, and extracts the IP packet from the
frame.

Transport Layer is designated to allow peer entities on the
source and destination to carry on a “conversation.” On the
Internet, two end-to-end protocols are used. The first one,
the Transmission Control Protocol (TCP), is a reliable
connection-oriented protocol that allows a byte stream origi-
nating on one machine to be delivered without error to
another machine on the Internet. It fragments the incoming
byte stream into discrete packets and passes each one to the
Network Layer. At the destination, the receiving TCP pro-
cess reassembles the received packets into the output stream.
TCP also handles flow control to make sure a fast sender
cannot swamp a slow receiver with more packets than it can
handle. The second protocol used in the Transport Layer on
the Internet, User Datagram Protocol (UDP), is an unreliable
connectionless protocol for applications that do not want
TCP sequencing or flow control. UDP is used for one-shot,
client server type requests-reply queries for applications in
which prompt delivery is more important than accurate
delivery. The Transport Layer is considered to be above the
Network Layer to indicate that the Network Layer provides a
service to the Transport Layer. Similarly, the Transport
Layer is shown below the Application Layer to indicate that
the Transport Layer provides a service to the Application
Layer. The Application Layer contains the high level
protocols, for example, Telnet, File Transfer Protocol (FTP),
Electronic Mail—Simple Mail Transfer Protocol (SMTP),
and HyperText Transfer Protocol (HTTP).

Communication in the Internet generally works as fol-
lows. The Transport Layer breaks up a stream of data from
the Application Layer into a number of segments. The Net-
work Layer, using the Internet Protocol, transports the seg-
ments in one or more IP packets from source to destination,
without regard to whether these machines or entities are on
the same network. Each segment can be fragmented into
small units as it is transported. When all of the fragments
finally get to the destination machine, they are reassembled
by the Network Layer into the original segment. This seg-
ment is then handed to the Transport Layer, which inserts it
into the receiving process’ (Application Layer) input stream.

FIG. 1 depicts the structure of an IP packet 10. IP packet
10 consists of header 12 and payload 14. Payload 14 stores
the data received from the Transport Layer.

FIG. 2 depicts the format of a header of an IP packet. The
header is depicted to include six rows. Each row is 32 bits
wide. The first five rows of the header comprise a 20 byte
fixed portion of the header. The last row of the header pro-
vides a variable sized Options section 22. Version field 24
keeps track of which version of the protocol the packet
belongs to. The current version used on the Internet is ver-
sion 4. IHL field 26 describes the length of the header in 32
bit words. Type field 28 indicates the type of service
requested. Various combinations of reliability and speed are
possible. Length field 30 includes the size of the packet,
including both the header and the data. Identification field 32
is needed to allow the destination host to determine which
segment the received fragment belongs to. All fragments of a
segment contain the same identification value. Next comes
three flags, which include an unused bit 33 and then two 1 bit
fields 34 and 36. In one embodiment [of the present
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invention], the unused bit 33 is used to indicate that the
packet was created [according to the present invention] and
is storing both a global address and a local address for the
destination. DF field 34 stands for don’t fragment. It is an
order to the routers not to fragment the segment because the
destination is incapable of putting the pieces back together
again. MF field 36 stands for more fragments. All fragments
except for the last one have this bit set. Fragment offset field
38 indicates where in the current segment this fragment
belongs. Time to Live field 40 is used to limit packet life-
time. It is supposed to count time in seconds, allowing a
maximum lifetime of 255 seconds. In practice, it may count
hops. The time is decremented on each hop by a router.
When the time to live hits 0, the packet is discarded and a
warning is sent back to the source using an Internet Control
Messaging Protocol (ICMP) packet. This feature prevents
packets from wandering around forever. Protocol Field 42
indicates which transport layer type is to receive the seg-
ment. TCP is one possibility, UDP is another. [The present
invention is] Embodiments are not limited to any particular
protocol. Checksum field 44 verifies the header. One method
for implementing a checksum is to add up all 16 bit half
words as they arrive and take the ones compliment of the
result. Note that the checksum must be re-computed at each
hop because the Time to Live field 40 changes. Source field
46 indicates the IP address for the source of the packet and
destination field 48 indicates the IP address for the destina-
tion of the packet.

Options field 22 is a variable length field designed to hold
other information. Currently, options used on the Internet
indicate security, suggested routing path, previous routing
path and time stamps. In one embodiment [of the present
invention], it is contemplated that the source and the destina-
tion’s local address are added to Options field 22. In some
alternatives, the two local addresses can be encoded,
compressed, encrypted or otherwise altered to provide more
efficient use of storage space, security or compatibility. In
embodiments where the address is encoded, encrypted,
compressed, etc., the information stored is said to represent
the address. That is, an entity can read that information and
extract (or identify) the address from that information.

In another embodiment, the local addresses of the source,
destination or both are added to the end of the data portion of
a packet as a trailer. In this case, Length field 30 needs to
account for the extra bytes added at the end of the data field.
Legacy routers can treat this trailer as an integral part of the
data field and ignore it. In yet another embodiment, source
field 46 and destination field 48 can be enlarged to 64 bits
each so that they each can store a local address and a global
address.

In another embodiment [in the present invention], the
local address and global address of an entity are both stored
in a packet by utilizing encapsulation. That is, one IP packet
is encapsulated inside the payload of another IP packet. For
example, FIG. 3 depicts two IP packets 90 and 92. Packet 90
has the header portion 94 and payload 96. Packet 92 has a
header portion 98 and a payload 100. Packet 92 is encapsu-
lated inside packet 90. That is, packet 92 is stored inside
payload portion 96 of packet 90.

Rather than use the entire set of global addresses for a
Class A, B or C network, the present invention allows each
corporate entity or network to be assigned one or a small
number of global address to be used by a gateway. A gate-
way is an entity that connects a network to the Internet (or
another network). Each of the hosts on the network can be
assigned a local address. The same local addresses can be
used by many different networks. When a source entity
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sends data to a destination entity with a local address, the
data is sent to the global address for the destination’s net-
work. The data also includes an indication of the local
address of the destination entity. The gateway associated
with the global address receives the data and forwards it to
the entity associated with the local address within the data.
Thus, communication with an entity using local address can
be initiated by an entity outside the network. In addition, the
gateway receiving the data and forwarding it to the entity
does not need to perform multiple domain name resolutions,
and the structure of the IP packet has not been changed.

FIG. 4 shows two networks connected to Internet 138.
The first network includes Gateway 1 which has a global
address GIP, and a local address of LIP,. Gateway 1 is con-
nected to a private network 144 which is made up of a num-
ber of entities using local addresses. FIG. 4 shows three
entities 146, 148 and 150; however, more or less than three
entities can also be used. Entity 146 is labeled as A, and has a
local address of LIP,. Entity A does not have a global
address.

FIG. 4 shows Gateway 2 connected to Internet 138 and to
private network 162. Gateway 2 has a global address of
GIP,. FIG. 4 shows part of network 162 including three
entities 166, 168 and 170; however, more or less than three
entities can be used. Entity 170 is labeled as B and has a
local address of LIP;. In the description below, examples
will be made referring to the entities depicted in FIG. 4.
Other configurations will also work [with the present inven-
tion]. [The present invention allows] Some embodiments
allow entity A (“A”) to initiate a communication with entity
B (“B”) by using both the global address for Gateway 2
(GIP,) and the local address for B (LIP). Similarly, B can
initiate communication with A utilizing the global address
for Gateway 1 (GIP,) and the local address for A (LIP,).
FIG. 4 shows two gateways in the path between entity A and
entity B. In other embodiments, more or less than two gate-
ways can be in the path between entity A and entity B.

For example purposes only, the remainder of the discus-
sion assumes that a message is being sent from A 146 to B
170. For example purposes, it is assumed that A and B are
computers. Alternatively, A and B can be other electronic
devices that can communicate on the Internet.

Typically, when an application seeks to establish commu-
nication with an entity on Internet, the application is only in
possession of the entity’s domain name. The application
makes a call to a resolver process, which converts the
domain name to an IP address. Every domain, whether it is a
single entity or a top level domain, has a set of resource
records associated with it. For a single entity, the most com-
mon resource record is its IP address. When a resolver pro-
cess gives a domain name to the domain name system, it gets
back the resource records associated with that domain name.

A resource record has five fields: domain name, time to
live, class, type and value. The time to live field gives an
indication of how stable the record is. Information that is
highly stable is assigned a large value such as the number of
seconds in a day. The third field is the class. For the Internet
the class is IN. The fourth field tells the type of resource
record. One domain may have many resource records. There
are at least eight types of resource records that are important
to this discussion: SOA, A, MX, NS, CNAME, PTR,
HINFO, and TXT. The value field for an SOA record pro-
vides the name of the primary source of information about
the name server zone, e-mail address of its administrator, a
unique serial number and various flags and time outs in the
value field. The value field for an A record holds a 32 bit IP
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address for the host. The value field for the MX record holds
the domain name of the entity willing to accept e-mail for
that particular domain name. The NS record specifies name
servers. The CNAME record allows aliases to be created in
the value field. A PTR record just points to another name in
the value field, which allows look up of an IP address for a
particular domain name. The value field of the HINFO
record indicates the type of machine and operating system
that the domain name corresponds to. An example of
resource records for an entity, according to one embodiment
[of the present invention], is found in FIG. 5.

The table of FIG. 5 includes three resource records for an
entity with a domain name of B.lab.dev.Bcorp.com. The first
resource record indicates a time to live of 86,400 seconds
(one day). The type of record is HINFO and the value indi-
cates that the entity is a computer from Sun Microsystems
running the UNIX operating system. The second line is a
resource record of type A, which indicates that the global
address for B.lab.dev.Bcorp.com is GIP, and the local
address is LIP;. Thus, B.lab.dev.Bcorp.com is entity B 170
of FIG. 4. The third line indicates that e-mail for B.lab-
.dev.Bcorp.com should be sent to dev.Bcorp.com. It is likely
that there will be a DNS record, which indicates the IP
address for dev.Bcorp.com.

The first row of data in table 5 (type of HINFO) and third
row of data table FIG. 5 (type of MX) are depicted as stan-
dard DNS table entries. The second row of the table of FIG.
5 (type is A) is a modification of the standard DNS record.
The standard DNS record only includes the global 1P
address. In one implementation [of the present invention],
the DNS table structure is changed (e.g. as per FIG. 5) to
store both a global IP address and a local IP address. In
another embodiment, resource record A only stores the glo-
bal IP address and a new type of resource record is created to
store the local IP address.

The DNS name space is divided into non-overlapping
zones. Each zone is some part of the Internet space and
contains name servers holding the authoritative information
about that zone. Normally, a zone will have one primary
name server and one or more secondary name servers which
get their information from the primary name server. When a
resolver process has a query about a domain name, it passes
the query to one of the local name servers. If the entity being
sought falls under the jurisdiction of that name server, then
that domain name server returns the authoritative resource
record. An authoritative record is one that comes from the
authority that manages the record. If, however, the entity is
remote and no information about the requested host is avail-
able locally, the name server sends a query message to the
top level name server for the entity requested. The top level
name server will then provide the resource records to the
local name server which may cache the information and for-
warded it to the original resolver process. Since the cached
information in the local name server is not the authoritative
record, the time to live field is used to determine how long to
use that information.

FIG. 6 shows a portion of exemplar DNS name space
within the .com domain or zone. FIG. 6 shows five levels in
the domain space; however, in reality it can be much more
than five or less than five levels. Additionally, FIG. 6 shows
two domain entities directly below the primary name server
(.com). However, in reality there can be many entities below
the .com level. FIG. 6 is used to provide an example for
teaching [the present invention] some embodiments. FIG. 6
shows .com entity 200. Directly below .com entity 200 is
server 202 with a domain name of Acorp.com and server 204
with a domain name of Bcorp.com. Below server 202 is
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entity 206 and entity 208. The domain name for entity 206 is
r&d.Acorp.com and the domain name for entity 208 is admi-
n.Acorp.com. Below entity 206 is entity 210 which has a
domain name of A.r&d.Acorp.com. Note that entity 210 cor-
responds to entity A 146 of FIG. 4. Thus, the domain name
for entity A is A.r&d.Acorp.com.

The entities below server 204 include entity 220 and
entity 222. The domain name of entity 220 is dev.Bcorp.com
and the domain name of entity 222 is sales.Bcorp.com.
Below entity 220 is entity 224, which has a domain name of
lab.dev.Bcorp.com. Below entity 224 is entity 226, which
has a domain name of B.lab.dev.Bcorp.com. Entity 226 cor-
responds to entity B 170 of FIG. 4. Thus, B has a domain
name of B.lab.dev.Bcorp.com. In one embodiment, entities
202, 204, 206, 208, 220, 222 and 224 can all be domain
name servers. Entity 206 corresponds to Gateway 1 and
entity 224 corresponds to Gateway 2 of FIG. 4.

In the example where A (of FIG. 4) seeks to initiate com-
munication with B, A is aware of B’s domain name (e.g.,
B.lab.dev.Bcorp.com); however, A is not aware of the local
address or the global address for B. In order to obtain the
global and local addresses, A must use the domain name
resolution process. In prior art systems, A can provide a
domain name of B to a domain name resolver and the
domain name resolver will provide A with the global IP
address of B. In one alternative [of the present invention],
the resolving process will return both the global address and
the local address for a given domain name.

FIG. 7 provides an illustration of how a domain name is
resolved into a global address and local address according to
one embodiment [of the present invention].
AR&D.Acorp.com 210 sends a request to r&d.Acorp.com
206 secking resolution of the domain name for B. A process
on r&d.Acorp.com 206 may ask a few of the nearby name
servers to resolve B, but none are likely to have the informa-
tion to resolve the name so it will send a name resolution
request via one or more UDP packets to the server for .com
(e.g. com-server.net 200). The process on com-server.net
200 does not know the address of B.lab.dev.Bcorp.com, but
it knows all of its own children (e.g. Acorp.com,Bcorp.
com, . . . ). Therefore, com-server.net 200 forwards the
request to the name server for Bcorp.com 204. In turn, Beor-
p.com 204 forwards a request to dev.Bcorp.com 220 which
has the authoritative resource records for B.lab.dev.Bcorp-
.com.

In one embodiment [of the present invention], dev.Bcorp-
.com will use the domain name to access a table of resource
records (e.g., similar to the table of FIG. 5) to locate GIP,
and LIP5. The global and local addresses are returned to
Bceorp.com, which in turn returns the information to com-
server.net 200, which returns the value to R&D.Acorp.com
206 which presents the information to the originator
A.r&d.Acorp.com 210. Once the records get back to the
r&d.Acorp.com 206 name server, they will be entered into a
cache in case they are needed later. However, this informa-
tion is not authoritative, since changes made at dev.Bcorp-
.com are not propagated to all of the caches in the world that
may know about it. For this reason, cache entries should not
live too long.

In one embodiment of the steps of FIG. 7, the authorita-
tive name server dev.Bcorp.com returns only the global
address, and not the local address. Entity A must obtain the
local address for B separately. In that embodiment, A will
make a second domain name resolution request directly to
the global address returned from the initial domain name
resolution request. Thus, A will send a request directly to
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GIP,, which is a request to lab.dev.Bcorp.com. This is illus-
trated in FIG. 8 which shows a.r&d.Acorp.com making a
domain name resolution request directly to lab.dev.Bcorp-
.com 224. Server 224 will keep a table which stores domain
names and associated local addresses. Server 224 will use
the domain name received in the request from server 210 to
access the table and return the local address back to server
210.

In a different embodiment, host A can obtain the local
address of host B by using an ICMP Echo Request. ICMP is
a protocol used to test and control the Internet. ICMP uses
the basic support of IP as if it were a higher level protocol;
however, ICMP is actually an integral part of IP. ICMP mes-
sages are sent in several situations. For example, when a
packet cannot reach its destination, when a gateway does not
have the buffering capacity to forward a packet and when the
gateway can direct the host to send traffic on a shorter route.
The Internet Protocol is not designed to be absolutely reli-
able. The historical purpose of the ICMP control messages is
to provide feedback about problems in the communications
environment, not to make the Internet Protocol reliable.

The ICMP message is sent inside the payload of an IP
packet. FIG. 9 depicts the format of an ICMP Echo Request
or Echo Reply message. Type field 400 of the ICMP mes-
sage is set to 8 for Echo Request message and 0 for Echo
Reply message. Code field 402 is one byte and is set to O for
Echo Request messages and Echo Reply messages. Field
404 is a 16 bit check sum. The two byte identifier field 406
can be used to identify matching Echo Requests and Replies.
Similarly, the two byte sequence number field 408 can also
be used to match Echo Requests and Replies. For example,
identifier 406 might be used like a port in TCP to identify a
session and a sequence number 408 might be incremented
on each Echo Request sent. The node processing the Echo
Request returns the same values in the Echo Reply. Data 410
received in an Echo Request message is typically returned
with the Echo Reply message.

FIG. 10 provides a flow chart describing the process for
obtaining IP addresses in the embodiment that obtains the
local 1P address using an ICMP Echo Request. In step 420,
the domain name is resolved for a global IP address as
described above with respect to FIG. 7. In step 422, host A
sends an ICMP Echo Request to Gateway 2. The packet
containing the ICMP Echo Request stores the domain name
as described above. Gateway 2 stores a table for translating
domain names to local addresses. In step 424, the ICMP
Echo Request is received at Gateway 2 Recognizing the
domain name, in step 426, Gateway 2 sends an ICMP Echo
Reply back to host A. Data portion 410 of the IMCP echo
reply stores the local address for B. In other embodiments,
the local address can be stored in other portions of the
packet. The local address for B can be appended to the end of
a packet’s payload. In step 428 host A receives the ICMP
Echo Reply from Gateway 2. In step 430, A reads the local
IP address. In one embodiment, Gateway 2 can send the
ICMP Echo Request rather than host A.

Once A has the necessary global and local addresses, A
can initiate communication with B. FIG. 11 is a flow chart
describing the steps for A to initiate communication with B.
In step 450, A resolves the domain name to acquire the local
and global addresses (e.g. GIP, and LIPy). In step 452, A
builds a packet that is encapsulated within a single protocol
level.

FIG. 12 provides an example of an encapsulation within a
single protocol level. That is, the levels of the encapsulation
are in the same protocol level. In one example, each level of
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encapsulation is an IP packet. FIG. 12 depicts 4 packets:
500, 502,506 and 508. Packet 500 includes header portion
520 and payload portion 522. Header portion 520 stores a
destination address of GIP, and a source address of LIP,,.
Payload 522 stores packet 502. In one embodiment, header
portion 520 can store a destination address of LIP;.

Packet 502 includes a header portion 524 and payload
portion 526. Header portion 524 stores a destination address
of GIP, and a source address of GIP,. Payload field 526
stores packet 506.

Packet 506 includes header portion 530 and payload por-
tion 532. Header portion 530 stores a destination address of
LIP; and a source address of GIP,. Payload portion 532
stores packet 508. In another embodiment, header portion
530 can include a source address of LIP,.

Packet 508 includes header portion 534 and payload por-
tion 536. Header portion 534 stores a destination address of
LIPz and source address of LIP . Payload portion 536 stores
the data being communicated from A to B. The set of encap-
sulated packet depicted in FIG. 12 (and other Figures) have
an appropriate numbers of levels of encapsulation based on
the number of gateways or other intermediate devices. If
more gateways or other intermediate devices are used, more
levels of encapsulation will be used.

Step 452 of FIG. 11 includes building the encapsulated
packet of FIG. 12. In step 454, host A sends the encapsulated
packet of FIG. 12 toward host B. In step 456, the encapsu-
lated packet of FIG. 12 is received by Gateway 1. Gateway 1
removes the outermost level of encapsulation. For example,
in the encapsulated packet of FIG. 12, Gateway 1 removes
packet 500 so that only packets 502, 506 and 508 remain. In
step 458, Gateway 1 sends the remaining encapsulated
packet (which includes packets 502, 506, and 508) to Gate-
way 2. In step 460, Gateway 2 receives the encapsulated
packet and removes one layer of encapsulation. For
example, Gateway 2 removes packet 502, the outer most
packet. In step 462, Gateway 2 sends the remaining encapsu-
lated packet to host B. In step 464, host B receives the
remaining encapsulated packet (with packet 506 and packet
508) and removes the outermost layer of encapsulation. For
example, B removes packet 506 and stores the destination
and source addresses from header portion 530. In step 466 B
acts on packet 508 which is the data desired to be transmitted
from A to B. In one embodiment, the data from payload 536
is communicated to the TCP protocol layer software.

FIG. 13 provides a flow chart explaining how B responds
back to A after the steps of FIG. 11. In step 580, B builds an
encapsulated packet to be sent to host A as a reply. FIG. 14
as an example of an encapsulated packet created by B in step
580. FIG. 14 provides an example of encapsulation with a
single protocol level. That is, packets 620, 622, 624 and 626
are all IP packets. Packet 620 includes a header 640 and
payload 642. Header 640 stores a destination address of
GIP, and a source address of LIP;. Payload 642 stores
packet 622.

Packet 622 includes header portion 644 and data payload
646. Header portion 644 stores a destination address of GIP,
and a source address of GIP,. Payload 646 stores packet 624.

Packet 624 includes a header portion 650 and payload
portion 652. Header portion 650 stores a destination address
LIP, and a source address of GIP,. Payload portion 652
stores packet 626.

Packet 626 includes a header portion 658 and payload
portion 660. Header portion 658 stores a destination address
LIP, and a source address of LIP;. Payload portion 660
stores data to be sent from B to A.
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In step 582 of FIG. 13, B sends encapsulated packet 620
to A. In step 584, Gateway 2 receives encapsulated packet
620 and removes one layer of encapsulation. That is, Gate-
way 2 removes packet 620 leaving packet 622, packet 624
and packet 626. In step 586, Gateway 2 sends packet 622
(encapsulating packets 624 and 626) to Gateway 1. In step
588, Gateway 1 receives packet 622 and removes one layer
of encapsulation. That is, Gateway 1 removes packet 622. In
step 590, Gateway 1 sends encapsulated packet 624 to A. In
step 592, A receives encapsulated packet 624 and removes
one layer of encapsulation. That is, A removes packet 624,
leaving packet 626. Entity A also stores the destination and
source addresses from header 650. In step 594, A acts on the
original packet 626 meant for transmission from B to A. In
one embodiment, data from payload portion 660 is commu-
nicated to TCP protocol software on entity A. Note that the
above embodiment uses domain names, local addresses, glo-
bal addresses and encapsulation at the network layer. Other
embodiments use the same technology at other layers (e.g.
transport layer) of the network.

One embodiment of the present invention makes use of
pseudo addresses. More information about pseudo addresses
can be found in PSEUDO ADDRESSING, Bruce C. Woot-
ton and Hasan S. Alkhatib, U.S. Application Serial No.
09/637,803, filed on Aug. 11, 2000, incorporated herein by
reference. The use of pseudo addresses insulates the applica-
tion from addressing formats of the lower level protocols,
allows for communication to continue after an entity has
changed addresses and allows the socket interface for an
application to remain the same when using the present
invention.

FIG. 15 is a block diagram illustrating the use of pseudo
addresses. A pseudo address in its most generic form is an
identification of an entity that is different from the entity’s
actual address. In one embodiment, the pseudo address is a
random address chosen to identify a particular entity. The
randomly chosen address is not the entity’s actual address.
In one alternative, the pseudo address is in the format for
IPv4 addresses. Depicted in FIG. 15 are application 702 and
network software 704, which are both running on a single
computer (in one embodiment). Network software 704 per-
tains to software at the transport layer, network layer, and
other layers. Application software 702 pertains to software at
the application layer. FIG. 15 also shows application 712 and
network software 714, both of which are running on a single
computer (in one embodiment). In one example, application
702 communicates with application 712. According to the
current invention, both applications 702 and 712 use pseudo
addresses to communicate with each other. However, in
actuality, application 702 communicates with application
712 using network software 704 and network software 714.
Application 702 identifies application 712 to network soft-
ware 704 using a domain name and a pseudo address. Net-
work software 704 communicates with network software
714 using Internet addresses (e.g. global addresses). In one
example, network software 704 and network software 714
use IPv4 addresses. Other address formats can also be used,
including IPv6. Application 712 identifies application 702 to
network software 714 using a pseudo address and a domain
name. Thus, from the point of view of the application
software, the pseudo addresses are being used to identify the
applications. Therefore, if the Internet addresses of the two
computers (or other entities) change, applications 702 and
712 do not need to know about the change in the Internet
addresses, including changes in format, changes of actual
address, etc. because the pseudo addresses have not
changed. Additionally, because the applications are using
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pseudo addresses, the applications do not need to be con-
cerned with the format or change of format of the IP
addresses. Thus, an IPv4 application can be made to work
with IPv6. Note that if application 702 asks network soft-
ware 704 for its own IP address, then network 704 will
respond with the pseudo address.

FIG. 16 is a flow chart describing a high level operation of
one embodiment [of the present invention]. In step 730, the
entity wishing to initiate communication performs a domain
name resolution. For purposes of a first example, assume
that entity A of FIG. 4 is attempting to initiate communica-
tion with entity B. In step 732, the communication is started.
In step 734, the two entities communicate with each other. In
step 736, the communication ends.

FIG. 17 is a flow chart describing one embodiment of the
method for domain name resolution, corresponding to step
732 of FIG. 16. For example purposes, assume that host/
entity A is initiating communication to host/entity B. In step
750, the application software running on entity A requests a
domain name resolution. In step 752, the network software
on A will initiate a process that will result in the acquisition
of global address GIP, and a local address LIP; for B. In
step 754, the network software for entity A will chose a
pseudo address. In one embodiment, the pseudo address is
chosen randomly. In other embodiments, a list of pseudo
addresses to choose from can be pre-stored. In the current
example, the pseudo address is in the same format as typical
IPv4 Internet addresses. In step 756, the pseudo address cho-
sen in step 754, the global address resolved in step 752 and
the local address resolved in step 752 are all stored in a table.
In another embodiment, the domain name is also stored in
the table. In step 758, the pseudo address is provided to the
application software.

FIG. 18 shows an example of an entry in the table men-
tioned in step 756. The entry includes four fields: local
pseudo address 782, remote pseudo address 784, remote
local 1P address 786 and remote global IP address 788.
Using the example that entity A is initiating a communica-
tion with entity B, assume that the entry of Figure 18 is on a
table stored on entity A. Thus, local pseudo address 782 is a
pseudo address used by entity B to identify entity A. Remote
pseudo address 784 is a pseudo address used by entity A to
identify entity B. Remote local IP address 786 is the local
address of entity B and remote global IP address 788 is a
global IP address associated with entity B. Note that in some
embodiments, a table may contain less than all four fields. In
other embodiments, this information can be stored in data
structures other than a table. The exact format of the data
structure is not important [to the present invention].

Some embodiments of the present invention do not use a
table. Rather, the information depicted in FI1G. 18 (as well as
other relevant information) can be stored in one or more of
the encapsulated packets. For example, the information can
be stored in a header of an IP packet, in a data portion of an
IP packet, or as another level of encapsulation.

FIG. 19 is a flow chart describing the process of starting
communication, which is step 730 of FIG. 16. In step 800,
network software 704 of entity A receives a request from
application 702 of entity A to communicate with application
712 of entity B. The request includes the pseudo address that
application 702 uses to identify entity B. Alternatively, the
request can include an identification of entity B by domain
name or other means. In step 802, network software 704 of
entity A builds a set of encapsulated packet which includes
the pseudo address that entity A uses to identify entity B.

FIG. 20 provides an example set of encapsulated packets
created in step 802.
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FIG. 20 depicts 4 packets: 900, 910, 920 and 930 Packet
900 includes header portion 902 and payload portion 904.
Header portion 902 stores a destination address of GIP, and
a source address of LIP,. Payload 904 stores packet 910.
Packet 910 includes a header portion 912 and payload por-
tion 914 Header portion 912 stores a 110 destination address
of GIP, and a source address of GIP,. Payload field 914
stores packet 920. Packet 920 includes header portion 922
and payload portion 924. Header portion 922 stores a desti-
nation address of LIP; and a source address of GIP,. Pay-
load portion 924 stores packet 930. Packet 930 includes
header portion 932 and payload portion 934 Header portion
932 stores a source address of LIP , the destination address is
the pseudo address PA, which is the pseudo address that A
uses to refer to B. Payload portion 934 stores the data being
communicated from A to B.

Looking back at FIG. 19, in step 804 host A sends the
encapsulated packets of FIG. 20 toward host B. In step 806,
the encapsulated packets are received by Gateway 1. Gate-
way 1 removes the outer most level of encapsulation. In step
808, Gateway 1 sends the remaining encapsulated packets to
Gateway 2. In step 810, Gateway 2 receives the encapsulated
packets and removes one layer of encapsulation.

In step 812, Gateway 2 sends the remaining encapsulated
packets to host B. In step 814, host B receives the remaining
encapsulated packets and removes the outer most layer of
encapsulation. For example, B removes packet 920 and
accesses packet 930. In step 816, host B accesses the pseudo
address PA that host A uses to identify host B. In step 818,
host B stores PAg, LIP, and GIP, in the table. In step 820,
entity B chooses a pseudo address for referring to entity A.
In step 822, the chosen pseudo address from step 820 is
added to the table. In step 824, the pseudo address chosen in
step 820 is provided to application 712 on entity B. In step
826, entity B builds a set of encapsulated packets, which
include the pseudo addresses.

FIG. 21 depicts the set of encapsulated packets 950, 960,
970 and 980 created in step 826. Packet 950 includes header
952 and payload 954. Header 952 stores a destination
address of GIP, and a source address of LIP. Payload 954
stores packet 960. Packet 960 includes header portion 962
and data payload 964 Header portion 962 stores a destina-
tion address of GIP |, and a source address of GIP,. Payload
964 stores packet 970. Packet 970 includes a header portion
972 and payload portion 974 Header portion 972 stores a
destination address LIP, and a source address of GIP,. Pay-
load portion 974 stores packet 980. Packet 980 includes a
header portion 982 and payload portion 984. Header portion
982 stores a destination address PA , and a source address of
PAz. PA , is the pseudo address chosen in step 820 and used
by host B to refer to host A.

Looking back at FIG. 19, in step 828 B sends the encapsu-
lated packets toward A. In step 830, Gateway 2 receives the
encapsulated packets and removes the outermost layer of
encapsulation. In step 832, Gateway 2 sends the remaining
encapsulated packets to Gateway 1. In step 834, Gateway 1
receives the encapsulated packets and removes the outer-
most layer of encapsulation. In step 836, Gateway 1 sends
the remaining encapsulated packet to entity A. In step 838, A
receives the encapsulated packets and removes one layer of
encapsulation. That is, A removes packet 970, leaving packet
980. In step 840, host A access the pseudo address PA; from
packet 980. In step 842, the pseudo address PAj is entered
into the table on entity A.

FIG. 22 is a flow chart describing the process for commu-
nicating between entity A and entity B, which is step 734 of
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FIG. 16. In step 1000, network software 704 of entity A
receives data and the pseudo address from application 702 of
entity A as part of a request to send that data to entity B. In
step 1002, network software 704 accesses the table using the
pseudo address to identify the global address and local
address for sending information to entity B. In step 1004, it
is determined whether there has been a change in the con-
nection. If there has not been a change in the connection,
then in step 1006 a set of encapsulated packets is created that
does not include a flag indicating a change in the connection.

During a communication between two entities, it is pos-
sible that the connection changes. For example, one of the
entities may change its IP address. If one of the entities is a
cellular telephone traveling between two distinct areas, the
IP address may change when entering the new area. Other
scenarios for an IP address changing also apply, as well as
other reasons for changes in connections. If there is a change
in connection (on the part of entity A) during
communication, then (at step 1004) the method loops to step
1010. In step 1010, the set of encapsulated packets are cre-
ated and include a flag indicating that there has been a
change in the connection. In one embodiment, the flag can
be in the payload portion of a packet, can be in the options
field of a packet, can be another packet encapsulated in the
above mentioned set of packets, etc. In another alternative, a
separate message can be sent from A to B to indicate the
change in the connection. The separate message can be sent
using an existing protocol or a newly created protocol.

FIG. 23 depicts an exemplar set of encapsulated packets
1050, 1060,1070, 1080 created in step 1006. Step 1010
would include creating a similar packet, but with the appro-
priate flag (in one embodiment). Packet 1050 includes
header portion 1052 and payload portion 1054. Header por-
tion 1052 stores a destination address of GIP, and a source
address of LIP,. Payload 1054 stores packet 1060. Packet
1060 includes a header portion 1062 and payload portion
1064 Header portion 1062 stores a destination address of
GIP, and a source address of GIP,. Payload field 1064 stores
packet 1070. Packet 1070 includes header portion 1072 and
payload portion 1074 Header portion 1072 stores a destina-
tion address of LIP; and a source address of GIP,. Payload
portion 1074 stores packet 1080 Packet 1080 includes
header portion 1082 and payload portion 1084. Header por-
tion 1082 stores a source address of PA , and a destination
address of PAz.

After step 1006 or step 1010 of FIG. 22, the method loops
to step 1008, and the packets are sent to entity B. In step
1012, entity B determines whether the packet contains the
flag indicating that there has been a change in the connec-
tion. If the packet does not include the flag, then the data is
presented to the application in step 1014. Additionally, in
step 1014, the pseudo address for the source of the data is
presented to the application. In some embodiments, the
pseudo address of the destination can also be presented to
the application. If, in step 1012, it is determined that the
received packet includes the flag indicating that there has
been a change in the connection, then 1016 and the table is
accessed using the source’s pseudo address in the packet
(step 1016). This pseudo address is used to match the remote
pseudo address field of one of the entries in the table. The
table entry matching the pseudo address is then updated in
step 1018 by replacing the remote global address or remote
local address with the appropriate address from the received
packets. After step 1018, the method loops to step 1014.

FIG. 24 is a flow chart describing the process sending the
encapsulated packets (Step 1008 of FIG. 22). In step 1102,
host A sends the encapsulated packets of FIG. 23 toward
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host B. In step 1104, the encapsulated packets are received
by Gateway 1. Gateway 1 removes the outermost level of
encapsulation (e.g. packet 1050). In step 1106, Gateway 1
sends the remaining encapsulated packets (1060, 1070,
1080) to Gateway 2. In step 1108, Gateway 2 receives the
encapsulated packets and removes the outer layer of encap-
sulation (Packet 1060). In step 1110, Gateway 2 sends the
remaining encapsulated packets (1070 and 1080) to host B.
In step 1112, host B receives the remaining encapsulated
packets and removes the outer packet 1070. At this point,
packet 1080 can be accessed. When packet 1080 is accessed,
entity B can access PA , and PAz. In one embodiment, PA , is
presented to the application on entity B. In another embodi-
ment PA can also be presented to the application on entity
B. In yet another embodiment, packet 1080 would have the
local address LIP, and LIP as the source and destination,
and entity B would use LIP, and LIP,, to access the table to
identify PA , for presentation to the application on entity B.

Packet 1080 was not used to route and was not altered
during the communication. This enables preservation of the
packet as is until it reaches the destination, allowing the
application of IPsec to the original packet 1080. Such an
arrangement allows for the use of IPsec end-to-end from
source to destination. IPsec breaks if the content of the origi-
nal packet is modified along the way. When IPsec is used
(e.g. for a virtual private network), packet 1080 may be
encrypted or otherwise protected for security/privacy rea-
sons.

FIG. 25 shows one example of a hardware architecture for
computers used [for the present invention]. The computer
includes a processor 1202, a memory 1204, amass storage
device 1206, a portable storage device 1208, a first network
interface 1210, a second network interface 1212 and 1/O
devices 1214. The choice of processor is not critical as long
as a suitable processor with sufficient speed is chosen.
Memory 1204 could be any conventional computer memory.
Mass storage device 1206 could include a hard drive,
CD-ROM or any other mass storage device. Portable storage
1208 could include a floppy disk drive or other portable
storage device. If the computer is acting as a router, it
includes two or more network interfaces. In other
embodiments, the computer could include only one network
interface. The network interfaces can include network cards
for connecting to an Ethernet or other type of LAN. In
addition, one or more of the network interfaces can include
or be connected to a firewall. For a gateway, one of the
network interfaces will typically be connected to the Internet
and the other network interface will typically be connected
to a LAN. However, a gateway can exist physically inside a
network. I/O devices 1214 can include one or more of the
following: keyboard, mouse, monitor, display, printer etc.
Software used to perform the methods of the present inven-
tion are likely to be stored in mass storage 1206 (or any form
of non-volatile memory), a portable storage media (e.g.
floppy disk or tape) and, at some point, in memory 1204.
Various embodiments, versions, and modification of the sys-
tem of Fig. 201 can be used to implement a gateway, a router,
other host, etc. The above described hardware architecture is
just one suitable example depicted in a generalized and sim-
plified form. [The present invention] Embodiments could
include dedicated hardware, a dedicated router with soft-
ware to implement the invention or other software and/or
hardware architectures that are suitable.

The foregoing detailed description of the invention has
been presented for purposes of illustration and description. It
is not intended to be exhaustive or to limit the [invention]
claims to the precise form disclosed, and obviously many
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modifications and variations are possible in light of the
above teaching. The described embodiments were chosen in
order to [best] explain the principles of the invention and its
practical application to thereby enable others skilled in the
art to best utilize the invention in various embodiments and
with various modifications as are suited to the particular use
contemplated. [It is intended that the scope of the invention
be defined by the claims appended hereto.]
We claim:
1. A method for communicating, comprising:
obtaining a first local address for a destination entity and a
first global address associated with said destination
entity, said destination entity is on a private network
that uses said first local address to communicate with
said destination entity;
creating a message that includes encapsulation within a
single protocol level, said message includes said first
local address as a first destination address and said first
global address as a second destination address, said
message includes a first IP packet, a second IP packet
encapsulated in said first IP packet and a third IP packet
encapsulated in said second IP packet; and
communicating said message toward said destination.
2. A method for communicating, comprising:
obtaining a first local address for a destination entity and a
first global address associated with said destination
entity, said destination entity is on a private network
that uses said first local address to communicate with
said destination entity;
creating a message that includes encapsulations within a
single protocol level, said message includes said first
local address as a first destination address and said first
global address as a second destination address;
communicating said message toward said destination
entity;
receiving said message at an intermediate entity;
removing a layer of encapsulation from said message;
forwarding said message after said step of removing,
toward said destination entity;
receiving said message at said destination entity;
removing a layer of encapsulation from said message; and
accessing information in said message after said step of
removing.
3. A method according to claim 2, further comprising the
steps of:
providing a pseudo address to an application in said desti-
nation entity based on said message.
4. A method for communicating comprising:
receiving a message, said message includes encapsulation
within a single protocol level, said message stores a first
global address and a first local address as a destination
address associated with a first entity, said first local
address and said first global address correspond to said
first entity, said first entity is on a private network, said
first entity is reachable from outside the private network
using said first local address and said first global
address;
removing at least one level of encapsulation from said
message, said message includes multiple levels of
encapsulation after said step of removing; and
accessing a remaining level of encapsulation, said step of
accessing includes communicating said message
toward said first entity using said first global address,
said message includes said first local address and said
first global address.
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5. A method for communicating, comprising:
using a domain name to obtain a first local address for a
destination entity and a first global address associated
with said destination entity, said destination entity is on
a private network that uses said first local address to
communicate with said destination entity;
creating a message that includes said first local address as
a first destination address, said first global address as a
second destination address and a first pseudo address;
and
communicating said message toward said destination
based on said first local address and said first global
address.
6. A method according to claim 5, further comprising the
step of:
receiving said first pseudo address from an application,
said application uses said first pseudo address to
address said destination, said step of receiving is per-
formed prior to said step of creating a message.
7. A method according to claim 6, further comprising the
step of:
receiving a second pseudo address, said step of creating a
message includes adding said second pseudo address to
said message, said destination uses said second pseudo
address to reference a source, said step of communicat-
ing is performed by said source.
8. A method according to claim 7, further comprising the
steps of:
receiving said message at said destination;
accessing said second pseudo address at said destination;
and
using said second pseudo address with an application on
said destination.
9. A method according to claim 5, further comprising the
step of:
receiving said first pseudo address, said destination uses
said first pseudo address to reference a source, said step
of communicating is performed by said source.
10. A method according to claim 9, further comprising the
steps of:
receiving said message at said destination;
accessing said first pseudo address at said destination; and
using said first pseudo address with an application on said
destination.
11. A method according to claim 5, wherein:
said message includes encapsulation within a single pro-
tocol level.
12. A method according to claim 11, further comprising
the steps of:
receiving said message at an intermediate entity, said first
pseudo address is stored in an inner layer of said encap-
sulation;
removing an outer layer of said encapsulation at said
intermediate entity without changing said inner layer of
said encapsulation; and
forwarding said message toward said destination.
13. A method according to claim 12, further comprising
the steps of:
receiving said message at said destination;
removing another layer of said encapsulation at said des-
tination;
accessing said first pseudo address at said destination; and
using said first pseudo address with an application on said
destination.
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14. A method for communicating, comprising:

receiving a message at a destination, said message
includes a local address and a global address corre-
sponding to said local address, said destination is on a
private network, said message is received from outside
said private network based on a combination of said
global address and said local address;

accessing a pseudo address corresponding to said local
address and said global address; and

using said pseudo address with an application.
15. A method according to claim 14, wherein:

said destination uses said pseudo address to refer to a
source.
16. A method according to claim 14, wherein:

said destination uses said pseudo address to refer to said
destination.
17. A method according to claim 14, wherein:

said message includes encapsulation within a single pro-
tocol level.
18. A method according to claim 17, further comprising
the steps of:

removing a layer of encapsulation at said destination; and

accessing said pseudo address in a remaining layer of said
encapsulation.
19. A method according to claim 17, further comprising
the steps of:

removing a layer of encapsulation at said destination; and

accessing said pseudo address based on a remaining layer

of said encapsulation.

20. One or more processor readable storage devices hav-
ing processor readable code embodied on said processor
readable storage devices, said processor readable code for
programming one or more processors to perform a method
comprising:

obtaining a first local address for a destination entity and a

first global address associated with said destination
entity, said destination entity is on a private network
that uses said first local address to communicate with
said destination entity;

creating a message that includes encapsulation within a
single protocol level, said message includes said first
local address as a first destination address and said first
global address as a second destination address; and

communicating said message toward said destination,
said message includes a first IP packet, a second IP
packet encapsulated in said first IP packet and a third IP
packet encapsulated in said second IP packet.

21. One or more processor readable storage devices hav-
ing processor readable code embodied on said processor
readable storage devices, said processor readable code for
programming one or more processors to perform a method
comprising:

obtaining a first local address for a destination and a first

global address for said destination;

creating a message that includes encapsulation within a
single protocol level, said message includes said first
local address and said first global address, said message
includes a first IP packet, said message includes a sec-
ond IP packet encapsulated in said first IP packet, said
message includes a third IP packet encapsulated in said
second IP packet, said message includes a fourth IP
packet encapsulated in said third IP packet, said first [P
packet includes said first global address as a first desti-
nation address and said second local address as a first
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source address, said second local address corresponds
to said source entity, said second IP packet includes
said first global address as a second destination address
and a second global address as a second source address,
said second global address corresponds to said source
entity, said third IP packet includes said first local
address as a third destination address and said second
global address as a third source address, said fourth IP
packet includes a pseudo address; and

communicating said message toward said destination.

22. One or more processor readable storage devices hav-
ing processor readable code embodied on said processor
readable storage devices, said processor readable code for
programming one or more processors to perform a method
comprising:

receiving a message, said message includes encapsulation

within a single protocol level, said message stores a first
global address and a first local address as a destination
address associated with a first entity, said first entity is
on a private network, said first entity is reachable from
outside the private network by a combination of the first
local address and the first global address;

removing at least one level of encapsulation from said
message; and

accessing a remaining level of encapsulation, said mes-
sage includes multiple levels of encapsulation after said
step of removing, said step of accessing includes com-
municating said message toward said first entity using
said first global address, said message includes said
first local address and said first global address, and said
message is an IP packet.

23. One or more processor readable storage devices hav-
ing processor readable code embodied on said processor
readable storage devices, said processor readable code for
programming one or more processors to perform a method
comprising:

receiving a message, said message includes encapsulation

within a single protocol level, said message stores a first
global address and a first local address as a destination
address associated with a first entity, said first entity is
on a private network said first entity is reachable from
outside the private network by a combination of the first
local address and the first global address;

removing at least one level of encapsulation from said

message;

accessing a remaining level of encapsulation;

identifying a pseudo address based on said message; and

providing said pseudo address to an application at said

destination.

24. One or more processor readable storage devices hav-
ing processor readable code embodied on said processor
readable storage devices, said processor readable code for
programming one or more processors to perform a method
comprising:

receiving a message at a destination, said message

includes a local address and a global address corre-
sponding to said local address, said destination is on a
private network, said message is received from outside
the private network based on said global address and
said local address;

accessing a pseudo address corresponding to said local

address and said global address; and

using said pseudo address with an application.

25. One or more processor readable storage devices
according to claim 24, wherein:
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said message includes encapsulation within a single pro-

tocol level.

26. One or more processor readable storage devices
according to claim 24, wherein said method further com-
prises the steps of:

removing a layer of encapsulation at said destination; and

accessing said pseudo address based on a remaining layer

of said encapsulation.

27. An apparatus, comprising:

a communication interface;

a memory device; and

one or more processor, said one or more processors pro-

grammed to perform a method comprising:

using a domain name to obtain a first local address for a
destination entity and a first global address associ-
ated with said destination entity, said destination
entity is on a private network that uses said first local
address to communicate with said destination entity,

creating a message that includes said first local address
as a first destination address, said first global address
as a second destination address and a first pseudo
address, and

communicating said message toward said destination
based on said first local address and said first global
address.

28. An apparatus according to claim 27, wherein said
method further comprises the steps of:

receiving said first pseudo address from an application,

said application uses said first pseudo address to
address said destination, said step of receiving is per-
formed prior to said step of creating a message.

29. An apparatus according to claim 27, wherein:

said message includes encapsulation within a single pro-

tocol level.

30. An apparatus, comprising:

a communication interface;

a memory device; and

one or more processor, said one or more processors pro-
grammed to perform a method comprising:
receiving a message at a destination, said message
includes a local address and a global address corre-
sponding to said local address, said destination is on
a private network, said message is received from out-
side the private network based on said global address
and said local address,
accessing a pseudo address corresponding to said local
address and said global address, and
using said pseudo address with an application.
31. An apparatus according to claim 30, wherein:
said message includes encapsulation within a single pro-
tocol level.
32. An apparatus according to claim 30, wherein said
method further comprises the steps of:
removing a layer of encapsulation at said destination; and

accessing said pseudo address based on a remaining layer
of said encapsulation.

33. A method for communicating, comprising:

obtaining a first local address for a destination entity and
a first global address associated with said destination
entity, said destination entity on a private network that
uses said first local address to communicate with said
destination entity;

creating a message that includes encapsulation within a
single protocol level, said message includes said first
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local address as a first destination address and said
first global address as a second destination address;
and
communicating said message toward said destination
entity, said message encapsulated effective to enable an
intermediate entity associated with said first global
address to remove a layer of encapsulation from said
message and forward to said destination entity based
on said first local address and effective to enable said
destination entity to remove another layer of encapsu-
lation from said message to access information in said
message.
34. An apparatus, comprising:
a communication interface;
a memory device; and
one or more processors, said one or more processors pro-
grammed to perform a method comprising:
obtaining a first local address for a destination entity
and a first global address associated with said desti-
nation entity, said destination entity of a private net-
work that uses said first local address to communi-
cate with said destination entity;
creating a message that includes encapsulation within
a single protocol level, said message including said
first local address as a first destination address and
said first global address as a second destination
address, wherein said message includes a first IP
packet, a second IP packet encapsulated in said first
1P packet, and a third IP packet encapsulated in said
second IP packet; and
communicating said message toward said destination.
35. An apparatus according to claim 34, wherein:
said first IP packet includes said first local address; and
said second IP packet includes said first global address.
36. An apparatus according to claim 34, wherein:
said message includes a fourth IP packet encapsulated in
said third IP packet;
said first IP packet includes said first local address and a
second local address as a first source address, said
second local address corresponds to a source entity;
said second IP packet includes said first global address
and a second global address as a second source
address, said second global address corresponds to
said source entity, said third IP packet includes said
first local address as a third destination address and
said second global address as a third source address,
and said fourth IP packet includes a pseudo address.
37. An apparatus, comprising:
a communication interface;
a memory device; and
one or more processors, said one or more processors pro-
grammed to performed a method comprising:
obtaining a first local address for a destination entity
and a first global address associated with said desti-
nation entity, said destination entity of a private net-
work that uses said first local address to communi-
cate with said destination entity;
creating a pseudo-address for said destination;
creating a message that includes encapsulation within
a single protocol level, said message including said
first local address as a first destination address, said
first global address as a second destination address,
and said pseudo-address for said destination; and
communicating said message toward said destination.
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38. An apparatus, comprising:
a communication interface;
a memory device; and

one or more processors, said one or more processors pro-
grammed to perform a method comprising:
receiving a message, said message including encapsu-
lation within a single protocol level, said message
storing a first global address and a first local
address, said first global address corresponding to a
first entity, said first entity of a private network, said
first entity reachable from outside the private net-
work by a combination of the first local address and
the first global address;
removing at least one level of encapsulation from said
message; and
accessing any remaining level of encapsulation,
wherein:
said message including multiple levels of encapsula-
tion after said step of removing;
said step of accessing including communicating said
message toward said first entity using said first
global address, said message including said first
local address and said first global address; and
said message being an IP packet.
39. An apparatus according to claim 38, wherein:

prior to said step of removing, said message includes a
first packet, a second packet encapsulated in said first
packet, a third packet encapsulated in said second
packet and a fourth packet encapsulated in said third
packet;

said first packet includes said first global address as a first
destination and a second local address as a first source,
said second local address corresponds to a source
entity;

said second packet includes said first global address as a
second destination and a second global address as a
second source, said second global address corresponds
to said source entity; and

said third packet includes said first local address as a
third destination.

40. An apparatus, comprising:

a communication interface;

a memory device; and

one or more processors, said one or more processors pro-

grammed to perform a method comprising:

receiving a message, said message including encapsu-
lation within a single protocol level, said message
storing a first global address and a first local
address, said first global address corresponding to a
first entity, said first entity of a private network, said
first entity reachable from outside the private net-
work by a combination of the first local address and
the first global address;

removing at least one level of encapsulation from said
message;

accessing any remaining level of encapsulation;

identifying a pseudo address based on said message;
and

providing said pseudo address to an application.
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