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ELECTRONIC PAYMENT PROCESSING
SYSTEM

PRIORITY

[0001] This application is a divisional of, and claims the
benefit under 35 USC §120 of, application Ser. No. 11/959,
926 entitled “Electronic Payment Processing System” filed
on Dec. 19, 2007 and having Leon N. Morsillo and Terry H.
Zeigler as inventors. Application Ser. No. 11/959,926
claimed the priority under 35 USC § 119 of Provisional
Application 60/870,642 entitled “Method to deploy hardware
and software payment systems” filed on Dec. 19, 2006 and
having Leon N. Morsillo and Terry H. Zeigler as inventors.
Application Ser. Nos. 11/959,926 and 60/870,642 are herein
incorporated by reference in their entirety but are not prior art.

BACKGROUND

[0002] Today most merchants, whether brick and mortar or
Internet, accept electronic payments (e.g., credit cards, debit
cards, gift cards) as tender for transactions. Electronic pay-
ments may also be accepted by vending machines, kiosks,
automated tellers or other systems where a human is not
needed to conduct the transaction or process an electronic
payment as tender for the transaction.

[0003] FIG. 1 illustrates an example architecture used to
process electronic payments for merchant transactions. The
architecture includes a merchant system 110, a payment han-
dler 120, a communication network 130, and a payment pro-
cessing system 140. The merchant system 110 may be a
hardware system (e.g., electronic cash register (ECR), point
of'sale (POS)) or may be a software system (e.g., POS). The
merchant system 110 may track items purchased and generate
an invoice/sales receipt based on the cost of those items
purchased and any taxes and/or discounts applied. The mer-
chant system 110 may include an interface for gathering data
about purchased items. The interface may include, but is not
limited to, a scanner to scan codes associated with items (e.g.,
UPC codes), a keyboard to enter data associated with items,
or a touch screen to select items. The merchant system 110
may be tied to other systems (e.g., inventory system, manage-
ment system). The merchant system 110 may also include an
interface to gather electronic payment information (e.g., card
number). The interface may include, but is not limited to, a
card reader (swiper), a scanner, a keyboard, or a touch screen.
[0004] The payment handler 120 may process the elec-
tronic payment information and purchase transaction data
(e.g., payment amount) to create electronic payment transac-
tions and communicate the electronic payment transactions to
the payment processing system 140. The payment handler
120 may be separate from the merchant system 110, inter-
faced to the merchant system 110 or integrated into the mer-
chant system 110. The payment handler 120 may receive the
payment amount from the merchant system 110 or the pay-
ment amount may be entered into payment handler 120. The
payment handler 120 may receive the electronic payment
information from the merchant system 110 or an electronic
payment information device (not illustrated) connected to the
payment handler 120, or the electronic payment information
may be entered into payment handler 120. The payment han-
dler 120 may include an interface to gather the electronic
payment information. The interface may include, but is not
limited to, a card reader, a scanner, a keyboard, or a touch
screen.
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[0005] The payment handler 120 may be configured to
operate with a specific payment processing system 140 (cre-
ate electronic payment transactions in format required). The
payment handler 120 may also be configured for a specific
merchant-payment  processor relationship  (merchant
account). The configuration of the payment handler 120 is
discussed in more detail later.

[0006] The communication network 130 provides commu-
nications between the payment handler 120 and the payment
processing system 140. The communication network 130
may be a phone network, the Internet and/or a wireless net-
work.

[0007] The payment processing system 140 receives and
processes the electronic payment transactions from the pay-
ment handler 120. The electronic payment transactions
received may include information related to the transaction
(e.g., payment amount), information related to the electronic
payment used (e.g., card number), and information related to
the merchant (e.g., merchant identifying information). The
payment processing system 140 may determine if the elec-
tronic payment transaction received is authorized for the mer-
chant (e.g., does merchant accept that type of credit card) and
can be processed (e.g., is transaction amount within card limit
of the purchaser). Once the transaction is authorized/ap-
proved, the payment processing system 140 may process
payment from the card company to the merchant based on
identification of the merchant included in the electronic pay-
ment transaction.

[0008] FIGS. 2A-2C illustrate several example merchant
system-payment handler architectures. FIG. 2A illustrates an
architecture where the merchant system 110 and the payment
handler 120 are separate devices that are not interfaced
together or communicating directly with one another. The
merchant system 110 does not communicate payment amount
to the payment handler 120 so the payment amount needs to
be entered (manually) into the payment handler 120. The
payment handler 120 may include a user interface (e.g., key-
board) for entering the payment amount. Additionally, cross
referencing may be required between the purchases pro-
cessed in the merchant system 110 and the electronic pay-
ment transactions processed in the payment handler 120. The
payment handler 120 may include an electronic payment
interface (e.g., card reader, scanner, keyboard) for accepting
data related to the consumer and their electronic payment
(e.g., credit card number). The payment handler 120 is used as
a data terminal to enter payment amount and electronic pay-
ment information.

[0009] FIG. 2B illustrates an architecture where the mer-
chant system 110 and the payment handler 120 are separate
devices that are interfaced together and communicate ther-
ebetween. The merchant system 110 provides the payment
amount to the payment handler 120. The merchant system
110 may include an electronic payment interface for accept-
ing electronic payment information and may provide the elec-
tronic payment information to the payment handler 120.
[0010] FIG. 2C illustrates an architecture where the mer-
chant system 110 and the payment handler 120 are integrated
into a single device. The payment handler 120 may be soft-
ware, hardware or firmware within the merchant system 110.
The payment handler 120 may receive the payment amount
from the merchant system 110. The merchant system 110
may include an electronic payment interface for accepting
electronic payment information and may provide the elec-
tronic payment information to the payment handler 120.
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[0011] When a merchant and a payment processing system
140 (payment processor) execute an agreement for the pay-
ment processor to handle electronic payment transactions for
the merchant the payment processor creates a merchant
account for the merchant that identifies the merchant and
defines parameters associated with the merchant agreement.
The merchant account may define the types of transactions
authorized and include various identifications (e.g., merchant
1D, payment processor 1D, merchant account ID). The mer-
chant account may be stored in the payment processing sys-
tem 140. The payment processing system 140 may utilize the
p merchant account to identify incoming electronic payment
transactions with the merchant, validate the electronic trans-
actions, and process the electronic payment transactions
according to the merchant agreement. The payment process-
ing system 140 may require the incoming electronic payment
transactions to be a certain format and contain certain data
from the merchant account in order to identify, validate and
process the electronic payment transactions.

[0012] Regardless ofthe type of payment handler 120 used,
in order for the electronic payment transactions to be pro-
cessed the payment handler 120 needs to be configured in
order to communicate with the payment processing system
140. The configuration of the payment handler 120 may
include defining the format of electronic payment transac-
tions required by the payment processing system 140. The
payment handler 120 may include software (processor appli-
cation) that defines the electronic payment transaction format
required by the payment processing system 140 that will be
processing the electronic payment transactions for the mer-
chant. The payment handler 120 provided to the merchant
may have the appropriate processor application loaded for the
payment processing system 140.

[0013] Inaddition, the payment handler 120 may include a
profile that defines parameters regarding the merchant agree-
ment (merchant profile) stored therein. The merchant profile
may be similar to the merchant account, and the two may
contain at least a portion of the same data. The merchant
profile may contain data that is required in the electronic
payment transaction format for the associated payment pro-
cessing center 140. The payment handler 120 may create the
electronic payment transaction based on the processor appli-
cation, the merchant profile, and the payment amount.
[0014] Referring back to FIG. 1, the merchant profile may
be created by a configuration system 150. The configuration
system 150 may receive data about an established merchant
account from the payment processing system 140 and create
the merchant profile therefrom. The configuration system 150
may also maintain processor applications used by the pay-
ment handlers 120 to create the electronic payment transac-
tions for each of the payment processing systems 140. The
merchant profile may be created to work with a specific
processor application.

[0015] The installation and configuration of the payment
handler 120 at a merchant location requires that the appropri-
ate processor application and the merchant profile be loaded
therein, which is usually too complicated for the typical mer-
chant. Accordingly, vendors are typically utilized to install
and configure the payment handlers 120 for merchants. The
vendors may be associated with the payment processing sys-
tems 140 or may be independent therefrom. The vendors need
to obtain an appropriate payment handler 120 having an
appropriate processor application loaded thereon. The ven-
dors need to coordinate with the configuration system 150 in
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order to ensure the merchant profile is created (can not pro-
ceed with installation until the client profile is created by the
configuration system 150).

[0016] The vendors may obtain the merchant profile from
the configuration system 150 by programming the payment
handler 120 to request a merchant profile for the specific
merchant agreement (the request may need to include mul-
tiple identifications associated therewith, such as, merchant
1D and merchant agreement ID). The vendors may alterna-
tively obtain the merchant profile by contacting the configu-
ration system 150 directly (e.g., via phone, fax, email) and
requesting a download. The vendors may obtain/load the
merchant profile prior to arriving at the merchant location to
install the payment handler 120 or may obtain/load the mer-
chant profile at the time of installation from the merchant
location. The installation of the payment handler 120 includes
connecting to merchant system 110 and the communication
network 130.

[0017] Once the payment handler 120 is installed and con-
figured, an electronic payment transaction may be processed
to ensure it is processed correctly. Any errors in the process-
ing of the electronic payment transaction require trouble-
shooting and may require communications between at least
some subset of the vendor, the configuration system 150, the
payment processing system 140, and the merchant. The
troubleshooting may determine, for example, that the mer-
chant profile created has errors and require the configuration
system 150 to recreate the merchant profile, may determine
that the merchant profile was loaded incorrectly or the wrong
merchant profile was loaded and require the merchant profile
to be reloaded, or may determine that the processor applica-
tion was loaded incorrectly or the wrong processor applica-
tion was loaded and require the processor application be made
available to the vendor for download. The delivery, installa-
tion, configuration and validation of the payment handler 120
is a significant cost factor in deploying a new merchant
account.

[0018] Furthermore, if the merchant profile or the proces-
sor application becomes corrupt the payment handler 120
may need to be reconfigured. Additionally, if attributes
related to the merchant account change (e.g., allow additional
transactions) the payment handler 120 may need to be recon-
figured. Moreover, if the payment processing system 140 is
modified (e.g., data required or format of electronic payment
transaction changes, payment processing system 140 contact
information (e.g., IP address) changes) the payment handler
120 may need to be reconfigured. The reconfiguration of the
payment handler 120 may require the vendor to return for
reconfiguration thereof, the payment handler 120 to be
returned for reconfiguration, or replaced with a unit that has
been reconfigured. Alternatively, the merchant may be pro-
vided with instructions that enables them connect to the con-
figuration server 150 in order to download the merchant pro-
file and/or processor application from the configuration
system 150. Regardless of the form of reconfiguration uti-
lized, it may result in delays and additional costs.

[0019] The payment handlers are typically not tracked and/
or associated with merchants. Accordingly, vendors or other
parties that have an account with the configuration system
150 and know how to configure a payment handler 120 can
establish communication with the configuration system 150
and have a merchant profile associated with a particular mer-
chant loaded on any payment handler 120 having the appro-
priate processor software loaded thereon (merchant need not
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purchase or rent payment handler 120). Furthermore, vendors
or other parties could establish communication with the con-
figuration system 150 and arrange to have a processor appli-
cation associated with a merchant account downloaded onto
payment handlers not originally associated with that payment
processor. The coordination with the configuration system
150 to download merchant profiles and/or processor applica-
tions associated with a merchant account enables a payment
handler 120 to be reused by the same merchant for different
merchant agreements or to be used by different merchants.
The reprogramming of the payment handlers 120 creates an
aftermarket for the devices that is out of the control of the
payment processors or equipment manufactures. The after-
market reduces the amount of payment handlers 120 required
for new merchant accounts and thus reduces the profits the
payment processors or equipment manufactures can make by
charging for the devices as part of the merchant contract.
[0020] What is needed is a way to simplify/expedite the
creation of the merchant profile, simplify the configuration/
reconfiguration of the payment handlers 120, and control the
merchant profiles and processor applications that can be
loaded onto payment handlers 120 in order to control use
thereof.

BRIEF DESCRIPTION OF THE DRAWINGS

[0021] The features and advantages of the various embodi-
ments will become apparent from the following detailed
description in which:

[0022] FIG. 1 illustrates an example architecture used to
process electronic payments for merchant transactions,
according to one embodiment;

[0023] FIGS. 2A-2C illustrate several example merchant
system-payment handler architectures, according to one
embodiment;

[0024] FIG. 3 illustrates an example process flow for pro-
viding access to the configuration system, according to one
embodiment;

[0025] FIG. 4 illustrates an example process flow for estab-
lishing a merchant account and processing electronic pay-
ment transactions therefore, according to one embodiment;
[0026] FIG. 5 illustrates an example no-load architecture
used to process electronic payments for merchant transac-
tions, according to one embodiment;

[0027] FIG. 6 illustrates an example process flow for pro-
cessing electronic payment transactions using the example
architecture of FIG. 5, according to one embodiment;
[0028] FIGS. 7A-D illustrate several example merchant
system-hardware payment handler configurations, according
to one embodiment; and

[0029] FIGS. 8A-B illustrate several example software
merchant system-software payment handler configurations,
according to one embodiment.

DETAILED DESCRIPTION

[0030] A configuration system (e.g., 150) may work with
numerous payment processing systems (e.g., 140) to develop
processor applications and merchant profiles used for
enabling payment handlers (e.g., 120) to operate therewith
(create electronic payment transactions with correct data and
in correct format). The configuration system (payment sys-
tems configuration server (PSCS)) may develop the processor
applications in order to create and format electronic payment
transactions as required by the payment processing system in
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order to process electronic payment transactions. The con-
figuration system may create merchant profile templates that
define the necessary parameters regarding the merchant
account for the specific payment processing systems. The
configuration system may then create the merchant profiles
by entering data related to the merchant account into the
merchant profile template.

[0031] Inorder to expedite the development and loading of
the merchant profiles the configuration system may provide
the payment processing systems, equipment manufactures,
dealers, installers, system integrators, financial service sales
companies, vendors, merchants, or other parties associated
with the execution of a merchant account and the installation
and configuration of the payment handler required to process
electronic payment transactions (hereinafter referred to as
merchant account parties) access to the configuration system.
Each of the authorized merchant account parties may be
provided with an account in the configuration system. The
accounts may provide the merchant account parties access to
the configuration system to create merchant profiles and
download the merchant profiles for storage on the payment
handlers.

[0032] The merchant account parties may log into the sys-
tem and access an appropriate merchant profile template that
they utilize to create the merchant profile for the merchant
based on the merchant account. The login may direct the
merchant account party to the appropriate template if the
merchant account party (or that particular login) is associated
with a single payment processing system. If the merchant
account party deals with multiple payment processing sys-
tems or deals with multiple different account types (that
require different merchant profiles) for a single payment pro-
cessing system the merchant account party may have to select
the appropriate template after logging in.

[0033] The access to the configuration system enables the
merchant account parties to create the merchant profiles
remote from the configuration system. The access may be via
aweb based interface or may be via a direct connection to the
configuration system. The merchant account party may be
provided with a screen (or screens) that prompts them for the
data necessary to create the merchant profile. After the mer-
chant account party has entered the data, the configuration
system may validate that all necessary data has been entered
and is the appropriate format (e.g., merchant identification is
correct number of characters). Once the data is validated the
merchant profile may be created.

[0034] Inan alternative embodiment, the merchant account
party may upload a file into the configuration system rather
then entering the data. The uploaded file may be a merchant
profile (contain same data and be in same format). Alterna-
tively, the uploaded file may be a format that the configuration
system can extract data from in order to create the merchant
profile. The configuration system may validate the uploaded
data.

[0035] When a merchant account is established in the pay-
ment processing system, a merchant account party may
access (log in to) the configuration system to create the mer-
chant profile as soon as the merchant account is created and
the information is available. The merchant profile may be
created anywhere the merchant account party has access to
the configuration system (e.g., anywhere they have web
access). The merchant account party may create the merchant
profile prior to installation at the merchant location or while
performing the installation. The created merchant profile may
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be loaded/stored in the payment handler at the time it is
created or may be stored at a later time.

[0036] The payment handler utilized may have the proces-
sor application preloaded therein (may take a payment han-
dler associated with the payment processing system). Alter-
natively, the merchant account party may access the
configuration system and have the appropriate processor
application downloaded. The processor application may be
loaded/stored on the payment handler at any time up through
installation at the merchant site. The processor application
and the merchant profile may be loaded/stored at the same
time.

[0037] The merchant account party that creates the mer-
chant profile (merchant profile creator) may control access to
and/or modification of the merchant profile (ID/password
protected) as well access to the processor application. The
merchant profile creator may also load the merchant profile/
processor application on the payment handler and/or install
the payment handler. Alternatively, the merchant profile cre-
ator may provide other merchant account parties with access
to the configuration system in order to load the merchant
profile/processor application on the payment handler. The
merchant profile creator may grant access to other parties by
providing the ID/password (thus giving full access) or may
create guest accounts that may provide a range of access
authority. The merchant profile creator may assign control
thereof to another merchant account party (e.g., sales may
assign to installers).

[0038] A computing device (e.g., laptop computer) may be
utilized to assist the payment handler contact the configura-
tion system in order to have the merchant profile/processor
application downloaded thereto for storage therein. The mer-
chant profile/processor application may be downloaded from
the configuration system via the communications medium
associated with the payment handler. Alternatively, the con-
figuration system may download the merchant profile/pro-
cessor application to the computing device (presumably a
faster connection and processor resulting in a faster down-
load) and the computing device may load the merchant pro-
file/processor application on the payment handler.

[0039] FIG. 3 illustrates an example process flow for pro-
viding access to the configuration system. Initially, the opera-
tor of the configuration system establishes a relationship with
a payment processing system in which the configuration sys-
tem agrees to support transactions thereto 300. The configu-
ration system generates a processor application that isused by
a payment handler to generate electronic payment transac-
tions in a format required by the payment processing system
310. The configuration system then generates a merchant
profile template that identifies all the merchant/merchant
account specific data that is necessary to process the elec-
tronic payment transactions 320. The merchant profile tem-
plate and the processor application are linked together. The
configuration system identifies parties that may have access
to the configuration system in order to create merchant pro-
files for merchants that enter into merchant agreements with
the payment processing system 330. The parties may include
the payment processing systems, equipment manufactures,
dealers, installers, system integrators, and financial service
sales companies.

[0040] FIG. 4 illustrates an example process flow for estab-
lishing a merchant account and processing electronic pay-
ment transactions therefore. Initially, a merchant agreement
is entered into between a payment processor and a merchant
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that identifies various electronic payment transaction param-
eters. The merchant agreement may be entered into by the
payment processor or by other entities selling merchant
accounts for the payment processor. A merchant account is
created in the payment processing system 400 based on the
agreement. The merchant account may include various iden-
tifications (e.g., account, merchant). Once the merchant
account is established a merchant account party may utilize
the configuration system to create a merchant profile 410.

[0041] The merchant profile created may be downloaded to
a payment handler to be utilized by the merchant 420. The
merchant profile may be stored therein for processing of
electronic payment transactions. The payment handler may
already be associated with the appropriate payment process-
ing system (processor application already loaded therein) or
the processor application may also be downloaded to and
stored on the payment handler as part of the installation/
configuration.

[0042] The installation/configuration of the payment han-
dler may include validating the operation of the payment
handler by processing one or more test electronic payment
transactions 430. If the test transactions are processed/vali-
dated 440 Yes, the merchant can process electronic payment
transaction 450. If the test transactions can not be processed/
validated 440 No, the merchant account party needs to
troubleshoot 460. The troubleshooting may include modify-
ing the merchant profile created (420) or restoring/reloading
the merchant profile (430).

[0043] The payment handlers may be assigned a unique
identification (e.g., serial number, device identification
(DID)). The unique ID may be programmed in the payment
handler as a permanent identification that may not be modi-
fied. The unique ID may be programmed into the payment
handler by a manufacturer when the payment handler is pro-
duced. For a hardware payment handler the unique ID may be
programmed into non-volatile, non-programmable memory.
For a software payment handler the unique ID may be stored
in the program. The unique ID may be presented on the
payment handler (e.g., with a label affixed thereto, engraved
therein) so that the unique ID is known.

[0044] The unique ID of the payment handler used by a
merchant may be linked to the merchant profile for the mer-
chant. The unique ID may be linked to the merchant profile by
a merchant account party. The unique ID may be associated
with the merchant profile when the merchant profile is created
or after the profile is created. The unique ID may be associ-
ated with the merchant profile prior to installation at the
merchant location or during installation. The association of
the unique ID to the merchant profile may be required to
activate the merchant account.

[0045] The unique ID may be utilized by the configuration
system to manage and control the use of the payment han-
dlers. For example, the configuration system may track
whether the payment handler was purchased and/or rented by
the merchant, what processor application is associated with
the payment handler and whether the processor application
has been purchased and/or rented, and whether there is a
service contract on the payment handler. Tying the various
parameters to unique ID enables the configuration system to
control what level of access should be provided to what pay-
ment handlers. The configuration system may turn processor
application access on or off, or charge for processor applica-
tions, depending on the status associate with the unique ID.
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[0046] For example, if the payment handler was purchased
with an associated processor application, during installation
of'the payment handler a merchant account party may access
the configuration system and provide the unique ID. The
configuration system may look up the status of the unique ID
and after validating the status of the unique ID may download
a processor application and possibly the merchant profile
associated therewith. The access to the configuration system
may be via the computing device. The download may be
directly to the payment handler.

[0047] If a merchant account party accesses the configura-
tion system and attempts to load a different processor appli-
cation onto the payment handler, the configuration system
may determine that the unique ID is not associated with that
processor application and disallow the load, or allow for it
with payment for the new processor application. If a merchant
account party attempts to reload the processor application
and/or merchant profile for a rented payment handler and/or
rented processor application and the rent has not been paid the
configuration system may preclude the load until the rent is
paid.

[0048] If the payment handler can not access the merchant
profile when it attempts to create an electronic payment trans-
action it may send the configuration system a request for a
down load of the merchant profile where the request includes
the unique ID. The configuration system validates the unique
ID and determines the merchant profile associated therewith
and downloads the merchant profile to the payment handler.
The configuration system may automatically download the
appropriate processor application with the merchant profile.
[0049] If the payment handler experiences problems, the
merchant account party (possibly the merchant) may access
the configuration system and request that the payment han-
dler be reconfigured (e.g., have merchant profile and/or pro-
cessor application reloaded).

[0050] Ifitis determined that the merchant profile needs to
be recreated, a merchant account party may access the con-
figuration system and create the new merchant profile and
have the new profile downloaded to the payment handler (the
associated processor application may also be downloaded).
[0051] Ifit is determined that there is a problem with the
payment handler and that a new unit is required, a merchant
account party may access the configuration system and
change the unique ID associated with the merchant account
and then download the appropriate data to the new payment
handler. The new payment handler preconfigured can be
delivered to the merchant for installation. The unique ID of
the old payment handler may remain associated with the
merchant in an inactive state until the merchant returns the
payment handler. If the merchant doesn’t return the unit they
may be charged accordingly. Once the payment handler is
returned it may be disassociated with the merchant. If the
returned payment handler is repaired the unique 1D may be
reprogrammed and the unit may be made available for a new
merchant. The unique ID is reprogrammed rather releasing
the existing unique ID in order to avoid inadvertent process-
ing of transactions for the new merchant to the old merchant.
[0052] A merchant account may provide limited reloads
and/or reconfigures unless a service agreement is purchased.
When a merchant account party attempts to reload and/or
reconfigure a payment handler the configuration system may
determine if a service agreement is in place for the unique ID.
If a service agreement is in place the configuration system
may allow reloading/reconfiguring. If a service agreement is
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not in place and the number of reloads/reconfigurations has
been exceeded the configuration system may not allow the
reload/reconfiguration, may charge for the reload/reconfigu-
ration or may provide the option to purchase a service agree-
ment.

[0053] The remote access to the configuration system by
merchant account parties to create merchant profiles and to
load the merchant profiles and/or the processor applications
expedites the creation, configuration and troubleshooting
time. The use of the unique ID makes access to the appropri-
ate account easier and also provides the configuration system
with additional management and control over the payment
handlers and the merchant accounts.

[0054] According to one embodiment, a processing switch
(multi merchant processing server (MMPS)) is utilized to
receive electronic payment transactions that are only identi-
fied by the unique ID, look up the merchant profile and
processing application associated with the unique ID, and
reconfigure the electronic payment transactions to include the
associated merchant profile prior to forwarding the electronic
payment transactions to the payment processing system.
Accordingly, the payment handlers need not have the mer-
chant profile loaded therein. Furthermore, the payment han-
dlers may contain the same processor application regardless
of what payment processing system is processing the elec-
tronic payment transactions. The processor application may
create and format the electronic payment messages in a for-
mat that may be processed by the processing switch. The
processing switch may have various processor applications
stored therein that define the different formats necessary for
creating electronic payment transactions for the payment pro-
cessing systems that it supports.

[0055] FIG. 5 illustrates an example architecture used to
process electronic payments for merchant transactions. The
architecture includes the merchant system 510, the payment
handler 520 having a unique ID, the communication network
530, the processing switch (MMPS) 540, and the payment
processing system 550.

[0056] The payment handler 520 may receive transaction
data (payment amount) and electronic payment information
and process the information to create an electronic payment
transaction. The payment handler 520 may add the unique ID
in the electronic payment transactions. The unique ID may be
embedded into the electronic payment transaction or may be
included in header data for the electronic payment transaction
message. The payment handler 520 does not require program-
ming/configuration of the merchant profile and does need not
to have memory for storing the merchant profile.

[0057] The processing switch 540 may store client side
merchant profiles for various merchant accounts (and associ-
ated merchants) and may associate the unique ID of the pay-
ment handler 520 used by the merchant with the merchant
(and their client side merchant profile). The processing switch
540 may receive the electronic payment transactions from the
payment handlers 520 having the unique ID included and may
look up the unique ID and retrieve the associated merchant
profile and associated processor software. The processing
switch 540 may then reformat the electronic payment trans-
action in accordance associated processor software and the
merchant profile and forward the reformatted electronic pay-
ment transaction to the payment processing system 550.
[0058] Theuse of aunique ID for the payment handler 520,
and the correlation of the unique ID to the merchant profile in
the processing switch 540 enables the configuration required
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to process electronic payment transactions for a merchant to
be moved upstream from the payment handler 520 to the
processing switch 540. The formatting of the electronic pay-
ment transactions, and inclusion of the merchant profile
therein, required by the payment processing system 550 is
performed by the processing switch 540 instead of the pay-
ment handler 520.

[0059] The processing switch 540 may provide merchant
account parties access thereto to create merchant profiles, to
associate the merchant profiles to the unique ID for the asso-
ciated payment handler 520, and to configure the payment
handlers (e.g., download processor application that formats
electronic payment transactions for the processing switch).
The processing switch 540 may be utilized to manage and
control the use of the payment handlers 520 as described
above with respect to the configuration system 150.

[0060] FIG. 6 illustrates an example process flow for pro-
cessing electronic payment transactions using the example
architecture of FIG. 5. Initially the merchant system pro-
cesses a transaction for a customer 600. Electronic payment
information (e.g., credit card number) is received from the
customer to pay for the transaction 610. The transaction infor-
mation (payment amount) and the electronic payment infor-
mation are provided to the payment handler where the infor-
mation is processed and the unique ID associated therewith is
added to create an electronic payment transaction and the
electronic payment transaction is forwarded to the processing
switch 620. The payment handler may be configured to com-
municate with the processing switch.

[0061] The processing switch extracts the unique ID and
looks up the merchant profile associated therewith 630. The
processing switch then reformats the electronic payment
transaction in accordance with the merchant profile 640. The
reconfiguration includes removing the unique ID and adding
the data that the payment processing system requires in order
to validate and process the electronic payment. The reformat-
ted electronic payment transaction is provided to the payment
processing system where the electronic transactions are pro-
cessed 650.

[0062] The payment handlers described above with respect
to FIGS. 1-6 may be provided in various different configura-
tions. The configurations may be based on the type of mer-
chant system and communication network being utilized. The
payment handlers may have a unique ID associated therewith.
The payment handlers may include memory and have the
merchant profile and processor application stored therein if
the electronic payment transactions are formatted for and
provided to the payment processing system.

[0063] FIGS. 7A-D illustrate several example merchant
system-hardware payment handler configurations. FIG. 7A
illustrates an example configuration where the communica-
tions network 730 utilized is the public switched telephone
network (PSTN). The payment handler 720 (DialTran) may
include a processor to process the transactions and a tele-
phone modem (communication device) and a telephone jack
(output interface) to transmit the transactions over the PSTN
730. For ease of illustration, the processor, the modem, and
the jack are not illustrated. A telephone cable may be used to
connect the DialTran payment handler 720 to the PSTN 730.
Alternatively the telephone modem may be separate from the
DialTran 720 and connected thereto. As there are a plurality
of different modems that utilize different operational param-
eters configuration problems may occur in this alternative
embodiment. Accordingly, the DialTran 720 may be config-
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ured to work with a select number of modems and the system
will only be guaranteed to work (avoid configuration prob-
lems) with one of the select modems.

[0064] FIG. 7B illustrates an example configuration where
the communications network 730 utilized is the Internet. The
payment handler 720 (IPTran) may include a processor (not
separately illustrated) to process the transactions and break
the data into packets for transmission over the Internet 730.
The IPTran payment handler 720 may be physically con-
nected to a DSL data modem and/or router (DSL/Cable
router/modem) 722 via an Ethernet cable or may have a
wireless connection therebetween. The DSL/Cable router/
modem 722 may provide connectivity to the Internet 730 via
telephone or coaxial cable. As there are a plurality of different
modems/routers 722 that utilize different operational param-
eters configuration problems may occur. Accordingly, the
IPTran 720 may be configured to work with a select number
of modems/routers for each type of Internet connection (e.g.,
DSL, cable) and the system will only be guaranteed to work
(avoid configuration problems) with one of the select
modems/routers. Alternatively, the DSL/cable router/modem
722 may be included within the IPTran 720. A DSL IPTran
may include a DSL. modem/router and a cable IPTran may
include a cable modem router.

[0065] FIG. 7C illustrates an example configuration where
the communications network 730 utilized is the Internet. A
wireless communication device 724 (e.g., wireless network
card) is used to provide wireless connectivity between the
IPTran 720 and the Internet 730. Using a wireless network
may be beneficial for mobile merchant systems or systems
located where it may be difficult or costly to run wired tele-
phone or Internet lines. As there are a plurality of different
wireless communication devices that utilize different opera-
tional parameters configuration problems may occur. Accord-
ingly, the IPTran 720 may be configured to work with a select
number of wireless communication devices and the system
will only be guaranteed to work (avoid configuration prob-
lems) with one of the select ones. Alternatively the wireless
communication device 724 may be within the IPTran 720.
[0066] The merchant may desire to utilize more than one
communication network for processing electronic payments
(e.g., redundant networks for fallback processing). For
example, the merchant may utilize the Internet as their pri-
mary communications network and the PSTN as their redun-
dant network if Internet connection is lost. The merchant may
desire to connect to the communications network in more
than one fashion (e.g., wired and wireless). For example, if
the merchant moves the merchant system to a remote location
they may switch from connecting to the Internet via a DSL/
cable modem/router to a wireless connection. The merchant
could utilize multiple payment handlers to enable communi-
cations over multiple communication networks (e.g., PSTN,
Internet) or to provide multiple connections (e.g., wired,
wireless) to the communications network. For example the
merchant may have an IPTran for Internet communications
and DialTran for PSTN communications.

[0067] Preferably, the payment handler may be capable of
utilizing more than one communication network or more than
one connection to process electronic payment transactions.
The payment handler may automatically switch from com-
municating over the primary communication network to the
secondary network if there is a problem/failure with the pri-
mary network. The payment handler may also permit the
merchant to selectively switch between which communica-
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tion network is utilized or between how the connection to the
communication network is established.

[0068] FIG. 7D illustrates an example configuration where
the primary communications network 730 utilized is the
Internet with the PSTN as the fallback. The payment handler
720 may be a combination of a dial link modem and an IPTran
with functionality for automatically switching upon an error
in the IPTran or the Internet connection or to allow manual
switchover (TwinTran).

[0069] FIGS. 8A-B illustrate several example software
merchant system-software payment handler configurations.
FIG. 8A illustrates an example configuration where the soft-
ware merchant system 810 (e.g., point of sale (POS) applica-
tion) and the software payment handler 820 (epay) are run-
ning and interfaced together on the same device (e.g.,
computer) 812. The unique ID used to identify the ePay 820
may be a serial number associated with the ePay 820 or may
be a MAC 1D associated with the device 812 the software is
running on. The merchant system 810 and the ePay 820 are
not limited to running on the same device. Rather, the mer-
chant system 810 and the ePay 820 could be run on separate
devices capable of communicating with one another without
departing from the current scope. In fact, several merchant
systems 810 could be networked to a single ePay 820.
[0070] The ePay 820 may configure the data for processing
by the processor switch 840. The device 812 may be con-
nected to a communication device (e.g., modem, DSL/Cable
router/modem, wireless network card) 826 for providing con-
nectivity to the communication network 830 (e.g., PSTN,
Internet). The device 812 may be wired to the communication
device 826 (e.g., via an Ethernet cable) or may have a wireless
connection therebetween. Alternatively, the communication
device 826 may be included within the device 812.

[0071] Likethe hardware merchant system it is possible for
the software merchant system to have redundant paths to
communicate with the processor switch 840. For example, if
the device 812 has multiple communication devices available
to it, redundant communication paths can exist between the
ePay 820 and the payment processing center 850.

[0072] FIG. 8B illustrates an example configuration having
a modem 328 to communicate with the PSTN 830, and a
DSL/Cable router/modem 822 and a wireless network card
824 to communicate with the Internet 830. The merchant
system 810 and the ePay 820 may be loaded on the same
device or different devices. The modem 828, the DSL/Cable
router/modem 822 and/or the wireless network card 824 may
be contained within the device having the ePay 820 loaded
thereon or on separate devices or may be standalone devices.
[0073] Although the disclosure has been illustrated by ref-
erence to specific embodiments, it will be apparent that the
disclosure is not limited thereto as various changes and modi-
fications may be made thereto without departing from the
scope. Reference to “one embodiment” or “an embodiment”
means that a particular feature, structure or characteristic
described therein is included in at least one embodiment.
Thus, the appearances of the phrase “in one embodiment” or
“in an embodiment™ appearing in various places throughout
the specification are not necessarily all referring to the same
embodiment.

[0074] An embodiment may be implemented by hardware,
software, firmware, microcode, or any combination thereof.
When implemented in software, firmware, or microcode, the
elements of an embodiment are the program code or code
segments to perform the necessary tasks. The code may be the
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actual code that carries out the operations, or code that emu-
lates or simulates the operations. A code segment may repre-
sent a procedure, a function, a subprogram, a program, a
routine, a subroutine, a module, a software package, a class,
or any combination of instructions, data structures, or pro-
gram statements. A code segment may be coupled to another
code segment or a hardware circuit by passing and/or receiv-
ing information, data, arguments, parameters, or memory
contents. Information, arguments, parameters, data, etc. may
be passed, forwarded, or transmitted via any suitable means
including memory sharing, message passing, token passing,
network transmission, etc.

[0075] The program or code segments may be stored in a
processor readable medium or transmitted by a computer data
signal embodied in a carrier wave, or a signal modulated by a
carrier, over a transmission medium. The “processor readable
or accessible medium” or “machine readable or accessible
medium” may include any medium that can store, transmit, or
transfer information. Examples of the processor/machine
readable/accessible medium include an electronic circuit, a
semiconductor memory device, a read only memory (ROM),
aflash memory, an erasable ROM (EROM)), a floppy diskette,
a compact disk (CD-ROM), an optical disk, a hard disk, a
fiber optic medium, a radio frequency (RF) link, etc. The
computer data signal may include any signal that can propa-
gate over a transmission medium such as electronic network
channels, optical fibers, air, electromagnetic, RF links, etc.
[0076] The code segments may be downloaded via com-
puter networks such as the Internet, Intranet, etc. The
machine accessible medium may be embodied in an article of
manufacture. The machine accessible medium may include
data that, when accessed by a machine, cause the machine to
perform the operations described in the following. The term
“data” here refers to any type of information that is encoded
for machine-readable purposes. Therefore, it may include
program, code, data, file, etc.

[0077] All or part of an embodiment may be implemented
by software. The software may have several modules coupled
to one another. A software module is coupled to another
module to receive variables, parameters, arguments, pointers,
etc. and/or to generate or pass results, updated variables,
pointers, etc. A software module may also be a software driver
or interface to interact with the operating system running on
the platform. A software module may also be a hardware
driver to configure, set up, initialize, send and receive data to
and from a hardware device.

[0078] An embodiment may be described as a process
which is usually depicted as a flowchart, a flow diagram, a
structure diagram, or a block diagram. Although a flowchart
may describe the operations as a sequential process, many of
the operations can be performed in parallel or concurrently. In
addition, the order of the operations may be re-arranged. A
process is terminated when its operations are completed. A
process may correspond to a method, a function, a procedure,
a subroutine, a subprogram, etc. When a process corresponds
to a function, its termination corresponds to a return of the
function to the calling function or the main function.

[0079] The various embodiments are intended to be pro-
tected broadly within the spirit and scope of the appended
claims.

What is claimed:

1. A method for creating a merchant profile that includes
data required by a payment processor to process electronic
payment transactions for a merchant, the method comprising
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providing parties associated with a merchant account

access to a configuration system;

accepting input from the merchant account parties related

to the merchant account between the payment processor
and the merchant;

validating the input;

notifying the merchant account parties if any required

information is missing or invalid;

processing the input to create the merchant profile; and

storing the merchant profile for the merchant.

2. The method of claim 1, wherein the accepting input
includes providing a user interface for the payment processor
to enter the input.

3. The method of claim 2, wherein the user interface is a
webpage.

4. The method of claim 1, wherein the accepting input
includes receiving a file containing information related to the
merchant account.

5. The method of claim 1, further comprising down-load-
ing the merchant profile to be stored on a payment handler
that is used to process electronic payment transactions for the
merchant.

6. The method of claim 1, further comprising associating
the merchant profile with a unique ID for a payment handler
used to process electronic payment transactions for the mer-
chant.

7. The method of claim 6, wherein the associating includes
accepting data regarding the association of the unique ID and
the merchant profile from the merchant account parties.
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8. The method of claim 6, further comprising

receiving a request for the merchant profile for a merchant,
wherein the request is identified by the unique ID for the
payment handler associated with the merchant;

retrieving the merchant profile associated with the unique
ID; and

down-loading the merchant profile to be stored on the
payment handler.

9. The method of claim 7, further comprising

receiving a request for a processor application, wherein the
request is identified by the unique ID for the payment
handler associated with the merchant;

retrieving the processor application associated with the
unique ID; and

down-loading the processor application to be stored on the
payment handler.

10. The method of claim 6, further comprising

receiving an electronic payment transaction identified by
unique 1D;

retrieving the merchant profile associated with the unique
1D;

reformatting the electronic payment transaction to include
the merchant profile; and

forwarding the reformatted electronic payment transaction
to the payment processor.
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