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ing and bandwidth a) location in wireless mesh networks. Generally, according to one
implementation of the present invention., routing nodes implement a contention-based
media access mechanism and self-allocate bandwidth within a wireless mesh network
by dynamically modifying one or more contention-based transmission control param-
eters. The routing nodes determine a hop count and adjust one or more contention
parameters based at least in part, on the hop count.



WO 2007/103618 A2 {00000 0T 000000 00O 0 O

Declarations under Rule 4.17: For two-letter codes and other abbreviations, refer to the "Guid-
— as to applicant’s entitlement to apply for and be granted a  ance Notes on Codes and Abbreviations” appearing at the begin-
patent (Rule 4.17(ii)) ning of each regular issue of the PCT Gagzette.

— asto the applicant’s entitlement to claim the priority of the
earlier application (Rule 4.17(iii))

Published:

—  without international search report and to be republished
upon receipt of that report



WO 2007/103618 PCT/US2007/062198

Dynamic Modification of Contention-Based Transmission Control Parameters

Achieving Load Balancing Scheme in Wireless Mesh Networks

CROSS-REFERENCE TO RELATED APPLICATIONS AND PATENTS
{0001} This application makes reference to the following commonly owned U5
patent apphcations and/or patents, which are incorporated herein by veference
i their entirety for all purposes:

{0002} 118, Patent Application Ser. No. 10/407 584 in the name of Patrice R,
Calhoun, Robert B. O'Hara, Jr. and Robert J. Friday, entitled "Method and
System for Hierarchical Processing of Protocol Information in a Wiveless LAND
and

{00031 U.S. Patent Application Ser. No. 11/212,287 in the name of Neal Dante
(Castagnoli and Robert J. Friday, entitled "Awomatic Route Configuration in

Hierarchical Wireless Mesh Networks”

FIELD OF THE INVENTION
{0004] The present invention relates to wireless networks and, more
particularly, to methads, apparatuses, and systems directed to load balancing

and bandwidth allocation among routing nodes i wireless mesh networks.

BACKGROUND OF THE INVENTION
{0005} Market adoption of wireless LAN (WLAN) technology has exploded, as
users from a wide range of backgrounds and vertical industries have brought
this technology into their homaes, offices, and incveasingly into the public aw
space. This inflection point has highlighted not only the hmitations of earlier-
generation systems, but also the changing role that WLAN technology now plays
in people's work and lifestyles, across the globe, Indeed, WLANSs are rapidly
changing from convenience networks to business-crifical networks.
Inereasingly, users are depending on WLANSs to improve the timeliness and
productivity of their communications and applications, and in doing so, require

greater visibility, security, management, and performance from their networks.
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{0006} Wiveless mesh networks have become increasingly popular. A typical
wireless mesh network consists of mesh access points {e.g., Cisco SkyCaptain
mesh access points) and wireless clients. To vonstruct self-forming and self:
healing multi-hop wireless mesh networks, each mesh access point finds a route
back to the root node. Thus, a routing protocol is essential for the operations of
wireless mesh networks.

{0007} Traditionally, routing protocol designs follow a strict layerved approach,
where routing decisions are made based only on information available at the
network layer. For instance, many routing protocols for wireless mesh networks
use minimum hop counts as the routing wetric. A hop count is the number of
veuting nodes (also referred o as mesh access points, links, or hops) through
which a packet travels to reach the root node, While atihzing hop count as a
routing metric works well in wired networks, such an approach may suffer from
performance degradation in wireless networks, especially in multi-hop wireless
mesh networks. Two fastors contribute to such performance degradation: 1)
wireless links are versatile and interference is tirne-varying: and 2} contention
bhased wireless media access control IMALD protocols introduce uncertainties in
the system performance. If only network layer information such as the hop
gount is considered, the resulting routing configuration may cause some routing
nodes in the mesh to be heavily congested and thus may adversely affect end-to-
end throughput.

[0008] In addition, the IREE Communications Magazine has been actively
publishing tutorial papers on mesh networks, routing over mesh networks, oS
routing, load balancing routing, and the metrics used therein. However, such
metrics presently do not include end-to-end packet delivery ratio. Some routing
protocols use signal-to-neise ratio (SNE) as a routing metyic. However, one
problem with merely using SNR as a routing metric is that 1t does not take into
account inter-hop interference, congestion level, and hop count. Some routing
protocols may combine SNR and hop count but such a combination still does not

solve the congestion and interference problent.
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{0009] A problem with existing routing protocols is that they fail to choose routes
with the maximuam end-to-end throughput. For instance, 8 metric may view a
two-hop route with high SNER as better than a ong-hop route with mediwn SNE,
but this does not maximize end-to-end throughput. Furthermore, routing
decisions based on SNR are generally approximated by being "too poor” or "good
enough.”® As such, once the "good enough" SNK state is reached, there 18 no
strong correlation between packet delivery probability and SNR, which in turn
implies that SNR may not be a good predictive tool. This feature is recognized
by the nonlinear SNE mapping found in the "Base” metric. The mapping
resembles a smoothed hinary decision. In the "zero" region, the mapping is near
zero then steeply rises towards the transition point. In the "one" region, the
mapping climbs much more slowly. However, presumably for implementation
ease, the shape of the mapping near the transition region does not closely mateh
the packet delivery probability shape.

0010 Cross-layer design techniques have been widely applied to many areas of
routing, such as quality of service {(QoS) routing, load balancing routing, power-
aware vouting, ete. In mobile ad hoc networks {(MANET), load balancing routing
s often combined with QoS routing because voice and video applications utilize

the User Datagram Protocol (ITDP) for packet delivery. Since UDP does not

haveinirerent oW Tom Gl a uu ToONgesUIon Controistinaes, 104U palantiag o
avoid congestion becomes a challenging problem. The most advanced and well-
studied approach is to utilize multiple paths for routing, where two or move
routes are set up simultaneously between the source routing node and the
destination root node. This allows traffic to flow from source routing node to the
root node on all available routes. The source routing nnde determines what
percentage of a flow can be routed to each route. When one route experiences
congesthion, the source routing node is notified, and the congested voute is then
assigned a lesser percentage of the total traffic flow. Even though this {ype of
multiple-path lbad balancing approach is robust against congestion, it requires a
more sophisticated routing schame, which inereases implementation complaxity

and cost. In addition, care has to be taken at the end routing nodes to
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gynchronize flows on different routes. Furthermore, the out-of-order packets
may have to be re-arranged at the destination.

{00111 An alternative way to achieve load balancing is to allow congasted routing
nodes to transmit control packets to inform their neighboring routing nodes of
the congestion situation. This idea was fivst proposed by Ha, Stankovic, La, and
Abdelzaher to solve the congastion problam in wireless sensor networks.
Because wireless sensor networks sharce the same topology as wireless mesh
networks, this idea has also been adopted to solve the congestion problent in
wireless mesh networks. The hasic procedure opevates as follows: Each routing
node monitors its own congestion level. When the congestion level is above a
cevtain threshold, the load balancing procedure 1s triggered and a "back-
pressure” packet is gent to neighboring routing nodes. Upon receiving the back-
pressure packst, a routing nede takes appropriate steps to help reduce
congestion until being further notified. Utilizing back-pressure routing, a
routing node re-voutes ifs packets through other neighboring routing nodes if its
downstream routing node on the current route experiences congestion. A
problem with the back-pressure routing scheme ig that it is primarily directed to
avoiding congestion rather than to achieving maximum end-to-end throughput.
{0012} An intra-mesh congestion control protocol proposed by Intel Corporation®
utilizes a metric based on local queue size to monitor congestion. When the
backpressure builds up significantly at the local routing node, the routing node
informs its upstream neighbors by sending "Congestion Oontrol Request”
messages so that the recipient routing nodes can decrease their transmission
rate avcordingly. Uposn receiving the hack-pressurs packet, the upstream
routing nodes do not choose a different route to transmit. Instead, they may
have to transmit at the reduced rate durmg an extended penod. Consequently,
the end-to-end throughput may be reduced.

{0013} Other load-balancing routing protocols have also been proposed for
wireless sensor networks. However, in sensor networks, power pregeyvation is
the main goal whereas achieving higher end-to-end throughput is less

maporiant.
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{0014} In light of the foregoing, a need in the art exists for methods,
apparatuses, and systems that address the foregoing problems and that
facilitate load balancing in wirelsss mesh networks, Ewbodiments of the

present invention substantially fulfill this need.

DRESCRIPTION OF THE DRAWINGS
{0015} Figuare 11s a functional block diagram that illustrates a hierarchical
wireless mesh network according to an implementation of the present invention.
[0016] Figure 2 is a schematic diagram Hlustrating the logical configuration,
according to one implementation of the present invention. of a wireless routing
node.
[0017] Figure 3 1z a flow chart illustrating a process flow, according to one
implementation of the present invention, associated with the computation of
routing metrics,
j0018] Figare 415 a flow chart illustrating a process flow, according to one
implementation of the present invention, associated with computing contention

parameters.
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DESCRIPTION OF PREFERRED EMBODIMENT(S)
A Overview
{0019] The present invention provides methods, apparatuses, and systems
divected to load balancing and bandwidth allocation in wireless mesh networks.
Generally, according to one implementation of the present invention, routing
nodes employ a contention-based media access scheme (such as the Cavrier
Sense Multiple Access with Collision Aveidance {(CSMA/CA), and Enhanced
Distributed Controlled Access (EDCAN and self-allocate bandwidth within a
hierarchical wireless mesh network by dynamically modifying ene or morve
contention-based transmission control parameters {contention parameters). In
one mmplementation, each routing node modifies its contention parameters
associated with a given class of fraffic {such as data traffic). The values of the
contention-based transmission control parameters are based on hop count,
where hop count is the number of hops from the instant routing node to the root
node in the hierarchical wireless mesh network. (Generally, routing nodes at
higher levels in the hievarchical mesh network {in other words, those closer to
the root node! experience higher load as they must also forward traffic to and
from routing nedes at lower levels of the hierarchy. As described in more detail
below, in one nuplementation, some routing nodes such as those with lower hop
counts transmit packets on average more aggressively (as determined by more
aggressive contention-based transmission control parameters) than routing
nodes with higher hop counts thereby balancing the load of the wireless
network. As a result, higher-level (Le., upstream) routing nodes are allowed on
average a higher throughput capacitv/bandwidth than lowerdevel (e,
downstream) routing nodes. In other words, higher-level routing nodes are
given a highey priovity than lower-level routing nodes.
{0020} In a contention-based coordination scheme (such as the enhanced
distributed controlied access (EDCA) media access control (MAC) layer
parameters defined in the IEEE 802 .11e draft standard), the MAC layver will
check the physical and virtual cavriey sense mechanisms for an indication that

the medium is free for a Axed period Gn EDCA, an arbitrated inter-frame space
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AIFS) and that the MAC back-off timer has expired. If these conditions are met,
the MAC can transmit, If the wireless medium is busy at the time of attempted
transmission, the MAC will defer until the wireless medium is free, and then
wait for a fixed period of time and a back-off period before attempting
transmission. Generally, the back-off period includes a random element. That
i, the back-off period is randomly chogen gecording to a uniform distribution of
time slots between 0 and a contention window (CW)., CW is initially assigned a
minimum value, and is doubled after a transmission fails up to a maximum
value. In EDCA, the contention-based parameters discussed above differ across
different priority or access classes, providing more aggressive parameters to
higher priority traffic and less aggressive parameters to low priority traffic,
{0021} As described in more detail below, i one implementation,
implementations of the present invention modify at least one of the contention
parameters associated with one or more priority or access classes. As discussed
above, one contention pavameter is referrved to as an arbitration interframe
space (AIFS). Another contention parameter is referred to as a minimum
contention window (CWuyn ). In one implementation, CWaui, » defines an initial
upper limit of an interval range within which a routing node waits, or backs off,
before transmitting a packet for the Orst time or before retransmitiing a packet
that bas failed {o successtully transmit. Another contention parameter is
referred to as 2 maximmam contention window {(CWaae ), In one
implementation, CWae s defines a maximum upper hmit to which CW may
increase. As described below, rowting nodes in the wireless mesh self allocate
bandwidth (for at least one access class) by computing one or more of these
EDCA parameters for one or more access classes. In one implementation, these
conyputations ave executed after the routing node has selected a parent routing
node in the hierarchal mesh and determined its hop count o the root node.
{0022} The bandwidth allocation tmplementations described above may operate
in conjunctivn with various routing schemes. For example, as described below,
m ome waplementation, routing nodes in a wireless mesh network combine

metrics corresponding to the link and network layers to select a route to a root
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node in the wireless mesh network. In one implementation, for each neighbor, a
given routing nods computes a routing metric, which is based on the comyputed
routs cost and hop count, and selects a preferred neighbor as the parent routing
node based on the best routing metric. As described in more detail below, aftey
the routing nodes have established parent routing nodes. the routing nodes may
enmploy a contention-based mwedia access scheme, such as CSMA/CA andlor
EDCA, and self-allocate bandwidth within the wireless mesh network by

dynamically modifving one or more contention parameters,

B. Exemplary Wireless Mesh Network Svstem Architecture

B.1. Mesh Network Topology
{0023} For didactic purposes, an embodiment of the present invention is
deseribed asg operating in a hierarchical wireless mesh network illustrated in
Figure 1. The present mvention, however, can operate in a wide variety of
hierarchical mesh network configurations. Figure 1 illustrates a wireless mesh
network according to an implementation of the present invention. In one
implementation, the wireless mesh network includes a wireless mesh control
system 20, and a plurality of routing nodes. In one implementation,
implementations of the present invention achieve a hierarchical architectural
routing overlay imposed on the mesh network of routing nodes to create a
downstream divection towards leaf rovting nodes 34, and an upstream divection
toward the root nodes 30, For example, in the hierarchical mesh network
lustrated in Figure 1, first hop routing node 1 30 is the parent of intermediary
routing node 3 32, In addition, intermediate routing vode 3 3% is the pavent to
leaf routing node 5 34 and wtermediate routing node 6 32. Inone
implementation, this hieravchical relationship is used in routing packets
between wireless clients 40, or between wireless chients 40 and network 50, In
the wireless mesh network illustrated in Figure 1, the routing nodes arve
arranged in two hisrarchical free structures——one root node ig routing node 1,
while the other root node is vouting node 2. Of course, a variety of hierarchical

configurations are possible including a fewer or greater numbey of hierarchical
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tree structures. Still further, the hierarchical configuration may be dynamic in
that the parent and child relationships between routing nodes may change
depending on factors such as congestion, node failures, and the like. As
discussed in move detail below, implementations of the present mvention allow
for automatic configuration of the hievarchical routing overlay. In addition,
some implementations of the present invention adapt to changing conditions of
the hierarchical mesh network, such as RF interference, node failures. and the
ike.

{0024} The routing nodes in the mesh network, 11 one mimplementation, genevally
mclude one radio, operating in a fiest frequency band, and an associated
wireless communication functionality to communicate with other routing nodes
to thereby implement the wireless backbone, as discussed more fully below. All
or a subset of the routing nodes. in one implementation, also include an
additional radio, operating in a second, non-interfering frequency band, and
other wireless communication functionality to establish and maintain wireless
connections with mobile stations. such as wireless client 40. For example, in
802.11 wireless networks, the backbone radios on the wiveless routing nodes
may transmit wireless packets betwesn each other using the 802.11a protocol on
the 5 GHz band, while the second radio on each wireless node may interact with
wireless clients on the 2.4 GHz band (802.11b/g). Of course, this relation can
also be reversed with backhaul traffic using the 802.11b/g frequency band, and
client traffic using the 802.11a band. In other implementations, however, a
single radio {and frequency band) is used to support both backbone and client
traffic.

[0025] In one implementation, the backbone or backhaul radios of routing nodes
for a given tree aye set to the same channel within the backhaul frequency band.
Collectively, the vouting nodes, in one implementation, use the Carrier Sense
Multiple Access with Collision Aveidance (CSMA/CA) disclosed in the IREE
802.11 standard to coordinate fransmissions in the wirsless mesh. Other
contention-based transmission mechanisms can also be used. Additionally, a

variety of channel assignment schemes can be used, For example, for a given
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routing node, the operating channel! for upstream data transfer, in one
implementation, can be different than the operating channel used for
downstream data transfer. For example, wireless transmissions between
youting node 1 and routing node 3 can occur on channel 1, while routing node 3
comntunicates with routing node & and vouting node 6 on channel 2. In one
implementation, the upstream and downstream channels assigned o a given
renting node are non-overlapping channels, while in other implementations they
ave overiapping channels. In one implementation, the channel assignments
between routing nodes arve statically configured. In other implementations,
operating channels can be dynamically assigned. However, this channel
assignment scheme is not required by the present invention. In other
mplementations, all routing nodes in the mesh network operate on the same
channel within the backhaul frequency band.

[0026] As discussed more fully below, each routing node in the mesh network, in
one implementation, is operative to transmit and veceive packets from other
routing nodes accovding to a mesh vouting hierarchy. Bach mesh routing node,
in one implementation, is further operative to establish and maintain wireless
cennections to one or more wireless clisnt devices 40, A mesh network control
systern 20, in one lmplementation, is operative to monitor which routing node
that each warelsss client 1s associated and operative to route packets destined
for the wireless cliente to the wireless routing node to which the client 1s

associated.

B.2, Mesh Routing Node Configuration
{0027} The following daseribes, for didactic purposes, the configuration of a2 mesh
routing node according to one ymplementation of the present invention. Othey
routing node configurations are possible. Figure 2 1s a schematic diagram
llustrating the logical and/or functional components of a routing node according
to one implementation of the present inventiont. The routing node illustrated in
Figure ¥ includes a wireless backbone interface unit 80 operating in a first

frequency band, and a WLAN interface unit 80 operating in a second frequency

10
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hand. Specifically, as Figuave 2 iltustrates, a mesh routing node generally
contprises routing nnde control processor 70, wireless backbone interface unit
60, and WLAN interface unit 80. In one implementation. the routing nods
contrel processor 70, wireless backbone interface unit 60, and WLAN interface
unit 80 are operably connected to each other via a syvstem bus, Wireless back
bone interface unit 60 is operative to transfer wireless frames to npstream
(parent) and downstream (child) routing nodes undsr the contrel of routing node
control processor 70, as discussed more fully below., WLAN interface unit 80, in
one implementation, is operative to transfer wireless frames to and from
wireless chients 40 under control of youting node control processor 70.

{0028] Wireless backbone interface unit 60, in one implementation, comprises
first and second antennas 85 and 86, switch 62, backbone radio module 64, and
backhone MAC control unit 66, In other implementations using a single omni-
directional antenna, switch 62 is not required. Backbone radio module 64
includes frequency-based modulation/demodulation funciionality for, in the
recetve direction, demodulating radio frequency signals and providing digital
data streams to backbone MAC control unit 86, and in the transmit divection,
receiving digital data streams and providing frequency modulated signals
corresponding to the digital data stream. In one embodiment, radio module 64
is an Orthogonal Frequency Division Maltiplexed (OFDM)
modulation/demodulation unit. Of course, other modulation and multiplexing
technologies can be employed, such as Frequency Hopping Spread Spectrum
(FHSS) or Direct Sequence Spread Spectrum (DSSS). Backbone MAC control
unit 86 implements data link lavey functionality, such as detecting individual
frames in the digital data streams, evror checking the frames, and the like. In
one embodiment, backbone MAC control unit 86 implements the 802,11 wireless
network protocol {where 802.11, as used herein, generically refers to the IREE
802.11 standard for wireless LANs and all its aimmendments). In one
erabodiment, the functionality described herein can be implemented in a
wireless network interface chip set, such as an 802.11 network interface chip

set. Of course, the present invention can be used in connection with any

11
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suttable radio-frequency-based wireless network protocol. Switch 62 awitches
between first antenna 85 and second antenna 85 under the control of routing
node control processor T4,

j00291 WLAN miferface unit 80 comprises WLAN MAC control unit 82, WLAN
radio module 84, and at least one antenna 87, Similar to backbone interface
umit 60, WLAN radio module 84 includas frequency-based
modulation/demodulation functionality for, in the receive direction,
demodulating radio frequency signals and providing digital data streams to
WLAN MAC control unit 8%, and in the transmit divection, receiving digital data
streams and providing frequency modulated signals corresponding to the digital
data stream. In one embodiment, WLAN radio module 84 18 an Orthogonal
Frequency Division Multiplexed modulation-demodulation unit. In one
smbodiment, radio module 84 implements the OFDM functionality in a manner
compliant with the TREE 802.11a or the B0Z.11g protocol, and operates in either
the 5 GHz or 2.4 GHz band, respectively, WLAN radio module 84 may also
operate in a manner consistent with the 802.11b protocol employing DSSS data
transmission schemes. However, as discussed above, the frequency band in
which the radio module 84 operates is configurad. in one implementation, to be
non-interfering relative to the backbone radie module 64, WLAN MAC control
unit 82 implements data link layver funciionality, such ag detecting individual
frames in the digital data streams, error checking the frames, and the ke, In
one embodiment, WLAN MAC control unit 82 implements the 802,11 wireless
network protocol. Other suitable wireless protocols can be used in the present
invention. In one smbodiment, the functionality described herein can be
mplemented in a wireless network interface chip set, such as an 802,11 network
interface chip set. Still further, WLAN interface unit 80, in one
nnplementation, includes fast path and slow path transmit queues to allow high
priovity traffic {(e.g., management frames) to have better or privritized access to
the communications medium ovey regular network traffic. Wireless backbone

interface unit 60 may have similar priority functionality as well,

12
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{0030} As discussed above, wireless backbone interface unit 60 and WLAN
interface unit 80, in one implementation, operate in different freguency bands.
For example, in one exabodiment, backbone radio module 84 implaments the
OFDM encoding scheme in a manner compliant with the IEEE 802.11a protocol
and, thus, operates in the 5 GHz band. WLAN radio module 84 operates in the
2.4 (GHz band in a manney consistent with either the 802.11b and/for 802.11g
protocol, The use of different frequency bands for wireless backbone tratfic and
chent traffic ensures that wireless clisnt traffic does not substantially affect or
disrupt operation of the wireless backbone implemented by the routing nodes.
Of course, other schemes are possible, as the selection of frequency bands for
wireless backbone traffic and wireless traffic between clients and routing nodes
is a matter of engineeving choice. In other unplementations, different non-
pverlapping channels within the same band can be used for wireless backbone
traffic and client traffic. In other embodiments, each routing node can include
only a single radio for both the backhaul and chient traffic. in yef other
embodiments, the routing nodes may include more than two radios.

{0031} Figure 2 also illustrates the logical configuration of routing node control
processor 70, Rouling node control processor 70, in one implementation,
generally refers to the hardware modules {(e.g., processor, memory), software
modules {e.g., drivers, ete.} and data structures {e.g., frame buffers, queues, etc.)
that control operation of the routing node. In one implementation, routing node
control processor 70 genevally comprises a processor {e.g., a Central Processing
Unit (CPU), ete), a memory (e.g., RAM, EPROMS, etc.), and a system bus
interconnecting the memory, the processor and the network interfaces. Routing
node control processor 70 may further comprise an gpervating system and one ov
more software modules and/or dunivers for implementing the functions described
herein. Routing node control processor 70, as discassed above, controls the
operation of wireless backbone interface unit 60 and WLAN interface unit 80,
both of which may reside on network cards operably connected to the svstem
bus. In one implementation, routing node control processor 70 is operative to

control the operation of wireless backbone interface unit 60 coordinate the

13
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transmission of frames in the upstream and downstream directions. In one
implementation, the routing node control processor 70 may implement an
upstream and downstream phase. During the downstream phase, the routing
node communicates with child routing nodes. In the upstream phase, the
routing node communicates with the parent routing nede.

[0032] As discussed above, wireless backbone interface unit 60, in the receive
direction, provides wireless frames received at first antenna 85 or second
antenna 86 and transmitted to routing node control processor 70. Flag detector
72, in one implementation, is operative to inspect wireless frames received from
pther routing nodes, and to determine whether the wireless frames should he
forwarded along the wireless backbone or to a wirveless chient associated with the
mstant routing node via WLAN interface unit 80. In response to control signals
transmitted by flag detector 72, logical switch 74 transmits the wireless packets
along a WLAN path to WLAN interface unit 80, or along a wireless backbone
path fo the upsiream or downstream queues 77 and 78, As Figure ¥ illustrates,
routing node control processor 70 also inchides logical switch 76 that switches
between upstream transmit and receive gueues 77 and downstream transmit
and receive queuss 78 depending on the current operational phase or mode. For
example, wireless frames received from a parent routing node during an
upstream phase are bufferad m the downstream transmitfveceive queues 78 for
transmission to a child routing node for transmission during the downstream
phase. Oppositely, wireless frames received from a child routing node during
the downstream phase ave bufferad in the parent slot queus 77 for transmission
to the parent routing node during the upstream phase. In one implementation,
routing node control processor 70 maintains separate transmit and receive
gueues for each of the parent and child routing nodes to which the current node
15 associated. In the transmit direction, logical switch 76 switches between the
downstream and upstream gueues depending on the transmission phase. In one
nuaplemeantation, both the upstream and downstream gueunes 77 and 78 may
include separate queuing structuves to achieve a variety of purposes. For

example, routing node control processor 70 may be configured to include fast

14



WO 2007/103618 PCT/US2007/062198

path and slow path gqueues for each of the upstream and downstream queuves 77
and 78. Still further, the routing node contynl procsssor 70 ¢an be configurad to
omit an upstream and downstrean transmission phase, velying mstead on link-
laver contention-based mechanisms to coordinate transmission between parent
and child routing nodes,

{0033} As discussed above, routing node control processor 70 is operative to
awitch between first and second antennas 85 and 86, First antenna 85, in one
implementation. can be used for data transfer with a parent routing node. while
second antenna 86 can be usad for transfer with one or more child routing
nodes, In one embodiment, first and second antennas 85 and 86 are directional
antennas whose peak gains are oriented depending on the location of the parent
and child routing nodes. For example. in one implementation, first antenna 85
is genevally oriented in the direction of the parent routing node. Second
antenna 86 is oriented in the general direction of one or more child routing
nodes. in one implementation, the peak gain and beamwidth of the downstream
directional antennas place an effective limit on the separation between the child
routing nodes. However, in other implementations, the child and parent routing
nodes are not associated with a particular antenna, As discussed more fully
below, the antenna used to communicate with a given routing node can be
determined during a neighbor discovery and maintenance process. Antennas 85
and 85 can be any suitable directional antennas, such as patch antennasg, vagi
antennas, parabolic, and dish antennas. In one embodiment, the peak gains of
the antennas are offset from one ancther in a4 manner that maximizes coverage
in all directions. In another implementation, an omni-divectional antenna can
he used in place of fiest and second antennas 85 and 88, Of course, a plurabity of
omni-directional antennas can also be used in connection with spatial antenna
pattern diversity schemes to ameliorate multipath effects 1 1ndoor and outdoor
systems.

00341 In one exabodiment, the routing nodes include functivnality allowing for
detection of the signal strength and other attributes of the signal received from

neighboring routing nodes. For example, the IEEE 802.11 standard defines a
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mechanism by which RF energy is measured by the circuitry {e.g., chip set) on a
wireless network adapter or interfacs card. The 802.11 protocol specifies an
optional parameter, the received signal strength indicator {RSSI). This
parameter is a2 measure by the PHY laver of the energy observed at the antenna
used to receive the current packet or frame. RSS! is measured between the
beginning of the start frame delimiter {(SFD} and the end of the PLCP header
error check (HEC). This mumnerie value is typically an integer with an allowahle
range of 0-285 {(a -byte value). Typically, 802.11 chip set vendors have chosen
not to actually measure 256 different signal levels. Accordingly. each vendor's
802 11-compliant adapter has a specific maximum RSSI value (*RSEI_Max"),
Therefore, the RF energy level reported by a particular vendor's wireless
network adapter will range between 0 and RSSI_Max. Resolving a given RSSI
value reported by a given vendor's chip set to an actual power value (dBm) can
be accomplished by reference to a conversion table. In addition, some wiveless
networking chip sets also report veceived signal strength in SNR which is the
ratio of Signal fo Noise, rather than or in addition to RSSI which is an absolute
astimate of signal power. Many chip sets include functionality and
corresponding APIs to allow for a determination of signal-to-noise ratios (8NRs)
associated with packets received on the wireless network interfaces. As
discussed more fully below, detected signal attribute mformation can be used in
automatically configuring the mesh network,

[0035] Root nodes 80 and leaf routing nodes 34 can mclude a subset of the
functionality discussed above, since these routing nodses do not have either a
parent or child routing node. For example. both root and leaf routing nodes 30
and 34 can each be configured to include a single directional, or oram-
directional, antenna, Other functionality can also be cmitted such as switch 62,
In one tmplementation, however, each root or leaf routing node can include all
the essential physical functionality discussed above, and be configured to
operate in a root ov leaf vouting mode (as appropriate), where the
downstream/fupstream synchronization functionality is disabled. In that case,

the leaf routing nodes 34, {or example, operate in upstream mode waiting for
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their respective data slots. A configuration mechanism facilitates
reconfiguration and extensions to the mesh network. For example, the wirelsss
mesh network may be extended by simply adding additional routing nodes in
the downstream divection of a leaf routing node and rve-configuring the leaf
routing node.

{0036} Other configurations are also possible. For example, the wireless routing
node can include more than two divectional antennas. For example, each
backbone radio interface ymay be operably connected to four divectional
antennas, whose peak gains arve each oviented at 90 degrees to each other, Still
further, as discussed in more detail below, each routing node further comprises
a neighbor state machine operative to discover and maintain data relating to

neighboring routing nodes, as disclosed in U5, Application Ser. No. 11/213,287.

. Local Link Layer and Network Laver Metrics

[0037] As described above, each routing node generates link layer metrics and
network layer metrvics corresponding to operation of the hackhaul or backbone
network interfaces. Link laver metrics ave statistics measured at the data link
laver and, in one implementation, may include a queued packel delivery vatio
(QPDR) and a transmitted packet delivery ratio {TPDR). Network layer metrics
are statistics measured at the network laver and, in one mmplementation, may

include hop count. QPDR, TPDR, and hop count are described in detail below,

.1, Queued Packet Delivery Ratio and Transmitted Packet Delivery Ratio
{0038} As described above, the QPDR measures the percentage of packets that
are not dropped in a queus, and the TPDR measures the percentage of
successful packet deliveries. These packet delivery ratios indicate the quality

{e.g., congestion and interference levels) of a given routing node.
C.1a Queued Packet Delivery Ratio

{0034 As described above, the QPDR generally indicates the level of congestion

at the link layer obsgerved at a given routing node. More speaifically, in one
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implementation, the QPDR is the ratio between the number of packets that are
written onto the receive/inbound queue and the number of packets that are read

onto the transmitfouthound queue, as shown in the following equation

QPDR = number of packets written onto the transmit gqueue
number of packets read onto the receive queue

{00407 The number of packets that are read onto the transmit/outbound queue
repregent the nmumber of packets that are transmitted from a given routing node,
which includes both successful transmissions and unsuccessful transmissions.
The number of packets that are read onto the receive/inbound queus represent
the number of packets that ave recetved by the routing node. The QPDR can be
a good indicatoyr of the congestion level at a given routing node. A lower QPDR
indicates that the routing node may be vecaiving more packets than it is
transmitting (.e., more coming in than going out). Congestion may cause the
receive gueues at a given routing node to overflow, vequiring that packets be
dropped prior to transmission, Furthermore, because very few packets can be
relayed to the next hop when a routing node 1s heavily congested, some older
packets, after a timeout, may be dropped. Accordingly, a routing node with a
fow QPDR is likely to be experiencing congestion and frequent incoming queune
overflow, which is likely to cause the routing node to drop packets.

{00411 In one implementation, the queued packet drop rate at the routing node 18

1~ GPDR, as shown in the following eguation:

Dyop rate = 1 - GPDR

[0042] The throughput drops exponentially with the increase of the number of
hops, and bandwidth is wasted if data packets are dropped at intermediate
routing nodes. The more hops that a packet {raverses before 1t is dropped, the
more handwidth is wasted. Hence, choosing good links not only helps to
establish reliable routes but also improves end-to-end throughput, becanse

fewer packets are likely to be dropped along the route.
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(:.1.b. Transmitted Packet Delivery Ratio
{00431 As described above, the TPDR measures the percentage of successtul
packet deliveries. Move specifically, in one nuplementation, the TRFDR is the
ratic between the number of successfully transmitted packets and the number of
transmitted packets (including re-transmissions), as shovwn in the following

equation

TPDR = pumber of successfully transmitted packets
number of packet transmission atfempts

{0044} The number of packst transmission attempis represents the number of
attempts to transmit wiveless packets. In one implementation, the number of
attempts may be an actual number of atiempts. In another implementation, the
muaber of atterapts may be an estimated number of attempts. In one
implemantation, the estimated number of attempts may he computed hased on
the number of successiul transmissions (Le., where acknowledgement messages
ave received) plus the product of the number of packets dropped from the
transmit queue and the configured retry limit afier which packets are dropped,

as shown in the following equation’

Estimated attempts = number of successful transmissions + {(number

dropped packets from fransmit gueue ¥ max retry limit)
Pl P 3 A

{0045} The TPDR ratio is a good indicator of the link guality. The TPDR
characterizes the percentage of successtul packet deliveries in noisy and
interference-limited envivonments. Under the collision aveidance mechanisms
in the TREE 802,11 MAO protocol, a routing node may defer if it detects an
interfering soarce, in which case, the routing node may be considered fo
exparience congestion. Furthermors, a routing node may be considerad

interference-imited if the routing node cannot detect the source of the
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interference, and/or if the intevfevence corrupts the data transmission of the
routing node.

{0046} As described above, in one implamentation, the routing nodes may employ
a smoothing function for QPDR and TPDER af the transmitting side and
calculate long-term averages to smmooth the packes delivery ratios. In one
mmplementation, the routing nodes may apply a standard smoothing fanction
such as weighted moving averages or exponential moving averages, as shown in

the following equation:

Ijrepmmd = (1 ﬂ} D past F O Divreni

Alpha (o) is a weighting factor and may be a user-defined value {e.g., a =0.75)

configured as a matier of engineering or design choice.

D, Preferred Neighbor/Route Selection Process

[0047] The QPDR and TPDR described above form certain elemental aspects of
the route configuration process for selecting a neighboring routing node as a
parent routing node for transmitting data packets upstream to the root node,

As described above, in one implementation, neighboring routing nodes, or
“neighbors,” transmit hello messages, each of which contain a data structure
containing a route cost, a hop count, and a node identification (node 1D} to
identify the transmitting vouting node. Roufe cost and hop count are described
in detail below. The neighbor or hello messages can be transmifted on a periodic
basis. Int one implementation, the routing nodes mwaintain the latest information
received from hello messages transmitted from neighboring routing nodes in
association with a time stamyp.

[0048] Figure 3 is a flow chart illustrating a process flow, according to one
implementation of the present invention, associated with the selection of a
parent routing node. In one ymplementation, the process llustrated m Figure 3
van be implemented after an initial neighbor discovery phase and, subsequently,

during a routing maintenance phase. In one implementation, a routing node is

20



WO 2007/103618 PCT/US2007/062198

triggered to begin the selection process by an event. In one implementation, the
event may be the receipt of a hello message from & routing node. In another
nuplementation, the event may be a periodic trigger signal (e.g., every second),

Accordingly, each routing node determines if there is a trigger (302).

D1, Hop Cost
{00491 As deseribed above, in one implementation, each routing node, if
triggered, independently coraputes its hop cost (304). In one implementation,
the hop cost is the locally ohserved QPDR multipliad by the locally chserved

TPDR, as shown in the bllowing equation:

Hop cost = QPDR * TPDR

{00504 The hop cost represents the ratio of successful deliveries at a given
routing node, and mayv algo be referved to as the success delivery ratio at the
curvent hop (i.e., current routing node). In one implementation, each routing
node computes its hop cost upon detection of the trigger and/or periodically {e.g.,
every 5 ms). In one implementation, the routing node accesses various MIB
counters associated with the backhaul network interface to gather the requisite

packet transmission statistics and compute the packet delivery ratios.

1.2, Scan Neighbor List
{0051} Each routing node then scans a neighbor list (308), which provides a list
of neighboring routing nodes as detected by receipt of hello messages. In one
mplementation, each routing node stores information contained in the hello
messages for processing. In one implementation, the neighbor list includes time
stamps so that the routing node can determine whether the information
corresponding to a given routing node is recent enough to be considered in the
route selection processes described hervein. For each qualifying neighbor (308},
each routing node computes a route cost, a hop count, and a routing wetric, as

deseribad in detail below. A qualifving neighbor, for example, canbe a
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neighboring routing node for which the current routing node has received a hello

message within a threshold period of time.

2.3, Route Cost
{0052} In one implementation, a routing node computes a route cost for each
neighbor (310). For ease of illustration, in the examples below, the notation (j)
gignifies the current routing node and associated metricsicosts, and the notation
(i) signifies a neighboring routing node and associated metrics/eosts.
0033} In one implementation, the route cost ) at a given routing node ) is
caleulated by multiplying the route cost (i} advertised by a given neighbor (i) in
a hello message with the hop cost {§) of the routing node (), as shown in the

following equation:

Route cost (.1 = route_cost(i) * hop_cost(j)

{00541 In one implementation, the route cost computed by the current routing
node for a given neighbor represents a success packet delivery ratio that factors
in all packet delivery ratios {e.g., QPDR and TPDR) at all hops from the routing
node through the discovered route to the voot node. The route cost may also be

referred to as the end-to-end packet delivery ratio,

D4 Hop Count
{0055] In one implementation, for sach neighbor, each routing node computes a
hop count {812), which is the number of routing nodes, or hops, through which a
packet travels upstream from a given routing node to the root node. Simulation
results show that the end+te-end throughput varies approximately inverse
Imearly with the number of hops on a given route. Accordingly, to maximize the
end-torend throughput, a routing protocol may reduce the number of hops a
packet needs to travel.
{0056] As described above, a hello message from a given neighbor (D provides the

hop count of the route from the neighbor (i) to the root node. Accordingly, the
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hop count of the routing node (J) velative to the neighbor (1) would be the hop

count () plus 1, as shown in the following equation:

Hop_count §,1) = hop_count (i) + 1

0.5, Routing Metric
{00571 In one implementation, for each neighbor, each routing node computes a
routing metric (314). In one implementation. the routing metric is based on the
computed route cost (§) and the computed hop count (3}, as shown in the

following equatiow
Eel

Routing_metyic () = (1 - route_cost (j,iM * {hop_count (j,i)) ¢
Alpha a is a user defined weighting facior between zero and unity, inclusive. Alpha
& balances the hop eount and the route cost. When alpha a is zero, the routing
protocol essentially results in a minimum hop routing algorithm. in one
implementation, a routing node starts to caleudate its routing metric only after its
hop count is known, Initially (e.g., at start up). both packet delivery ratios are set fo
100% and the route cost i8 set to 0. Therefore, at the neighbor discovery phase, the
routing algorithm is essentially minimum bop routing. Once the routing protocol
enters the route maintenance phase and beging gathering statistics about egelf and
neighboring routing nodes, each routing node can measure its own packet delivery
ratios and may choose a better route based on the newly calculated routing metrics,
[0058} In one implementation, each routing node gelects a preferred neighbor
based on the best routing metric value (316) for upstream packet transmission
to the root node. In one implementation, the best routing metric value is the
smallest value. In one implementation, the voute cost{j) and hop count{j),
devived from the route cost(i} and hop count{i) of the selected neighbor, becomes
the new route cost and new hop count to be transmitted in hello messages to
nther neighbor routing nodes.
[0059] Since gach selected neighbor in tuen has a selected/preferred neighbor as

a parent routing node, the cumulative selaction process across the routing nodas
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in the wirelesa mesh effectively creates a hierarchical routing node configuration
that can dvnantically adjust with node failures and other changes, such as
changes to the RF characteristics of the wireless envivonment. The routing
nodes achieve end-torend throughput by selecting hops (L.e., preferred neighbors)
having optimal hop costs and reduced hop counts. The routing nodes also avoid
heavily congested links and uareliable, interference-limited links ag well as
maximizing end-to-end throughput. Another advantage with embodiments of
the present invention is that at any given time, traffic from a sender to a
destination travels through the optimal voute, Accordingly, neither the source
nor the destination needs to maintain multiple routes at the same time,

{0060} While the implementations below are desermbed m the context of 2 Tree
Rased Routing (TBR) protocol, the metrics describe above and below may be
applied to any mesh routing protocol and any route discovery protocols {e.g.,
reactive and proactive protocols). In one implementation, a TBR protocol has
two phases’ 1) a neighbor-discovery or route setup phase and 2) a route
maintenance phase. In the neighbor-discovery phase, routing is performed
hased on the minimum hop count. By default. the packet delivery ratios are set
to 100%. As such, a root node will have the highest high packet delivery ratios.
Also, the hop count is initially set to invalid or npull G.e., (). As such, the root
node will not have a hop count and the hop count will merease as a given
routing node becomes more distant from the root node. In one implementation,
when a routing node does not have data packets to deliver, the routing node
measures the link delivery ratio on hello messages. Therefore, at the neighbor
discovery phase, the roufing is essentially minimum hop routing. Once the
routing protocol enters a route maintenance phase, each routing node can
measure its own packet delivery ratios and may choose a better route based on

the newly calculated routing metric,
E. Load Balancing

[0061) In a wireless mesh network, channel utilization decreases significantly

with the increase of hop count. For insiance, in a tree-based structure, if a hop-
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one link has a 50% utilization rate and there are 5 two-hop hinks, at most each
two-hop link can have a 10% utilization rate pn average. assuwming each routing
node 1y equipped with only one vadio. Therefore, 1t may be advantageous to
assign more bandwidih to the one-hop routing nodes than to the routing nodes
that are two or move hops away from root node. In B0Z 11 networks, there are
three contention parameters that can be configured to give some routing nodes
higher priority than others. In the long term, routing nodes with higher
priorifies are given more bandwidth share than routing nodes with lower
priovifies,

[0062] As described above, routing nodes self-allocate bandwidth within a
wireless network by dynamically modifving one or more contention parameters
corresponding to one or more access classes. In one implementation, each
routing node modifies its contention parameters only for lower access classes,
such as data traffic Ueaving intact the contention parameters corresponding to
voice, video and other real-time traffic). In one implementation, the contention
parameters computed by a given routing node 1s based on hop count, where hop
gount is the number of hops from the instant routing node fo the root node in the
hierarchical wireless mesh network.

{0063] In one maplementation, bandwidth ig allocated to sach routing node in the
mesh based on network layer information—hop count. As discussed below, the
contention parameters for at least one access class ave modified such that the
routing nodes fewer hops from the root node transmit packets on average more
aggressively than routing nodes that are more hops away from the root node.
For example, routing nodes having a lower hop count (e.g., hop count = 1} are
given on average a higher throughput capacity/bandwidth than routing nodes

having a higher hop count {e.g., hop count = 3).

£.1. Contention Parameters
{0064} Implementations of the present invention modify at least one of the
contention parameters associated with one or more priovity or access classes, As

discussed above, include three enhanced distributed controlied access (EDCA)
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media access control (MAC) layer parameters, Une contention parameter is
referved to as an arbitration interframe space (AIFS). In one implementation,
AIFS defines an interval within which a routing node determines whether the
media is idle before transmitting a packet. Another contention parameter is
referred to ag a minimum contention window (CWainn). It one implementation,
CWin_ defines an initial upper limit of an interval range within which a
routing node waits, or backs off, before transmitting a packet for the firgt thme.
The contention window (W) mayv be doubled before retransmitting a packet
that has failed to successfully transmit until CW reaches CWmas_h, Anocther
contention parameter is referred to as a maximum contention window (CWiaee w).
Inone inplementation, CWaaos defines a maximum upper Hmit to which CW
may icrease, where CW is a variable between CWmin_b and CWmax_h. In one
implementation, CW is set to CWmin_h. As described above, in one
implementation, every time there is a collision, CW may be doubled and may
eventually reach CWmax_h. In one implementation, CW remains at CWmas_h
until the data packet is either successfully transmitted or dropped after several
retries. In one implementation, when the data packet is successfidly
transmitted, CW is rerset fo CWmin_h. As described below, vouting nodes in the
wireless mesh self allocate bandwidth (for at least one access class) by
computing one ov more of these EDCA parameters for one or niore access
classes., In one implementation, thess computations are executed after the
reuting node has selected a parent routing node in the hierarchal mesh and

determined ifs hop count fo the root node.

K.1.a. Arbitration Inter-Frame Space
[0065] As illustrated below, each vouting node computes an AIFS value for an
access class as a function of hop count (). Computation of AIFS, according to

one possible imaplementation, is shown in the following eguationt

AIFS = min (h * SlotTime + SIFS, DIFS), where

DIFS is the Distributed Inter-Frame Space
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SIFS is the Short Inter-Frame Space:

b is the hop count of a given routing node: and

SlotTime is the time length oy interval associated with the
contention window.
{0066} As shown in the equation above, in one implementation, AIFS for a given
routing node nereases with hop count, and is the lessey of DIFS oy the sum of 2
hop-count dependent interval (h * SlotTime) plus a Short Interframe Space
(SIFS) and Distributed Interframe Space (DIFS). In one implementation, the
SlotTime is a havdware- oy protocol-dependent interval. For example, the
SlotTime may be 9 ps for the IREE 802,11a standard or 20 ps for IEEE 802.11b
protocel implementations. in one implementation, SIFS and DIFS may be
defined by the IEEE 802.11 standard. For example. SIFS may be 16 ps for
802.11a or 10 ps for 802, 11b, and DIFS may be 34 us for 802.11a or 50 ps for
302.11b.
[0067] In one implementation, a smaller AIFS results in a smaller time interval
within which a routing node determines whether the media is idle before
transmitting a packet. As deseribed tn more detail below, if a routing node
detects that the media is not idle (i.e.. in a busy state), the routing node will
back off. which on average will delay transmission of the packet. In oune
implemeantation, the potential length of the backoff or delay will increase as the
hop count of the routing node increases. It may be desivable that routing nodes
with a lower hop count have a smaller AIFS because, as described above,
routing nodes with lower hop counts will generally get more traffic and are thus
more likely to experignce congastion, Thus, modifving the AIFS balances the
load of the wireless network, because routing nodes with higher hop counts are
more likely back off when the media ts busy. Similarly, it is desirable that
routing nodes that have acknowledgement messages to transmit have a smaller
AlIFS. Wrouting nodes receive acknowledgement messages sooner, routing
nodes are less hikely to erronsously retransmit packets, which may

unnecessarily increase congestion.
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E.1Lb. Mintmum and Maximum Contention Windows
{0068} As described above, in one implementation, the minimum contention
window (CWei_s) defines an initial upper Hmit on the contention window CW
within which a random back-off peviod 15 chosen, before transmitting a packet
{or the first time or before vetransmitting a packet that has failed to successfully
transmit. In one implementation, the maximum contention window (CWe n)
defines a maximun: upper limit to which CW may increase. The following
equations illustrate how each routing node may compute values for these
contention parameters according to one possible implementation of the

mventlon:

CWoinn = min (208 - 1 OW)

C‘\‘Vma.&h = min (:-’3 e -1, C“Nn.m};)

{0069 In the equations above, the resulting numencal value corresponds to
microseconds. Accordingly, a resulting value of 7 corresponds to 7 microseconds.
Az deseribe above, h is the hop count. In one implementation, the terms k and
m are user-defined constants {e.g.. k>=2 and m<=5) that relate fo the spacing,
interference range, and radio range of the routing nodes, and the congestion
fevels of the root nodes. In one implementation, CWaie and CWaa ave default
values for a given access class, and may be defined by the IEEE 802.11
standard. For example, CWiue 18 15 foy 802 112 or 31 for 802.11b, CWi i
1023 for 802,113 and 802.11b.

{0070} With vegard to CWiia_k, In one implementation, a routing node computes
CWiin_h to be the lesser of 28k o 1 or CWain. For example, using an 801.11a
protocol, where CWyie 18 15, if the rowting node has a low hop count of 1 and k is
2, CWainn would be 212 -1 =7, For a routing node with a hugher hop count of 3,
OWaninn would be 15, since 15 1s less than 51 ps (892 -1). As illustrated above,
CWain_p, 101 one implementation, increases exponentially with hop count up to a
pradefined value. Furthermore, a routing node with a lower hop count, and thus

a lower CWiie n, will on average tvansmit packets more frequently than a
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routing node with a higher hop count. Asg a result, the contention parameter
CWiin facilitatss load balancing in the wireless mesh network, because
(Wi enables vrouting nodes with lower hop counts to fransmit packets more
aggressively than routing nodes with higher hop counts.

(D071} In one mplementation, CWqaon may alse be modified based on hop
count. As described above, in one implementation, CWia s defines a maximum
upper limit to which the contention window (CW) may increase, where CWnack
= pin (21w -1 OWiad. The term m s a user-defined constant that may vary
depending on the type of packets to be transmitted (e.¢., m <=5 for data traffic).
For other traffic, such as voice traffic (VoIP), m may be a higher value {e.g,
m<=8). In one implementation, a higher value for m may result in a lower
CWiesn. As a result, routing nodes will on average transmit voice packets more
aggressively than data packets.

{0072} In one moplementation, modification of contentinn parameters baged on
hop count only applies to the lowest access class corresponding to data packets.
For mesh networks intended to carry higher priority QoS traffic (e.g.,
voice/video) in the mesh network, the two user-defined parameters, k and m,
should be set to values large or small enough such that data packets at any
mesh AP have lower priorvity than QoS packets. There are three reasons as to
why we choose not to manipulate EDCA parameters for QoS traffic. First, the
majority of the network tratfic still consists of data packets. Thus, in a wireless
mesh network, data fraffic is more likely to cause congestion. Second, it is often
difficult to provide QoS guarantees for QoS traffic over wireless over mesh over
unlicensed bands, Third, as defined in the IEEE 802.11e MAC protocol, voice
and video packets already have aggressive CWmin and CWmax settings and the
gaps between CWmin and CWmax are genevally small. However, modification
of contention parameters for addifional access classes is still contemplated by
the invention. Accordingly, while modifying contention parameters may be, in
soms nuplementations, applied primazily to data packets, modifyving contention
parameters may be applied to othey types of traffic. such as VoIP traffic, and

would still remain in the spivit and scope of the present mvention.
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j0073] Figare 415 a flow chart illustrating a process flow, according to one
implementation of the present invention, associated with computing contention
parameters, In one implementation, each routing nede modifies its contantion
parameters as often as its hop count changes. In one mmplementafion, a routing
noda re-computes contention parameters in response to an event. In one
mmplementation, the event may be the receipt of a hello message. Inanothey
noplementation, the event may be tied to selection of a new parent routing node
(dispussed above) that results in a change to the hop count eorresponding to the
routing node. Accordingly, upon the occurrence of some triggering event (402}, a
routing node determines if its hop count has changed (4043, 1f the hop count has
changed, the routing node computes one or more contention parvameters (406).
{0074} The present invention has been explained with reference to specific
embodiments. For example, while embodiments of the present invention have
been described as operating in connection with IEEE 802 11 networks, the
present inventivn can be used in connection with any suitable wireless network
protocols, Furthermore, while the embodiments of the present invention
disclose herein have been described in the context of hierarchical wiveless mesh
networks, the present invention may also apply to other types of networks that
dynamically configure paths to destination nodes. Other embodiments will be
evident to those of ordinary skill in the art. It is therefore not intended that the

prasent invention be Limited, except as mdicated bv the appendad claims.
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CLAIMS

What is clabued ig

1. A routing node operative in a wireless mesh network comprising a
destination node, the routing node comprising:
ore or more wireless network intertaces:
One O MOTe Processors;
a memory: and
a routing node application, physically stored in the memory, comprising
instructions operable to cause the one oy more processors and the routing node
to
maplement a contention-based media access mechanism operative
to coordinate transmission of wireless packets with other routing nodes, wherein
one or more contention parameters influence operation of the contention-based
media access mechanism
determine a hop count, wherein hop count is the number of hops
from the routing node to the destination node in the hierarchical wireless mash
network: and
adjust one oy mors contention parametears based at least m part on

the hop count,

2. The routing node of claim 1 whersin the one or more contention parameters

comprise enhanced distributed controlied access (RDCA) paraeters.

3. The routing node of claim 1 wherein at least one of the contention

parameters is an arbitration nterframe space (AIFS),

4. The vouting node of claim 1 wherein at least one of the contention

parameters is a minimum contention window.,
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8. The routing node of claim 1 wherein at least one of the contention

parameters is a maximum contention window,

&. The routing node of claim 1 wherein the contention parameters corvespond to

a single access class.

7. The routing node of claim 1 wherein the contention parameters corvespond to

a plarality of access classes.

8. The vouting node of claim 1 wherein the destination node is a voot node in a

hierarchical wireless mesh network.

4. In a routing node operative in a wireless mesh network comprising a
destination node, a method comprising

implementing a contention-based media access mechanism operative to
coordinate transmission of wireless packets with other routing nodes, wherein
one or wore contention parameters influence operation of the contentivn-based
media access mechanism:

determining a hop count, wherein hop count is the number of hops from
the routing node to the destination node in the hierarchical wireless mesh
network: and

adjusting one or mors contention parameters based at lsast in part on the

hop count.

10, The method of claim 9 wherein the one or more contention parameters

comprise enhanced distributed controlled access (RDCA) parameters.

11. The method of claim 9 wherein at least one of the contention parameters is

an arbitration interframe space (AIFS).
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12, The method of claim 9 wherein at least one of the contention parameters ig

a minimum contention window,

13, The method of claim 9 wherein at least one of the contention parameters is

A maximum contention window.

14. The method of claim 9 wherein the contention parameters correspond to a

single access class.

15, The method of claim 9 wherein the contention parameters correspond to a

plarality of access classes.

16. A routing node operative in a wireless mesh network compnrising a
destination node, the vouting node comprising:

means for implementing a confention-based media access mechanism
operative to coordinate transmission of wireless packets with other routing
nodes, wherein one or more contention parameters influence operation of the
contention-based media access mechanisnu

means for determining a hop count, wherein hop count is the nomber of
hops from the routing node to the destination node in the hievarchical wireless
mesh network: and

maans for adjusting ong or more contention parameters based at least in

part on the hop count.
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