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(57) Abstract: In one example, a system is described in which a storage device, communicatively coupled to a processor, includes
an inconsistency detection and reconstruction tool. The inconsistency detection and reconstruction tool may create a database includ -
ing metadata associated with hierarchical organization directories and policy and configuration data files in a file system. Further,
the inconsistency detection and reconstruction tool may perform consistency check of one or more of the hierarchical organization
directories, the policy and configuration data files and the metadata to detect inconsistencies. Furthermore, the inconsistency detec -
tion and reconstruction tool may reconstruct one or more of the hierarchical organization directories, the policy and configuration
data files and the metadata based on the outcome of the consistency check.
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DETECTING INCONSISTENCIES IN HIERARCHICAL ORGANIZATION
DIRECTORIES

Cross reference to related applications

{0001} A reference 1s made to application No. 3491/CHE/2014 enutled “POLICY AND
CONFIGURATION DATA FOR A USER DIRECTORY™ by Hewlett Packard

Development Company., L.P filed on November 3, 2014,

Backeround

[6002] A file system can be used to store data m files and organize the files into
hierarchical directories. Typically, a file system may get corrupted due to hardware,
firmware and/or software errors. In such situations, a file system consistency check

(FSCK) tool may be used to find and fix imconsistencies in the file system.

Brief Description of the Drawingss

{6003} Examples of the disclosure will now be deseribed in detail with reference to the

accompanying drawings, in which:

[8004] F1G. 1 illustrates a block diagram of an example system for detecting
inconsistencies and reconstructing hierarchical organization directories, policy and

configuration data {iles and/or metadata 1 a file system;

[0005] FIG. 2 dlustrates a block diagram of another example system for detecting
inconsisiencies and reconstructing the hierarchical organization directories, the policy

and configuration data files and/or the metadata in the file system:

[6006] FIG. 3 illustrates a block diagram of an example file system, such as those shown

in FI(Gss. 1 and 2;
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[0007] FIG. 4 iHustrates a flow chart of an example method for detecting inconsistencies
and reconstructing hierarchical organization directories, policy and configuration data

files and/or metadata in a file systeni;

[0008] FIG. 5 illustrates a flow chart of an example detailed method for detecting
inconsistencies and reconstructing hierarchical orpanization directories or metadata in

a file system; and
[8009] FIG. 6 ilustrates a block diagram of an example computing device for detecting
inconsistencies and reconstructing hierarchical organization directories, policy and

configuration data files and/or metadata in a file system.

Detailed Description

[0010] In the following detailed description of the examples of the present subject matter,
references are made to the accompanymg drawings that form a part hereof, and m
which are shown by way of illustration specific m which the present subject matter
may be practiced. These examples are described in sufficient detail to enable those
skilled in the art to practice the present subject matter, and it 1s to be understood that
other examples may be utilized and that changes may be made without departing from
the scope of the present subject matter. The following detailed description is,
therefore, not to be taken n a limiting sense, and the scope of the present subject

matter 1s defined by the appended claims.

[6011] Examples described herein provide enhanced methods, techniques, and systems
for detecting mconsistencies and reconstructing hierarchical organization directories,
pohicy and configuration data files and/or metadata in a file system. Generally, a file
system consistency check (FSCK) tool is invoked to ensure consistency in a file
system, The FSCK tool may be invoked after a system crash, a periodic health check
for the file system, a user initiated consistency check and the like. To ensure
consistency, the FSCK tool considers some piece of metadata associated with the file

system as primal to detect and repair inconsistencies i the file system. After a
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successiul run of the FSCK tool, the user dafa m the file system may be accessible
without any issues. However, the FSCK toel may not detect or repair some or all

meonsistencies in user data.

[8012] In certain types of corruption scenarios, namespace co-relation associated with a
file/directory may be completely lost. In these situations, the FSCK tool may recover
the file/directory whose original name and/or parent file association cannot be
determined and may place the file/directory in an “orphaned objects directory” in the
file system. The FSCK tool may not have the ability to recover such files/directories

to the right name and/or hierarchy in namespace of the file system.

[6013] In other scenarios, the FSCK tool may not be able to perform consistency check 1f
the primal metadata is corrupted. Some existing solutions use replicas of the primal
metadata to overcome this problem. However, if the replicated primal metadata is
lost, the FSCK tool may not be able to validate and repair the file system. Further,

such replications may result in performance and storage overheads.

[8014] To address these issues, the present disclosure deseribes vartous examples for
detecting inconsistencies and reconstructing hierarchical organization directories,
policy and configuration data files and/or metadata in a file system. In one example,
the file system includes hierarchical organization directories, which are computing
device and operating system {OS) independent, under a root directory in a namespace
of the file system. Further, the file system includes user directories located under the
hierarchical organization diectories. Furthermore, the file system includes policy and
configuration data files. For example, the policy and configuration data files mclude
policy and configuration data associated with the hierarchical organization directories
and policy and configuration data associated with the user directories. In addition,
atiributes {also referred to as metadata) associated with the hierarchical organization
dwectories and the policy and configuration data files are stored m hierarchical
organization directories namespace in the file system. The hierarchical organization
directories, the policy and configuration data files and the metadata must be

accessible and consistent in order for any user data m the file system to be accessible.
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[0015] For example, in a system crash scenario, the file system may be in an inconsistent
state. In such a scenario, the FSCK tool may be invoked to bring the file system to a
consistent state. Fuorther, the hierarchical orgamzation diectories. the policy and
configuration data files and the metadata associated with the hierarchical organization
dwrectories and the policy and configuration data files are detected and reconstructed

as described in the present disclosure.

[6016] The present disclosure describes creating a database mcluding metadata
associated with the hierarchical organization directories and the policy and
configuration data files mn the file system. Further, counsistency check of the
hierarchical organization directories, the policy and configuration data files and/or the
nmetadata 1s performed. Furthermore, the hierarchical organmzation dwrectories, the
policy and configuration data files and/or the metadata are reconstructed based on the

outcome of the consistency check.

[0017] The example implementations mentioned herein provides ability to create a
database mcluding the mwetadata associated with the hierarchical orgamization
directories and the policy and configuration data files in the file system. The present
disclosure further provides ability to choose between the metadata in the database and
information m the hterarchical organization directories namespace as authoritative
source for performing the consistency check. In one example, the hierarchical
organization directories namespace in the file system includes the hierarchical
organization directories and the policy and configuration data files. Further, the
information m the hierarchical organization directories namespace mcludes the
metadata associated with the hierarchical organization directories and the policy and
configuration data files stored i associated inodes, extended aftributes and/or any
other way of associating metadata with the hierarchical organization directories and
the policy and configuration data files. For example, the metadata includes attributes
such as, a name, a unique identifier (ID) and an mode ID associated with the
hierarchical organization directories and the policy and configuration files. The

present disclosure further describes reconstructing the metadata in the database based
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on the information in the hierarchical organization directories namespace when the

mwetadata in the database is inconsistent.

[6018] The present disclosure also describes recovering orphaned hierarchical
organization directories, t.e., hierarchical organization directories placed m the
orphaned objects directory to their correct name hierarchy in the namespace in the file
system using metadata i the database. Simularly, any orphaned policy and
configuration data files may be recovered. In one example, the present disclosure
describes recovering orphaned hierarchical orgamzation directories and policy and
configuration data files, using inode (index node) IDs stored in modes. extended
atiributes and/or any other metadata that 1s part of the hierarchical organization
directories and policy and configuration data files, when the associated metadata

the database 15 lost.

[0019] FIG. 1 ilustrates a block diagram of an example system 100 for defecting
inconsistencies and reconstructing hierarchical organization directories, policy and
configuration data files and/or metadata i a file system 106. The system 100 may
represent any type of computing device capable of reading machine-executable
mstructions. Examples of computing device may include, without limitation, a server,
a desktop computer, a notebook computer, a tablet computer, a thin client, a mobile

device. a personal digital assistant (PDA)}, a phablet, and the hike.

[8020] In the example of FIG, 1, the system 100 mayv mclude a processor 102 and storage
device 104 coupled to the processor 102, In an example, the storage device 104 may
be a machine readable storage mediim (e.g., a disk dnive) The machine-readable
storage medium may also be an external medium that may be accessible to the system
100, Further, the storage device 104 may include the file system 106. Furthermore,
the file system 106 may include an inconsistency detection and reconstruction tool

108.
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[8021] For example, the inconsistency detection and reconstruction tool 108 may refer to
software components (machine executable instructions), a hardware component or a
combination thereof. The inconsistency detection and reconstruction tool 108 may
include, by way of example, components, such as software components, processes,
tasks, co-routines, functions, attributes, procedures, drivers, firmware, data, databases,
data structures and Application Specific Inteprated Circuits (ASIC). The
inconsistency detection and reconstruction tool 108 may reside on a volatile or non-
volatile storage medmim and configured to interact with a processor 102 of the system

160,

{0022} In one example, the file system 106 may include hierarchical organization
directories {e.g., hierarchical organization dwectories 304 shown in FIG. 3). For
example, the hierarchical orgamzation directories are top level directory hierarchies in
the file system 106 as shown in FIG. 3. The hierarchical organization directories may
be located between a root directory {e.g., a root directory 302 shown in FIG. 3) and
user directories (e.g., user directories (UDs) 312A- E shown in FIG. 3) m the file
system 106, This 1s explained m detail with reference to FIG. 3. For example, the
hierarchical organization directories serve as an entry point to user data stored in the
user directories. These hierarchical organization directories may be marked with a
flag and a unique ID for uniquely identifving the hierarchical organization directornies.
For example, the vnique IDs associated with the hierarchical organization directories

are monotonically increasing to ensure that there are no collistons,

[0023] In this example, each of the hierarchical organization directories is associated
with metadata. For example, the metadata includes attributes, such as a name, a parent
ID, an mode ID, the unique ID and so on. In one example, metadata associated with a
hierarchical orgamization directory may be stored m an mode andior extended
atiributes associated with the hierarchical organization directory. An inode 1s a data
structure used fo represent file system objects, such as files and directories. The inode
and the extended atiributes associated with the hierarchical organization directeries

may be stored n the file system 106,
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[0024] Further m this example, the hierarchical organization directories may be
associated with policy and configuration data files. The policy and configuration data
files may mchide defauh policy and configuration data associated with the
hierarchical organization directories and policy and configuration data associated with
the user directortes. For example, the policy and configuration data files may bhe
stored in any directory mn the file system 106, Furthermore, metadata associated with
the configuration and policy data files may be stored as extended atiributes and/or
inode associated with the configuration and policy data files. For example, the
metadata associated with the policy and configuration data files inchudes a name {e.g.,
a policy name and a configuration name), a vnique ID, an inode ID, a unmique ID of

the associated hierarchical organization directory and so on.

[6025] In operation, the inconsistency detection and reconsfruction tool 108 may create a
database {(e.g.., a database 310 shown in FIG. 3) to include the metadata associated
with the hierarchical organization directories and the policy and configuration data
files in the file system 106. For example, the database may be a dwectory under the
root directory in the file system 106 as shown in FIG. 3. Further, the database may
mclhade a first file to store the metadata associated with the hierarchical organization
directories. The mconsistency detection and reconstruction tool 108 may create a
record for each of the hierarchical orgamization directories i the first file. Each
record may include metadata associated with the hierarchical organization directories.
For example, the records may be created as and when the hierarchical organization
directories are created in the file system 106. Furthermore, the database may include a
second file {o store the metadata associated with the policy and configuration data
files. It may be understood that, the database ix made self sufticient to reconstruct
hierarchical organization diectories namespace and policies and configuration data

stored m it

[8026] Further, each of the first and the second files in the database are associated with a
wnique ID for its idemtification and a checksum for vahdating #ts integrity. A

checksum is a sinall-size datum that is computed from arbitrary blocks of data for the
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purpose of detecting ervors. The checksum may be computed using standard

checksum algorithms, such as cyclic redundancy check 32 (CRC32) and the like.

[6027] In a system crash scenario, the file system 106 may be 1n an inconsistent state. In
such a scenario, a FSCK tool {e.g., a FSCK tool 206 shown in FIG. 2) may be
mvoked to bring the file system 106 to a consistent state. The FSCK tool may use the
metadata in the database to bring the file system 106 to a consistent state. In one
example, the FSCK tool may recover one or more objects {e.g., hierarchical
organization directories and policy and configuration data files) whose name cannot
be determined. Such objects are referred to as orphaned objects. In this example, the
FSCK tool may place the orphaned objects in an orphaned objects directory {e.g., an
orphaned objects directory 316, shown in FIG. 3) under the root directory of the file
system 106. For example, the FSCK {ool may name an orphaned object using an

mode ID associated with the orphaned object.

[0028] Further, OS (e.z., O8 204 residing in memory 202 {(e.g., an internal memory) of a
system 200, shown in FIG. 2) may send a request to the inconsistency detection and
reconstruction tool 108 to perform consistency check of the hierarchical organization
directories, policy and configuration data files and the metadata stored in the
database. For example, the OS may also send the request during a perwodie

consistency check of the file system, a user initiated consistency check and the bike.

[6029] To perform the consistency check of the metadata in the database, the
inconsistency detection and reconstruction tool 108 validates integrity of the
metadata. For example, the inconsistency defection and reconstruction tool 108 may
validate integrity of the metadata using checksum. In this example, the inconsistency
detection and reconstruction tool 108 computes a checksum for each of the first and
the second files in the database. Further, the inconsistency detection and
reconstruction tool 108 determines whether the computed checksum for each of the
first and the second files matches with the checksum associated with the first and
second files, respectively. In one example, if it is determined that the checksumns

match, the inconsistency detection and reconstruction tool 108 may conclude that the
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metadata 1s consistent and may perform consistency check of the hierarchical
organization directories and the policy and configuration data files using the metadata

in the first and the second files, respectively.

[8030] During the consistency check of the hierarchical organizatien directories using the
metadata m the first file, it 15 determined whether a hierarchical organization directory
corresponding to each record i the first file is present in the file system 106, If it iy
determined that a hierarchical organization divectory corresponding to each record in
the first file is present in the file system 106, the inconsistency detection and
reconstruction tool 108 may conclude that the hierarchical organization directories in
the file system 106 are consistent. If it is determined that a hierarchical organization
directory corresponding to each record in the first file 1s not present in the file system
106, the mconsistency detection and reconstruction tool 108 may conclude that the
hierarchical organization directories in the file system 106 are inconsistent and may

require repair and/or reconstruction.

[0031] To reconstruct the hierarchical organization directories using the metadata in the
first file, the nconsistency detection and reconstruction tool 108 may determine
whether a hierarchical ergamzation divectory corresponding to a record in the first file
s present in the file system 106. For example, the inode 1D stored in the record is
used to determine whether a hierarchical organization directory with the same mode

ID is present in the file system 106.

[6032] If 1t is determined that a hierarchical organization directory corresponding to the
record is 1ot present, the inconsistency detection and reconstruction tool 108 checks
the orphaned objects directory to determine whether a hierarchical organization
directory with the same in ode 1D is present. If the hierarchical organization directory
with the same mode ID 1s present in the orphaned objects directory, the inconsistency
detection and reconstruction tool 108 may restore the hierarchical organization
directory to correct location in the hierarchical organization directory namespace. If
the hierarchical organization directory with the same mode ID is not present in the

orphaned objects directory, the inconsistency detection and reconstruction tool 108
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may create the hierarchical organization divectory with the unique ID associated with
the hierarchical organization directory in the hierarchical organization directory
namespace and restore contents of the hierarchical organization directory from a

backup.

[0033] Further, if it is determmed that the hierarchical orgamization divectory
corresponding to the record is present, the inconsistency detection and reconstruction
tool 108 may compare the metadata associated with the hierarchical orgamization
directory, that 1s stored m it's inode, extended atinbutes andfor any other way of
associating metadata with file system objects, to the metadata stored in the record.
Furthermore, the mconsistency detection and reconstruction tool 108 may repawr or
reconstruct the metadata in the hierarchical organization directory when the metadata
does not match. In addition, the inconsistency detection and reconstruction tool 108
may repeat the step of determining whether a luerarchical organization directory is

present for each record in the first file,

[0034] Simularly, the inconsistency detection and reconstruction tool 108 may detect
inconsistencies and reconstruct the policy and configuration data files using the
metadata associated with the pelicy and configuration data files stored in the second

file.

{0035] In another example, 1f 1t is determined that the checksum of the first file does not
match, the inconsistency detection and reconstruction tool 108 may conclude that the
first file is inconsistent. In one example, the inconsistency detection and
reconstruction tool 108 may reconstruct the first file by creating a record for each of
the hierarchical orgamization directories in the file system 106, In this example, the
mconsistency detection and reconstruction tool 108 may reconstruct the first file
using information in the inode, and/or extended attributes in the hierarchical

organization directories namespace.
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[8036] Upon reconstructing the first file, the mconsistency detection and reconstruction
tool 108 may determine whether records for all the hierarchical organization
directories in the file system 106 are created. To determine whether records for all the
hierarchical organization directories m the file system 106 are created, the
inconsistency detection and reconstruction tool 108 may search the orphaned objects
directory. Further, when a nussing hierarchical organization directory is found in the
orphaned objects directory, the hierarchical orgamization directory is restored to
correct location m the hierarchical organization directory namespace and the metadata

associated with the hierarchical organization directory is updated in the first file.

{0037} Simmlarly, if 1t is determined that the checksum of the second file does not match,
the inconsistency detection and reconstruction tool 108 may conclude that the second
file 18 inconsistent. Further, the meonsistency detection and reconstruction tool 108
may reconstruct the second file using metadata associated with policy and
configuration data files which are stored as extended attributes, mode andfor any
other mechanism for associating metadata with the policy and configuration data

files.

[6038] FIG. 3 illustrates a block diagram of an example file system 300, such as shown
in FIGs. 1 and 2. The file system 300 may be created on one or more segments of a
storage device. As shown in FIG. 3, the file system 300 may include hierarchical
organization directortes 304 under a root directory 302, In the example tllustrated in
FIG. 3, the hierarchical organization directories 304 mclude organization directories
{ODs) 306A and 306B and a default OD 306C under the root directory 302. Further,
the hierarchical orgamization directories 304 include organization sub-directories
{OSDs) 308A and 308B under the OD 306A, an OSD 308C under the OD 306B and a
default OSD 308D under the default OD 306C. In an example, an organization
directory can be a directory associated with an organization and an organization sub-
directory can be a department within the organization. Furthermore as shown in FIG.
3. user directories (UDs) 312A-E mcluding files 314A-E, respectively, are located
under the associated OSDs 308A-C. For example, a user directory can be a directory

associated with a user within the department in the organization.
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[8039] In one example, the ODs 306A-C and OSDs 308A-D include policy and
configuration data files. For example, the ODs 306A and 306B may mclude policy
and configuration data files associated with authentication and the OSDs 308A-D
may store policy and configuration data files associated with storage allocation.
Example policy data includes hierarchical name and value pairs. The “name” is a
policy name and “value™ is the policy applicable. Further, the detault OD 306C may
store policy and configuration data files that ix applicable to ODs 306A and 306B.
Furthermore, the default OSD 308D may store policy and configuration data files that

are applicable to OSDs 308A-C.

{0040} In an example, the database 310 may include metadata associated with the
hierarchical organization directories 304 {ODs 306A and 306B and OSDs 308A-C)
and policy and configuration data files. For example, the unique ID and the hierarchy
of the ODs 306A and 306B and OSDs 308A-C are recorded m a file under the
database. The file 1s used as the authentic source of information about the hierarchy
and can be recreated. Further, for each policy hive {e.g., a group of policies) that

mclhuades a set of name and value pairs, a file is kept in the database 310.

[6041] FIG. 4 illustrates a flow chart of an example method 400 for detecting
inconsistencies and reconstructing hierarchical organization directories, policy and
configuration data files and/or metadata in a file system. The method 400, which is
described below, may be executed on a system such as a svstem 100 of FIG. 1 or
system 200 of FIG. 2. However, other systems may be used as well. At block 402, a
database including metadata associated with hierarchical organization directories and
policy and configuration data files in the file system may be created. For example, the
hierarchucal organization directories are located between a root directory and user
directories in the file system. In one example, metadata associated with the
hierarchical organization directories and the policy and configuration data files are
stored in extended attributes and/or inodes associated with the hierarchical
organization directories and the policy and configuration data files, respectively. The
metadata may include atiributes, such as a name, a umique ID and an inode 1D

associated with the hierarchical organization directories and the policy and
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configuration files and ID of the hierarchical organization directories associated with

the policy and configuration data files.

[8042] At block 404, consistency check of the hierarchical organization directories, the
policy and configuration data files and/or the metadata in the database are performed
to detect inconsistencies, For example, the conmsistency check is performed m
response to receiving a request from an OS during one of a system crash, a periodic
consistency check of file system and a user mtiated consistency check. In one
example, integrity of the metadata m the database 1s validated. For example, the
mtegrity of the metadata is validated using checksum. This 15 explained in detail with
reference to FIG. 1. Further, consistency check of the hierarchical organization
directories and the policy and configuration data files are performed using the

metadata 1 the database when the validation 1s successful.

[0043] At block 406, the hierarchical organization diurectories, the policy and
configuration data files and/or the metadata may be reconstructed based on the
outcome of the consistency check. In one example, the metadata may be
reconstructed using the hterarchical organization directories and the policy and
configuration data files when the vahidation 1s not successful. In this example, the
metadata may be reconstructed by creating a record for each of the hierarchical
organization directories and the policy and configuration data files. For example, each
record may include metadata of an associated one of the hierarchical organization
dwectories and the policy and configuration data files. The metadata mcludes
attributes, such as of a name, a uvnique ID and an meode ID associated with the

hierarchical organization directories and the policy and configuration files.

[0044] In another example, the hierarchical orgamization directories and the policy and
configuration data files may be reconstructed using the metadata when the
hierarchical orgamization directories or the policy and configuration data files are
mconsistent. In this example, it may be determuned whether a hierarchical
organization directory or the policy and configuration data file corresponding to a

record in the metadata 13 present in the file system. For example, the record may
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include metadata of the hierarchical organization directory or the policy and
configuration data file. The metadata includes attributes, such as a nante, a wiuque ID
and an mode ID associated with the hierarchical organization divectory or the policy
and configuration file. Further, 1f it is determined that a hierarchical organization
directory or the policy and configuration data file corresponding to the record m the
metadata 13 not present, the hierarchical organization directory or the policy and
configuration data file is created using the metadata. Furthermore, if 1t 1s determined
that the hierarchical organization directory or the policy and configuration data file
corresponding to the record in the metadata is present the step of determining 1s

repeated for each record in the metadata.

[6045] FIG. 5 illustrates a flow chart of an example detailed method 500 for detecting
inconsistencies and reconstructing hierarchical organization directories or metadata in
a file system. At block 502, integrity of metadata associated with hierarchical
organization dwectories {HOD) (e.g., hierarchical organization directortes 304 shown
m FIG. 3) 1s validated. For example, the integrity of the metadata 1s validated using

checksum. This 1s explained m detail with reference to FIG. 1.

[0046] At block 504, a check is made to determine whether the validation 1s successful. If
the vahdation 15 not successiul, discard the metadata at bock 3506. At block 508,
populate attributes of HOD in the metadata for all HOD present in the hierarchical
organization directories namespace. For example, the attributes of HOD mclude a
name, a unique ID, an inode ID and the like. If the validation s successtul, obtamn a
record from the metadata at block 510, At block 512, a check is made to determine
whether a HOD corresponding to the obtained record 1s found m the hierarchical
organization directories namespace. If the HOD is found in the hierarchical
organization directories namespace, match and fix attributes of HOD from the record
obtatned at block 514. At block 516, a check 1s made to determine whether any more
records are fo be processed m the mefadata. If so, repeat the process steps from the

block 512. If not, end the process at block 526.
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[0047] If the HOD 1s not found in the hierarchical organization dwectories namespace,
search an orphaned objects directory (e.g.. a orphaned objects directory 316 shown i
FIG. 3) at block 518. At block 520, a check is made to determine if the HOD is found
in the orphaned objects directory. If the HOD is found in the orphaned objects
directory, rename the HOD at block 322 and repeat the process steps froni the block
514. If the HOD 1s not found in the orphaned objects directory, recreate the HOD at

block 524 and repeat the process steps from the block 516.

[0048] FIG. 6 illustrates a block diagram of an example computing device 600 for
detecting inconsistencies and reconstructing hierarchical organization directories,
policy and configuration data files and/or metadata in a file system. The computing
device 600 includes a processor 602 and a machine-readable storage medium 604
communicatively coupled through a system bus. The processor 602 may be any type
of central processing unit (CPU), microprocessor, or processing logic that interprets
and executes machine-readable instructions stored in the machine-readable storage
medium 604, The machine-readable storage medium 604 may be a random access
niemory (RAM) or another type of dynamic storage device that may store information
and machine-readable mstructions that may be executed by the processor 602, For
example, the machine-readable storage medmun 604 may be synchronous DRAM
{(SDRAM}, double data rate (DDR), rambus DRAM (RDRAM), rambus RAM, etc.,
or storage memory media such as a floppy disk, a hard disk, a CD-ROM, a DVD, a
pen drive, and the like. In an example, the machine-readable storage medinm 604
may be a non-transitory machine-readable medivm. In an example, the machine-
readable storage medium 604 may be remote but accessible to the computing device

600,

[8049] The machine-readable storage medium 604 may store mstructions 606, 608 and
610. In an example. instructions 606 may be executed by processor 602 to create a
database mcluding metadata associated with hierarchical organization directories and
policy and configuration data files in a file system. Instructions 608 may be executed
by processor 602 to perform consistency check of the hierarchical organization

directories, the policy and confipuration data files and/or the metadata. Instructions
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610 may be executed by processor 602 to reconstruct the hierarchical organization
directories, the policy and configuration data files and/or the metadata based on the

outcome of the consistency check.

[0050] It may be noted that the above-described examples of the present solution is for
the purpose of illustration only. Although the solution has been described mn
conjunction with a specific embodmment thereof, numerous modifications may be
possible without materially departing from the teachings and advantages of the
subject matter described heremn. Other substitutions, modifications and changes may
be made without departing from the spirit of the present solution. All of the features
disclosed in thiy specification (mcluding anv accompanying claims, abstract and
drawings), and/or all of the steps of any method or process so disclosed, may be
combined in any combination, except combinations where at least some of such

features and/or steps are mutually exclusive.
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Claims:

1. A system, comprising:
a processor; and
a storage device communicatively coupled to the processor, wherein the storage
device comprises an inconsistency detection and reconstruction toed to:
create a database including metadata associated with hierarchical
orgamization directories and policy and configuration data files in a file system;
perform consistency check of at least one of the hierarchical organization
directories, the policy and configuration data files and the metadata to detect
mconsistencies; and
reconstruct at least one of the hierarchical organization directories, the
policy and configuration data files and the metadata based on the outcome of the

consistency check.

2. The system of claim 1. wherein the inconsistency detection and reconstruction tool
validates integrity of the metadata m the database and performs consistency check of the
hierarchical organization directories and the policy and configuration data files using the

metadata in the database when the validation 1s successful.

3. The system of claim 2, wherein the nconsistency detection and reconstruction tool
reconstructs the hierarchical organization directories and the policy and configuration
data files using the metadata in the database when the hierarchical organization

directories and the policy and configuration data files are mconsistent.

4. The system of claim 2. wherein the inconsistency detection and reconstruction tool
reconstructs the metadata m the database using the hierarchical organization directories

and the policy and configuration data files when the validation is not successful.

5. The system of clann 4, wherein the inconsistency detection and reconstruction tool
reconstructs the metadata in the database by creating a record for each of the hierarchical

organization directories and the policy and configuration data files in the file system,
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wherein each record includes metadata associated with the hierarchical organization
directories and the policy and configuration data files, wherein the metadata includes
attributes selected from the group consisting of a name, a unique identifier (ID) and an
mode ID associated with the hierarchical orgamization directories and the policy and

configuration files.

6. The system of claim 3. wherein the inconsistency detection and reconstruction tool
determines whether a hierarchical organization directory or a policy and configuration
data file 1s present in the file system for a record 1n the metadata in the database, wherein
the record includes metadata associated with the hierarchical organization directory or the
policy and configuration data file, wherein the metadata includes attributes selected from
the group consisting of a name, a uwnique ID and an inode 1D associated with the
hierarchical organization directory or the policy and configuration file, reconstructs the
hierarchical organization directory or the policy and configuration data file using the
metadata when the hierarchical organization directory or the policy and configuration
data file is not present and repeats the step of determining for each record in the metadata

in the database.

7. The system of claim I, wherein the inconsistency detection and reconstruction tool
performs the consistency check in response to receiving a request from an operating
system during one of a system crash, a periodic consistency check of file system and a

user initiated consistency check.

&. The system of claim 1, wherein the hierarchical organization directories are located
between a root directory and user directories in the file system, wheremn the metadata
associated with the hierarchical organization directories and the policy and configuration
data files are stored in extended attributes and/or tnodes of the luerarchical organization
directories and the policy and configuration data files, respectively, wherem the metadata
comprises attributes selected from the group consisting of a name, a unique ID and an
mode ID associated with the hierarchical organization directories and the policy and
configuration files and a unique ID of the hierarchical organization directories associated

with the policy and configuration data files.
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9. A method, comprising:

creating a database mchiding metadata associated with hierarchical organization
directories and policy and configuration data files in a file system;

performing consistency check of at least one of the hierarchical orgamization
directories, the policy and confipuration data files and the metadata to detect
inconsistencies; and

reconstructing at least one of the hierarchical organization directories, the policy
and configuration data files and the metadata based on the outcome of the consistency

check.

10. The method of claim 9, wherein performing consistency check of at least one of the
hierarchical organization directories, the policy and configuration data files and the
metadata to detect inconsistencies comprises:

validating integrity of the metadata in the database; and

performing consistency check of the hierarchical orgamzation diwectories and the
policy and confipuration data files using the metadata i the database when the validation

1s successiul,

11. The method of claim 10, wherein reconstructing at least one of the hierarchical
organization directories, the policy and configuration data files and the metadata based on
the outcome of the consistency check comprises:

reconstructing the hierarchical organization directories and the policy and
configuration data files using the metadata in the database when the hierarchical

organization directories and the policy and configuration data files are mconsistent.

12. The method of clamm 10, wherein reconstructing at least one of the hierarchical
organization directories, the policy and configuration data files and the metadaia based on
the outcome of the consistency check comprises:

reconstructing the metadata in the database using the hierarchical organization
directories and the policy and configuration data files when the validation is not

successful.
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13. The method of claim 12, wherein reconstructing the metadata using the hierarchical
organization diectories and the policy and configuration data files when the vahdation 1z
not successful comprises:

reconstructing the ietadata by creating a record for each of the hierarchical
organizations directories and the policy and configuration data files in the file system,
wherem each record includes metadata associated with one of the hierarclucal
organization directories and the policy and configuration data files, wherem the metadata
mcludes attributes selected from the group consisting of a name, a unigue identitier (ID)
and an inode ID associated with the hierarchical organization directories and the policy

and confipuration files.

14. The method of clamm 11, wherem recomstructing the hierarchical organization
directories and the policy and configuration data files using the metadata when the
hierarchical organization directories and the policy and configuration data files are
mconsistent comprises:

determining whether a hierarchical organization directorv or a pohev and
configuration data file is present in the file system for a record in the metadata in the
database, wherein the record includes metadata assoviated with the hierarchical
organization directory or the policy and contiguration data file, wherein the metadata
includes attributes selected from the group consisting of a name, a unique ID and an
inode ID associated with the hierarchical organtzation directory or the policy and
configuration file;

reconstructing the hierarchical organization directory or the policy and
configuration data file usme the metadata when the hierarchical organization directory or
the policy and configuration data file is not present; and

repeating the step of determuning for each record in the metadata in the database.

15. A non-transitory miachine-readable storage medivm comprising instructions for
detecting inconsistencies and reconstructing hierarchical organization directories, policy
and configuration data files and/or metadata, the instructions executable by a processor

fo:
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create a database including metadata associated with hierarchical organization
directories and policy and configuration data files i a file system;

perform consistency check of at least one of the hierarchical organization
directories, the policy and configuration data files and the metadata to detect
inconsistencies; and

reconstruct at least one of the hierarchical organization directories, the policy and

configuration data files and the metadata based on the outcome of the consistency check.
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