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VERIFYING THE INTEGRITY OF A MEDIA KEY BLOCK BY STORING VALIDATION DATA IN A
CUTTING AREA OF MEDIA

[o001] This application is a continuation-in-part of presently co-pending
U.8. patent application, Serial No. 09/750,842 filed on December 28, 2000,
entitled “METHOD AND APPARATUS FOR VERIFYING THE INTEGRITY OF A
MEDIA KEY BLOCK".

COPYRIGHT NOTICE

[c002] Contained herein is material which is subject to copyright protection.
The copyright owner has no objection to the facsimile reproduction of the patent
disclosure by any person as it appears in the Patent and Trademark Office patent
files or records, but otherwise reserves all rights to the copyright whatsoever.

FIELD

[0003] This invention relates to static and dynamic information storage and
retrieval. More particularly, this invention relates to methods, apparatus and
systems for the protection of stored information from unauthorized access.

BACKGROUND

[0004] Information or content may be stored on a wide variety of media. As
the speed and convenience of accessing and copying stored information have
increased, the threat of unauthorized coping of the information has increased
correspondingly. Various schemes have been employed to protect the stored
information from unauthorized access. For instance, the content stored on the
media may be encrypted with a secret key, or keys, known only to devices
authorized to access the media. A disadvantage of only one key is the inability to
revoke the authorization of a particular device, by changing the key, without
revoking the authority of alf devices to read the media. Some of the disadvantages
of using multiple keys include the potentially large burden of transmitting and
storing the keys for each particular device.
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[0005] An alternative method developed to protect content from
unauthorized copying uses a media key block (MKB) to authorize copying of the
content, as described by a publication from 4C Entity, LLC, entitied “CONTENT
PROTECTION FOR RECORDABLE MEDIA SPECIFICATION,” Revision 0.94
(October 18, 2000). Authorized devices process the MKB to calculate, as
described in part below, a media key allowing an authorized device to copy the
content. The MKB method uses a media unique key to bind encrypted content to
the media from which it will be played back.

[0008] As keys are compromised and revoked, the MKB can become quite
large, with a size of several megabytes not being unusual. Since many types of
media have limited read-only space, it becomes necessary to store the MKB on
writeable areas of the media. Storing the MKB on the writeable area creates a
vulnerability of the MKB to direct malicious tampering. In such a direct attack, the
intent of the tamperer will likely be to substitute an older MKB for the current MKB
stored on the media. In the alternative, the tamperer may substitute a portion of
an older MKB for a portion of the current MKB stored on the media. Since the
older MKB will still contain keys that are revoked by the current MKB, the
substitution will potentially compromise the content protection provided by the
current MKB.

[0007] Even if the MKB is stored on the readable area of the media,
another weakness of the MKB approach is the ability for a man-in-the-middle
attack to substitute an older MKB for the current MKB during the attempted
processing of the current MKB. In the alternative, the man-in-the-middie attacker
may substitute a portion of an older MKB for a portion of the current MKB during
the attempted processing of the current MKB. Thus, a man-in-the-middle attack
also potentially compromises the content protection provided by the current MKB.

[0008] Thus, media without a valid MKB could be read and readers without

authorization could read content stored on protected media. In a variation on the

MKB approach, a hash value is calculated over the MKB and stored on the read-

only area of the media. The reader reads the MKB, calculates a hash value of the

MKB as read from the media and compares that hash value to the hash value as
2
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read from the read-only area. Calculating the hash value however imposes an
undesirable delay upon the authorization process. Therefore, it is desirable to
improve upon the prior art.

BRIEF DESCRIPTION OF THE DRAWINGS

[0009] The present invention is illustrated by way of example, and not by
way of limitation, in the figures of the accompanying drawings and in which like
reference numerals refer to similar elements and in which:

[oo10] FIG. 1 is a simplified block diagram of an embodiment of the present
invention.
[0011] FIG. 2 is a simplified block diagram of another embodiment of the

present invention.

[0012] FIG. 3 is a simplified block diagram of another embodiment of the
present invention.

[0013] FIG. 4 is a simplified flowchart of a method of the present invention.

[0014] FIG. 5 iliustrates an embodiment in which the read-only area
comprises a cutting area region of a medium.

[0o15] FIG. 6 illustrates one exemplary system which utilizes the cutting
area region of a medium to validate data.

[0016] FIG. 7 illustrates a method of FIG. 6.

[0017] FIG. 8 illustrates another exemplary system which utilizes the cutting
area region of a medium to validate data.

[0018] FIG. @ illustrates a method of FIG. 8.
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DETAILED DESCRIPTION OF THE INVENTION

[0019] in one aspect of the invention, a method for verifying the integrity of
a media key block (MKB) by storing validation data in a cutting area of a medium,
such as a DVD-R or a DVD-RW, is disclosed.

[0020] In one embodiment, validation data may comprise a hash function
on a media key block (MKB) to achieve compatibility with DVD-RAMs when the
MKB is being verified in a drive-host configuration. In this embodiment, the drive
reads the MKB from the control data area (CDA) of a disc, whether itis a DVD-
RAM, a DVD-R, or a DVD-RW. A minor adjusiment to the drive allows the drive to
read the hash value from the CDA of a DVD-RAM or a narrow burst cutting area
(NBCA) of a DVD-R or a DVD-RW, thus allowing the drive to verify the
authenticity of the MKB using previously established procedures.

[00621] In another embodiment, validation data may comprise a Verification
Data field of an MKB'’s Verify Media Key Record to achieve compatibility with
DVD-RAMs when the MKB is being verified by a consumer electronics
playet/recorder (hereinafter a “CE device”). In this embodiment, a CE device
reads the MKB from the CDA of a disc. A minor adjustment to the drive allows the
drive to read the Verification Data field from the CDA of a DVD-RAM or a narrow
burst cutting area (NBCA) of a DVD-R or a DVD-RW, thus allowing the drive to
verify the authenticity of the MKB using previously established procedures.

[0022] The present invention includes various operations, which will be
described below. The operations of the present invention may be performed by
hardware components or may be embodied in machine-executable instructions,
which may be used to cause a general-purpose or special-purpose processor or
logic circuits programmed with the Instructions to perform the operations.
Alternatively, the operations may be performed by a combination of hardware and

software.

10023} The present invention may be provided as a computer program
product which may include a machine-readable medium having stored thereon
instructions which may be used fo program a computer (or other electronic

4
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devices) to perform a process according to the present invention. The machine-
readable medium may include, but is not limited to, floppy diskettes, optical disks,
CD-ROMs (Compact Disc-Read-only Memories), and magneto-optical disks,
ROMs (Read-only Memories), RAMs (Random Access Memories), EPROMs
(Erasable Programmable Read-only Memories), EEPROMs (Electromagnetic
Erasable Programmable Read-only Memories), magnetic or optical cards, flash
memory, or other type of media / machine-readable medium suitable for storing

electronic instructions.

[0024] Moreover, the present invention may also be downioaded as a
computer program product, wherein the program may be transferred from a
remote computer (e.g., a server) to a requesting computer (e.g., a client) by way
of data signals embodied in a carrier wave or other propagation medium via a
communication link (e.g., a modem or network connection). Accordingly, herein, a
carrier wave shall be regarded as comprising a machine-readable medium.

[0025] In the following detailed description of the present invention,
numerous specific details are set forth in order to provide a thorough
understanding of the present invention. However, it will be obvious to one skilled
in the art that the present invention may be practiced without these specific
details. In other instances well known methods, procedures, components, and
circuits have not been described in detail so as not to unnecessarily obscure
aspects of the present invention.

Introduction

[0026] Herein, certain terminology is used to discuss features of the present
invention. For example, content is information programmed by owners or
licensees, such as broadcast or cable networks, “Content” can by any form of
audible or visual information including business data, news, sports, artistic
performances, entertainment, advertising, documentaries, talk, films, videos,
cartoons, text, music and graphics.

Media
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[0027] Media includes any mechanism that provides (i.e., stores andfor
transmits) content in a form readable by a machine (e.g., a computer). For
example, a machine readable medium includes read-only memory (ROM);
random access memory (RAM); magnetic disk storage media; optical storage
media; flash memory devices; electrical, optical, acoustical or other form of
propagated signals (e.g., carrier waves, infrared signals, digital signals, etc.); etc.
Typically, content may be stored in encrypted form on media such as DVDs, CDs,
floppy discs, flash memory arrays. Access control comes from the inability of an
unauthorized device, or a device having revoked keys, to successfully process the
MKB, validate the MKB and then decrypt the content.

Media Reader

[0028] A media reader is an electronic device that reads the content from
the media. A media reader may also read data other than the content from the
media. For instance, media reader may be a DVD drive or player, a CD drive or
player, a floppy drive, a digital television, a digital VCR, a CPU of a personal
computer, a processor or a circuit coupled to flash memory cells, or any other
consumer electronics device capable of accessing content stored on the media.
Devices which also write or record to the media, such as CD-RW drives, are also
considered media readers.

Content Protection For Recordable Media (CPRM)

[0029] In embodiments of the invention, media readers may implement
Content Protection for Recordable Media (CPRM) format for protecting content.
CPRM defines a method for protecting content stored on a number of physical
media types, including, but not limited to, DVD-RAM, DVD-R, and DVD-RW. The
device requirements are explained in further detail in the section below entitied
“Media Key Block".

Media Key Block

J0030} An MKB is formatted as a sequence of contiguous records, where
each record begins with a record type field, followed by a record length field. An
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MKB is part of an MKB Frame that is constructed from n MKB Packs having data.
Each MKB Frame begins with an MKB Descriptor, which is part of the first MKB
Pack, or MKB Pack #0. Each of the first n-1 MKB Packs are filled completely.
The nth MKB Pack may end up with unused bytes, which are zero-filled.

[0031] fn order to process the MKB, each authorized device receives a set
of "n" device keys. The "n” device keys are referred to as Kd_j (i=0,1,...,n-1). For
each device key there is an associated column and row value in the MKB, referred
to as column value (Cd_i for i=0,1,...,n-1) and row value (Rd_j for i=0,1,...,n-1),
respectively. An authorized device will have at most one device key for each
column of the MKB, alhough, an authorized device may have more than one
device key per row.

[0032] The device keys and associated row and column values are kept
secret. If a set of device keys is compromised, an updated MKB can be released
that causes a device with the compromised set of device keys to calculate a
different media key than is computed by the remaining compliant devices. In this
way, the compromised device keys are “revoked” by the new MKB.

[0033] Using its device keys, a device calculates the media key by
processing records of the MKB one-by-one from first to last. After processing of
the MKB is completed, the device uses the most recently calculated media key
value as the final value for the media key. If a device correctly processes an MKB
using device keys that are revoked by that MKB, the resulting final media key will
have the special value OH, where H designates a hexadecimal number. This
special value will never be an MKB's correct final media key value, and can
therefore always be taken as an indication that the device’s keys are revoked. If a
device calculates this special media key value, it stops the authentication,
playback, or recording session in progress, and will not use that media key value
in any subseguent calculations.

[0034] A properly formatted MKB will have exactly one Verify Media Key
Record (VMKR) as its first record. The VMKR contains the hexadecimal value
DEADBEEF encrypted with the correct, final media key. The presence of the

7
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VMKR is mandatory, but the use of the VMKR by a device is not mandatory. A
device may attempt to decrypt the VMKR using its current media key value during
the processing of subsequent Records, checking each time for the hexadecimal
value DEADBEEF. If the device successfully decrypts the VMKR, the device has
already calculated the correct final media key value, and may therefore stop
processing the MKB.

[0035]) A properly formatted MKB will have exactly one calculate media key
record (CMKR). Devices must ignore any CMKRs encountered after the first one
in an MKB. The CMKR includes a column field. The column field indicates the
associated column value for the device key to be used with this record, as
described below. The CMKR also contains encrypted key data in each column
corresponding to each of the device key rows. Before processing the CMKR, the
device checks that the device has a device key with associated column value Cd_i
== column, for some i.

[0036] If the device does not have a device key with the associated column
value, the device ignores the rest of the CMKR. Otherwise, using the vaiue i from
the condition above, the device key and r = Rd_i, ¢ = Cd_j, the device decrypts a
media key value from the encrypted key data for row r = Rd_i. The resulting media
key value becomes the current media key value.

[0037] A properly formatted MKB may have zero or more conditionally
calculate media key records (C-CMKR). The C-CMKR contains encrypted
conditional data. In the columns, the C-CMKR contains doubly encrypted key
data. If decrypted successfully, as described below, the encrypted conditional
data contains the hexadecimal value DEADBEEF and the associated column
value for the device key to be used with this C-CMKR. Using its current media
key value, the device decrypts conditional data from the encrypted conditional
data.

{0038] Before continuing to process the Record, the device checks that the
following conditions are true: the decrypted conditional data contains the
hexadecimal value DEADBEEF and the device has a device key with a newly

8
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associated column value (i) decrypted from the conditional data. If any of these
conditions is false, the device ignores the rest of the C-CMKR. Otherwise, using
the value i from the condition above, the current media key value, andr=Rd_i, ¢
= Cd_j, the device decrypts the doubly encrypted key data at the associated
column in the C-CMKR. The device then decrypts the result of the first decryption
of the doubly encrypted data using the device's i-th device key. The resulting
media key becomes the current media key value.

Storing Validation Data in Read-Only Area

[0039] Referring now to Figure 1, an exemplary embodiment of a media
(10) loaded into a media reader (30) is shown. The media reader (30) reads
content (1) from the media (10). 1f the media (10) includes a writeable area (12),
the media reader (30) may also write data to the writeable area (12) of media (10).
As described above, the media reader (30) may be any device capable of reading
information stored on a media. The media reader (30) includes microprocessors
or other circuits to perform the decryptions, calculations and other processing
discussed herein. The media (10) may be any media for storing information.

[0040] Media (10) includes a read-only area (13) and a media key block
(MKB) (11) stored on the media (10). FIG. 1 illustrates the MKB (11) being stored
on the writeable area (12) of the media (10). However, the MKB (11) may
alternatively be stored on the read-only area (13) of the media (10) without
departing from the spirit and scope of the invention.

[0041) Parts of the MKB (11) may be encrypted and includes a Verify Media
Key Record (15). In one embodiment of the invention, the Verify Media Key
Record (15) may also be referred to as “validation data”, which is encrypted and
contains a pre-selected value. It should be noted that some media readers (30)
decrypt the validation data (15) during the processing of the MKB (11). In such
cases, the present invention does not require an additional read operation over
the prior art to refrieve the validation data (15).
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[0042] A copy of the validation data (17) is stored on the read-only area
(13) of the media (10). The read-only area (13) may comprise, for example, an
embossed data zone or a cutling area of a DVD. An exemplary embodiment in
which the validation data (17) is stored in the cutting area is described below. The
copy of the validation data (17) is encrypted in the same manner as the validation
data (15) is encrypted. Thus, when the copy of the validation data (17) and the
validation data (15) are decrypted, the same value should be obtained if no
malicious tampering has occurred.

[0043] Referring still to Figure 1, the media reader (30) reads information
from the media (10). The information that the media reader (30) reads from the
media (10) includes the content (1) (after access is authorized), the MKB (31), the
reader validation data (33), and a copy of the reader validation data (35). The
media reader (30) decrypts the reader validation data (33), the reader copy of the
validation data (35), or both using the media key obtained previously by
processing the MKB. If the result of either decryption yields a decrypted value not
equal to the preselected value, the media reader (30) refuses to authorize access
to the content (1) stored on the media (10). f all of the decrypted values match
the preselected value, the media reader (30) continues the authorization process.

[0044] It should be noted that the value of a data item as stored on the
media (10) and the value of the data item as read by the media reader (30) may
differ in an environment in which the content (1) is subject to piracy, direct attacks,
man-in-the-middle attacks and other malicious tampering. Therefore, to
distinguish between the validation data (15) stored on the media (10) and the
validation data (33) read from the media (10) by the media reader (30), the
validation data (15) may be referred to as the media validation data (15) and the
validation data (33) may be referred to as the reader validation data (33). Similar
distinctions can be made between other data items stored on the media (10) and
the value of that data item as read by the media reader (30).

[0045] The media reader (30) compares the reader validation data (33) and

the copy of the reader validation data (35). The comparison may be of either the

encrypted values or the decrypted values. Both comparisons may also be made.
10
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If the value of the reader validation data (33) and the value of the copy of the
reader validation data (35) are equal then the media reader (30) authorizes
access to the content (1) stored on the media (10). If these values are not equal,
the media reader (30) refuses to authorize access to the content (1) on the media
(10).

[0046] Thus, by comparing the reader validation data (33) and the copy of
the reader validation data (35) in conjunction with authorizing access, man-in-the-
middle devices inserted between the media (10) and the media reader (30) may
be detected. The method of authorizing access to the content used in conjunction
with the comparison of the two copies of the validation data may be chosen from
those methods well known to the art, including for example decrypting a media
key from an MKB. A man-in-the-middle alteration of either copy of the media
validation data (15 or 17) may be detected by the comparison of the encrypted or
decrypted values of the copies of the reader validation data (33 and 35). A man-
in-the-middle alteration of both copies of the media validation data will be detected
by checking for the pre-selected value in either decrypted copy of the reader
validation data, or in both decrypted values.

[0047] Referring now to Figure 2, another exemplary embodiment of a
media (10) and a media reader (30) of the present invention is shown. In this
embodiment, the MKB (51) is stored on the media (10) so as to straddle the
boundary between the read-only area (13) and the writeable area (12), with the
media validation data (55) being stored on the read-only area (13). No copy of the
validation data is required in this embodiment because the read-only nature of the
read-only area (13) of the media (10) protects the validation data from
unauthorized tampering.

[0048] Referring now to Figure 3, yet another exemplary embodiment of a
media (70) and a media reader (30) of the present invention is shown. In this
embodiment, the media (70) includes both the physical media on which the
content is stored and a processor or other logic circuit (72). For instance, the
media (70) may be a flash memory array including a processor. Another example
of a media with a processor is a DVD drive with a CPU to manage the driver.

11
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Though, those skilled in the art will recognize that other combinations of media
with a processor are obvious. As with other embodiments, the media may also
contain a writeable area (12).

[0049] Another embodiment of the present invention includes a personal
computer having a processor and an input/output device such as a DVD drive. A
media (10) having a content (1) stored on it is loaded into the input/output device.
Upon sensing the presence of the media (10), or upon user command, the
processor attempts to access the content stored on the media (10). Thus, the
processor of the personal computer acts as a media reader (30) and the
input/output device acts as a media (10). The processor may be configured to
process the media validation data {15) and the copy of the media validation data
(17), as set forth herein. As will be obvious to those skilled in the art, the
combination of a media (10) and a media reader (30) form a system for protecting
and accessing the content (1).

Using a Message Authentication Code (MAC)

[0050] A message authentication code may be employed in addition to the
validation data discussed previously. To include a message authentication code
(MAC) in the present embodiment, the media (70) calculates a media MAC (73)
over the copy of the media validation data (17) using a run-time session key
established via authentication and key exchange between the media (70) and a
media reader (30). In effect, the media (70) electronically signs the media MKB
(11) with the media MAC (73).

[0051] The media reader (30) reads the media MAC (73) from the media
(70). The media reader (30) also reads the copy of the media validation data (17)
and calculates a reader MAC (75) over the copy of the reader validation data (35)
using the same algorithm as was used to calculate the media MAC (73).

[0052] By comparing the reader MAC (75) and the media MAC (73), the
media reader (30) makes a second determination of whether authorization for
12
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access to the contents (1) of the media (70) should be granted. Should the reader
MAC (75) and the media MAC (73) differ, the media reader (30) refuses access to
the contents (1) of the media (70). If the two MACs are identical, the media
reader (30) allows access to the contents (1) of the media (70). Thus, the media
reader (30) checks the electronic signature of the media. The calculation and
comparison of the reader and media MACs may occur at any time during the
authorization process, including before or after the validation data integrity check
is‘executed.

[0053] Thus, a MAC provides another level of protection against man-in-
the-middle alterations to the MKB (11). If the man-in-the-middle device alters the
copy of the media validation data (17) as the copy of the media validation data
(17) is being read from the media (10), the media MAC (73) and the reader MAC
(75) will differ.

[0054] Referring now to Figure 4, an embodiment of a process (400) for
authorizing access to content stored on media of the present invention is shown.
Before the media is distributed, the MKB including the media validation data is
stored on the media (block 401). The media validation data may be stored on the
read-only area of the media or it may be stored on the writeable area of the
media. If the media validation data is stored on the writeable area then a copy of
the media validation data is stored on the read-only area (block 403). The content
is encrypted using the correct media key and then stored on the media before the
media is distributed in block 405. In block 407 the user inserts the media into a
media reader or connects the media and media reader as dictated by the form of
media employed.

[0055] Another embodiment includes a media which encrypts and stores
content. In other words, the media of this embodiment may be a content recorder
such as a CD-RW drive. Thus, the media may execute block 404.

[0056] Upon sensing the presence of the media or upon a command or
request from the user or other device, the media reader reads the media MKB
including the media validation data from the media in block 409. If a copy of the

13
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30

media validation data has been previously stored on the read-only area of the
media, the media reader also reads the copy of the media validation data from the
media in block 411.

[0057] The media reader may then compare the encrypted value of the
reader validation data read from the media with the encrypted value of the copy of
the reader validation data read from the media at block 413. [f the two values are
different the media reader denies authorization to access the content in block 414.
Otherwise, the authorization process may continue with block 415.

[0058] In blocks 415 and 417, the media reader decrypts the reader
validation data read from the media and the copy of the reader validation data
read from the media. The media reader may then compare the decrypted values
of the reader validation data and of the reader copy of the validation data, as in
block 419 using the media key obtained by processing the MKB. If the two values
are different the media reader denies authorization to access the content.
Otherwise, the authorization process continues with block 420.

[0059] In block 420, the media reader compares either the decrypted value
of the reader validation data or the decrypted value of the copy of the reader
validation data to the pre-selected value. In the alternative, the reader may
compare both the decrypted reader validation data and the decrypted copy of the
reader validation data to the pre-selected value. If any one of the comparisons
fails, then the media reader denies authorization to access the content.

[0060] In blocks 421 and 423, the media and media reader establish a
shared session key in any manner known to the art. The media reader, in biock
425, calculates a reader MAC over a reader hash value of the reader MKB read
from the media. The media, in block 427, likewise calculates a media MAC over a
media hash value of the media MKB. In blocks 426 and 429, the driver then reads
the media MAC from the media and compares it to the reader MAC. [f the two
values are different the media reader denies authorization to access the content at
block 414. Otherwise, the driver may authorize access fo the content or may
process the MKB, as shown in block 431.

14
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[0061] Another exemplary embodiment includes processing the MKB to
obtain the correct media key; decrypting the validation data with the media key;
verifying that the validation data contains the correct preselected value; and
comparing the encrypted value of the validation data in the MKB with the
encrypted validation data over which a MAC has been successfully caiculated by
the device and reader.

[0062] Another exemplary embodiment includes successfully caiculating a
MAC over the validation data; decrypting the validation data stored on the read-
only area of the media; and verifying that the validation data contains the correct
preselected value.

[0063] Yet another embodiment includes calculating and comparing the
MACs before reading the two copies of the validation data. Thus, when the
reader reads either copy of the validation data the MAC may accompany the
validation data.

Storing Validation Data in_a CA (Cutting Area) Region of a Read-Only Area

{0064] In one exemplary embodiment, as illustrated in FIG. 5, validation
data (15) may be stored in a special region of the read-only area (13) called a
cutting area (19) (also referred to as a CA, or a CAregion). A CAregionis a
portion of certain media types that has physical properties that make it difficult to
mimic using ordinary consumer recording equipment/media. A CA region requires
special manufacturing equipment to write, making its contents difficult to copy.
Furthermore, since the CA is read using a physically different process from that
used to read the other areas of a medium, a device can physically distinguish
contents written to a CA from contents that may have been written by an ordinary
recorder on ordinary recordable media.

[0065] It'should be understood by one of ordinary skill in the art that the
term “CA” or “CA region” is to be construed as an area having the general
properties described herein, and that the term “CA” or “CA region” shall not
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preclude other areas having the properties of a CA described herein from being
construed as an equivalent of a CA.

[0066] Examples of CAs include a burst cutting area (BCA) of a DVD-ROM
(Digital Versatile Disc - Read-Only Memory) and a DVD-RAM (Digital Versatile
Disc - Random Access Memory); and a narrow burst cutting area (NBCA) of a
DVD-R (Digital Versatile Disc - Recordable) and DVD-R/W (Digital Versatile Disc -
Rewriteable). (DVD-Rs and DVD-RWs shall together be referred to as DVD-
RWSs.)

[0067] Validation data may comprise a copy of the verify media key record
(15), as discussed above. in other embodiments, validation data may comprise a
copy of the Verification Data field of the Verify Media Key Record, and/or a hash
function on the MKB, also known as the MKB_Hash.

Validation Data Comprising MKB_Hash

[0068] Validation data may comprise MXB_Hash. This can, for example,
help to maintain compatibility with DVD-RAMs, where MKB_Hash is stored in a
CDA of a DVD-RAMSs read-only area in a PC based system having a drive-host
configuration where CPRM content protection is used. In such a system, a DVD
drive and PC host act together as a recording device and/or playback device for
CPRM protected content. In a drive-host configuration, the host verifies the
integrity of the MKB it receives from the drive. It does this by using a message
authentication code (MAC) calculation algorithm.

[0089] In DVD-RMW formats, for instance, the manufacturer calculates
MKB_Hash, and stores the result in the NBCA. For example, MKB_Hash may be
calculated as C2_H (MKB) , where C2_H is a hashing procedure based on a C2
encryption algorithm used in GPRM technology, and where MKB includes the
entire MKB Frame minus the MKB Descriptor. In a drive-host configuration,
validation data comprises MKB_Hash, which is used to verify the integrity of the
MKB on both a DVD-RAM and a DVD-RW, as illustrated in FIG. 6.
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[0070] Upon request from the host (61), the drive (60) requests the first
MKB Pack (MKB Pack #0) from a DVD-RW, and reads an MKB_Hash (15) from
the NBCA (19). Using a MAC calculation algorithm (62), a drive MAC, m1 (63), is
calculated over the MKB_Hash (15) value, and part of the MKB Descriptor of MKB
Pack #0 is replaced with m1 (83). The modified MKB Descriptor is then returned
to the host (61). if there are more MKB Packs available, the host (61) reads them
from the drive (60). Then, using the MKB and any unused (zero-valued) bytes
that follow it in the MKB Frame, the host (61) calculates a value, h, as:

[0071] h = C2_H(MKB and trailing zeros),where C2_H (65)
represents the hash function used to calculate MXB_Hash (15).

[0072] Using the resilting h value, the host then uses the MAC algorithm
(62) to calculate a host MAC, m2 (66) as:

[0073] m2 = DVD-MAC(h).

[0074] A compare function (67) of the host (61) verifies the integrity of the
received MKB (11) by determining if m1 = m2. If verification fails, then the host
(61) aborts the playback or recording session in progress. Otherwisg, it calculates
a media unique key (Kp,). Note that whether the host (61) verifies the MKB’s (13)
integrity before or after the calculation of the media key (Ky) is implementation-
defined.

[0075] A method for MKB validation in a drive-host configuration is shown
in FIG. 7, starting at block 700. At block 702, the drive reads the MKB_Hash from
the media, and calculates a MAC algorithm over the MKB_Hash at block 704. A
drive MAC, m1, is generated at block 706, and parts of the MKB Descriptor of the
MKB are replaced at block 708. The modified MKB Descriptor is sent to the host
at block 710. The host then requests the MKB from the media at block 712, and
calculates the MAC algorithm over the MKB at block 714. At block 716, a host
MAC, m2, is generated at block 716. At block 718, m1 is compared to m2, and
access is denied at block 720 if m1 does not equal m2, or granted at block 722 if
ml equals m2, The method ends at block 724.
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Validation Comprising Verification Data

[0076] Validation data may comprise a copy of the Verification Data field of
the Verify Media Key Record. This can, for example, help to maintain
compatibility with DVD-RAMSs, where a copy of the Verification Data field of the
Verify Media Key Record is stored in a CDA of a DVD-RAMs read-only area in an
consumer electronics device (hereinafter referred to as “CE device”) where CPRM
content protection is used.

[0077] To implement this, a copy of the Verification Data field of the MKB's
Verify Media Key record is stored in the NBCA. As shown in FIG. 8, a CE device
(80) authenticates the MKB (11) on a DVD-R/W by processing (81) the MKB (11)
from the DVD-RAW disc, as described above. The CE device (80) uses the
resulting Media Key (Kn) (83) to decrypt (82) the copy of the Verification Data field
(17) stored in the NBCA of the DVD-R/W, ensuring that it decrypts to the
hexadecimal value DEADBEEF (84) before proceeding.

[0078] A method for MKB validation in a drive-host configuration is shown
in FIG. 9, starting at block 900. At block 902, the MKB is processed to produce a
media key. The CE device then reads the verification data at block 904. Using
the media key, a decryptor decrypts the verification data at block 908. If the
verification data decrypts to a pre-determined value (i.e., hexadecimal value for
DEADBEEF) as checked at block 908, then the CE device grants access fo the
contents at block 910. Otherwise, the CE device denies access to the contents at
block 912. The method ends at block 914.

Maintaining Compatibility With DVD-RAMs

[0079] In an exemplary embodiment, full compatibility between DVD-RAMs
and DVD-RAWVs, for example, is achieved without regard to the device being used.
Thus, both an MKB_Hash and Verification Data are stored in the NBCA of DVD-
RMSs. By storing both types of validation data in the cutting area of a disc, the
integrity of an MKB may be verified on both DVD-RAMs and DVD-R/RWs with
little or no modification to media readers.

18
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[0080] By placing the MKB_Hash (15) in the CA (19) of a medium,
compatibility with currently existing media types using MXKB_Hash (15) to validate
MKBs (11) can be maintained. The device is merely subject to a minor
adjustment for determining whether to read the MKB_Hash from the control data
area (CDA) of a DVD-RAM or to read the MKB_Hash from the NBCA of a DVD-
R/RW. In CPRM format, a media reader can differentiate between media types by
reading the MKB of the media. Furthermore, the drive interface command and
returned data are the same for DVD-RAW and DVD-RAM, and the host verifies the
authenticity of the MKB using the identical procedures previously defined by the
CPRM specification.

[0081} The integrity of an MKB an both DVD-RAMs and DVD-R/RWs may
be verified in consumer electronics players/recorders (hereinafter referred to as
“CE devices”) with minor adjustments to the CE device. Whereas a CE device
reads verification data from the Control Data Area of a DVD-RAM to verify the
MKBs authenticity, in @ manner described above for reading validation data from
the read-only area of a medium, a CE device reads the MKB_Hash from the
NBCA of a DVD-RMW to verify the MKBs authenticity. Again, a media reader can
differentiate between media types by reading the MKB of the media in CPRM
format.

Conclusion

[0082] Thus, embodiments of the invention provide a robust means of
validating a media key block to protect content, such as CPRM content on DVD-
R/W media, against unauthorized copying. The enhanced protection is enabled
by new discs and new devices that use the invention. At the same time, full
interoperability among new and old devices, and new and old media is maintained
with fittle or no modifications to media readers.

[0083] In the foregoing specification, the invention has been described with
reference to specific embodiments thereof. 1t will, however, be evident that
various modifications and changes may be made thereto without departing from
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the broader spirit and scope of the invention, The specification and drawings are,
accordingly, to be tegarded in an illustrative rather than a restrictive sense.

[0084] For example, while exemplary embodiments have been described, it
should be understood by one of ordinary skili in the art that concepts of this
invention can be applied to other types of content, content protection systems,
and media formats. For example, while the exemplary embodiments described
herein are specific to DVD media as they relate to a current form of protection (i.e.
CPRM), one of ordinary skill in the art would understand that other forms of
protection currently existing or to be developed in the future may apply as well.

[0085] Furthermore, while embodiments of the invention described herein
refer to an area called the cutting area, it should be understood that the cutting
area is an area having characteristics described herein, and that such an area is
not limited to areas that are called, or that contain the term, cutting area. As an
example, DVD-ROMs and DVD-RAMs comprise a cutting area called a burst
cutting area, while DVD-Rs and DVD-RWSs comprise a cuiting area called a
narrow burst cutting area.

20
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CLAIMS

WHAT IS CLAIMED IS:

1. A method, comprising:
reading a media key block from a first region on a medium;

5 reading validation data related to the media block from a second region on
the medium; and

validating the media key block using the validation data.

2. The method of claim 1, wherein said validating the media key block using
the validation data comprises:

10 comparing the media key block to the validation data; and

granting authorization to access the content if the media key block
corresponds to the validation data.

3. The method of claim 2, wherein the media key block corresponds to the
validation data if the media key black matches the validation data.

15 4. The method of claim 2, wherein the media key block corresponds to the
validation data if a hash function over the media key block matches the
validation data.

5. The method of claim 4, wherein the validation data comprises a hash
function of the media key block, and said validating the media key block
20 comprises:

calculating a first MAC using a message authentication code (MAC)
algorithm over the validation data;

21
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calculating a reader MKB by using the hash function over the media key
block read from the read-only area of the medium;

calculating a second MAC using the MAC algorithm over the reader MKB;
comparing the first MAC to the second MAC; and

5 verifying the authenticity of the MKB if the first MAC matches the second
MAC.

6. The method of claim 1, wherein the medium comprises a DVD-RAM
(Digital Versatile Disc - Random Access Memory), and the second region
comprises a control data area of the medium.

10 7. The method of claim 1, wherein the medium comprises a DVD-R (Digital
Versatile Disc - Recordable), and the second region comprises a narrow
burst cutting area of the medium.

8. The method of claim 1, wherein the medium comprises a DVD-RW (Digital
Versatile Disc - Rewriteable), and the second region comprises a narrow
15 burst cutting area of the medium.

9. A method, comprising:
on a first device:
reading a media key block stored on a read-only area of a medium,

reading a first validation data equal to a hash function of the media
20 key block, the validation data being stored on a cutting area
of the read-only area of the medium; and

calculating a media authentication code (MAC) algorithm over the
first validation data to form a first MAC; and

on a second device:
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calculating a second validation data equal to the hash function of the
media key block that is read from the read-only area of the
medium;

calculating the media authentication code (MAC) algorithm over the
second validation data to form a second MAC;

comparing the first MAC and the second MAC; and

verifying the authenticity of the media key block read from the read-
only area of the medium if the first MAC equals the second
\
MAC.

The method of claim 9, wherein the medium comprises a DVD-R (Digital
Versatile Disc - Recordable), and the second regioh comprises a narrow
burst cutting area of the medium.

The method of claim 9, wherein the medium comprises a DVD-RW (Digital
Versatile Disc - Rewriteable), and the second region comprises a nharrow
burst cutting area of the medium.

A method comprising:

reading a media key block from a first region of a read-only area of a
medium;

generating a media key from the media key block;

reading validation data related to the media key block from a second region
of a read-only area of the medium;

decrypting the validation data using the media key; and

verifying the authenticity of the media key block if the validation data
decrypts to a predefined value.

23
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13.

The method of claim 12, wherein the validation data comprises a
verification data field of the media key block’s verify media key record.

The method of claim 12, wherein the predefined value comprises a
hexadecimal value equal to DEADBEEF.

The method of claim 12, wherein the second region of the read-only area
comprises a cutting area of the medium.

The method of claim 15, wherein the medium is protected using Content
Protection For Recordable Media (CPRM) format.

The method of claim 16, wherein the cutting area comprises a burst cutting
area, and the medium is one of:

a DVD-R (Digital Versatile Disc - Recordable); and

a DVD-RW (Digital Versatile Disc - Rewriteable).

A method comprising:

determining a media type associated with a medium to be read;
reading a media key block from a first region on a medium;

reading validation data related to the media block from a second region on
the medium, the second region based on the determined media
type; and

validating the media key block using the validation data.

24
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The method of claim 18, wherein said validating the media key block using
the validation data comprises:

comparing the media key block to the validation data; and

granting authorization to access the content if the media key block
corresponds fo the validation data.

The method of claim 18, wherein the media type comprises one of.
DVD-R (Digital Versatile Disc - Recordable); and
DVD-RW (Digital Versatile Disc - Rewriteable);

and the second region comprises the burst cutting area region of the read-
only area of the medium.

The method of claim 18, wherein the media type comprises DVD-RAM
(Digital Versatile Disc - Random Access Memory), and the second region
comprises the control data area of the read-only area of the medium.

A machine-readable medium having stored thereon data representing
sequences of instructions, the sequences of instructions which, when
executed by a processor, cause the processor to perform the following:

read a media key block from a first region on a medium;

read validation data related to the media block from a second region on the

medium; and

validate the media key block using the validation data.
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The machine-readable medium of claim 22, wherein said validating the
media key black using the validation data comprises:

comparing the media key block to the validation data; and

granting authorization to access the content if the media key block
corresponds to the validation data.

The machine-readable medium of claim 23, wherein the media key block
corresponds to the validation data if the media key block maiches the
validation data.

The machine-readable medium of claim 23, wherein the media key block
corresponds to the validation data if a hash function over the media key
block matches the validation data.

A machine-readable medium having stored thereon data representing
sequences of instructions, the sequences of instructions which, when
executed by a processor, cause the processor to perform the following:

read a media key block from a first region of a read-only area of a medium;
generate a media key from the media key block;

read validation data related to the media key block from a second region of
a read-only area of the medium;

decrypt the validation data using the media key; and

verify the authenticity of the media key block if the validation data decrypts
to a predefined value.
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The machine-readable medium of claim 26, wherein the validation data
comprises a verification data field of the media key block’s verify media key
record.

The machine-readable medium of claim 26, wherein the second region of
the read-only area comprises a cutting area of the medium.

A machine readable medium, comprising:
a writeable area of the medium;
a content stored on the writeable area of the medium;

a read-only area of the medium having a cutting area region, and a non-
cutting area region;

a media key block being stored on the non-cutting area region; and

validation data for verifying the authenticity of the media key block being
stored on the cutting area region.

The machine-readable medium of claim 29, wherein the validation data
comprises a preselected value that is encrypted.

The machine-readable medium of claim 30, wherein the encrypted,
preselected value comprises a verify media key record of the media key
block.

The machine-readable medium of claim 29, wherein the validation data
comprises a hash function over the media key block.

27
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33.  The machine-readable medium of claim 29, wherein the validation data
comprises a copy of a verification data field of a verify media key record of
the media key block.

34.  The machine-readable medium of claim 29, wherein the media comprises a
5 digital versatile disc (DVD).

35. A sysiem comprising:
a medium having:
a writeable area;
a content stored on the writeable area;

10 a read-only area having a cutting area region, and a non-cutting
area region;

a media key block being stored on the non-cutting area region; and

a first validation data equal to a hash function of the media key block
for verifying the authenticity of the media key block being
15 stored on the cutting area region;

adrive to:
read a media key block stored on a read-only area of a medium;
read the first validation data from the cutting area region; and

calculate a media authentication code (MAC) algorithm over the first
20 validation data to form a first MAC; and

a host to:
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calculate a second validation data equal to the hash function of the
media key block that is read from the read-only area of the
medium;

calculate the media authentication code (MAC) algorithm over the
5 second validation data to form a second MAC;

compare the first MAC and the second MAC; and

verify the authenticity of the media key block read from the read-only
area of the medium if the first MAC equals the second MAC.

36. The system of claim 35, wherein the media comprises one of:
10 a DVD-R (Digital Versatile Disc - Recordable); and
a DVD-RW (Digital Versatile Disc - Rewriteable).

37.  The system of claim 36, wherein the cutting area region comprises a

narrow burst cutting area region of the read-only area of the medium.
38. A system comprising:
15 a medium having;
a writeable area;
a content stored on the writeable area;

a read-only area having a cutting area region, and a non-cuiting
area region;

20
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39.

40.

41,

42.

a media key block being stored on the non-cutting area region; and

validation data for verifying the authenticity of the media key block
being stored on the cutting area region; and

a device to;

read a media key block from a first region of a read-only area of a

medium;
generate a media key from the media key block;

read validation data related to the media key block from a second
region of a read-only area of the medium;

decrypt the validation data using the media key; and

verify the authenticity of the media key block if the validation data
decrypts to a predefined value.

The system of claim 38, wherein the device comprises a consumer
electronics device.

The system of claim 38, wherein the medium comprises a DVD-R (Digital
Versatile Disc - Recordable), and the second region comprises a narrow
burst cutting area of the medium.

The system of claim 38, wherein the medium comprises a DVD-RW (Digital
Versatile Disc - Rewriteable), and the second region comprises a harrow
burst cutting area of the medium.

An apparatus comprising:

means for reading a media key block from a first region of a read-only area
of a medium;

means for generating a media key from the media key block;
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means for reading validation data related to the media key block from a
second region of a read-only area of the medium;

means for decrypting the validation data using the media key; and

means for verifying the authenticity of the media key block if the validation
5 data decrypts to a predefined value.

43.  The apparatus of claim 42, wherein the validation data comprises a
verification data field of the media key block’s verify media key record.

44.  The apparatus of claim 42, wherein the second region of the read-only area
comprises a cutting area of the medium.

10

31

JP 2005-502975 A 2005.1.27



JP 2005-502975 A 2005.1.27

(55)

Y3qH0I3Y
JE3AVId LNVITdNOD

PCT/US01/49784

T *31d

vIaaw

INZINOD

aMi
F vivg

1/9

V0D NOLLVAITYA

V1yQ NOILVarvA

€€ 40 AdOD

WO 02/054401

L T T T T S N T T T (|

INTVA GY3Y

axn

vivg

NOILVAITVA

J




JP 2005-502975 A 2005.1.27

(56)

PCT/US01/49784

7 814
¥IAHOOTY via3
H3AVId INVITNOD
\)ll\
—
e
3 P
o
o
P ANTVA
ERTZ] oY) N M av3y DIN
viva INIVA viva
NOILVGITVA avay NOILVArMVA
3 —]
7 G
<
g
o
: ~ P
o€ 0L

L T T T T S N T T T (|

N

3

/J

[4

—~

24

f

€l

gg



JP 2005-502975 A 2005.1.27

(57)

PCT/US01/49784

¥3a¥0o3Y
PIBAVI INVITGWOD
)‘\
1
\e
. anwA
aun )
2
& viva
IO NOILVQITYA
. [ €L
......... ovw¥zavay P} oeP FUVINOD <--------- OV oo
SN e
AVINOTVY A .
NOISSAS QTUVHS
V1VQ NOILVGITVA WA
€€ 40 Ad0D avay

WO 02/054401

L L L L L L L L L L L L L L L L L L L L L L L L L L L L L

€ "8

RLeET

N

N f/)
viva b
NOILLVAITVYA




L T e T e T e T e T e T e T e T T e T e T s O s O s O e TR s T e O e, T s T e, O e, T e, O e T e TR e O e, IO e T e T s R |

(58) JP 2005-502975 A 2005.1.27

WO 02/054401 PCT/US01/49784

READER MeDIA

T

40172 1 Write MKB To MEDIA
DEGRYPT 415
VALIDATION DATA ©
403 1{ WRiTE COPY OF 400
VALIDATION DATA TO DecrYeT COPY OF 47
MEDIA VALIDATION DATA
404 WRITE ENCRYPTED
GONTENT To MEDIA OMPAR 419
<> VALIDATION
405 Datas
407 INSERT MEDIA INTO 420
READER r<>
READER MEDIA *

409 READ VALIDATION

Data

Reap COPY OF
VALIDATION DATA

OMPARI
VALIDATION
DATAS

<> <>
414 F

42 i
ESTABLISH SHARED ESTABLISH SHARED!
SESSION KEY ~ A SESSION KEY

425 o421
CaLCULATE MAC L.S_ Catcutate MAC Lg

READ MEDIA MAC

COMPARE
MACS

A

413

- AUTI‘{ORIZE AccESS

1

FiG. 4



JP 2005-502975 A 2005.1.27

(59)

PCT/US01/49784

S "3

R

WHLNODTY OVYIN

5/9

WHLRNODTY DV

WHLINODTY DVIN

CRt)
(susoorwom
\.\

9

WO 02/054401

L T T T T S N T T T (|

WHLIRNODTY OV

avn

3

[4]

Viv(@ NOILYAIvA

\u\

oL



JP 2005-502975 A 2005.1.27

(60)

PCT/US01/49784

WO 02/054401

6/9

9 8Ty

i

NOILONNL HSYH

WHLINOSTY DVIN

B9

™

JUYANOD

14

N~

DN

WHLEO0TY OV [

L Sk

09

\u\

13

L T T T T S N T T T (|



L T e T e T e T e T e T e T e T T e T e T s O s O s O e TR s T e O e, T s T e, O e, T e, O e T e TR e O e, IO e T e T s R |

WO 02/054401

) ,

(61)

PCT/US01/49784

7/9

702 —Z_

Reap MKB_HasH From
MEDIUM

J 716
—— GENERATE M2

704 ’?/

CALCULATE MAC
ALGORITHM OVER
MKB_HAsH

706

708 L

MKB DESCRIPTOR
MODIFIED USING M1

!

7102—

MoDiFIED MKB
DESCRIPTOR SENT TO
HosT

2

REQUEST MKB From
MEDIA

71@1

CaLcuLATE MAC OVER

|

718

57

Now|

Access To }
CONTENT DENWJ’

Yes 722
v
Access To CONTENT
GRANTED

F1e. 7

JP

2005-502975 A 2005.1.27



JP 2005-502975 A 2005.1.27

(62)

8 "31d

PCT/US01/49784

ANIINOD

R }
$8300¥d ~ f

41
1

@ — N

B J33savag 1dANO3Q - (W/:
vivg

44 NOWVOIdRNFA | T _./
28 I+
£8
| Ll

08 (i

WO 02/054401

L T T T T S N T T T (|



L T e T e T e T e T e T e T e T T e T e T s O s O s O e TR s T e O e, T s T e, O e, T e, O e T e TR e O e, IO e T e T s R |

(63)

WO 02/054401 PCT/US01/49784

9/9

900

%027 | Process MKB To
PRrRopuce MEepia Key

'

904 ?, READ VERIFICATION DATA

906

DECRYPT VERIFICAITON
DATA UsING MEDIA KEY

5912

Access To
CONTENT DENIED

908

PRE-DETERMINED No—»

VALUE?

YES
-

T

910 1 ACCESS To CONTENT
GRANTED

914

Fi1G6. 9

JP 2005-502975 A 2005.1.27



L T e T e T e T e T e T s T T T e T e T s T e T e T e T e T e T e T e T e B e R T e T e T e T e T e R e T e B e

gbooogbodaoan

INTERNATIONAL SEARCH REPORT

(64)

Intt  onal Application No

PCT/US 01/49784

A. CLASSIFICATION OF SUBJECT MATTER

IPC 7 G11B20/00

According to Patent Cl {IPG) ot 1o both national

and IPC

B. FIELDS SEARCHED

IPC 7 GI1B

Minimum documentation searched (classification system followed by classification symbols)

Decumentation searched other than minimurn documentation to the extent that such documents are included  in the fields searched

EPO-Internal, INSPEC, WPI Data, PAJ

Electronic dala base consulled during the international search (name of data base and, where practical, search terms used)

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category © | Citation of document, with inciication, where appropriate, of the relevant passages Relevant to claim No.
X INTEL CORPORATION ET AL: "Content 1,2,4,5,
Protection for Recordable Media 7-17,
Specification: DVD Book, Revision 0.94" 22-32,
4C ENTITY, 34-44
. 18 October 2000 (2000-10-18), XP002167964
cited in the.application
A page 3.1 -page 6.10 3,6,8,
18-21,33
P.X WO 01 95327 A (KONINKL PHILIPS ELECTRONICS 1,2,4,6,
- NV) 13 December 2001 (2001-12-13) 22,23,
25,29,
30,32,34
P,A the whole document 5,9,12,
: 18,21,
26,35,
38,39,42
-/

Further documents are listed in the continuation of box C.

Patent family members are listed in annex.

= Special calegories of cited docurments -

*A* document defining the general state of the ait which is not
considered to be of particular relevance

*E* earller document but published on or after the international
ling date

*L.* document which may throw doubts on priority claim(s) or
which is cled 1o establish the publicallon date of another
citation or other special reason (as specified)

"0 document referring lo an oral disclosure, use, exhlbition or
other maans

*P* document published prior to the intemational filing date but
ater than the priority dalo claimed

£l

later document published after the international filing date
or priorily date and not in conftict with the application but
cited to understand the principle or theory underlying the
invention

document of paricular relevance; the claimed invention
cannol be considered novel or cannot be considered o
involve an inventive step when the document is taken alone

document of particular relevance; the claimed invention
cannot be considered to involve an inventive step when the
document is combined with one or more other such docu~
ments, such combination being obvious to a parson skilled
inthe art.

document member of the same patent family

Date of the actual completion of the international search

5 June 2002

Date of mailing of the International search report

12/06/2002

Name and mailing address of the ISA
Europesn Patent Office, P.B. 5818 Patentlaan 2
NI — 2280 HV Rijswiic -~
Tel. (+31~70) 340-2040, Tx. 31 651 epo nl,
Fax: (+31-70) 340-3016

Authorized officer

Ogor, M

Fom PCTASA/210 (secand shast) (July 1982)

page 1 of 2

JP 2005-502975 A 2005.1.27



L T e T e T e T e T e T e T e T T e T e T s O s O s O e TR s T e O e, T s T e, O e, T e, O e T e TR e O e, IO e T e T s R |

INTERNATIONAL SEARCH REPORT

(65)

Int ional Application No

PCT/US 01/49784

CdConth DOCUMENTS CC > TO BE RELEVANT

Category * | Citation of document, with Indication where appropriate, of the relevant passages

Relevant to clalm No.

X EP 0 984 346 A (HITACHI EUROP LTD)
8 March 2000 (2000-03-08)

column 2, line 29 - line 43

column 4, Tine 22 - line 44

column 5, line 1 - Tine 11

column 5, 1ine 33 -column 6, line 42
A column 8, line 35 —column 9, line 37

1-3,6,7,
22-24,
29,34

4,25,32

Form FOTASA21D (confinuation of second shest) (July 1992)

page 2 of 2

JP 2005-502975 A 2005.1.27



L T e T e T e T e T e T e T e T T e T e T s O s O s O e TR s T e O e, T s T e, O e, T e, O e T e TR e O e, IO e T e T s R |

INTERNATIONAL SEARCH REPORT

Information on patent family members

(66)

Int

tional Application No

PCT/US 01/49784

Patent document Publication Patent famnily Publication

clted in search report member(s) date

WO 0195327 A 13-12-2001 AU 6391701 A 17-12-2001
WO 0195327 Az 13-12-2001
NO 20020528 A 21-03-2002
US 2001049662 Al 06-12~2001

EP 0984346 A 08-03-2000 EP 0984346 Al 08-03-2000
JP 2000076141 A 14-03-2000

Form PCTASA/210 (patent famlly annex) (July 1982)

JP 2005-502975 A 2005.1.27



(67) JP 2005-502975 A 2005.1.27

gobogooaon

GLInt.cl.’ 0o 0000000000
0ooo 20712 oooo 20/12 0OOO ooooo

@éGnoooooono  AP(GH,GM,KE,LS,Mw,Mz,SD,SL,SZ,TZ,UG,ZM,ZW) ,EA(AM,AZ,,BY ,KG,KZ ,MD,RU, TJ, TM) ,EP(AT,
BE,CH,CY,DE,DK,ES,FI,FR,GB,GR, IE,IT,LU,MC,NL,PT,SE, TR) ,0A(BF,BJ,CF,CG,CI ,CM,GA,GN,GQ,GW,ML ,MR,,NE, SN,
TD,TG),AE,AG,AL,AM,AT,AU,AZ,BA,BB,BG,BR,BY,BZ,CA,CH,CN,CO,CR,CU,CZ,DE,DK,DM,DZ ,EC,EE,ES,FI,GB,GD, GE,
GH,GM,HR,HU, ID, IL, IN, IS, JP,KE,KG,KP,KR,KZ,LC, LK, LR,LS,LT,LU,LV,MA,MD,MG,MK,MN ,MW ,MX ,MZ ,NO,NZ,OM, PH, P
L,PT,RO,RU,SD,SE,SG,SI,SK,SL, T, T™M, TN, TR, TT, TZ,UA,UG,UZ, VN, YU, ZA, ZM, ZW

(7000 000000000000
000000000000000000000000000000000000000000C0
(72000 0OO0O00000
000000000000000000000000
(72000 000000000
0000000000000000000000000000000
0000 (0 0) 58017 AAO6  CAO9
OO0O0O OO 50044 BCO4 CCO4 DE17 DESO GK12 GK18
0000 OO 5D090 AAOL CCO4 CC18 DDO3 FFO9 GG36



	bibliographic-data
	abstract
	claims
	description
	drawings
	international-document-image-group
	search-report
	overflow

