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(75) Inventor: Nicholas J. Witchey, Laguna Hills, CA (57) ABSTRACT 
(US) The present invention generally relates to a communication 

protocol converter to allow a legacy device utilizing IPv4 to 
(73) Assignee: LANTRONIX, INC., Irvine, CA (US) operate across the network using IPv6. In a first embodiment 

of the invention, two modular Ethernet connectors are placed 
(21) Appl. No.: 13/612.309 side-by-side. A first modular connector receives IPv4 Ether 

net data which is converted to a raw data signal. The data is 
(22) Filed: Sep. 12, 2012 transmitted from the first modular connector to a second 

modular connector by a bidirectional data line. The second 
O O connector receives the raw data, and a raw data-to-Ethernet 

Related U.S. Application Data conversion is completed providing output at IPv6. The 
(63) Continuation of application No. 10/712,084, filed on present invention utilizes the form factor structure of the 

Nov. 13, 2003, now Pat. No. 8,271,620. Ethernet connectors, so that the entire electronic circuitry is 
contained within the connectors to complete the conversion. 

Publication Classification An alternate embodiment incorporates the connectors into a 
single housing and the conversion is completed internally by 

(51) Int. Cl. a microprocessor and embedded software. A method of IPv4 
H04L 29/06 (2006.01) to IPv6 conversion is additionally disclosed. 
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COMMUNICATION PROTOCOL 
CONVERTER AND METHOD OF PROTOCOL 

CONVERSION 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

0001. Not Applicable 

STATEMENT RE: FEDERALLY SPONSORED 
RESEARCHADEVELOPMENT 

0002. Not Applicable 

BACKGROUND OF THE INVENTION 

0003. The present invention relates generally to commu 
nication protocol conversion. More particularly, the invention 
relates to an apparatus and method of completing a conver 
sion from Internet protocol version 4 to Internet protocol 
version 6 utilizing modular data converters capable of con 
Verting formatted data on a first Ethernet data stream to data 
in a different format on a second Ethernet data stream. 
0004 Most of the Internet utilizes Internet protocol ver 
sion 4 (IPv4) which has been employed for nearly twenty 
years. Each new device added to the Internet is assigned a 
unique address. Due to the exploding use of the Internet there 
is a growing shortage of IPv4 addresses. As is apparent, 
global Internet routing based upon the 32-bit addresses of 
IPv4 is becoming increasingly strained. In addition to the 
foregoing, IPv4 addresses lack the flexibility to construct 
efficient hierarchies. Classless Internet-domain routing has 
extended the lifetime of IPv4 routing, however, the difficulty 
associated with managing the routing continues to increase 
and it is foreseeable that the Internet will eventually exhaust 
its Supply of useable network numbers. 
0005. In an attempt to address the inherent problems with 
IPv4, Internet protocol version 6 (IPv6) has been designed as 
an evolutionary step from IPv4. Importantly, IPv4 and IPv6 
are not completely interoperable. IPv6 addresses the per 
ceived deficiencies in IPv4, such as the limited number of 
available IP addresses, and additionally adds many improve 
ments in areas Such as routing and network auto configura 
tion. IPv6 is designed to run well on high performance net 
works while simultaneously efficiently running on low 
bandwidth networks (i.e., wireless). IPv6 is expected to 
gradually replace IPv4 with the two Internet protocols coex 
isting for a number of years during a transition. Initially 
devices supporting IPv6 will be rare amongst IPv4 devices. 
IPv6 devices will be required to be able to communicate with 
IPv4 hosts. As the transition progresses, IPv6 devices will 
dominate over IPv4 thereby isolating the legacy IPv4 devices. 
IPv6 hosts will communicate with IPv4 hosts through many 
known methods such as IPv4/IPv6 stacks, tunneling IPv6 
over IPv4, Network Address Translation-Protocol Transla 
tion (NAT-PT) and Stateless IP/ICMP Translation. However, 
once IPv6 dominates the Internet there will be a large number 
of legacy devices and hosts currently on the Internet utilizing 
IPv4. Because IPv4 supports only a limited number of 
devices, and the Internet is rapidly reaching its limit, Such 
IPv4 legacy devices will eventually need to be replaced or 
modified at great expense to support IPv6. 
0006 Known attempts to address the conversion issue 
include routers developed by Such companies such as Cisco 
that will allow IPv4 to IPv6 conversion, but such technology 
is employed on a network-wide basis. Other systems have 
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been described in issued patents such as U.S. Pat. No. 6,038, 
233 and 6,118,784, the substance of which is incorporated 
herein by reference. Although prior systems address IPv4 to 
IPv6 conversions, it would be desirable to have a device that 
includes IPv4 to IPv6 conversion on a one-to-one basis as 
opposed to many-to-many. Current practices for conversion 
additionally include a technique for hosts and routers to 
dynamically tunnel IPv6 packets over IPv4 routing infra 
structure. The tunneling technique, however, requires a Sub 
stantial configuration which is time consuming and expen 
sive. It would be desirable to have a device that would allow 
to the conversion from IPv4 to IPv6 with minimal configura 
tion to create a homogenous network infrastructure as IPv4 
fades away. 

BRIEF SUMMARY OF THE INVENTION 

0007. The present invention relates to a communication 
protocol converter primarily directed to allow the use of a 
legacy device utilizing IPv4 to operate across a network uti 
lizing IPv6. Although the specific embodiments are directed 
to IPv4 and IPv6, it is recognized that the invention may be 
employed in relation to any two differing communication 
protocols or other data translation. In a first embodiment of 
the present invention, two modular Ethernet connectors are 
interconnected. A first modular connector has an input of 
IPv4, which is converted to a raw data signal capable of 
transferring data at line rates. The signal is transmitted to a 
second modular Ethernet converter where it is converted from 
the raw signal to an Ethernet signal utilizing IPv6. The first 
embodiment of the present invention takes advantage of the 
efficient form factor structure of the Ethernet connectors and 
utilizes the device's capability to convert from an Ethernet 
to-raw signal. The footprint on a circuit board is minimized 
and the combined device may be placed between the legacy 
device and the network thereby allowing an IPv4 to IPv6 
conversion with no configuration of the existing legacy sys 
tem. 

0008. The modular connectors incorporated in the first 
embodiment include a housing, which defines an open cavity 
and a segregated interior chamber. A connector port having a 
plurality of electrical contacts positioned within open cavity 
allows for the mating with a connector plug. Two circuit 
boards are positioned horizontally within the interior cham 
ber. The circuit boards collectively incorporate Ethernet-to 
raw data conversion circuitry components. The Ethernet con 
version circuitry includes magnetic circuitry, controller 
circuitry and LED circuitry. The electrical components are 
positioned on both sides on at least one of the circuit boards. 
A memory is additionally positioned on a circuit board, which 
is in electrical communication with the conversion circuitry. 
The memory is interconnected to abidirectional data line that 
allows the input/output of raw data. In particular, the raw data 
line is interconnected with a second modular communication 
jack. The second modular jack receives the raw data across 
the bidirectional data line, into an onboard memory. The 
second modular jack converts the raw data to an IPv6 signal, 
which is made available at the second jack's connector port 
for transmission to a mating plug. It is specifically contem 
plated by the present invention that the configuration of the 
interconnected communication ports may convert from IPv6 
to IPv4 as well as IPv4 to IPv6 by reversing the flow of data 
from the second connector to the first connector. 
0009. An alternate embodiment includes a unitary hous 
ing having two Ethernet connector ports for receiving two 
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different Internet protocols. A single interior chamber 
includes PCB boards positioned therein in electrical commu 
nication with both connector ports and a microprocessor 
employing embedded Software that executes the protocol 
conversion. 
0010. In operation, software embedded on the compo 
nents of the circuit boards convert Ethernet data from IPv4 to 
IPv6 completing the steps of receiving the IPv4 Ethernet data, 
removing the IPv4 header data, inserting the IPv6 header 
data, recalculating any necessary Internet Protocol header 
field options such as traffic class and flow label and thereafter 
outputting corresponding IPv6 Ethernet data. Likewise, con 
version from IPv6 to IPv4 comprises the steps of receiving 
IPv6 Ethernet data, removing the IPv6 header data, inserting 
IPv4 header data, recalculating the IPv4 checksum and other 
Internet Protocol field options and outputting corresponding 
IPv4 Ethernet data. 

0011. A further alternate embodiment includes a unitary 
housing having two Ethernet ports for receiving two different 
Internet protocols. A single interior chamber includes PCB 
boards positioned wherein intellectual communication with 
both connector ports. A microprocessor, in combination with 
a physical interface ship (PHY) manipulates data for conver 
sion from one protocol to a second protocol. The micropro 
cessor employs embedded software which executes protocol 
conversion. In operation, Software embedded on the compo 
nents of the circuit board convert Ethernet data from IPV4 to 
IPv6 completing the steps of receiving the IPv4 etherenet 
data, removing the IPv4 header data, inserting the IPv header 
data, recalculating any necessary Internet protocol header 
field options such as traffic class inflow label and thereafter 
outputting corresponding IPv6 Ethernet data. Likewise, con 
version from IPv6 to IPv4 comprises a step of receiving the 
IPv6 Ethernet data, removing the IPv6 header data, inserting 
IPv4 header data, recalculating the IPv4 checksum and other 
Internet protocol field options and outputting corresponding 
Ethernet data. 
0012. It should be noted and understood that with respect 

to the embodiments of the present invention, the materials 
Suggested may be modified or Substituted to achieve the gen 
eral overall resultant high efficiency. The substitutions of 
materials or dimensions remain within the spirit and scope of 
the present invention. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0013 These as well as other features of the present inven 
tion will become more apparent upon reference to the draw 
ings wherein: 
0014 FIG. 1 is a block diagram of the components of a 

first embodiment of the present invention; 
0015 FIG. 2 is a side, partially cut-away view of a modular 
Ethernet connector used in the first embodiment of the 
present invention; 
0016 FIG.3 is a block diagram of the component circuitry 
for raw data-to-Ethernet converter of the connector shown in 
FIG. 2: 
0017 FIG. 4 is a block diagram of the components of an 
alternative embodiment of the present invention; 
0018 FIG. 5 is a side, partially cut-away view of a dual 
port Ethernet conversion connector used in the alternative 
embodiment of the present invention; 
0019 FIG. 6 is a block diagram of the components of a 
second alternative embodiment of the present invention; 
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(0020 FIG. 7 is a flow chart showing a first method of the 
present invention; and 
0021 FIG. 8 is a flow chart shown a second method of the 
present invention. 

DETAILED DESCRIPTION OF THE INVENTION 

0022. The detailed description as set forth below in con 
nection with the appended drawings is intended as a descrip 
tion of the presently preferred embodiments of the present 
invention, and does not represent the only embodiment of the 
present invention. It is understood that various modifications 
to the invention may be comprised by different embodiments 
and are also encompassed within the spirit and scope of the 
present invention. 
0023 Referring particularly to FIG. 1, there is shown an 
embodiment of the present invention with the communication 
protocol converter 10 incorporating two modular Ethernet 
connectors 12 and 14. Each of the connectors 12 and 14 
incorporate a structure described in more detail in FIG. 2. 
Both modular connectors 12 and 14 are interconnected by a 
bi-directional data exchange 16. 
0024. The first modular connector 12 incorporates an 
RJ-45 jack 18 for receiving IPv4 Ethernet data. An interior 
chamber (shown in FIG. 2) of the connector 12 incorporates 
a PCB board (shown in FIG. 2) incorporating the Ethernet 
to-raw data conversion circuitry (not shown) and a dual port 
random access memory (RAM) 20. Likewise, connector 14 
incorporates an RJ-45 jack 22 which is interfaced with a 
circuit board incorporating the Ethernet-to-raw data conver 
sion circuitry (not shown). A dual port RAM 24 is also incor 
porated on the circuit board. 
(0025. In operation, IPv4 Ethernet data is received at RJ-45 
jack 18 and is converted to raw data through onboard elec 
tronics (not shown). The dual port RAM 20 forwards the raw 
data through the data exchange 16 to the dual port RAM 24 of 
the second connector 14. The internal circuitry (not shown) of 
the connector 14 converts the raw data to IPv6 Ethernet data 
and makes the signal available at RJ-45 jack 22. The converter 
10 works to operate in a reversed direction converting IPv6 to 
IPv4 Ethernet data. 
0026 Referring particularly to FIG. 2, there is shown a cut 
side-view of a modular connector Such as the modular con 
nectors 12 and 14 as shown in FIG. 10. Connector 26 com 
prises a generally rectangular housing 28. The front of the 
housing 28 includes an open cavity 30. A metal Faraday 
shield covers the top, sides and back of the housing 28 and 
provides for electromagnetic-radiation (EMR) protection. 
The connector 26 additionally includes spring biased ground 
ing tabs 32 that connect the Faraday shield to chassis (earth) 
ground by contacting the enclosure in which the connector is 
mounted. The Ethernet connector is similar to a serial to 
Ethernet connector port described in U.S. trademark applica 
tion Ser. No. 10/122,867 entitled Compact Serial to Ethernet 
Conversion Port filed Apr. 15, 2002, the substance of which is 
incorporated herein by reference. The Ethernet connector to 
be used is a modified Ethernet connector identified as the 
DSTni-XPortTM commercially available from Lantronix, Inc. 
of Irvine, Calif. Also shown, is a lead 36 that interconnects a 
memory (not shown) to a data exchange 16 (FIG. 1) to inter 
connect the connector 26 to another connector. 
0027. The cavity 30 of the housing 28 incorporates a pla 
nar array of parallel electrical contacts 38 to provide the 
necessary electrical contacts to form a connector port within 
the cavity 30. The cavity 30 is sized and dimensioned and the 
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contacts 38 are placed within the cavity to compliment a 
mating plug (not shown). The sized cavity 30, along with the 
contacts 38, form a standard RJ-45 connector jack. The jack 
contacts 38 are spring biased for engagement with a mating 
plug (not shown). 
0028. The housing 28 is formed of molded plastic or other 
suitable material used in the art, covered by a Faraday shield 
having a front wall 40, a rear wall 42, a top wall 44, a bottom 
wall 46 and sidewalls (not shown). The references herein of 
“top”, “bottom', and “sides are made for ease of explanation 
of the invention and should not be interpreted as limiting in 
any way. It is contemplated that the connector 26 may be 
oriented in a multitude of ways on a host product. 
0029. The front wall 40 includes LEDs displays 48. The 
LED displays 48 are interconnected to electronics within the 
connector 26. The LEDs provide visual status and fault infor 
mation for various functions of the raw data-to-Ethernet con 
version, Such as, but not limited to, Ethernet connection 
speed, link present/absent, full/half duplex, Ethernet activity, 
data port activity, and microcontroller error conditions. 
0030 Housing 28 includes a segregated interior chamber 
50. The interior chamber 50 is isolated from the cavity 30 to 
protect internal electrical components from exposure to exte 
rior elements. A first PCB 52 is disposed within the interior 
chamber 50 generally horizontal and parallel relative to the 
bottom wall 46. The first PCB 52 is soldered (or otherwise 
electrically connected) to the contact interface 54, which are 
electrical extensions of the contacts 38. Thus, the first PCB52 
is electrically interconnected to the contacts 38 of the port 
cavity 30. The contact interface 54 additionally provides 
structural support to the first PCB 52. 
0031. The housing 28 includes the open cavity 30 and the 
interior chamber 50. An insert assembly 56 provides the seg 
regation between the open cavity in the interior chamber 50. 
The contact 38 is embedded within the insert 56 and extends 
through the insert 56 and is exposed within the interior cham 
ber 50 as contact interface 54. 

0032. A second PCB 60 is also placed within the interior 
chamber 50, positioned generally horizontal and in general 
parallel relation to the bottom wall 46. The second PCB 60 is 
soldered (or otherwise electrically connected) to a base insert 
62 which includes an internal lead which interfaces PCB 60 
and travels through the base 62 and exits as lead36. The base 
insert 62 supports the first end of PCB 60. PCB 60 is sup 
ported on the second end by support lead 58. The support 
leads 58 extends from the base insert 62 through PCB 60 to 
PCB 52. Lead 58 additionally supports PCB 52. Support Pin 
58 thus provides the electrical connection between PCBs 52 
and 60. 

0033. The first 52, and second PCBs 60 collectively incor 
porate the electronic circuitry component necessary to com 
plete a raw data-to-Ethernet conversion. PCB52 includes the 
magnetics portion of the circuitry which includes, but is not 
limited, to isolation transformers, common mode chokes, 
termination resistors, and a high Voltage discharge capacitor 
(for ESD and voltage surges). PCB 60 incorporates all of the 
electronic circuitry components necessary for the control 
function of the raw data-to-Ethernet conversion. The elec 
tronic components on board PCB 60 include, but are not 
limited to, a microprocessor and an Ethernet controller (com 
bined in an ASIC for the present invention), nonvolatile 
memory (flash memory in the present invention), Voltage 
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regulator, Voltage Supervisory circuit, crystals, resistors, 
capacitors, and ferrite beads (surface mount beads in the 
present invention). 
0034. In operation, the complete connector 26 is mounted 
on a PCB that is apart of a host device or equipment. Raw data 
flows from the device and flows through the lead36 after it is 
processed by the circuitry collectively incorporated onto 
PCBs 52 and 60. PCB 52 is interconnected to the contacts 38 
which mate with a plug (not shown) to effectively transmit 
Ethernet data thereto. Ethernet data flows from the Ethernet 
port through wiper contacts 38 and is processed by the cir 
cuitry collectively incorporated onto PCBs 52 and 60, and 
flow out as raw data through lead pin 36 into the data 
exchange 16. It is additionally contemplated by the present 
invention that the control circuitry, magnetic circuitry and 
LED circuitry may be interchanged among PCBs 52 and 60 
and that component may be positioned on one or both sides of 
each PCB’s 52 and 60. 

0035) Referring particularly to FIG. 3 there is shown a 
block diagram of the controller components of PCB 60. The 
controllerblock 66 handles all of the conversion between raw 
data and Ethernet. This includes processing of the digital (raw 
data) and analog (Ethernet) signals, as well as all of the 
required code protocol translations. The controller block 66 
communicates with Ethernet through the Ethernet interface 
68. The flash memory 76 stores the software that the control 
ler block 66 uses to perform its functions. The Supervisory 
circuit 78 monitors the Supply Voltage coming in through the 
PCBIO pins 74. It resets the controllerblock 66 if the voltage 
drops too low, or if a signal from the PCBIO pins 74 requests 
a system reset. The power filters 70 remove noise from the 
input Supply Voltage, and also reduce any noise that might be 
transmitted from the raw data-to-Ethernet converter to the 
outside world through the voltage supply lines. The 2.5V 
power Supply 72 Supplies a second Supply Voltage that is 
required by the controller block in the present invention. Raw 
data is transmitted to and from the controller block through 
the pin 74 to the external data exchange 16. The flow control 
and handshake lines (connected through pin 74) are standard 
signals used to control the raw data stream. The controller 
block 66 can communicate with the data exchange 16 through 
the lines connecting through the pin 74. It is understood that 
although the components as shown in FIG.3 are specifically 
identified, it is contemplated by the present invention that any 
control circuitry that complete the control of function of raw 
data-to-Ethernet conversion is contemplated by the present 
invention. 

0036 Referring particularly to FIG. 4, there is shown an 
alternative embodiment of the present invention wherein the 
conversion electronics and the RJ-45 jack are incorporated 
into a single housing 80. An RJ-45 jack 82 is provided for 
receiving IPv4 Ethernet data. A second RJ-45 jack 84 is 
provided for receiving IPv6 Ethernet data. A PCB board (not 
shown) is located within the housing 80 and includes mag 
netics 86 for manipulating the Ethernet data signal and pro 
viding it to a microprocessor 90. The microprocessor 90 is a 
DSTni-EXTM chip (EX) manufactured by Lantronix, Inc. of 
Irvine, Calif., but may be any similar microprocessor design. 
Examples of other processors that may be used are an ARM, 
386, Power PC or any like 32-bit processor. The micropro 
cessor 90, through embedded software manipulates the data 
signal to provide data to the magnetics 88 through a physical 
interface (PHY) 89 and provides IPv6 Ethernet at RJ-45 jack 
84. Likewise, conversion is completed in the opposite direc 
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tion, as the system is bidirectional. When connected to the 
legacy host, the device 80 appears transparent to the host. 
From the opposite side, the device 80 should appear as the 
host. 

0037. The conversion of the IPv4 data to IPv6 data in this 
embodiment occurs within the EX processor 90. The conver 
sion software will receive IPv4 data from RJ-45 jack 82. The 
software will then strip the IPv4 IP headers from the packet 
and insert new IPv6 headers into the packet. Finally, the 
revised packet, now an IPv6 packet, will be sent out RJ-45 
jack 84. The embodiment will also work in reverse to convert 
IPv6 packets coming from RJ-45 jack 82 into IPv4 packets 
sent out RJ-45 jack 82. By using the EX processor 90, the 
need for two processors and a raw data connection is elimi 
nated as is provided in the embodiments shown in FIG. 1. 
0038 Referring particularly to FIG. 5, the physical struc 
ture of the alternate embodiment of FIG. 4 is shown. More 
particularly, there is shown a cut side-view of the modular 
connector as described with respect to FIG. 4 is shown. The 
connector 91 comprises a generally rectangular housing 80. 
The front and rear of the housing 80 includes open cavities 81 
and 83. A metal Faraday shield covers the top, sides, and 
bottom of the housing 80 to provide for electromagnetic 
radiation (EMR) protection. Connector 91 additionally 
includes spring biased grounding tabs 94 and 96 that connect 
the Faraday shield to chassis (earth) ground by contacting the 
enclosure in which the connector is mounted. A power port 
(not shown) provides power necessary to operate the onboard 
electronics. Power may be drawn from power over the Eth 
ernet, an external wall jack or from parasitic power from a 
USB or other source. 
0039. The cavity 81 of the housing 80 incorporates a pla 
nar array of parallel electrical contacts 98 to provide the 
necessary electrical contacts to form the connector port 82. 
Likewise the open cavity 83 of the housing 80 incorporates a 
planar array of parallel electrical contacts 100 to provide the 
necessary electrical contacts to form the connector port 84. 
Both cavities 81 and 83 are sized and dimensioned such that 
contacts 98 and 100 are placed within the cavities 81 and 83 
to compliment a mating RJ-45 plug (not shown). The cavities 
81 and 83 along with the contacts 98 and 100 form standard 
RJ-45 connector jacks. The jack contacts 98 and 100 are 
spring biased for engagement with amating plug (not shown). 
The housing 80 is formed of a molded plastic or other suitable 
material used in the art, covered by a Faraday shield having a 
top wall 102, a bottom wall 104, and side walls (not shown). 
The references herein of “top”, “bottom, and “sides’ are 
made of ease of explanation of the invention and should not be 
interpreted as limiting in any way. It is contemplated that the 
connector 91 may be oriented in a multitude of ways on a host 
product. Each of the RJ-45 connectors 82 and 83 incorporate 
LED displays 106 and 108. The LED displays 106 and 108 are 
interconnected to electronics within the connector 91. The 
LEDs 106 and 108 provide visual status and fault information 
for various functions of the protocol conversion Such as, but 
not limited to, Ethernet connections, speed, link present/ab 
sent, full/half duplex, Ethernet activity, data port activity, and 
microcontroller error conditions. 

0040. The housing 80 includes a segregated interior cham 
ber 92. The interior chamber 92 is isolated from cavities 81 
and 83 to protect the internal electrical components from 
exposure to exterior elements. A first PCB 110 is disposed 
within the interior chamber 92 generally horizontal and par 
allel relative to the bottom wall 104. The first PCB 52 is 
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soldered or otherwise electrically connected to the contact 
interface 112 and 114 which are electrical extensions of the 
contacts 98 and 100. Thus, the first PCB 110 is electrically 
interconnected to the contacts 98 and 100 of the ports 82and 
84. The contact interfaces 112 and 114 additionally provide 
structural support for the first PCB 110. 
0041. Insert assemblies 116 and 118 provide segregation 
between the open cavities 81 and 83 and the interior chamber 
92. The contacts 98 and 100 are embedded within the assem 
blies 116 and 118 respectively and extend through such 
assemblies 116 and 118 and are exposed within the interior 
chamber 92 as contact interfaces 112 and 114. 

0042. A second PCB 120 is also placed within the interior 
chamber 92, positioned generally horizontal and in general 
parallel relation to the bottom wall 104. The second PCB120 
is soldered or otherwise electrically connected at both ends to 
a base insert 122. The base insert 122 supports both ends of 
the PCB 120. A connector lead 124 interconnects the first 
PCB 110 and the second PCB 120 to provide electrical com 
munication between the PCBs. 

0043. The first PCB 110 and the second PCB 120 collec 
tively incorporate the electronic circuitry components neces 
sary to complete communication protocol conversion. Typi 
cally, PCB 110 would include the magnetic portions of the 
circuitry which include, but are not limited to, isolation trans 
formers, common mode chokes, termination resistors, and 
high Voltage discharge capacitors (for ESD and Voltage 
surges). PCB 120 incorporates all of the electronic circuitry 
components necessary for the control functions of the con 
version such as the microprocessor and memory devices. The 
electronic components onboard PCB 120 include, but are not 
limited to, a microprocessor and an Ethernet controller (com 
bined in an ASIC for the present invention), non-volatile 
memory (flash memory in the present invention), Voltage 
regulator, Voltage Supervisory circuit, crystals, resistors, 
capacitors, and ferrite beads (surface mount beads in the 
present invention). 
0044. In operation, the connector 91 is mounted on a PCB 
that is part of a host device or equipment. The PCB 110 is 
interconnected to the contacts 98 and 100 which mate with 
corresponding RJ-45 plugs (not shown) to effectively trans 
mit data thereto. In IPv4 to IPv6 conversion, Ethernet data 
flows from the Ethernet port 82 through wiper contacts 98 
interconnected to PCB 110. The data is processed by the 
circuitry collectively incorporated onto PCBs 110 and 120, 
and flow out as IPv6 converted data through wiper contact 
100. IPv6 to IPv4 conversion flows in the reverse direction, 
namely, Ethernet data flows into RJ-45 jack 84 through the 
wiper contacts 100 to the PCB board 110. The electronic 
circuitry collectively incorporated onto PCBs 110 and 120 
which thereafter transmits converted IPV-4 data to the RJ-45 
jack 82 through wiper contact 98. It is additionally contem 
plated by the present invention and that the control circuitry, 
magnetic circuitry and LED circuitry may be interchanged 
among PCBs 110 and 120 and that electronic components 
may be positioned on one or both sides of each of the PCBs 
110 and 120. 
0045 Referring particularly to FIG. 6, there is shown a 
further alternate embodiment, of the present invention show 
ing a protocol converter 126. The converter 126 is incorpo 
rated within a housing 128. An RJ-45 jack 130 is adapted to 
receive IPv4 Ethernet data. An RJ-45 jack 132 is provided for 
receiving IPv6 Ethernet data. In operation, IPv4 Ethernet data 
is filtered through the magnetics 132 to be accessible by a 
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microprocessor 136. A DSTni-LXTM (LX) chip commercially 
available from Lantronix, Inc. of Irvine, Calif. is used as the 
microprocessor 136, although any microprocessor of similar 
design may be used. A physical interface (PHY) 138 is addi 
tionally provided to enable the microprocessor 136 capable of 
receiving and outputting signals. The (PHY) 138 is electri 
cally connected to the magnetics 140 which is in electrical 
connection with the RJ-45 jack 98. In this regard, the signal is 
manipulated and converted by the microprocessor 136 and is 
provided to the magnetics 140 to the (PHY) 138 and IPv6 
Ethernet data as provided at RJ-45 jack 132. The system is 
bidirectional, and the IPv6 Ethernet data may be converted to 
IPv4 Ethernet data. In this embodiment using the LX proces 
sor, an additional Ethernet controller is required. The LX 
processor 136 has internal support for a single Ethernet inter 
face. In order to provide for a second Ethernet interface, 
additional circuitry must be provided. The additional cir 
cuitry would include an interface from the LX processors 
programmable I/O pins and/or the dual port memory, or other 
interface, to a new MAC 137. Additionally, the MAC 137 
would interface to a PHY 138 which would then interface to 
the magnetics. When connected to the legacy host, the device 
126 appears transparent to the host. From the opposite side, 
the device 126 should appear as the host. 
0046 Referring particularly to FIG. 7, there is shown the 
flow chart of Software utilizing and completing the conver 
sion from IPv4 to IPv6 used in each of the embodiments 
herein. In operation, incoming IPv4 Ethernet data is assessed 
to determine whether it is IPv4 data or IPv6 data. If it is IPv6 
data, it is allowed to pass on to the output. If it is IPv4 data, the 
software strips the IPv4 header and replaces with an IPv6 
header. The software thereafter does the necessary recalcula 
tion of the IP header fields, and is thereafter passed on to the 
output. 
0047. The method as described in FIG. 7 is shown in 
reverse in FIG. 8. Particularly, in FIG. 8 incoming IPv6 data 
is assessed to determine whether its IPv6 data or IPv4 data. If 
it is IPv4 data, it is allowed to pass on to the output. If it is IPv6 
data, the software strips the IPv6 header and replaces it with 
an IPv4 header. The software thereafter recalculates check 
sums and updates the IPv6 header fields, and the packet is 
thereafter passed on to the output. 
0048. It is understood with respect to each of the embodi 
ments herein that in addition to the described methods of 
protocol conversion, any know methods of conversion may be 
employed, including but not limited to, IPv4/IPv6 stacks, 
tunneling IPv6 over IPv4, Network Address Translation-Pro 
tocol Translation (NAT-PT) and Stateless IP/ICMP Transla 
tion. NAT-PT encompasses Application Layer Gateways 
(ALGs) translating IPv4 to IPv6 for applications that have 
embedded IPv4 specific information in the data stream, such 
as FTP and DNS embedded in the host IP address in the data. 
0049. Additional modifications to the method of the 
present invention and the devices used in accordance with the 
method will be apparent to those skilled in the art. It is 
understood that such additional modifications are within the 
Scope and spirit of the present invention. 
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What is claimed is: 
1. A communication protocol converter comprising: 
a mountable Faraday shield housing: 
a first communication port and a second communication 

port that are at least partially disposed within the hous 
ing and accessible through the housing: 

a conversion circuitry disposed within the housing and 
configured to convert a first internet protocol associated 
with the first communication port to a second internet 
protocol associated with the second communication 
port. 

2. The converter of claim 1, wherein the first internet pro 
tocol comprise IPv4. 

3. The converter of claim 2, wherein the second internet 
protocol comprises IPv6. 

4. The converter of claim 1, wherein the first communica 
tion port comprises a first Ethernet connector. 

5. The converter of claim 4, wherein the second commu 
nication port comprises a second Ethernet connector. 

6. The converter of claim 4, wherein the second commu 
nication port comprises a memory interconnect. 

7. The converter of claim 1, wherein the conversion cir 
cuitry comprises a memory storing instructions that configure 
the circuitry to convert the first internet protocol to the second 
internet protocol according to a protocol conversion method. 

8. The converter of claim 7, wherein the protocol conver 
sion method employs conversion based on raw data. 

9. The converter of claim 7, wherein the protocol conver 
sion method employs conversion based on an IPv4/IPv6 
stack. 

10. The converter of claim 7, wherein the protocol conver 
sion method employs conversion based on tunneling the first 
protocol over the second protocol. 

11. The converter of claim 7, wherein the protocol conver 
sion method employs conversion based on network address 
translation-protocol translation. 

12. The converter of claim 7, wherein the protocol conver 
sion method employs conversion based on application layer 
gateway translation. 

13. The converter of claim 1, further comprising at least 
one RJ-45 jack at least partially disposed within the housing. 

14. The converter of claim 1, further comprising mount 
points. 

15. The converter of claim 14, wherein mount points com 
prise ground tabs coupled with the housing. 

16. The converter of claim 14, wherein the mount points are 
configured to couple with a board. 

17. The converter of claim 1, further comprising a power 
input through the housing and configured to draw power from 
an external Source. 

18. The converter of claim 17, wherein the power input is 
configured to draw power over Ethernet. 

19. The converter of claim 17, wherein the power input is 
configured to draw power from at least one of the following: 
an external wall jack, a USB source, and a parasitic power 
SOUC. 


