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METHODS, APPARATUSES, AND COMPUTER PROGRAM PRODUCTS FOR
IMPLEMENTING CLOUD CONNECTED PRINTERS AND AN ADAPTIVE
PRINTER-BASED APPLICATION FRAMEWORK

TECHNICAL FIELD
Embodiments of the present invention relate generally to the field of printer
technology, and more particularly, example embodiments relate to implementing cloud-
based connections between printers and servers and an adaptive printer-based
application framework.

BACKGROUND

In many networks, managing printers typically requires setting up a central server
or using a plurality of locally connected computers to manage the printers. Managing
such printers remotely may require allowing external access by exposing the printers
through a network firewall or by setting up a virtual private network (VPN) to access the
network.

Applicant has identified a number of deficiencies and problems associated with
establishing remote connections to printers and providing remote management of such
printers. Through applied effort, ingenuity, and innovation, Applicant has solved many of
the identified problems by developing solutions that are embodied by the present
invention, which is described in detail below.

BRIEF SUMMARY

Methods, apparatuses and computer program products are therefore provided
according to example embodiments of the present invention to facilitate connections
between devices, such as a printer and a cloud-based server, and to implement an
adaptive printer-based application framework.

In one embodiment, a printer is provided that at least includes communications
circuitry configured to facilitate communications with a network; and processing circuitry
configured to transmit a connection request to the network; receive requested connection
parameters from the network; transmit printer connection parameters to the network; and

establish a first secure connection between the printer and the network. In some
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embodiments, the connection request may comprise at least a request to upgrade the
connection to a WebSocket connection.

In some embodiments, the requested connection parameters may comprise at
least a signed security certificate and a DNS name for a server on the network and the
processing circuitry may be further configured to verify the signed security certificate and
DNS name for the server. In some embodiments, the printer connection parameters
comprise at least a signed security certificate for the printer.

In some embodiments, the processing circuitry may be further configured to
receive a request from the network to establish one or more communication channels
over the first secure connection and establish the one or more communication channels
over the first secure connection. In some embodiments, communications on each of the
one or more communication channels may be independent of the status of each of the
other of the one or more communication channels. In some embodiments, the one or
more additional communication channels may be provided over the same connection or
the one or more additional communication channels may each be provided over a
separate connection. In some embodiments, the processing circuitry may be further
configured to establish the one or more additional communication channels by sending
the network a response message compirising a printer ID, a channel name, and a channel
ID.

In some embodiments, the processing circuitry may be further configured to
transmit or receive print commands over a first one of the one or more communication
channels; and transmit or receive other data over at least a second one of the one or
more communication channels. In some embodiments, the other data may comprise one
or more of: file transfers, requests for printer status, changes in printer status, stored
data, configuration information, changes in a communication channel, alert notifications,
and firmware upgrades.

In some embodiments, the processing circuitry is further configured to store data
in one or more memory locations and transmit the stored data over one of the one or
more communication channels. In some embodiments, the processing circuitry may be
further configured to receive data from one or more peripheral devices connected to the
printer; and store the received data in the one or more memory locations.

In some embodiments, the processing circuitry may be further configured to
transmit a message to the network over the secure connection, wherein the message
comprises at least a unique printer identifier; receive configuration information from the
network based at least in part on the message; and modify the printer configuration based

on the received configuration information.
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In some embodiments, the printer may further comprise a user interface providing
an application front-end interface for an application implemented on the network.

In another embodiment, a server is provided comprising at least communications
circuitry configured to facilitate communications with a network; and processing circuitry
configured to receive a connection request from a printer; transmit requested connection
parameters to the printer; receive printer connection parameters from the printer; and
establish a first secure connection between the server and the printer. In some
embodiments, the connection request may comprise at least a request to upgrade the
connection to a WebSocket connection and the processing circuitry may be further
configured to upgrade the connection to a WebSocket connection.

In some embodiments, the requested connection parameters may comprise at
least a signed security certificate and a DNS name for the server. In some embodiments,
the printer connection parameters may comprise at least a signed security certificate for
the printer and the processing circuitry may be further configured to verify the signed
security certificate for the printer.

In some embodiments, the processing circuitry may be further configured to
transmit a request to the printer to establish one or more communication channels over
the first secure connection; receive a reply from the printer to the request; and establish
the one or more communication channels over the first secure connection. In some
embodiments, the processing circuitry may be further configured to transmit or receive
print commands over a first one of the one or more communication channels; and
transmit or receive other data over at least a second one of the one or more
communication channels. In some embodiments, the other data may comprise one or
more of: file transfers, requests for printer status, changes in printer status, stored data,
configuration information, changes in a communication channel, alert notifications, and
firmware upgrades.

In some embodiments, the processing circuitry may be further configured to
receive data from the printer over one of the one or more communication channels;
process the received data; and transmit the processed output to the printer over the one
of the one or more communication channels.

In some embodiments, the processing circuitry may be further configured to
receive a message from the printer, wherein the message comprises at least a unique
printer identifier; identify configuration information based at least in part on the received
message; and transmit the configuration information to the printer.

In another embodiment, a computer program product is provided comprising at
least one non-transitory computer-readable storage medium having computer-executable

program code instructions stored therein, the computer-executable program code
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instructions comprising program code instructions, when executed, causing an apparatus
to transmit a connection request to a network; receive requested connection parameters
from the network; transmit apparatus connection parameters to the network; and

establish a first secure connection between the apparatus and the network.

BRIEF DESCRIPTION OF THE DRAWINGS

Having thus described certain embodiments of the invention in general terms,
reference will now be made to the accompanying drawings, which are not necessarily
drawn to scale, and wherein:

FIG. 1 illustrates an example system including a computer terminal for
implementing applications;

FIG. 2 illustrates an example system that includes a printer configured to enable a
connection to a cloud-based server according to various example embodiments;

FIG. 3 illustrates a flowchart of operations to provide a secure connection between
a printer and a server according to various example embodiments;

FIG. 4 illustrates a flowchart of operations to establish multiple channels according
to various example embodiments;

FIG. 5 illustrates a flowchart of operations to provide provisioning according to
various example embodiments;

FIG. 6 illustrates a flowchart of operations to provide alert notifications according
to various example embodiments;

FIG. 7 illustrates an example system including a printer connected to a cloud-
based server over a secure connection with multiple separate channels according to
various example embodiments;

FIG. 8 illustrates a software module architecture for an adaptive printer-based
application framework according to various example embodiments;

FIG. 9 illustrates a block diagram of an example printing apparatus according to
various example embodiments; and

FIG. 10 is an illustration of printer system configured to support an adaptive
printer-based application framework according to various example embodiments.

DETAILED DESCRIPTION
Embodiments of the present invention will now be described more fully hereinafter
with reference to the accompanying drawings, in which some, but not all embodiments of

the invention are shown. Indeed, the invention may be embodied in many different forms
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and should not be construed as limited to the embodiments set forth herein; rather, these
embodiments are provided so that this disclosure will satisfy applicable legal
requirements. Like reference numerals refer to like elements throughout. As used

herein, the terms “data,” “content,” “information,” and similar terms may be used
interchangeably to refer to data capable of being transmitted, received, operated on,
and/or stored in accordance with embodiments of the present invention. Moreover, the
term “exemplary,” as used herein, is not provided to convey any qualitative assessment,
but instead to merely convey an illustration of an example.

The following provides a description of various example apparatuses and methods
that facilitate connections between devices, such as a printer and a cloud-based server.
In this regard, according to some example embodiments, a printer may be configured to
initiate a first connection to a server, which may reside either on an internal or external
network, without waiting for the server to initiate the connection. In some example
embodiments, the server may be a cloud-based server where the cloud is a distributed
network and may be a public cloud (such as the Internet), private cloud, hybrid cloud, or
the like, and where the server may be reachable in the cloud or network via a uniform
resource locator (URL).

According to some example embodiments, the connections between the devices
may provide for secure and/or encrypted connections and the devices may exchange
security certificates to verify the identity of the devices and secure the connection. Such
security certificates may further ensure that devices allow only authorized connections,
such as a printer being assured it is connected to the correct server and a server allowing
only connections from expected printers. According to some example embodiments,
such servers and printers may only recognize security certificates signed by a designated
Certificate Authority (CA), such as a printer manufacturer acting as the CA. In such
embodiments, the servers and printers may not accept security certificates signed by
third-party CAs, such as VeriSign. According to some example embodiments, a printer
may be configured to connect to more than one server, such as to allow a connection to a
server hosted by a printer manufacturer as well as connecting to an application server.

According to some example embodiments, upon establishing an initial connection,
a printer and server may establish additional connections or channels to provide for
specific types of communication between the devices. Such additional channels may, for
example, only be established upon request by the server and the multiple additional
channels may be provided over the same connection or may be separate connections
between the server and the printer, such as transmission control protocol (TCP)
connections. Such additional channels may provide for separation of the different types
of communication (e.g. different protocols) between the server and the printer, and may,
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for example, include a proprietary command channel, a TCP RAW channel (e.g.,
behaving as if connected to port 9100), a file transfer channel, a firmware download
channel, a secure RAW port, or any other type of appropriate channel. For example,
establishing separate channels over the secure connection may allow for a printer to
receive setting updates over a second channel even while it is receiving bandwidth filling
print commands over its first channel. In some embodiments, such channels may provide
for bi-directional communication between the server and the printer and may be
configured to provide a persistent connection between the server and the printer. In
some embodiments, the multiple additional channels may each be configured with one of
a plurality of different security levels, such as to restrict a printer user’s access to certain
functionality.

According to some example embodiments, establishing the secure connection to
a cloud-based server may allow for provisioning of the printer. After establishing the
secure connection, the printer may send identifying information (e.g., a unique printer
identifier) to the server to allow the server to retrieve appropriate configuration information
and complete provisioning of the desired configuration for the printer. For example,
traditional configuration processes might include direct connections to the printer for
configuration at a user site or alternatively opening the printer box at the manufacturer,
custom configuring the printer, repackaging the printer and shipping it to the customer
site, or adjusting network security settings to allow remote connections to a printer
through firewalls and proxy servers to allow for configuration. Instead, according to some
example embodiments, a printer can effectively be configured or updated by servers
residing in the cloud (i.e., remote servers that may be reached through private or public
networks, such as the Internet). According to some example embodiments, a printer may
be configured to connect through a user’s network firewalls and/or proxy servers in a
manner that does not require modification to standard network settings but still allows the
printer to receive dynamic new configurations based on settings that are resident in the
cloud (e.g., stored on a remote host server).

According to some example embodiments, the cloud connection may allow for a
printer to send alert notifications to the server which the server may then act upon. In
some embodiments, the printer may be configured to send alert notifications to the server
based on an event or action at the printer, such as a configuration change, a printer
status, a printer error, establishment of a new channel, change to a secure channel,
change to data in a printer memory location (e.g., a user-defined setting or variable), or
the like. In some embodiments, the server may be configured to perform some action
based on the alert notification, such as sending messages to a user device (e.g., for a
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technician or administrator), providing data to an application implemented on the server,
sending data to a management server, generating event traps, or the like, for example.

According to some example embodiments, a printer may be configured to allow
for user-defined settings (e.g., storage variables in the printer memory) to be specified on
the printer or updated through a printer interface. According to some example
embodiments, these user-defined settings may be able to locally store data at the printer
that can be sent to the server, such as over a cloud connection, so that the server may
perform some operation using the data. For example, such user-defined settings may
store a company name, logo, location, etc., that can be transmitted to the server for use
in generating label formats to be sent to and printed by the printer. In some
embodiments, these user-defined settings may contain data that is not acted on by the
printer, but rather is merely transmitted to the server under certain conditions, such as a
certain amount of data being stored in a user-defined setting. In some embodiments, the
data stored in such user-defined settings may be provided through a printer interface by a
connected peripheral device, such as a barcode scanner.

In some example embodiments, a printer-based application framework may be
provided such that a printer may be configured to operate as a user interface front-end for
applications that are stored and executed on a remote server to which the printer is
connected via a network or cloud, such as by using a secure connection or channel. The
printer may implement a printer front-end that enables applications executed on the
remote server to use the printer as an interface to input and output information. The
printer front-end application implemented on the printer may be configured to utilize the
user interface of the printer, which may include an integrated keypad, a display, or
peripheral devices (e.g., barcode scanner, magnetic stripe reader, RFID reader, card
reader, NFC tag, NFC reader, weighing scale, keyboard, touchscreen, signature pad), to
control or otherwise provide inputs that are provided to the remote server. According to
some example embodiments, the printing device may be connected directly to a network
to operate as a network printer, and is not connected to the network via an intermediate
computer terminal. In some embodiments, the application framework may provide for
execution of some application processes on the printer and execution of other application
processes on the server.

FIG. 1 illustrates a conventional system that includes a computer terminal 102 as
an intermediate device between the printer 104 and the application server 100. In this
conventional system, the application server 100 interacts with the computer terminal 102
to provide screen prompts and print jobs, which may in turn be provided to the printer
104. The computer terminal 102 may also provide scan data (e.g., originating from the
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scanner 106) and keyboard input back to the application server 100 for analysis by the
server.

FIG. 2 illustrates an example system according to various example embodiments.
In the system of FIG. 2, the printer 202 may be connected directly to the server in an
internal or external network (i.e., without an intermediate computer terminal). In some
example embodiments, the printer 202 may be connected to the server 200 via a network
(e.g., cloud 206) and devices that are configured to support the operation of the network.
In some example embodiments, the printer 202 may be connected to the server 200
through network security devices, such as firewall 208, and the connection through the
firewall 208 may initially be established upon a request from the printer 202 using a data
communication protocol, such as HTTP/HTTPS.

In the example system of FIG. 2, the server 200 may interact with the printer 202
to provide provisioning or configuration information, print job formatting, data retrieval,
screen prompts, print jobs, or any other appropriate functions. The printer 202 may also
provide scan data (e.g., originating from the scanner 206 that is connected to the printer
202), keyboard input, system events, printer settings, stored data, and the like back to the
server 200 for processing by the server 200. In some example embodiments, the printer
202 may be configured to implement a printer front-end application, via a hardware
processor or processing circuitry, to interface with a specific server-implemented
application for collaborative implementation. The specific server-implemented application
may be implemented by a hardware processor or processing circuitry of the server 200.

According to some example embodiments, an adaptive printer-based application
framework permits the development of applications that involve the use of a printer within
an application server environment, without requiring an intermediate computer terminal.
In other words, in some example embodiments, the adaptive printer-based application
framework may permit software to be developed using code languages (e.g., Java and
the like) and protocols that are more widely known and used in cloud computing
environments, as opposed to software development that runs directly on a printer which
may require knowledge of specific printer manufacturer languages and protocols (e.g.,
Zebra BASIC Interpreter (ZBl) and the like). As such, according to some example
embodiments, application development may involve creating simplistic flows and user
prompts thereby eliminating the need for an intermediate computer terminal. Further, an
adaptive printer-based application framework may also be configured such that, rather
than the application being largely processed by the printer or a locally connected
computer terminal, the application may be implemented at the server and the printer may
operate as a front-end to the server-implemented application. In some example
embodiments, this architecture may reduce the processing requirements of the printer,
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since at least part of the processing is being implemented by the server, rather than by
the printer.

Establishing Remote Connections

FIG. 3 illustrates a flowchart of operations providing a secure connection between
devices, such as a printer and a server, according to some example embodiments.

In many networks, managing printers typically requires setting up a central server
or using a plurality of locally connected computers to manage the printers. Further,
managing such printers remotely may require allowing external access to the printers and
the network by exposing the printers through a network firewall or other security device or
by setting up a virtual private network (VPN) to access the printer through the network.
Establishing a connection between a remote server and a printer within a network
requires the remote server to initiate the connection with the printer, often creating issues
with a network firewall. For example, network firewalls are often configured to only allow
outgoing connections and as such would cause the connection request from the remote
sever to be denied. Alternatively, a network firewall may view the remote connection
request as a non-standard Internet connection and block the connection. Establishing
these remote connections may require changes to a network firewall’s settings to allow
such connections, and may then raise issues regarding security or control of such remote
connections.

According to some example embodiments of the present invention, a printer may
be configured to initiate a first connection to a remote server, such as a server residing in
the cloud. Such a connection may be maintained as a persistent connection with little
overhead allowing a printer or server to send data at any time without a need to
reconnect, even after long periods of inactivity. For example, a printer may request to
connect to the remote server according to the example embodiments, and then establish
a persistent connection that may remain open until the printer is shut down. In some
example embodiments, the printer initiating the connection request to a remote server
which is outside a network firewall allows for the connection to be made without
necessitating any changes to a network firewall.

According to some example embodiments, the printer may initiate a connection
with the remote server using data communication protocols or request-response protocols
such as HTTP or HTTPS and request that the connection then be converted to a HTML 5
WebSocket protocol (WebSocket) connection (defined by Internet Engineering Task
Force RFC 6455 - http:/tools.ietf.org/html/rfc6455). Such a WebSocket connection may
allow the printer and remote server to communicate as if they were connected behind the
same firewall, such as through a traditional TCP RAW port (e.g., port 9100). A
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WebSocket connection may provide full-duplex communication channels over a single
connection, such as a Transmission Control Protocol (TCP) connection.

According to some example embodiments, such a connection acts as a
bidirectional channel allowing either side to transmit data as it becomes available.
According to some example embodiments, such a connection may further allow data to
be transmitted using various public or proprietary formats or languages, such as Java
Script Object Notation (JSON) or Zebra Set Get Do (SGD).

As illustrated in FIG. 3, a connection process according to example embodiments
begins when a printer is connected to a network and powered on, as shown at block 302.
In order to initiate a first connection to a server, the printer may send a connection
request using a data communication protocol or request-response protocol, such as an
HTTP or HTTPS request (e.g., over TCP port 80 or 443) to a designated server, as
shown in block 304. In some embodiments, one or more designated servers may be
identified using defined variables or settings and may be stored in a memory of the
printer, such as memory 904 of FIG. 9. The connection request may indicate to the
server that the printer desires to use Transport Layer Security (TLS) or Secure Socket
Layer (SSL) to provide a secure channel between the printer and the server. In some
embodiments, the request may further indicate that the connection should be upgraded to
a WebSocket connection (e.g., a bi-directional, persistent communication channel). Such
a connection request may be recognized as or treated as a standard web browser
request, such as a communication between a web browser and a web site. The server
may indicate whether or not it accepts the connection request at block 306. If the server
denies the connection request, the process may continue to block 322 where an error is
reported and then the process ends at block 324.

If, at block 306, the server accepts the connection request, the server may then
send its security certificate and connection parameters to the printer. In some
embodiments, the server’s security certificate is only valid if it is signed by a designated
CA, such as the printer manufacturer. This designated CA signed certificate may be used
to ensure that designated printers only connect to trusted and approved servers. At block
310, the printer may then evaluate the server’s security certificate. For example, the
printer may analyze data in the security certificate to ensure that it is connecting to the
expected printer, such as verifying that the DNS name in the certificate matches the URL
used to send the request. The printer may further evaluate the certificate to ensure that
the certificate is signed by the expected CA, such as the printer manufacturer.

If the printer does not accept the certificate at block 312, the process may
continue to block 322 where an error is reported and then the process ends at block 324.

-10 -
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If the printer accepts the server certificate at block 312, the process may continue to block
314 where the printer may send its security certificate to the server.

According to some example embodiments, client authentication is further enforced
as one example, by the remote server ensuring that only approved printers (e.g., printers
of a particular manufacturer) can connect to the remote server. In such embodiments, a
printer may contain a private/public key pair and its own security certificate (signed by the
designated CA) to provide authentication to the remote server. In some example
embodiments, a group of printers may all share a common security certificate signed by
the designated CA (e.g., the printer manufacturer) that may provide authentication to the
remote server that a printer is an authorized printer.

At block 316, the server may evaluate the printer’s security certificate. For
example, the server may analyze the printer’s certificate to ensure that the certificate is
signed by the expected CA and that the printer is one of the printers that the server
expects to make connections with (e.g., the printer is a particular type of printer, a printer
of a particular manufacturer, or from an expected network).

If the server does not accept the certificate at block 318, the process may
continue to block 322 where an error is reported and then the process ends at block 324.
If the server accepts the printer certificate at block 318, the process may continue to block
320 where the WebSocket connection is established between the printer and server, such
as by the server upgrading the connection to the WebSocket protocol. The printer and
the server may then each begin sending data to the other, such as printing commands or
control data, over the WebSocket connection. In one embodiment, JSON, SGD, or the
like, may be used for sending the data between the server and the printer.

Providing Multiple Communication Channels Between a Printer and Server

FIG. 4 illustrates a flowchart of operations to establish multiple bi-directional
communication channels over the connection between a server and a printer according to
various example embodiments. According to some example embodiments, once an initial
connection, such as the initial WebSocket connection, is established between a printer
and a server, that initial connection may be considered the main channel and used to
exchange proprietary control messages between the server and the printer. According to
some example embodiments, the printer and server may then establish separate
communication channels over the same connection or over separate connections (e.g.,
TCP connections) for exchanging different types of messages or data. The main channel
may, for example, be used by the server to indicate when a new channel should be
opened between the printer and the server for exchanging other types of data and
messages. According to some example embodiments, such additional channels may
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only be established at the request of the server with the initial connection between the
printer and the server being the only one that can be initiated without the server’s prior
permission. According to some example embodiments, the channels may be separate
and independent from each other such that they do not rely on the state of any other
channel. For example, in some embodiments, if one communication channel becomes
locked, the server and the printer may still communicate over one of the other channels.
In such an embodiment, the server may be able to communicate with the printer over one
of the other channels to instruct the printer to close the locked channel and establish a
new channel of the same type. For example, the separate channels may allow for
different types of communications to be exchanged between the server and printer at the
same time, instead of having to interrupt a transmission or wait for a first transmission to
complete. For example, a printer may be able to receive setting updates on one channel
even while it is receiving bandwidth filling print commands over another channel, or a
server application may be able to request printer status over one channel while a format
is being sent over a separate channel.

In some embodiments, the separate channels may be provided by an application
protocol sitting on top of a communication protocol layer. As such, the channels of the
example embodiments are separate from any processes of the communication protocol,
such as channel-hopping in a wireless network.

According to some example embodiments, establishing separate channels may
provide for finer control by a system administrator of what functionality may be available
to a user on a network printer. For example, a standard TCP Raw port connection for a
network printer allows a user to do anything from formatting print jobs, to modifying
settings and downloading new firmware. Establishing separate channels for different
types of protocols or functionality may allow an administrator to control the channels
independently, such as by configuring different security levels on the different channels to
prevent a user from accessing configuration settings while still allowing them to format
print jobs.

As illustrated in FIG. 4, the initial (main) WebSocket connection may be
established between the printer and the server, shown at block 402, as previously
described. The server may then determine that a new communication channel should be
opened such that a particular type of data may be exchanged between the server and the
printer, as shown at block 404. If the server does not determine a new channel needs to
be established, the process may return to block 402 and wait for a future determination.

If the server determines a new channel needs to be established, the process continues to
block 406.
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At block 406, the server may send a message to the printer to establish a new
channel. Such message may include at least an indication of a type of channel and the
permissions to be used for the channel. For example, the server may send a message
over the initial connection to the printer with a request to establish a new channel for a
particular protocol, such as a firmware update channel. At block 408, the new channel
may be established between the printer and the server. In some embodiments, the
printer may respond to the server and attempt to connect with the new channel by
sending a message comprising the printer’s unique ID, a channel name, and a channel
ID. In some embodiments, the printer's unique ID may comprise the printer serial
number, the channel name may comprise an alphanumeric string using a dot-delineation
notation, and the channel ID may be assigned by the printer. At block 410, the printer
and server may then perform bidirectional communication on the new channel based on a
protocol designated for the new channel. For example, such channels may include, but
are not limited to, a proprietary command channel, a configuration channel, a status
channel, a TCP RAW port channel, a file transfer channel, a firmware upgrade channel, a
secure TCP RAW channel, or any other appropriate channel to communicate between
the server and the printer.

In some embodiments, the multiple communication channels may be provided
over the same connection, such as a single TCP connection. In one embodiment, the
channels may be overlapped, such as multiple logical channels over the single
connection. In some such embodiments, to identify the data for the separate channels,
the transmissions may be packaged with leading identifiers, for example using a JSON
string, XML, a proprietary format, or the like. For example, a packaged transmission may
comprise the channel name and channel ID followed by the data payload.

FIG. 7 illustrates one example of a connection between a printer and a server,
such as a WebSocket connection, having multiple channels according to some example
embodiments. As shown in FIG. 7, a remote server (e.g., an application server, a third-
party (manufacturer) hosted server), such as server 200, may reside in a distributed
network, such as the cloud 206, as described above with regard to FIG. 2. A printer 202
may establish a connection to the remote server 200, such as a WebSocket connection
702, through the distributed network or cloud 206, as provided in the example
embodiments and described above. For example, the printer may initiate a connection
request to a designated server residing in the cloud and indicate that the connection
should be upgraded to a WebSocket connection.

Once the WebSocket connection 702, which may be a secure bi-directional
connection, has been established between the printer 202 and the server 200, the server
200 may request that additional separate bi-directional communication channels be
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established using the WebSocket connection, to provide various functionality between the
printer and server. For example, the server 200 may send a request to the printer 202 to
establish a first additional communication channel 704 to enable a first type of
communication between the server and the printer. The server 200 may then send a
request to the printer 202 to establish a second additional communication channel 706 to
enable a second type of communication between the server and the printer. For
example, in one embodiment, the first channel 704 may be used to exchange print
commands while other channels, such as second channel 706, exchange data unrelated
to printing. For example, second channel 706 may be used to provide a file transfer, a
firmware upgrade, requests and response for printer status, provisioning information, alert
notifications, or any other appropriate data exchange between the printer and server.

In some embodiments, each of the separate channels may be configured with
different security levels and may or may not be encrypted and the communications for
each channel may be independent from each of the other channels. For example, the
printer and the server may communicate over the multiple individual channels

simultaneously with no dependence on the status of any of the other channels.

Providing for Remote Configuration of Printers

FIG. 5 illustrates a flowchart of operations to provide automated provisioning of a
printer according to various example embodiments. According to some example
embodiments, establishing a cloud connection between a server and a printer may allow
for automated provisioning of the printer. For example, rather than a technician having to
individually access each printer at a user site or open each box at the manufacturer to
deploy customized configurations for the printers, a printer may be configured to allow for
“self-provisioning” upon initially being connected to a network at a user location, for
example, such as by using a WebSocket connection as described above. According to
some example embodiments, the connection between the printer and server allows for
the configuration information to be transmitted between the printer and server through the
firewalls, proxy servers, etc., of the user’s network without having to modify the standard
network settings on the various devices.

According to some example embodiments, a printer may be first put into service
by connecting it to a user network and powering it up. Upon being initially connected to
the user network, the new printer may first establish a WebSocket connection to a
designated server (e.g., a server hosted by a manufacturer and storing configuration
profiles), at block 502, as previously described. Once the connection has been
established, the printer may send a message to the designated server identifying the
printer at block 504. For example, a printer may send a discovery packet that contains
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information about the printer including at least a unique printer ID (e.g., a printer serial
number). At block 506, the server may use the unique printer ID to determine a group ID
associated with the printer, (e.g., a group ID may identify a particular customer or a
particular group of purchased printers). In some embodiments, a number of printers that
are all to be configured alike may be assigned to a single group ID where the group ID
indicates a particular configuration profile to be used. At block 508, if the server is unable
to determine a group ID associated with the printer ID, the process may continue to block
514 where an error is reported and then the process ends at block 516. If the server
determines the appropriate group ID at block 508, the process then continues to block
510.

At block 510, the server retrieves the configuration files associated with the group
ID. Atblock 512, the server sends the configuration files or messages to the printer and
configures the printer for operation via the connection, such as by using JSON, SGD, or
the like.

Providing Remote Notifications from a Printer

FIG. 6 illustrates a flowchart of operations to provide alert notifications from a
printer according to various example embodiments. According to some example
embodiments, a printer connected to a remote server, such as using a WebSocket
connection, may generate and send alert notifications to the remote server so that some
action may be performed. The printer may be configured such that these alert
notifications may be transmitted using various data communication protocols, such as
HTTP POST, so that they are processed through the networks, such as by firewalls,
proxy servers, or the like, similarly to standard web browser requests. For example, the
printer may be configured to send alert notifications regarding the status of the printer
(e.g., offline, print error, ribbon replacement required, ribbon low, media replacement
required, media low, etc.), changes to settings or data stored in the printer, changes to
communication channels, or any other type of notification. In some embodiments, the
server may be configured to process the alert notifications such as by sending messages
to a user device (e.g., an administrator or technician’s mobile device), providing data to
an application, sending data to a management server, generating event traps, or the like.

According to some example embodiments, the printer may have user-defined
settings (e.g., local storage variables) that can be used to store data that may be
transmitted to a remote server (e.g., an application server) and used by the server to
perform some action. For example, user-defined settings on a printer may be
established, such as in a memory of the printer, to store a logo, company name, local

name information, location information, or such, that may be transmitted to the server for
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use by the server in formatting a particular print job to be sent back to the printer, such as
formatting a customized label based on the location or use of the printer. Such user-
defined settings may also be used to store data received at the printer from a peripheral
device, such as barcode data received from a scanner. In some embodiments, the data
stored in these user-defined settings may then be transmitted to the server so that the
server may retrieve information associated with the data (e.g., user data at the server or
third-party data from the Internet) for use in a particular operation, such as in one
example retrieving data from a website based on a scanned UPC for use in formatting a
particular label for the printer. According to some example embodiments, the data stored
in a user-defined variable may not be used locally by the printer, but instead may be just
stored at the printer and transmitted to the remote server when triggered, such as by
using a defined channel.

At block 602, the printer may establish a connection to the server, such as through
a WebSocket connection as previously described. Optionally, at block 604, a printer
setting may be modified, such as by storing data received from a peripheral device or
from a user via an interface, or a printer status may change requiring a notification to a
technician or administrator.

At block 606, the printer may determine if a condition exists that triggers an alert
notification. For example, the status of the printer may change or a certain amount of
data may be received or stored for a user-defined setting. If an alert notification is not
triggered at block 606, the printer may return to the start of the process and wait for a
next determination to occur. If at block 606, an alert notification is triggered, the process
continues to block 608.

At block 608, the printer may generate and send an alert notification to the server.
The alert notification may comprise an alert message along with the unique printer ID. In
some embodiments, the alert message may comprise data received or stored at the
printer, a status or configuration change, or the like.

At block 610, the server may take some predefined action based on the received
alert notification. For example, the server may perform a search based on information
contained in the alert message, such as barcode data, and use the retrieved information
to format a print job to be sent to the printer, the server may send a message to a
technician or administrator regarding service or operations of the printer, or the server

may send data to another device, such as a management server.

Providing a Printer-based Application Framework

FIG. 8 illustrates an example adaptive printer-based application framework
according to some example embodiments. An adaptive printer-based application
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framework may provide for the development of applications that involve the use of a
printer within an application server environment, without requiring an intermediate
computer terminal. For example, such an application framework may allow for
applications to be developed and implemented on an application server with the printer
providing a user interface front-end to provide input and/or output. For example, the
application may be implemented such that much of the processing occurs on the
application server, not at the printer. The application server 200 and the printer 202 are
included in FIG. 8 as the hardware devices that implement various aspects of the
framework. In this regard, the application server 200 may implement a specific server-
implemented application for performing a particular task or functionality that leverages the
hardware of the printer 202.

The application server may also implement a server-side software development kit
(SDK) module 802. The server-side SDK module 802 may provide an environment in
which software (e.g., the server-implemented application 800) can be developed for use
within the adaptive printer-based application framework. In this regard, the server-side
SDK module 802 may include a collection of pre-defined code objects that control or
otherwise interface with the various functional aspects of the printer to perform a task.
The pre-defined code objects may be utilized during application development to generate
special-purpose applications that are executed on the application server 200 within the
adaptive printer-based application framework. It is understood that although the server-
side SDK module 802 is illustrated on the application server 200, application development
may be performed on any type of computing device with the assistance of the server-side
SDK module 802 and then installed on the application server 200 after being developed
elsewhere.

The printer 202 may implement a local operating system 810, upon which a printer
front-end application 812 is implemented. The printer front-end application 812 may
receive and act upon instructions and requests from the server-implemented application
800. In this regard, the front-end application 812 may be configured to interface with the
various hardware of the printer 202 to control the hardware to perform particular tasks.
For example, when properly instructed by the server-implemented application 800, the
front-end application 812 may be configured to operate the printing hardware (e.g.,
printhead, platen, motor operators, etc.), the display screen, the keypad, the
communications ports (e.g., communications ports connected to peripheral devices
including, for example, a barcode scanner), on-printer memory (e.g., memory dedicated
to variables), network connectivity, and the like.

The printer front-end application 812 may incorporate a variety of sub-modules for

handling various controls, messaging, and various other functionalities. The server-
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implemented application 800 may be specifically configured to execute particular tasks in
response to instructions and requests provided by the server-implemented application
800. In this regard, the instructions and requests may be implementations of the pre-
defined code objects offered in the server-side SDK module 802. As implementations of
the pre-defined code objects, the instructions and requests may be configured to interface
with various sub-modules that form at least a portion of the printer front-end application
812. Some example sub-modules include a display screen control module 814, a
messaging module 816, a communications port capture module 818, and an on-printer
general purpose variable interface module 820.

The display screen control module 814 may be configured to receive instructions
from the server-implemented application 800 and output information (e.g., control
prompts, error notifications, or other information) on a display device of the printer 202.
The display screen control module 814 may operate in conjunction with a module that
retrieves user input from a keypad to implement soft keys and the like. In example
embodiments where the printer 202 includes a touch screen display, the display screen
control module 814 may also be configured to handle and forward indications of user
inputs via the touch screen display.

The messaging module 816 may be configured to handle messaging between the
server-implemented application 800 and the printer front-end application 812. The
messaging module 816 may be configured to route and control the flow of messages to
and from various modules of the printer front-end application 812 to the server-
implemented application 800. The messaging module 816 may also be configured to
cause the printer 202 to take action to manage (e.g., connect, disconnect, maintain, etc.)
network connectivity with the application server 800.

The communications port capture module 818 may be configured to interface with
the printer 202’s wired or wireless communication ports. The communications ports may
be configured to connect and maintain a communications session with a variety of
peripheral devices including, for example, a barcode scanner, a magnetic card reader, a
keyboard, a display panel, or the like. In some example embodiments, the
communications port capture module 818 may be configured to retrieve and store data
that has been obtained via the port (e.g., barcode data) for subsequent forwarding to the
server-implemented application 800.

To support the operation of the printer front-end application 812, the various
modules may utilize allocated memory on the printer 202. The allocated memory may be
managed by the on-printer general purpose variable interface module. In this regard,
particular memory locations of a memory device of the printer 202 may be allocated for
storing the values of general purpose variables. These memory locations may be
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leveraged to support the operation of the printer front-end application 812, and, in turn,
the server-implemented application 800. According to some example embodiments, the
server-implemented application 800 may assign a variable to a respective memory
location and utilize the memory location for storage of a value associated with that
variable during execution of the server-implemented application.

FIG. 8 illustrates an example system where the application server 200 supports
the operation of a single printer 202. However, according to some example
embodiments, the application server 200 may execute multiple instances of server-
implemented applications 800 that interface with respective printers (and respective
printer front-end applications). Further, according to some example embodiments, a
second printer may be transitioned into an active server-implemented application with a
first printer, when, for example, the first printer is inoperable. A user or session token
may be used to facilitate the transition. Additionally, according to some example
embodiments, because the server-implemented application resides on the application
server, to update the software applications, the updates need to be performed only on the
application server (not on the individual printers that the application server may support).

Exemplary System Architecture

The description provided above and generally herein illustrates example methods,
example apparatuses, and example computer programs stored on a non-transitory
computer readable media for implementing functionality for cloud connected printers.
FIG. 9 illustrates an example block diagram of an apparatus 900 that includes print
hardware and printer functionality. Apparatus 900 is configured to support connections to
a server as described above via utilization of a processor 902, a memory device 904, a
user interface 906, a communication interface 908, a print job manager 910, print
hardware 912, and a printer front-end application 914.

The processor 902 may be embodied as various means for implementing the
various functionalities of example embodiments of the present invention including, for
example, a microprocessor, a coprocessor, a controller, a special-purpose integrated
circuit such as, for example, an ASIC (application specific integrated circuit), an FPGA
(field programmable gate array), or a hardware accelerator, processing circuitry or the
like. According to one example embodiment, processor 902 may be representative of a
plurality of processors, or one or more multiple core processors, operating in concert.
Further, the processor 902 may be comprised of a plurality of transistors, logic gates, a
clock (for example, oscillator), other circuitry, and the like to facilitate performance of the
functionality described herein. In some example embodiments, the processor 902 is
configured to execute instructions stored in the memory device 904 or instructions

-19 -



10

15

20

25

30

35

WO 2013/126570 PCT/US2013/027136

otherwise accessible to the processor 902. The processor 902 may be configured to
operate such that the processor causes the apparatus 900 to perform various
functionalities described herein.

Whether configured as hardware or via instructions stored on a computer-
readable storage medium, or by a combination thereof, the processor 902 may be an
entity capable of performing operations according to embodiments of the present
invention while configured accordingly. Thus, in example embodiments where the
processor 902 is embodied as, or is part of, an ASIC, FPGA, or the like, the processor
902 is specifically configured hardware for conducting the operations described herein.
Alternatively, in example embodiments where the processor 902 is embodied as an
executor of instructions or computer program code stored on a non-transitory computer-
readable storage medium, the instructions specifically configure the processor 902 to
perform the algorithms and operations described herein. In some example embodiments,
the processor 902 is a processor of a specific device (e.g., a printer) configured for
employing example embodiments of the present invention by further configuration of the
processor 902 via executed instructions for performing the algorithms, methods, and
operations described herein.

The memory device 904 may be one or more non-transitory computer-readable
storage media that may include volatile and/or non-volatile memory. In some example
embodiments, the memory device 904 includes Random Access Memory (RAM)
including dynamic and/or static RAM, on-chip or off-chip cache memory, and/or the like.
Further, memory device 904 may include non-volatile memory, which may be embedded
and/or removable, and may include, for example, read-only memory, flash memory,
magnetic storage devices or the like. Memory device 904 may include a cache area for
temporary storage of data. In this regard, some or all of memory device 904 may be
included within the processor 902. Memory device 904 may be further configured to store
data for general purpose or user-defined settings or variables for use in accordance with
example embodiments described herein.

Further, the memory device 904, which may be one or more memory devices,
may be configured to store information, data, applications, computer-readable program
code instructions, and/or the like for enabling the processor 902 and the example
apparatus 900 to carry out various functions in accordance with example embodiments of
the present invention described herein. For example, the memory device 904 could be
configured to buffer input data for processing by the processor 902. Additionally, or
alternatively, the memory device 904 may be configured to store instructions for
execution by the processor 902.

-20 -



10

15

20

25

30

35

WO 2013/126570 PCT/US2013/027136

The communication interface 908 may be any device or means (for example,
circuitry) embodied in hardware, a computer program product, or a combination of
hardware and a computer program product that is configured to receive and/or transmit
data from/to a network 920, a peripheral device 930, and/or any other device or module in
communication with the example apparatus 900. The communications interface may be
configured to communicate information via any type of wired or wireless connection, and
via any type of communications protocol, such as a communications protocol that
supports near field communications. According to various example embodiments, the
communication interface 908 may be configured to support the transmission and
reception of communications in a variety of networks including, but not limited to Internet
Protocol (IP)-based networks (for example, the Internet) or the like. Further, the
communications interface 908 may be configured to support device-to-device
communications. Processor 902 may also be configured to facilitate communications via
the communications interface 908 by, for example, controlling hardware comprised within
the communications interface 908. In this regard, the communication interface 908 may
comprise, for example, communications driver circuitry, one or more antennas, a
transmitter, a receiver, a transceiver and/or supporting hardware, including, for example,
a processor for enabling communications.

The user interface 906 may be in communication with the processor 902 to
receive user input via the user interface 906 and/or to present output to a user as, for
example, audible, visual, mechanical or other output indications. The user interface 906
may include, for example, a keyboard or keypad, a display (for example, a touch screen
display), or other input/output mechanisms. Further, the processor 902 may comprise, or
be in communication with, user interface circuitry configured to control at least some
functions of one or more elements of the user interface. The processor 902 and/or user
interface circuitry may be configured to control one or more functions of one or more
elements of the user interface through computer program instructions (for example,
software and/or firmware) stored on a memory accessible to the processor 902 (for
example, volatile memory, non-volatile memory, and/or the like). In some example
embodiments, the user interface circuitry is configured to facilitate user control of at least
some functions of the apparatus 900 through the use of a display and configured to
respond to user inputs. The processor 902 may also comprise, or be in communication
with, display circuitry configured to display at least a portion of a user interface, the
display and the display circuitry configured to facilitate user control of at least some
functions of the apparatus 900.

The print hardware 912 may include the various hardware devices and
components that support printing on a media. In this regard, the print hardware 912 may
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include rollers, platens, motor operators, printheads, print ribbons, and other hardware
configured to support printing on a media. Media may also support machine-readable
data, such as a magnetic stripe, RFID tag, NFC tag, or magnetic memory. In this regard,
the print hardware may also include hardware configured to support storing data in these
fields, or reading and writing data to these devices, such as a magnetic stripe reader, an
RFID interrogator, an NFC module, or a memory reading device.

The print job manager 910 may be embodied in hardware (e.g., in the form of an
ASIC or FPGA) or as instructions executed by the processor 902 to control the operation
of printing. In this regard, the apparatus 900 may be configured to receive a print job, and
under the control of the print job manager 910, the apparatus 900 may print information or
a design on a media. The print job manager 910 may also be configured to manage
spooling and buffering of print jobs.

The printer front-end application 914 may be embodied in hardware (e.g., in the
form of an ASIC or FPGA) or as instructions executed by the processor 902 to support
the operation of an adaptive printer-based application framework. In this regard, the
apparatus 700 may be configured to receive instructions and requests from a server-
implemented application, and act upon those instructions or requests via the
implementation of the printer front-end application 914.

FIG. 10 illustrates an example system in accordance with some example
embodiments. The example system includes a printer 1000 and a scanner 1010. The
printer 1000 is configured to wirelessly connect to the scanner 1010 to receive data
obtained by the scanner 1010 and to otherwise communicate with the scanner 1010. The
printer 1000 may also include a display 1002 and a keypad 1004. Via the implementation
of a printer front-end application, the printer 1000 may be configured to interact with the
scanner 1010, the display 1002, and the keypad 1004, in response to instructions or
requests from a server-implemented application.

For example, the printer 1000 may be configured via a server-implemented
application to receive information obtained from a scan of the barcode 1020 and store
that information in an on-printer general purpose variable. The stored information may
then be forwarded via a network connection to the server-implemented application for
analysis. The analysis may include, for example, retrieving data (e.g., internal or third-
party data) associated with the barcode and using the retrieved data to format specific
print jobs. In another example, the analysis may include logging in a user that is
associated with the barcode information and allowing the user to use the printer.

In another example, a printer and scanner pairing operation may be implemented

via the dynamic printer-based application framework. In this regard, the scanner 1010
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may scan and obtain barcode information from a label affixed to the printer 1000, and pair
the devices together for communications, inventory, or the like.

The description herein provides example methods and computer program
products in accordance with various example embodiments of the present invention.
Systems, methods, and computer program products according to example embodiments
of the invention are therefore provided. Means for implementing the functionality of
example embodiments of the invention described herein may include hardware, and/or a
computer program products including a computer-readable storage medium having one
or more computer program code instructions, program instructions, or executable
computer-readable program code instructions store therein. In this regard, program code
instructions may be stored on a memory device, such as the memory device 904, and
executed by a processing circuitry, such as the processor 902. As will be appreciated,
any such program code instructions may be loaded onto a computer or other
programmable apparatus from a computer-readable storage medium to produce a
particular machine, such that the particular machine becomes a means for implementing
the functions specified. These program code instructions may also be stored in a
computer-readable storage medium that can direct a computer, processing circuitry, a
processor, or other programmable apparatus to function in a particular manner to thereby
generate a particular machine or particular article of manufacture. The instructions stored
in the computer-readable storage medium may produce an article of manufacture, where
the article of manufacture becomes a means for implementing the functions specified.
The program code instructions may be retrieved from a computer-readable storage
medium and loaded into a computer, processing circuitry, processor, or other
programmable apparatus to configure the computer, processing circuitry, processor, or
other programmable apparatus to execute operational steps to be performed on or by the
computer, processing circuitry, processor, or other programmable apparatus. Retrieval,
loading, and execution of the program code instructions may be performed sequentially
such that one instruction is retrieved, loaded, and executed at a time. In some example
embodiments, retrieval, loading and/or execution may be performed in parallel such that
multiple instructions are retrieved, loaded, and/or executed together. Execution of the
program code instructions may produce a computer-implemented process such that the
instructions executed by the computer, processor, or other programmable apparatus
provide steps for implementing the functions specified. It will also be understood that the
functionality described herein may be implemented by special purpose hardware-based
computing systems and/or processors which perform the specified functions or
combinations of special purpose hardware and program code instructions.
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Many modifications and other embodiments of the inventions set forth herein will
come to mind to one skilled in the art to which these inventions pertain having the benefit
of the teachings presented in the foregoing descriptions and the associated drawings.
Therefore, it is to be understood that the inventions are not to be limited to the specific
embodiments disclosed and that modifications and other embodiments are intended to be
included. Moreover, although the foregoing descriptions and the associated drawings
describe example embodiments in the context of certain example combinations of
elements and/or functions, it should be appreciated that different combinations of
elements and/or functions may be provided by alternative embodiments without departing
from the scope of the description provided herein. In this regard, for example, different
combinations of elements and/or functions other than those explicitly described above are
also contemplated. Although specific terms are employed herein, they are used in a
generic and descriptive sense only and not for purposes of limitation.
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THAT WHICH IS CLAIMED:

1. A printer comprising:
communications circuitry configured to facilitate communications with a network; and
processing circuitry configured to:

transmit a connection request to the network;

receive requested connection parameters from the network;

transmit printer connection parameters to the network; and

establish a first secure connection between the printer and the network.

2. The printer of Claim 1, wherein the connection request comprises at least a
request to upgrade the connection to a WebSocket connection.

3. The printer of Claim 1, wherein the requested connection parameters comprise at
least a signed security certificate and a DNS name for a server on the network and
wherein the processing circuitry is further configured to verify the signed security
certificate and the DNS name for the server.

4, The printer of Claim 1, wherein the printer connection parameters comprise at
least a signed security certificate for the printer.

5. The printer of Claim 1, wherein the processing circuitry is further configured to:
receive a request from the network to establish one or more additional
communication channels over the first secure connection;

establish the one or more additional communication channels.

6. The printer of Claim 5, wherein the one or more additional communication
channels may be provided over the same connection or the one or more additional

communication channels may each be provided over a separate connection.

7. The printer of Claim 5, wherein the processing circuitry is further configured to
establish the one or more additional communication channels by sending the network a
response message comprising a printer ID, a channel name, and a channel ID.

8. The printer of Claim 5, wherein communications on each of the one or more
communication channels is independent of the status of each of the other of the one or

more communication channels.
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9. The printer of Claim 5, wherein the processing circuitry is further configured to:
transmit or receive print commands over a first one of the one or more additional
communication channels; and
transmit or receive other data over at least a second one of the one or more

additional communication channels.

10. The printer of Claim 9, wherein the other data comprises one or more of: file
transfers, requests for printer status, changes in printer status, stored data, configuration
information, changes to a communication channel, alert notifications, and firmware

upgrades.

11. The printer of Claim 5, wherein the processing circuitry is further configured to
store data in one or more memory locations and transmit the stored data over one of the

one or more communication channels.

12. The printer of Claim 11, wherein the processing circuitry is further configured to:
receive data from one or more peripheral devices connected to the printer; and

store the received data in the one or more memory locations.

13. The printer of Claim 1, wherein the processing circuitry is further configured to:

transmit a message to the network over the secure connection, wherein the
message comprises at least a unique printer identifier;

receive configuration information from the network based at least in part on the
message; and

modify the printer configuration based on the received configuration information.

14. The printer of Claim 1, wherein the printer further comprises a user interface
providing an application front-end interface for an application implemented on the

network.

15. A server comprising:
communications circuitry configured to facilitate communications with a network; and
processing circuitry configured to:

receive a connection request from a printer;

transmit requested connection parameters to the printer;

receive printer connection parameters from the printer; and
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establish a first secure connection between the server and the printer.

16. The server of Claim 15, wherein the connection request comprises at least a
request to upgrade the connection to a WebSocket connection and wherein the
processing circuitry is further configured to upgrade the connection to a WebSocket

connection.

17. The server of Claim 15, wherein the requested connection parameters comprise
at least a signed security certificate and a DNS name for the server.

18. The server of Claim 15, wherein the printer connection parameters comprise at
least a signed security certificate for the printer and wherein the processing circuitry is
further configured to verify the signed security certificate for the printer.

19. The server of Claim 15, wherein the processing circuitry is further configured to:
transmit a request to the printer to establish one or more additional
communication channels over the first secure connection;
receive a reply from the printer to the request; and
establish the one or more additional communication channels over the first secure

connection.

20. The server of Claim 15, wherein the one or more additional communication
channels may be provided over the same connection or the one or more additional

communication channels may each be provided over a separate connection.

21. The server of Claim 15, wherein the reply from the printer comprises a printer ID,

a channel name, and a channel ID.

22. The server of Claim 15, wherein communications on each of the one or more
communication channels is independent of the status of each of the other of the one or

more communication channels.

23. The server of Claim 19, wherein the processing circuitry is further configured to:
transmit or receive print commands over a first one of the one or more additional
communication channels; and
transmit or receive other data over at least a second one of the one or more

additional communication channels.
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24. The server of Claim 22, wherein the other data comprises one or more of: file
transfers, requests for printer status, changes in printer status, stored data, configuration
information, changes to a communication channel, alert notifications, and firmware

upgrades.

25. The server of Claim 22, wherein the processing circuitry is further configured to:
receive data from the printer over one of the one or more communication
channels;
process the received data; and
transmit the processed output to the printer over the one of the one or more

communication channels.

26. The server of Claim 15, wherein the processing circuitry is further configured to:
receive a message from the printer, wherein the message comprises at least a
unique printer identifier;
identify configuration information based at least in part on the received message;
and

transmit the configuration information to the printer.

27. A computer program product comprising at least one non-transitory computer-
readable storage medium having computer-executable program code instructions stored
therein, the computer-executable program code instructions comprising program code
instructions, when executed, causing an apparatus to:

transmit a connection request to a network;

receive requested connection parameters from the network;

transmit apparatus connection parameters to the network; and

establish a first secure connection between the apparatus and the network.

28. The computer program product of Claim 27, wherein the connection request
comprises at least a request to upgrade the connection to a WebSocket connection.

29. The computer program product of Claim 27, wherein the requested connection
parameters comprise at least a signed security certificate and a DNS name for a server
on the network and wherein the program code instructions, when executed, further cause

the apparatus to verify the signed security certificate and DNS name for the server.
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30. The computer program product of Claim 27, wherein the apparatus connection
parameters comprise at least a signed security certificate for the apparatus.

31. The computer program product of Claim 27, wherein the program code
instructions, when executed, further cause the apparatus to:

receive a request from the network to establish one or more additional
communication channels over the first secure connection;

establish the one or more additional communication channels.
32. The computer program product of Claim 31, wherein the one or more additional
communication channels may be provided over the same connection or the one or more

additional communication channels may each be provided over a separate connection.

33. The computer program product of Claim 31, wherein the program code
instructions, when executed, further cause the apparatus to establish the one or more
additional communication channels by sending the network a response message
comprising a printer ID, a channel name, and a channel ID.

34. The computer program product of Claim 31, wherein communications on each of
the one or more communication channels is independent of the status of each of the

other of the one or more communication channels.

35. The computer program product of Claim 31, wherein the program code
instructions, when executed, further cause the apparatus to:

transmit or receive print commands over a first one of the one or more
communication channels; and

transmit or receive other data over at least a second one of the one or more

communication channels.

36. The computer program product of Claim 35, wherein the other data comprises one
or more of: file transfers, requests for printer status, changes in printer status, stored
data, configuration information, changes to a communication channel, alert notifications,

and firmware upgrades.

37. The computer program product of Claim 31, wherein the program code
instructions, when executed, further cause the apparatus to store data in one or more
memory locations and transmit the stored data over one of the one or more

communication channels.
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38. The computer program product of Claim 27, wherein the program code
instructions, when executed, further cause the apparatus to:
receive data from one or more peripheral devices connected to the apparatus; and

store the received data in the one or more memory locations.

39. The computer program product of Claim 27, wherein the program code
instructions, when executed, further cause the apparatus to:

transmit a message to the network over the secure connection, wherein the
message comprises at least a unique identifier;

receive configuration information from the network based at least in part on the
message; and

modify the apparatus configuration based on the received configuration
information.
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