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BILLING SYSTEM AND METHOD FOR
MICRO-TRANSACTIONS

CROSS-REFERENCE TO RELATED
APPLICATIONS

[0001] This present application claims the benefit of prior-
ity as a Continuation under 35 U.S.C. §120 of U.S. patent
application Ser. No. 11/446,973, filed Jun. 6, 2006 and
entitled “BILLING SYSTEM AND METHOD FOR
MICRO-TRANSACTIONS,” which in turn claims the ben-
efit of priority under 35 U.S.C. §119 from U.S. Provisional
Patent Application Ser. No. 60/687,663 entitled “METHOD
AND SYSTEM BY WHICH MICRO TRANSACTIONS
ARE PROCESSED,” filed on Jun. 6, 2005, and U.S. Provi-
sional Patent Application Ser. No. 60/689,641 entitled
“METHOD AND SYSTEM BY WHICH MICRO PAY-
MENT TRANSACTIONS OCCUR VIA A WIRELESS
DEVICE AND/OR INTERNET PORTAL,” filed on Jun. 10,
2005, all of which are incorporated herein by reference in
their entirety for all purposes.

FIELD OF THE INVENTION

[0002] The present invention concerns the automated pro-
cessing of transactions, including small transactions known
as micro-transactions. In particular, the invention concerns
the use of an intermediate billing system that acts on behalf of
third party providers of content or services by interacting with
various external billing mechanisms to effectuate transac-
tions between such third party providers and their customers.

BACKGROUND OF THE INVENTION

[0003] While credit card use and automatic credit card bill-
ing is a common way to conduct business transactions in
many countries, they are not necessarily the best way in some
situations. In particular, there are many users of the internet
that do not have access to a credit card or do not want to use
their credit card for an internet based transaction out of secu-
rity concerns. Many such users most likely have a mobile
phone or mobile device, and it would be more easy and
efficient to have a mechanism for billing the user for transac-
tions through the user’s pre-existing account with the mobile
carrier associated with the user’s mobile phone number. In
addition, the use of a credit card is economically viable only
if the transaction amount, or a volume of such transactions,
exceeds a particular amount that depends on the underlying
efficiency of the billing and collecting system implemented
by the merchant and by the credit card provider. Currently,
mobile phone carriers routinely bill users for small transac-
tional amounts, such as a one minute call, or portion thereof,
and are able to bill and collect for these small transactions
while making a profit. These small transactions are referred to
as micro-transactions and, in terms of U.S. currency, can be as
small as a few pennies, although larger transactions occur as
well.

[0004] Retailers or vendors, such as internet commercial
websites, may desire to provide their respective content or
services to mobile phone users via the internet or directly
through the user’s mobile phone, and bill the user for such
content or services as micro-transactions. Currently, a retailer
or vendor will find it very difficult and inefficient to bill and
collect for such a micro-transaction because the retailer/ven-
dor would need to negotiate and enter into a contractual
relationship with the mobile phone carrier in order to bill the
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mobile phone user subscribed to that carrier. The process is
further complicated by the fact that the universe of customers
with mobile phones use different mobile phone carriers.
Accordingly, the retailer/vendor would need to enter into
contractual relationships with many different mobile phone
carriers in order to be able to provide a mobile phone based
micro-transaction billing option to the desired global market
of mobile phone users. A retailer or vendor can try to use
billing mechanisms other than mobile carriers, such as pre-
paid card services, web-based payment services, bank
account and credit card billing services, and other such exter-
nal billing mechanisms to support customer transactions.
However, in such examples, the same problem still exists for
the vendor/retailer because they would still need to have
pre-existing relationships with all of the various external bill-
ing mechanisms that their various customers wish to use for
payment of transactions.

[0005] Thus, there exists a need for a system and method
that allows retailers/vendors to easily conduct transactions,
many of which may be micro-transactions, with a global
market of customers, where the transactions are easily bill-
able through a single intermediate billing system which can
effectuate the transaction through a wide variety of external
billing mechanisms on behalf of the retailer/vendor, thereby
eliminating the need for the retailer/vendor to individually
establish a pre-existing relationship with each of the wide
variety of external billing mechanisms.

SUMMARY OF THE INVENTION

[0006] The present invention solves the foregoing prob-
lems by providing a method and system that uses a single
intermediate billing system to effectuate transactions
between retailers/vendors and their customers through a wide
variety of external billing mechanisms, without the need for
the retailer/vendor to individually establish a pre-existing
relationship with each of the wide variety of external billing
mechanisms.

[0007] In one embodiment, the invention is directed to a
method and system for billing a customer through an inter-
mediary billing system for a transaction, by receiving, at the
intermediary billing system, a transaction request associated
with a transaction amount and a customer identification code,
validating, in the intermediary billing system, the transaction
request by determining whether the customer identification
code corresponds to a customer that is registered with the
intermediary billing system, and sending, in the case that the
transaction request is valid, a billing event trigger associated
with the customer identification code to an external billing
mechanism, the billing event trigger representing the trans-
action amount.

[0008] In another embodiment, the invention is directed to
a method and system for billing a customer through an inter-
mediary billing system for a transaction between the cus-
tomer and a third party provider, by receiving, at the interme-
diary billing system, a registration request to register the
customer, registering the customer in the intermediary billing
system by providing a mobile phone number of the customer
to the intermediary billing system, assigning a customer iden-
tification code to the customer, the customer identification
code being shared with the third party provider, and associ-
ating the mobile phone number of the customer with the
customer identification code assigned to the customer, receiv-
ing, at the intermediary billing system, a billing request from
the third party provider, the billing request including a prod-
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uct identification code corresponding to a product associated
with the transaction between the customer and the third party
provider, a customer identification code assigned to the cus-
tomer and a provider identification code corresponding to the
third party provider, validating, in the intermediary billing
system, the billing request by determining whether the cus-
tomer identification code corresponds to a customer that is
registered with the intermediary billing system, and by deter-
mining whether the provider identification code corresponds
to a valid third party provider, and sending, in the case that the
billing request is validated, at least one message from the
intermediary billing system to a mobile phone number asso-
ciated with the customer identification code, the at least one
message representing a billing value that corresponds to the
product identification code.

[0009] In another embodiment of the invention, a method
and system is provided for billing a customer through an
intermediary billing system for a transaction between the
customer and a third party provider, by receiving, at the
intermediary billing system, a transaction activation request
from the third party provider to activate a customer for the
transaction associated with a product offered by the third
party provider, the customer being automatically directed
from the third party provider to the intermediary billing sys-
tem, prompting, by the intermediary billing system, the cus-
tomer to confirm an instruction to proceed with the transac-
tion, sending, in the case that the customer confirms the
instruction to proceed with the transaction, at least one mes-
sage from the intermediary billing system to a mobile phone
number associated with a customer identification code for the
customer, the at least one message representing a billing value
that corresponds to the product, generating, in the intermedi-
ary billing system, an encrypted verification code in associa-
tion with the customer identification code for the customer,
installing the encrypted verification code on a web browser
application of the customer (for browsing web pages on the
internet), and automatically directing the customer from the
intermediary billing system to the third party provider, receiv-
ing, at the intermediary billing system, a verification code
validation request containing a returned encrypted verifica-
tion code and a customer identification code from the third
party provider, and validating, in the intermediary billing
system, whether the returned encrypted verification code is
the same as the encrypted verification code sent from the
intermediary billing system to the third party provider for that
customer identification code, and sending, from the interme-
diary billing system, a validation response to the third party
provider, the validation response containing an error code in
the case that the returned encrypted verification code is not
valid, and containing a valid confirmation code in the case
that the returned encrypted verification code is valid, wherein
the third party provider enables the customer to access the
product on the basis of the validation response received by
from the intermediary billing system.

[0010] In this manner, the present invention provides that
an efficient and timely billing system that utilizes mobile text
messages to bill customers for transactions between the cus-
tomers and third-party providers of content or services, with-
outthe need for a third-party provider to have any relationship
or interaction with the mobile phone carrier of the customer.
[0011] This brief summary has been provided so that the
general nature of the invention may be understood quickly. A
more complete understanding of the invention can be
obtained by reference to the following detailed description
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thereof in connection with the attached drawings. It is to be
understood that embodiments of the invention other than that
provided in the description below and the accompanying
drawings may be utilized and that changes may be made
without departing from the scope of the present invention.

BRIEF DESCRIPTION OF THE DRAWINGS

[0012] FIG.1isablock diagram of a computer system with
which the present invention may be practiced, according to
one embodiment of the invention;

[0013] FIG. 2 is a block diagram of a mobile community
environment in which the invention may be practiced, accord-
ing to one embodiment of the invention;

[0014] FIG. 3 is a block diagram providing a detailed view
of the mobile community platform shown in FIG. 2;

[0015] FIG. 4 is a flowchart for explaining the registration
and activation of a customer for transaction billing, according
to one embodiment of the invention;

[0016] FIG. 5isaflowchart for explaining the processing of
a billing request for a transaction, according to one embodi-
ment of the invention;

[0017] FIG. 61is aflowchart for explaining the processing of
atransaction, according to another embodiment of the inven-
tion; and

[0018] FIG. 7is aflowchart for explaining the processing of
a billing request for a transaction, according to another
embodiment of the invention.

DETAILED DESCRIPTION OF THE INVENTION

[0019] As mentioned above, the present invention is a
method and system that utilizes an intermediary billing sys-
tem in conjunction with one or more external billing mecha-
nisms for supporting transactions between customers and
third-party providers of content or services, without the need
for a third-party provider to have a relationship or interaction
with any of the external billing mechanisms.

[0020] FIG.1is ablock diagram of an exemplary computer
system with which one embodiment of the present invention
may be practiced. As seen in FIG. 1, computer system 100
includes a bus 102 or other communication mechanism for
communicating information, and a processor 104 coupled
with bus 102 for processing information. Computer system
100 also includes a main memory 106, such as a random
access memory (RAM) or other dynamic storage device,
coupled to bus 102 for storing information and instructions to
be executed by processor 104. Main memory 106 also may be
used for storing temporary variables or other intermediate
information during execution of instructions to be executed
by processor 104. Computer system 100 further includes a
read only memory (ROM) 108 or other static storage device
coupled to bus 102 for storing static information and instruc-
tions for processor 104. A storage device 110, such as a
magnetic disk or optical disk, is provided and coupled to bus
102 for storing information and instructions.

[0021] Computer system 100 may be coupled viabus 102 to
a display 112, such as a cathode ray tube (CRT), for display-
ing information to a computer user. An input device 114,
including alphanumeric and other keys, is coupled to bus 102
for communicating information and command selections to
processor 104. Another type of user input device is cursor
control 116, such as a mouse, a trackball, or cursor direction
keys for communicating direction information and command
selections to processor 104 and for controlling cursor move-
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ment on display 112. This input device typically has two
degrees of freedom in two axes, a first axis (e.g., X) and a
second axis (e.g., y), that allows the device to specify posi-
tions in a plane.

[0022] Computer system 100 operates in response to pro-
cessor 104 executing one or more sequences of one or more
instructions contained in main memory 106. Such instruc-
tions may be read into main memory 106 from another com-
puter-readable medium, such as storage device 110. Execu-
tion of the sequences of instructions contained in main
memory 106 causes processor 104 to perform the process
steps described herein. In alternative embodiments, hard-
wired circuitry may be used in place of or in combination with
software instructions to implement the invention. Thus,
embodiments of the invention are not limited to any specific
combination of hardware circuitry and software.

[0023] The term “computer-readable medium” as used
herein refers to any medium that participates in providing
instructions to processor 104 for execution. Such a medium
may take many forms, including but not limited to, non-
volatile media, volatile media, and transmission media. Non-
volatile media includes, for example, optical or magnetic
disks, such as storage device 110. Volatile media includes
dynamic memory, such as main memory 106. Transmission
media includes coaxial cables, copper wire and fiber optics,
including the wires that comprise bus 102. Transmission
media can also take the form of acoustic or light waves, such
as those generated during radio-wave and infra-red data com-
munications.

[0024] Common forms of computer-readable media
include, for example, a floppy disk, a flexible disk, hard disk,
magnetic tape, or any other magnetic medium, a CD-ROM,
any other optical medium, punchcards, papertape, any other
physical medium with patterns of holes, a RAM, a PROM,
and EPROM, a FLASH-EPROM, any other memory chip or
cartridge, a carrier wave as described hereinafter, or any other
medium from which a computer can read.

[0025] Various forms of computer readable media may be
involved in carrying one or more sequences of one or more
instructions to processor 104 for execution. For example, the
instructions may initially be carried on a magnetic disk of a
remote computer. The remote computer can load the instruc-
tions into its dynamic memory and send the instructions over
a telephone line using a modem. A modem local to computer
system 100 can receive the data on the telephone line and use
an infra-red transmitter to convert the data to an infra-red
signal. Aninfra-red detector can receive the data carried in the
infra-red signal and appropriate circuitry can place the data
on bus 102. Bus 102 carries the data to main memory 106,
from which processor 104 retrieves and executes the instruc-
tions. The instructions received by main memory 106 may
optionally be stored on storage device 110 either before or
after execution by processor 104.

[0026] Computer system 100 also includes a communica-
tion interface 118 coupled to bus 102. Communication inter-
face 118 provides a two-way data communication coupling to
a network link 120 that is connected to a local network 122.
For example, communication interface 118 may be an inte-
grated services digital network (ISDN) card or a modem to
provide a data communication connection to a corresponding
type of telephone line. As another example, communication
interface 118 may be a local area network (LAN) card to
provide a data communication connection to a compatible
LAN. Wireless links may also be implemented. In any such
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implementation, communication interface 118 sends and
receives electrical, electromagnetic or optical signals that
carry digital data streams representing various types of infor-
mation.

[0027] Network link 120 typically provides data commu-
nication through one or more networks to other data devices.
For example, network link 120 may provide a connection
through local network 122 to a host computer 124 or to data
equipment operated by an Internet Service Provider (ISP)
126. ISP 126 in turn provides data communication services
through the world wide packet data communication network
now commonly referred to as the “Internet” 128. Local net-
work 122 and Internet 128 both use electrical, electromag-
netic or optical signals that carry digital data streams. The
signals through the various networks and the signals on net-
work link 120 and through communication interface 118,
which carry the digital data to and from computer system 100,
are exemplary forms of carrier waves transporting the infor-
mation.

[0028] Computer system 100 can send messages and
receive data, including program code, through the network
(s), network link 120 and communication interface 118. In the
Internet example, a server 130 might transmit a requested
code for an application program through Internet 128, ISP
126, local network 122 and communication interface 118.
The received code may be executed by processor 104 as it is
received, and/or stored in storage device 110, or other non-
volatile storage for later execution. In this manner, computer
system 100 may obtain application code in the form of a
carrier wave. Of course, other forms of computing systems
may be used to implement the present invention.

[0029] FIG. 2 is a block diagram of a mobile community
environment in which the invention may be practiced accord-
ing to an exemplary embodiment. FIG. 2 depicts a block
diagram of a computer-based mobile community platform
202. Mobile community platform 202 can be implemented in
the computing system show in FIG. 1, or some other form of
computing system. As seen in FIG. 2, users 212, 214, 216 can
connect to the mobile community platform 202 via a network
or similar communications channel 210. In an exemplary
embodiment, network 210 is the internet by which users 212,
214 and 216 can access internet-enabled applications and
websites, such as third party providers 231, 232 and 233. In
this regard, third party providers 231, 232 and 233 can be
websites that provide only information, or may be commer-
cial websites that offer a product, such as access to premium
content or services, for purchase by the user, whereby the user
is provided with access to the product after opting-in (pur-
chasing) the product from that particular website. In addition,
third party providers 231, 232 and 233 can be internet-en-
abled applications such as a software application that is
enabled to access the internet and that can provide content or
services to the user of the software application for a price. For
example, a software game being executed on a user’s com-
puter, or an internet-enabled game device, may allow the user
to access the internet in order to purchase additional features
of the game to be downloaded or “premium” information
about how to play the game for a price. It can be appreciated
that a third party provider can be any type of application,
game, product or service that is internet-enabled and that
offers additional product (software, content, information, or
services) to the user for a price. Any such third party provider
can maintain a website to which the user is directed when the
user elects to purchase a product from the third party provider.
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[0030] Third party providers 231, 232 and 233 are main-
tained and operated by known means and can be implemented
in a computing system such as that shown in FIG. 1, or other
known types of networked computing environments, such as
a server, or combination of computers and servers. By means
of the connection with mobile community platform 202, a
user (e.g., 212) may create a profile page or “home page”
supported and maintained by mobile community platform
202 that the user can personalize. This profile page can
include various files and content that the user wants to share
with other members of the mobile community platform 202.

[0031] The user’s profile page may include a hierarchy of
pages, some of which are for public view and some of which
have restrictions on viewing. For example, the mobile com-
munity platform 202 can be logically organized into neigh-
borhoods such as “friends”, “family”, “workplace”, “dog
owners”, etc. Users 212, 214, 216 can belong to these difter-
ent neighborhoods and share different pages with the mem-
bers of the different neighborhoods.

[0032] As seen in FIG. 2, mobile community platform 202
connects with various mobile carrier systems 204, 206, 208,
each of which has an associated community of mobile phone
subscribers, 224, 226 and 228. In this regard, each of mobile
carrier systems 204, 206, 208 is a carrier network and system
for supporting mobile devices including mobile phones and
other mobile devices such as personal device assistants (pda).
Each mobile carrier system is generally a wireless network
provider, which can be cellular, PCS, or other wireless spec-
trum. Users 212, 214, 216 of the mobile community platform
202 are also subscribers of one or more of the various mobile
carriers, which support the mobile phones, or other mobile
devices, of users 212, 214, 216. In this way, users 212, 214,
216 of mobile community platform 202 can access other
users’ profile pages through the computer-based platform of
mobile community platform 202, and they can also access the
subscribers 224, 226 and 228 of the various mobile carrier
systems 204, 206, and 208 who also belong to mobile com-
munity platform 202.

[0033] A significant benefit of the architecture depicted in
FIG. 2, is that the mobile community platform 202 has pre-
existing contractual relationships with the various mobile
carrier systems 204, 206, 208 for accessing subscribers
through each carrier systems and for billing subscribers
through their respective carrier system for content and ser-
vices purchased by the subscriber through mobile community
platform 202. As is known in the art, the mobile carrier
systems 204, 206, 208 provide text messaging and also pre-
mium text message functionality. Such messages are sent via
the mobile carrier’s infrastructure to its mobile subscribers
and, internal to the mobile carrier’s infrastructure, the sending
of such a message generates a billing event according to a
particular tariff rate, which then is added to the subscriber’s
bill from that mobile carrier.

[0034] Whenmobile community platform 202 sends a mes-
sage via a mobile carrier system (e.g., 204), it is billing the
subscriber-recipient of the message using the existing billing
system of that mobile carrier. The billing event is often a
micro-transaction of a small monetary amount (e.g., less than
one dollar). Thus, a user (e.g., 212) of the mobile community
platform may purchase a service or content within mobile
community platform 202 and be billed for those transactions
through that user’s mobile carrier service account. The
present invention provides for such micro-transaction billing
support through mobile community platform 202 for a trans-
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action between a user (e.g., 212) and a third party provider
(e.g., 231) which is external to mobile community platform
202. In this manner, a third party provider need only commu-
nicate with mobile community platform 202 to conduct trans-
actions with users, and does not require any affiliation or
agreement with the various mobile carrier systems of the
users.

[0035] FIG. 3 depicts a more detailed view of mobile com-
munity platform 202. As mentioned above, mobile commu-
nity platform 202 can be used to conduct micro-transactions
in which a mobile carrier’s billing system is used by mobile
community platform 202 to automatically bill the user for
each micro-transactions with a third party provider, without
the need for a negotiation or contract between the third party
provider and the mobile carrier. An example of this feature is
a third party provider that operates a website which offers
sports score updates to users of mobile community platform
202 for a predetermined price, while taking advantage of the
billing arrangements already in place between mobile com-
munity platform 202 and the mobile carriers 204, 206, 208.
Of course, a third party provider may provide other types of
content, products and services to users of mobile community
platform 202.

[0036] Turning to FIG. 3, mobile community platform 202
includes multimedia messaging system 302, user area 304,
which supports content, community and commerce functions
for the users, including website interface for users to mobile
community platform 202, and intermediary billing interface
306. The details of these different components are more fully
explained below.

[0037] As noted earlier, users 212, 214, 216 can visit user
area 304 of mobile community platform 202 in order to par-
ticipate in an online-based community of users that includes
various communication, content and commerce opportuni-
ties. The user accesses a website of user area 304 through the
user’s web browser that may be hosted on a laptop or desktop
computer, or, in the alternative, even on the user’s mobile
device such as a PDA or mobile phone. In this regard, user
area 304 includes a web server that communicates with users
212, 214, 216 and includes a data store (database) of user
information and other content. With these resources, mobile
community platform 202 is able to present a profile page
(“home page”) to a user (e.g., 212) that reflects a set of
content, information and products associated with, and
desired by, that particular user. This set of content, informa-
tion and products is not maintained on the local computer
being used by the user 212 but, rather, is maintained and
managed by the computing environment of mobile commu-
nity platform 202. Although not explicitly depicted in FIG. 3,
one of ordinary skill will recognize that there are numerous
functionally equivalent techniques to create, manage, store
and serve user information, user profiles, user content, soft-
ware tools and other resources within the user area 304.
Included in these techniques are methods to ensure security,
data integrity, data availability and quality of service metrics.
[0038] Multimedia messaging system (MMS) 302 includes
applications for connecting with and communicating with the
multiple different mobile carriers 204, 206, 208 that have
been partnered with mobile community platform 202. MMS
302 is configured to generate message requests in the appro-
priate format for each of the mobile carriers 204, 206, 208
including tarift information that determines the amount for
which the recipient of the message will be charged. Upon
receipt of the message request, the mobile carriers 204, 206,
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208 will use the information in the request to generate an
appropriate message to the intended recipient/subscriber of
the mobile carrier and then bill the recipient/subscriber’s
mobile service account for that specified amount. In this
manner, mobile community platform 202 uses the mobile
carriers to bill user/subscribers of the mobile carriers for
transactions conducted through mobile community platform
202.

[0039] The MMS 302 communicates with the user area
304, such that users of mobile community platform 202 can
advantageously use the connectivity between MMS 302 and
the mobile carriers 204, 206 and 208 in order to send mes-
sages to subscribers of any of the mobile carriers 204, 206,
208. The messages may be SMS messages, MMS messages,
or other known message formats or subsequently developed
message formats. Some of these messages may have zero
tariff and, therefore do not generate a bill to the recipient/
subscriber (other than the underlying charges implemented
by the mobile carrier) and others may have non-zero tariffs
resulting in a billing event for the recipient/subscriber.
[0040] Intermediary billing interface 306 provides an inter-
face between third party providers 231, 232 and 233 and
mobile community platform 202 for enabling transactions
between such third party providers and users 212, 214 and
216, through the use of sending messages to the users as a
billing mechanism. In this regard, intermediary billing inter-
face 306 is accessed by the third party providers via network
connection 210 (internet). As seen in FIG. 3, intermediary
billing interface 306 is in communication with user area 304,
both of which are in communication with MMS 302. Accord-
ingly, intermediary billing interface 306 can access user
information from user area 304, such as whether the user is
registered and verified for billing through their mobile phone
number, as discussed more fully below. Intermediary billing
interface 306 can interface with user area 304 to communicate
with a user, such as via webpages supported by user area 304,
for purposes of registering the user with mobile community
platform 202 and verifying the user for billing of transactions
related to a product offered through a third party provider, as
also discussed in more detail below.

[0041] AsseeninFIG. 3, intermediary billing interface 306
also includes local database 310 which is used by intermedi-
ary billing interface 306 to store customer identification
codes, third party provider identification codes, and other
information for implementing the present invention. Accord-
ingly, third party providers 231, 232 and 233 can interact with
all users of the mobile community platform 202 whereby
billable transactions with users 212, 214,216 are automati-
cally billed to the users via the billing systems of their mobile
carriers 204, 206, 208. Furthermore, and importantly, this
capability is available to the third party providers without
requiring them to negotiate or contract with any of the mobile
carriers for billing arrangements, or to worry about how to
communicate with a particular mobile carrier’s systems and
resources. The third party providers seamlessly take advan-
tage of the unified set of connectivity and billing arrange-
ments that exist between mobile community platform 202
and the mobile carriers 204, 206, 208. As a result, the third
party providers may conduct transactions with users/sub-
scribers of any of a variety of different mobile carriers without
easily and efficiently through mobile community platform
202.

[0042] FIG. 4 is a flowchart that provides an exemplary
depiction of the registration and activation of a customer for
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transaction billing in one embodiment of the invention. The
process starts in FIG. 4 and proceeds to step 40 Iin which it is
determined whether the customer (e.g. one of users 212, 214
and 216) is initiating a transaction for a product at a third party
provider, such as one of third party providers 231, 232 and
233, or is initiating a transaction for a product offered by the
third party provider at mobile community platform 202,
which acts as the intermediary billing system in either case. If
the customer is initiating the transaction at mobile commu-
nity platform 202, then the process proceeds to step 405
which is discussed further below. On the other hand, if the
customer is initiating the transaction at the third party pro-
vider, then the process proceeds to step 402 in which the third
party provider determines if the customer is already regis-
tered as a customer with the third party provider. If the cus-
tomer is already registered with the third party provider, then
the process proceeds to step 404. If not, then the process
proceeds to step 403 in which the customer registers with the
third party provider, such as by providing the customer’s
name and contact information, and in which the third party
provider generates a unique customer identification code cor-
responding to that customer. Of course, it should be appreci-
ated that the third party provider can use any form of regis-
tration process and may not necessarily require the customer
to provide any specific information, in which case the third
party provider simply generates and assigns a unique cus-
tomer identification code to that customer. In this regard, the
third party provider maintains a database of its registered
customers, and their corresponding customer identification
numbers and information. The customer identification num-
ber will be used in the invention for common tracking of the
same customer between the third party provider and the inter-
mediary billing system of mobile community platform 202.

[0043] In step 404, the third party provider directs the cus-
tomer to mobile community platform 202 along with a reg-
istration request to register and activate the customer, the
request including the customer identification code for the
customer. Next, in step 405, the registration and activation
steps for the customer begin by the mobile community plat-
form 202 (intermediary billing system) determining if the
customer is already registered as a member of mobile com-
munity platform 202. If the customer is already registered
with mobile community platform 202, then the process pro-
ceeds to step 407. If not, then the process proceeds to step 406
in which the customer registers with mobile community plat-
form 202, such as by providing the customer’s name and
contact information, including the customer’s mobile phone
number, which is used by mobile community platform 202 in
the invention to bill the customer for the transaction.

[0044] Ifit was determined in step 401 that the customer is
originating the transaction at mobile community platform
202, then mobile community platform 202 also generates a
unique customer identification code for the customer. Also in
the registration process, mobile community platform 202
stores the customer identification code for the customer in a
database of registered customers, along with related informa-
tion, maintained in mobile community platform 202, and
activates the customer’s mobile phone number for transaction
billing as described below.

[0045] Continuing with the registration and activation pro-
cess, the mobile community platform 202 generates a verifi-
cation code for the registration/activation of the customer, and
directs the customer back to the third party provider along
with the verification code, the customer identification code,
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and possibly other information, in step 407. Next, in step 408,
the third party provider sends a verification code validation
request to mobile community platform 202, the request
including the verification code for the customer, to make sure
that the third party provider and mobile community platform
202 are in agreement on the customer identification code to be
used for the customer, and that the customer is registered and
activated for the transaction in both the third party provider
and the mobile community platform 202. In this regard, the
term “activated” means that the mobile community platform
202 has enabled the customer associated with the assigned
customer identification code to be billed for transactions,
such as through the customer’s mobile phone number, or
through some other external billing mechanism used by
mobile community platform 202.

[0046] In step 409, mobile community platform 202 deter-
mines whether the verification code received in the verifica-
tion code validation request from the third party provider is
valid by comparing it to the verification code stored in the
database of mobile community platform 202 for that cus-
tomer identification code. If the two codes match, then the
verification code is valid, and mobile community platform
202 sends a confirmation reply to the third party provider in
step 411 to confirm that the verification code is valid. If the
two codes do not match, then the verification code is not valid,
and mobile community platform 202 sends an error reply to
the third party provider in step 410 to advise that the verifi-
cation code is not valid. The registration and activation pro-
cess for the customer between the third party provider and
mobile community platform 202 is then complete and ends.
[0047] In an exemplary embodiment of the invention,
HTTP and XML are used to communicate between the third
party provider and intermediary billing system of mobile
community platform 202 in the steps described above. In
particular, the registration request in step 404 is implemented
with an HTTP POST, and can be passed with the following

parameters:
[0048] ActionCode: 1 means to activate the customer;
[0049] 2 means to confirm the verification code;
[0050] PartnerID: Assigned by mobile community plat-
form to uniquely identify the third party provider (part-
ner);
[0051] ProductID: Assigned by mobile community plat-

form to uniquely identify the particular product involved
in the transaction;

[0052] CustomerID: Customer identification code for
the customer;

[0053] FirstName: First name of customer;

[0054] LastName: Last name of customer;

[0055] EmailAddress: Email address of customer;
[0056] Birthdate: Birthdate of customer;

[0057] Gender: Gender of customer;

Preferably, the ActionCode, PartnerID, ProductID, and Cus-
tomerID are required parameters.

[0058] Anexample of HTML for the registration request is
shown below in Table 1:
TABLE 1
<html>
<head>

<script type="text/javascript”>
function fimSubmit( ) {window.document.form1.submit( );}
</script>
</head>
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TABLE 1-continued

<!-- Auto submit when body loads. -->

<body LANGUAGE="JavaScript” onload="return frmSubmit( )”>

<form
id="form1”
name="form1”
action="http://www.sms.ac/Directory/ppcoptin.aspx”
method="POST”>
<input type=“hidden” name="action” value="1">
<input type=“hidden” name="Partnerld” value="<1234">
<input type=“hidden” name="Productld” value="5678">
<input type=“hidden” name="Customerld” value="test__user_ 01>
<input type=“hidden” name="FirstName” value="John”>
<input type=“hidden” name="LastName” value="Smith”>
<input type=“hidden” name=“Email Address”

value="js@ExampleEmail.com”>

<input type=“hidden” name="BirthDate” value="05/21/1977">
<input type=“hidden” name="Gender” value="M">

</form>

</body>
</html>

[0059] Similarly, an HTTP POST is used in step 407 in
which mobile community platform 202 directs the customer
back to the third party provider along with the verification
code, and the same parameter fields as discussed above. The
URL to which the customer is directed back to is specified by
the third party provider. An example of HTML for the redirect
of step 407 is shown below in Table 2:

TABLE 2

<htm!>
<head>
<script type="text/javascript”>
function fimSubmit( ) {window.document.form1.submit( );}
</script>
</head>
<!-- Auto submit when body loads. -->
<body LANGUAGE="JavaScript” onload="return frmSubmit( )”>
<form
id="form1”
name="form1”
action=
“http://www.MobilePartner.com/CustomeLandingPage.htm!”
method="POST”>
<input type=“hidden” name="VC” value=
“EXAMPLE_ VERIFICATION_ CODE”>
<input type=“hidden” name="Partnerld” value="<1234">
<input type=“hidden” name="Productld” value="5678">
<input type=“hidden” name="Customerld” value="test__user_ 01>
<input type=“hidden” name="FirstName” value="John”>
<input type=“hidden” name="LastName” value="Smith”>
<input type=“hidden” name=“Email Address”
value="js@ExampleEmail.com”>
<input type=“hidden” name="BirthDate” value="05/21/1977">
<input type=“hidden” name="Gender” value="M">
</form>
</body>
</html>

[0060] Inthe same manner, the confirmation request of the
verification code in step 408 is sent from the third party
provider using an HTTP POST or an HTTP GET directly
between the third party provider and mobile community plat-
form 202, without involving the customer’s browser. The
parameter for ActionCode is set to “2” for customer confir-
mation. An example of HTML for the confirmation request of
step 408 is shown below in Table 3:
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TABLE 3

<htm!>
<head>
<script type="text/javascript”>
function fimSubmit( ) {window.document.form1.submit( );}
</script>
</head>
<!-- Auto submit when body loads. -->
<body LANGUAGE="JavaScript” onload="return frmSubmit( )”>
<form
id="form1”
name="form1”
action="http://www.sms.ac/Directory/ppcoptin.aspx”
method="POST”>
<input type=“hidden” name="action” value="2">
<input type=“hidden” name="vc¢”
value="EXAMPLE_ VERIFICATION_CODE”>
<input type=“hidden” name="Partnerld” value=*1234">
<input type=“hidden” name="Customerld” value="test__user_ 01>
</form>
</body>
</html>

[0061] Inthisregard, the result for the confirmation request
is written by mobile community platform 202 as plain text to
the output stream, and the possible return values for the result
of the confirmation request are:

[0062] “Success: #CustomerID# has been verified”
[0063] “Error: bad ‘CustomerID’: #CID#”

[0064] “Error: bad ‘vc’: #VC#”

[0065] “Error: bad PartnerID’: #PID#”

[0066] “Error: could not verify ‘CustomerID’: #CID#”

or ‘PartnerID’: #PID#”

[0067] FIG.5 is a flowchart that depicts the processing of a
billing request for a transaction according to an exemplary
embodiment, after the registration and activation process
described above has been completed successfully. In FIG. 5,
the process starts and proceeds to step 501 in which the
customer initiates a billing event by requesting the product,
such as premium content or services, for which the third party
was registered and/or activated as described above with
respect to FIG. 4. In step 502, the third party provider gener-
ates a billing request that includes the customer identification
code, a product identification code for the product that is the
subject of the transaction, and a provider identification code
of the third party provider. Other parameters may also be
included in the billing request.

[0068] Next, in step 503, mobile community platform 202
(intermediary billing system) receives the billing request
described above and then performs validation of the billing
request in step 504. The validation of the billing request is
performed by determining whether the customer identifica-
tion code in the billing request corresponds to a customer in
the database of mobile community platform 202, and by
determining whether the provider identification code in the
billing request corresponds to a valid third party provider in
the database of mobile community platform 202. Ifit is deter-
mined in step 505 that the billing request validation result is
not valid, then the process proceeds to step 506 in which
mobile community platform 202 sends an error reply to the
third party provider, upon which the third party provider may
refuse access to the product by the customer.

[0069] On the other hand, ifit is determined in step 505 that
the billing request validation result is valid, then the process
proceeds to step 507 in which mobile community platform
202 sends at least one message, such as a premium SMS or
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other type of billable message, to the mobile phone number
associated with the customer identification code in the data-
base of mobile community platform 202. The message is sent
from mobile community platform 202 through the carrier for
the customer’s mobile phone number, so that a billable
amount associated with the message is billed to the custom-
er’s account with the carrier. In this manner, the transaction
for a product between the customer and the third party pro-
vider is easily supported by mobile community platform 202
through the use of billable messages sent to the customer. The
billing request from the third party provider may include a
message text string which is then included in the message sent
from mobile community platform 202 to the customer’s
mobile phone number. Such a text string may be used by the
third party provider to thank the customer for the purchase,
and possibly to confirm the details of the purchase, such as the
product identification, the transaction price, etc.
[0070] In step 508, mobile community platform 202 sends
a confirmation to the third party provider that the customer
was billed, upon which the third party provider may enable
access to the product by the customer. The billing process of
FIG. 5 then ends.
[0071] Similar to the registration and activation process,
the billing request of the invention may be formatted as XML
and transmitted via an HTTP POST to a target URL set by
mobile community platform 202. The POST parameter name
is AMU, which is an XML string that contains the following
fields:

[0072] CommunityID: Root XML tag;

[0073] Authentication: Tag denotes the authentication

section of the document;

[0074] TransmissionlD: Unique identifier for the trans-
mission;
[0075] PartnerID: Unique identifier for the third party

provider (partner);

[0076] UserID: Community member name;

[0077] Password: Password of community member;
[0078] ProductID: Unique identifier for the product;
[0079] MessageText: Text to be included in premium

message; and
[0080] CustomerID: Customer identification code for
the customer.
[0081] Preferably, all of the above fields are required. An
example of'the XML for the billing request is shown below in
Table 4:

TABLE 4

<?xml version="1.0" encoding="utf-16"?>
<SMSac xmlns=“http://tempuri.org/SMSacXMLSample.xsd”>
<Transmissionld>234032832</Transmissionld>
<Authentication>
<MobilePartnerIld>TestMPID</MobilePartnerld>
<!--Required; Mobile Partner Username -->
<Userld>TestUserID</Userld>
<!--Required; SMS.ac Member Name -->
<Password>Passwordl</Password>
<!--Required; Password of your sms.ac account -->
</Authentication>
<UserOriginatedMessages™>
<UserOriginatedMessage™>
<Productld>5678</Productld>
<!--Required; The ID of the Mobile Product -->
<MessageText>
Thank you for using www.MobilePartner.com
</MessageText>
<!--Required; The Text of the Message -->
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TABLE 4-continued
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TABLE 5-continued

<Customerld>test__user__01</Customerld>
<!--Required; The Customer that is to be charged -->
</UserOriginatedMessage>
</UserOriginatedMessages>
</SMSac>

and an example XSD for the request is shown below in Table
5:

TABLE §

<?xml version="*1.0"?>
<xs:schema id="NewDataSet” targetNamespace="sms.ac”
xmlns:mstns=“sms.ac”
xmlns="sms.ac” xmlns:xs="http://www.w3.0rg/2001/XMLSchema”
xmlns:msdata="urn:schemas-microsoft-com:xml-msdata”
attributeFormDefault="qualified” elementFormDefault="qualified”>
<xs:element name=“SMSac”>
<xs:complexType>
<xs:sequence>
<xs:element name="Transmissionld” type="xs:int”
minOcecurs=“1" maxOccurs="1"/>
<xs:element name="“Authentication” minOccurs="1"
maxOccurs="1">
<xs:complexType>
<Xs:sequence>
<xs:element name=“MobilePartnerld” type="xs:int”
minOcecurs="1" maxOccurs="1" />
<xs:element name="Userld” type="xs:string”
minOcecurs="1" maxOccurs="1" />
<xs:element name="Password” type="xs:string”
minOcecurs="1" maxOccurs="1" />
</xs:sequence™>
</xs:complexType>
</xs:element>
<xs:element name="UserOriginatedMessages” minOccurs="0"
maxOccurs="1">
<xs:complexType>
<Xs:sequence>
<xs:element name="UserOriginatedMessage”
minOceurs="0" maxOccurs="“unbounded”>
<xs:complexType>
<Xs:sequence>
<xs:element name="Productld” type="xs:int”
minOcecurs="1" />
<xs:element name=“MessageText”
type="“xs:string” minOccurs="1" />
<xs:element name="“CustomerId”
type="“xs:string” minOccurs="1" />
<xs:element name="ChargeType”
default="Premium”>
<xs:simpleType>
<xs:restriction base="xs:string”>
<xs:enumeration value="“Premium”/>
<xs:enumeration value="“Standard”/>
</xs:restriction>
</xs:simpleType>
</xs:element>
</xs:sequence™>
</xs:complexType>
</xs:element>
</xs:sequence™>
</xs:complexType>
</xs:element>
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="“NewDataSet” msdata:IsDataSet="true”
msdata:EnforceConstraints="False”>
<xs:complexType>
<xs:choice maxOccurs=“unbounded”>
<xs:element ref="SMSac” />
</xs:choice>
</xs:complexType>

</xs:element>
</xs:schema>

[0082] The possible response code for the billing request,
include the error reply of step 506 and the confirmation of step
508 in FIG. 5. In this regard, the response codes are indicated
of these replies are indicated by a “1” for success, and a “0”
for failure (error). The response of “0” for failure can also
include a failure message that provides a brief explanation of
why the billing request failed.

[0083] FIG. 6 is a flowchart which provides another exem-
plary embodiment of processing a billing transaction accord-
ing to the invention. As seen in FIG. 6, the process starts and
proceeds to step 601 in which a customer initiates a billing
event by selecting a product, such as premium content or
services, offered through the third party provider. Then, in
step 602, the third party provider directs the customer to
mobile community platform 202 (intermediary billing sys-
tem), along with a provider identification code for the third
party provider and a product identification code for the prod-
uct. This initiates the transaction activation process. In a
particular embodiment, the customer is directed to mobile
community platform 202 through the use of a hyperlink.

[0084] In step 603, mobile community platform 202 deter-
mines whether the customer needs to login, and register if not
already registered. The customer does not need to login if the
customer is registered and has previously been successfully
through this process for the same product. If the login or
registration is required, the process proceeds to step 605. On
the other hand, if the login or registration is required, the
process proceeds to step 604 in which the customer logs in to
mobile community platform 202, or registers with mobile
community platform 202 as described above in the embodi-
ment of FIG. 4. Next, in step 605, mobile community plat-
form 202 prompts the customer for a confirmation of an
instruction to proceed with the transaction, and displays a
description of the product (service or content) along with the
price and possibly other information. Assuming the customer
confirms the transaction, the process proceeds to step 606, in
which mobile community platform 202 generates an
encrypted cookie that indicates the customer has “opted in”
(purchased) the product, and can therefore skip steps 603 to
606 in the future for transactions involving this particular
product. The encrypted cookie is then placed in the custom-
er’s browser application.

[0085] In step 607, mobile community platform 202 bills
the customer for the product by sending a premium message
to the mobile phone number associated with the customer
identification code for this customer in the database of mobile
community platform 202. The billing value of the premium
message corresponds to the transaction price for the product.
In this manner, mobile community platform 202 easily
handles the billing, which may often be a micro-transaction,
for third party provider through the use of premium messages
and the existing relationships between various mobile carrier
systems and mobile community platform 202. Next, in step
608, mobile community platform 202 generates a verification
code that indicates the customer has been billed for the trans-
action, encrypts the verification code, and places the
encrypted verification code in a cookie on the customer’s
browser application. The verification code is also stored in the
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database of mobile community platform 202 in association
with the customer identification code for this customer. Then
customer is then directed back to the third party provider
location (such as a website page) associated with the product
of the transaction (this URL is specified by the third party
provider).

[0086] The third party provider then accesses the cookie
from the customer’s browser application and obtains the
encrypted verification code. In step 609, mobile community
platform 202 receives a validation request from the third party
provider, the wvalidation request including a returned
encrypted verification code that the third party provider
obtained from the cookie in the user’s browser, along with the
customer identification code for this customer. Then, in step
610, mobile community platform 202 performs validation on
the returned encrypted verification code by decrypting it and
comparing it against the encrypted verification code that was
previously generated by mobile community platform 202 for
this transaction, and confirming that the customer has been
successfully billed for this transaction. Ifthe verification code
is validated by mobile community platform 202, then flow
passes to step 612 in which mobile community platform 202
sends a valid response to the third party provider. If, on the
other hand, the verification code is not validated by mobile
community platform 202, then flow passes to step 611 in
which mobile community platform 202 sends an error
response to the third party provider. The third party provider
then determines whether to provide the customer with access
to the product based on the validation response received from
mobile community platform 202 (intermediary billing sys-
tem). The process of FIG. 6 then ends.

[0087] It can be appreciated that the invention may be car-
ried out in various embodiments, in which some of the above
described aspects may not be included. In this regard, FIG. 7
depicts a billing process according to another embodiment of
the invention, in which the intermediary billing system may
be standalone and can process transaction requests from any
source for a customer and transaction amount, by using vari-
ous types of external billing mechanisms and billing event
triggers. In FIG. 7, the process begins at step 701 in which
mobile community platform 202 (intermediary billing sys-
tem) receives a transaction request, from any source internal
or external to mobile community platform 202, that is asso-
ciated with a customer identification code and a predeter-
mined transaction amount. Mobile community platform 202
then performs validation of the transaction request in step
702. The validation of the transaction request is performed by
determining whether the customer identification code in the
transaction request corresponds to a previously-registered
and activated customer in the database of mobile community
platform 202. If it is determined in step 703 that the transac-
tion request validation result is not valid, then the process
proceeds to step 704 in which mobile community platform
202 denies the transaction request, the customer is not billed,
and the process ends.

[0088] Onthe other hand, ifitis determined in step 703 that
the transaction request validation result is valid, then the
process proceeds to step 705 in which mobile community
platform 202 sends a billing event trigger to an external bill-
ing mechanism in order to effectuate billing of the customer
for the transaction amount. The billing event trigger is asso-
ciated with the customer identification code, and may actually
contain the customer identification code, so that the external
billing mechanism bills the correct customer for the transac-
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tion amount. The external billing mechanism can be any type
of mechanism or system for billing the customer, such as the
billing system of a mobile carrier for the customer’s mobile
phone (as discussed above), a credit card billing system, a
prepaid card billing system, a web-based payment system, a
bank account billing system, or any other billing system or
mechanism to which mobile community platform 202 can
interface and direct a billing event trigger for a customer.
Mobile community platform 202 can simultaneously use sev-
eral different external billing mechanisms, and may use one
or several of them for each customer depending on the type of
third party providers with which the customer conducts trans-
actions. Accordingly, mobile community platform 202 acts as
a virtual point-of-sale for third party providers to enable the
payment for transactions through the use of one or more
external billing mechanisms with which mobile community
platform 202 has a pre-existing relationship for authorized
use of the external billing mechanisms.

[0089] Similarly, the billing event trigger can be one of
many different types and formats, depending on the external
billing mechanism to which the billing event trigger is sent for
the customer, and the pre-existing arrangement (if any) that
mobile community platform 202 has with the external billing
mechanism. For example, in the case that the external billing
mechanism is the billing system of the mobile carrier corre-
sponding to the customer’s mobile phone number, then the
billing event trigger can be a message, such as a premium
SMS, MMS, or other type of billable message, that is sent
from mobile community platform 202 to the customer’s
mobile phone number through the mobile carrier. In the alter-
native, other types of billing event triggers can be used with
the external billing mechanism. For example, the billing event
trigger sent to the mobile carrier billing system can be a
billing record file which contains the transactions for a cus-
tomer that will then be added to the customer’s carrier bill by
the mobile carrier billing system. As mentioned above, other
types and forms of billing event triggers that can be used by
mobile community platform 202 include messages such as
SMS, MMS, email, file transfers, XML, HTTP, billing record
transfers, or any other type of communication supported by
the internet, encrypted or unencrypted.

[0090] The transaction request from the third party pro-
vider may include a message text string which is then
included in the message sent from mobile community plat-
form 202 to the customer’s mobile phone number. Such a text
string may be used to thank the customer for the purchase, and
possibly to confirm the details of the purchase, such as the
product identification, the transaction price, etc. The process
of FIG. 7 then ends. It can be appreciated that the general
billing system depicted in FIG. 7 provides a powerful, effi-
cient and convenient way with which to bill customers for
various types of transactions by using an existing interface
between mobile community platform 202 and one or more
external billing mechanisms.

[0091] While the present invention has been particularly
described above with reference to the various figures and
embodiments, it should be understood that the invention is not
limited to the above-described embodiments. Various
changes and modifications may be made to the invention by
those of ordinary skill in the art without departing from the
spirit and scope of the invention.

1. A method for billing a customer for a transaction
between the customer and a third party provider, the method
including:
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a registration request receipt step of receiving, at the inter-
mediary billing system, a registration request to register
the customer;

a customer registration step of registering the customer in

assigned to the customer and a provider identification
code corresponding to the third party provider;

a billing validation step of validating, in the intermediary
billing system, the billing request by determining

the intermediary billing system by providing a mobile
phone number of the customer to the intermediary bill-
ing system, assigning a customer identification code to
the customer, the customer identification code being
shared with the third party provider, and associating the
mobile phone number of the customer with the customer
identification code assigned to the customer;

a billing request receipt step of receiving, at the interme-
diary billing system, a billing request from the third
party provider, the billing request including a product
identification code corresponding to a product associ-
ated with the transaction between the customer and the
third party provider, a customer identification code

whether the customer identification code corresponds to
a customer that is registered with the intermediary bill-
ing system, and by determining whether the provider
identification code corresponds to a valid third party
provider; and

a billing step of sending, in the case that the billing request

is validated, at least one billable message from the inter-
mediary billing system to a mobile phone number asso-
ciated with the customer identification code, the at least
one message representing a billing value that corre-
sponds to the product identification code.

sk sk sk sk sk



