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(57) ABSTRACT 

Managing resources. A computing environment may include 
a resource manager. The resource manager includes program 
matic code for managing resources. Expected rule entries are 
added to an expected rules list. Each of the expected rule 
entries includes: an indicator used to identify a synchroniza 
tion rule, a definition of flow type, a specification of an object 
type in the resource manager to which the synchronization 
rule applies, a specification of a downstream resource system, 
a specification of an object type in the downstream resource 
system to which the synchronization rule applies, a specifi 
cation of relationship criteria including one or more condi 
tions for linking objects in the resource manager and the 
downstream resource system, and a specification of attribute 
flow information. Objects in downstream resource systems 
can be synchronized with objects in the resource manager 
based on the expected rule entries in the expected rules list. 
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CODELESS PROVISIONING SYNCRULES 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

0001. This application claims the benefit of U.S. Provi 
sional Application No. 61/032,389, filed Feb. 28, 2008 titled 
“Codeless Provisioning', which is incorporated herein by 
reference in its entirety. 

BACKGROUND 

Background and Relevant Art 
0002 Computers and computing systems have affected 
nearly every aspect of modern living. Computers are gener 
ally involved in work, recreation, healthcare, transportation, 
entertainment, household management, etc. 
0003. In many computing enterprises it is often desirable 
to grant permissions to entities working within the enterprise 
to allow entities to access certain resources within the enter 
prise. For example, when an individual is hired at a company 
it may be appropriate to assign the individual access to e-mail 
by creation of an e-mail account, access to certain databases 
by creation of database access accounts, or access to other 
SOUCS. 

0004 Various resource manager systems have been cre 
ated to manage entity permissions within an enterprise. The 
resource manager systems communicate with other resource 
systems in the enterprise to provide the other resource sys 
tems with instructions to add or remove permissions for enti 
ties. For example, Identity Lifecycle Manager(R) (ILM) pro 
vided by Microsoft(R) Corporation of Redmond Wash. 
provides the ability to manage entity permissions within an 
enterprise. However, many such systems require that a pro 
grammer create imperative programming code that allows the 
resource manager system to communicate with the other 
resource systems to cause the systems to add the appropriate 
permissions for entities. This of course may add additional 
complexity and difficulty to resource management function 
ality. The subject matter claimed herein is not limited to 
embodiments that solve any disadvantages or that operate 
only in environments such as those described above. Rather, 
this background is only provided to illustrate one exemplary 
technology area where some embodiments described herein 
may be practiced. 

BRIEF SUMMARY 

0005 Embodiments may be directed to managing 
resources in an enterprise. A computing environment may 
include a resource manager. The resource manager includes 
programmatic code for managing resources in the enterprise. 
Expected rule entries are added to an expected rules list. Each 
of the expected rule entries includes: an indicator used to 
identify a synchronization rule, a definition of flow type 
specifying that the synchronization rule can be used for at 
least one of importing data into the resource manager from a 
downstream resource system or exporting data from the 
resources manager to a downstream resource system, a speci 
fication of an object type in the resource manager to which the 
synchronization rule applies, a specification of a downstream 
resource system, a specification of an object type in the down 
stream resource system to which the synchronization rule 
applies, a specification of relationship criteria including one 
or more conditions for linking objects in the resource man 
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ager and the downstream resource system, and a specification 
ofattribute flow information. Objects in downstream resource 
systems can be synchronized with objects in the resource 
manager based on the expected rule entries in the expected 
rules list. 
0006. This Summary is provided to introduce a selection 
of concepts in a simplified form that are further described 
below in the Detailed Description. This Summary is not 
intended to identify key features or essential features of the 
claimed Subject matter, nor is it intended to be used as an aid 
in determining the scope of the claimed Subject matter. 
0007 Additional features and advantages will be set forth 
in the description which follows, and in part will be obvious 
from the description, or may be learned by the practice of the 
teachings herein. Features and advantages of the invention 
may be realized and obtained by means of the instruments and 
combinations particularly pointed out in the appended 
claims. Features of the present invention will become more 
fully apparent from the following description and appended 
claims, or may be learned by the practice of the invention as 
set forth hereinafter. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0008. In order to describe the manner in which the above 
recited and other advantages and features can be obtained, a 
more particular description of the subject matter briefly 
described above will be rendered by reference to specific 
embodiments which are illustrated in the appended drawings. 
Understanding that these drawings depict only typical 
embodiments and are not therefore to be considered to be 
limiting in scope, embodiments will be described and 
explained with additional specificity and detail through the 
use of the accompanying drawings in which: 
0009 FIG. 1 illustrates a topology including a resource 
manager and downstream connected resource systems; 
0010 FIG. 2 illustrates a method of creating objects in 
downstream resource systems; 
0011 FIG.3 illustrates a method of removing permissions 
from objects in downstream resource systems; 
0012 FIG. 4 illustrates a method of adding permissions to 
objects in downstream resource systems; and 
0013 FIG. 5 illustrates a method of coordinating detected 
permissions with expected or desired permissions. 

DETAILED DESCRIPTION 

0014 Embodiments described in herein allow for the 
implementation of a resource manager system that synchro 
nizes objects in a resource manager with objects in other 
downstream resource systems by executing declared work 
flows as appropriate. In particular, using resource manager 
objects correlated to downstream resource system objects, 
appropriate permissions can be granted in the downstream 
resource system objects so as to grant appropriate permis 
sions to entities corresponding to the resource manger objects 
and downstream resource system objects. This allows the 
entities to access resources in the downstream resource sys 
tems. The following discussion illustrates a number of 
examples of how this functionality is implemented. In par 
ticular, a resource manager can be used to control what 
objects exist in downstream resource systems. The existence 
of objects in downstream resource systems allows for the 
functionality of those systems to be used and appropriate 
controls over resources implemented. For example, if a user 
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object exists in a downstream resource system, the user object 
may provide functionality for allowing a computer user to 
access resources on the resource system. For example, if a 
user is to be granted access to an email system, a user object 
will typically need to be created in the email system. Simi 
larly, if a user is to be granted access to data in a data storage 
system, a user object for the user will need to be created in the 
data storage system. A resource manager can facilitate cre 
ation of these user objects in the downstream systems includ 
ing the email system, the data storage system, or other 
resource systems. 
00.15 Previously there has been no mechanism to control 
how data flows between two systems in a purely declarative 
manner. Some embodiments described herein include a uni 
fied model, based around the concept of a “synchronization 
rule' along with policy rules and process to replace previous 
models with one that provides a single set of concepts that 
allows, through for example, the use of visually created pro 
cesses and synchronization rules, the definition of how data is 
to flow both into and out of a resource manager to downstream 
resource systems. In particular, embodiments described 
herein may include functionality for exporting objects at a 
resource manager to downstream resource systems, import 
ing objects at downstream resource systems into a resource 
manger, and functionality for updating or deleting existing 
objects in a resource manager and corresponding objects in 
downstream resource systems. 
0016 A customer can use a resource manager portal, 
including a graphical user interface, to define Synchronization 
rules, which encapsulate the details of how data is to flow in 
and out of a resource manager. The resource manager portal 
may include a graphical user interface including user inter 
active elements for receiving user input defining one or more 
objects, including object name and object type, managed by a 
resource manager, flow type for synchronizing objects man 
aged by a resource manager with objects in one or more 
downstream resource systems, identification of one or more 
downstream resource systems, identification of object types 
in downstream resource systems corresponding to the one or 
more object types in the resource manager, and definition of 
relationship criteria for correlating objects in downstream 
resource systems with objects in the resource manager. In 
particular, a synchronization rule may define the relationship 
and transformation between a resource manager object and 
objects in downstream resource systems. For example, a rela 
tionship may be based on a username, email address, or other 
identifier. The synchronization rule may define: how the 
resource manager creates objects in a downstream resource 
system, how the resource manager creates objects in its own 
store, and how data flows from a downstream resource system 
and a resource manager object. The customer can then use 
policy rules and process designer wizards to control the appli 
cation of those particular synchronization rules to modifica 
tions of data within the resource manager application store. 
0017 For example, embodiments may implement graphi 
cal user interface elements for a synchronization rule 
designer application that allow an IT profession to design 
synchronization rules. In one embodiment, the graphical user 
interface of the synchronization rule designer may be in a 
wizard format with “General Information.” “Scope.” “Rela 
tionship,” “Outbound Attribute Flow,” and “Inbound 
Attribute Flow” screens. 

0018. The “General Information' screen allows a designer 
to define a name for a rule, a description for a rule, dependen 
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cies for a rule, and flow type for a rule. The name is a name 
that can be used to identify a synchronization rule. The 
description is an optional description of the rule that can 
include any description deemed applicable by the designer. A 
dependency on the existence of another synchronization rule 
can also be set. In one embodiment, the “General Informa 
tion screen provides a pull-down menu for selecting already 
defined synchronization rules. As with other graphical user 
interface elements described herein, other interfaces may 
alternatively be used. The “General Information' screen may 
also include an interface for selection of flow type. For 
example, a user can define the rule as an inbound rule allow 
ing for importing of data into the resource manager and/oran 
outbound rule allowing for exporting of data to a downstream 
system. 
0019. The synchronization rule designer application may 
further include a “Scope' screen. The “Scope' screen, in the 
example embodiment may allow for selecting a resource 
manager object type, selecting a downstream resource sys 
tem, selecting a downstream system object type, and/or defin 
ing connected object scope. Defining connected object scope 
may be performed by defining one or more filters that iden 
tifies to which objects in a downstream resource system a 
synchronization rule will be applied. In one embodiment, the 
synchronization rule applies to objects in the downstream 
resource system which match all conditions defined in the 
connected object scope. 
0020. The synchronization rule designer application may 
further include a “Relationship” screen. The “Relationship” 
screen includes user interface elements for defining how a 
relationship between a resource manager and a downstream 
resource system are identified and created. In particular, the 
“Relationship' screen allows for defining relationship criteria 
and relationship creation. User interface elements allowing 
for the specification of relationship criteria allow for speci 
fying conditions that link together objects in the resource 
manager and in the downstream resource system. Various 
attributes may be selected, such as email addresses, user 
names, etc. Additionally, various conditions may be speci 
fied. The “Relationship' screen may also allow for specifying 
that an object can be created if relationship criteria specified 
in the defined relationship criteria are not satisfied. A user can 
specify that an object is created in the resource manager if 
absent from the resource manager, an object is created in a 
downstream resource system if absent from a downstream 
resource system, that an object hierarchy is created in a down 
stream resource system and/or that an object is are deleted 
from a downstream resource system when an object is 
removed from the resource manager. 
0021. The synchronization rule designer application may 
further include an "Outbound Attribute Flow” screen. The 
“Outbound Attribute Flow” screen includes user interface 
elements for defining attributes and values to flow from the 
resource manager to the downstream resource system. The 
“Outbound Attribute Flow” user interface elements allow for 
the definition of a source field, to identify the data to flow 
from the resource manager to an attribute in the downstream 
resource system; the destination, to identify the attribute in 
the downstream resource system to receive data identified in 
the source field; and options. For example, a user may specify 
an option whereby an attribute only flows when the destina 
tion object is created. Further, a user may select an option to 
specify that the attribute is used to flow to test the presence of 
a synchronization rule on a destination object. The synchro 
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nization rule designer application may further include an 
“Inbound Attribute Flow” Screen. The “Inbound Attribute 
Flow” screen includes similar user interface elements to the 
“Outbound Attribute Flow” screen except that flow is defined 
from downstream resource systems to the resource manager. 
0022. A business manager designer application provides a 
graphical user interface that allows a business manger to add 
or remove synchronization rules to or from resource manager 
objects. Adding or removing may be performed by manual 
selection or be selected to be performed automatically based 
on attribute values. 

0023. A canonical scenario includes the provisioning of 
new users through a resource manager into downstream sys 
tems such as various email systems, database systems, or 
other systems. Provisioning may include, for example, add 
ing permissions for a new employee to appropriate system 
resources to allow the employee to perform necessary work 
functions. FIG. 1 will now be used to illustrate an example. 
Note that in FIG. 1, various components may be described 
generically or specifically. For example, a generic reference 
to a resource manager object 106 refers to any and all resource 
manager objects generically while specific references to 
resource manager object instances may be made by reference 
to an additional parenthetical designator Such as resource 
manager 106a. Similar references and designations are illus 
trated in FIG. 1 for synchronization rules 102, expected rules 
lists 104, downstream resource system objects 108, and 
detected rules lists (DRLs) 112. Also note that although not 
discussed specifically, Some specific representations, such as 
102b, 104b 106b, 112b, 108b-108?. 114b and 114c are 
included to illustrates that multiple specific instances of an 
item may be included in a computing environment. However, 
the remaining principles can be understood by reference to 
the single instances referred to below. 
0024 Illustrating now an example, in the case of provi 
Sioning, and referring once again to FIG. 1, Synchronization 
rules 102 can be defined and included in expected rules lists 
(ERLs) 104 at the resource manager 110 that encapsulate how 
to transform what is created as resource manager object type 
into downstream resource system objects. The synchroniza 
tion rules can be defined in some embodiments by using the 
graphical user interface as described above. Notably, Syn 
chronization rules 102 may be included explicitly in the 
expected rules list 104 or may be defined separate from the 
expected rules lists 104 and included by reference in the 
expected rules lists 104 as appropriate. Illustrating now an 
example, the synchronization rule 102a may indicate how to 
transform resource manager object 106a, when created or 
modified, to a corresponding downstream resource object 
108a at the downstream resource system 114a. A synchroni 
zation rule 102 may define both how data is to flow from the 
resource manager 110 to the downstream resource system 
object 108, as well as specific instructions on how to find an 
already existing downstream resource system object 108 to 
flow data to as well as further instructions on how, if desired, 
to create a new downstream resource system user object 108 
if a suitable one is not found. 

0025. Once a synchronization rule 102 is defined, a cus 
tomer can then define a policy rule around the creation of new 
resource manager objects 106 in the resource manager 110 as 
they arrive through its resource management service. From 
here, the customer can construct a resource manager process, 
associated to the action phase of an event that will add the 
newly created resource manager object 106 to the synchroni 

Sep. 3, 2009 

zation rule 102 defined previously. The ultimate result being 
that when a new resource manager object 106 is created in the 
resource manager 110, an event will be generated that causes 
this action process to run and signal that this newly created 
resource manager object 106 is to have the synchronization 
rule 102 applied to it. 
0026. Using these constructs, a user can create arbitrarily 
complex processes, such as in the form or declarative work 
flows, which add and remove objects in the resource manager 
110 to synchronization rules 102 as needed and dictated by 
their own business process. 
0027. The termination or de-provisioning scenario in 
which a user is leaving the company can be handled in a 
similar manner as the creation scenario, just that a process 
will be defined to run on the event of a resource manager 
object 106 being deleted from the resource manager system 
and that process will remove that deleted resource manager 
object 106 from the synchronization rule 102. Note that 
declarative workflows differ from imperative programming 
in the declarative objects in declarative workflows define an 
end goal without defining specific acts to accomplish the goal. 
In contrast, imperative programming requires a programmer 
to define explicitly each step without necessarily defining the 
end goal. 
0028 Embodiments described herein may include defini 
tions of bidirectional data flow logic within the concept of a 
synchronization rule 102. Further embodiments may include 
the application of synchronization rules 102 by virtue of 
matching of a policy rule and execution of a subsequent 
resource manager process. 
0029 Embodiments may be directed to both processing of 
synchronization rules by a synchronization engine, as well as 
the rules application to relevant resource manager objects 106 
done through the resource manager request processing cycle 
(which, in one embodiment, processes end user web service 
requests through three distinct phases: authentication, autho 
rization and action). 
0030. Within the single structure of synchronization rules, 
a customer defines both the relationship between an object in 
a downstream resource system and one in a resource manager 
metaverse as well as the flow of data between the two. In 
previous versions of resource managers, this single structure 
did not exist, but rather a user would have to define the 
inbound flow of data through a single set of concepts (Join/ 
Projection/Inbound Flow) that were independent from those 
which governed the flow of data outbound from the resource 
manager (Programmed logic--Outbound flow). In some 
embodiments, the synchronization rule defines a new set of 
concepts which is meant to treat both directions of flow the 
same, while at the same time eliminating the need for any 
programming as part of this structure. 
0031. Synchronization rules are run both when importing 
changes from a downstream resource system into the resource 
manager (inbound), as well as when exporting changes 
from the resource manager to a downstream resource system 
(outbound). 
0032. In any direction, a synchronization rule may operate 
by scoping the appropriate set of objects, then looking for or 
establishing a relationship with an object in the other system, 
and then applying the transformation specified as part of the 
rule between the source object and the target object found as 
part of the relationship. 
0033. When looking at the direction of flow being from a 
downstream resource system to the resource manager, scop 
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ing may be achieved through a straight attribute-value filter 
which is used to collect the necessary set of objects in the 
downstream resource system upon which a synchronization 
rule should be applied to on import. 
0034. However, when looking at synchronization from the 
resource manager perspective, set memberships, policy rules 
and process may be the dictators of which objects are brought 
in and out of Scope of a synchronization rule rather than a 
straight filter as is used on the inbound case. Specifically, 
when looking at the resource manager, there may be no auto 
matic filter which collects users within the scope of a rule, 
instead each resource manager object has associated a list of 
synchronization rules to which the resource manager object 
should be applied. This list is referred to herein as the 
expected rules list 104. When a synchronization rule appears 
on a resource manager object's expected rules list 104, that 
resource manager object is then manually added to the scope 
of the associated synchronization rule upon the next run of the 
synchronization engine. It is expected that synchronization 
rules are added and removed from a resource manager 
object's expected rules 104 list through action processes in a 
declarative workflow which use the synchronization rule 
activity to manipulate the expected rules list. These action 
workflows may be expected to launch as a result of normal 
resource manager operations on its objects. 
0035. Additionally, each resource manager object 106 
also has an associated list which visualizes what synchroni 
Zation rules are confirmed to exist on that resource manager 
object in the real world, this list is called the detected rules list 
112. The detected rules list 112 and expected rules list 104 
may be completely independent of each other and are only 
applicable from a resource manager centric view. That is, the 
expected rules list 104 is used for outbound synchronization 
and the detected rules list112 is used for looking at a resource 
manager object's representation in downstream systems. In 
FIG. 1, 108a is a downstream representation of 106a. 
0036. A detected rules list 112 may be created by identi 
fying objects in connected downstream systems 114 and cor 
relating the objects with objects in the resource manager 110. 
Resource manager objects 106 can be created in the resource 
manager 110 as necessary to account for objects 108 discov 
ered in downstream resource systems. Often downstream 
resource systems 114 may include objects 108 granting per 
missions to entities of which the resource manager 110 is not 
aware. Creation of a detected rules list112 provides function 
ality for identifying these objects 108 in downstream systems 
114. The expected rules list 104 can then be updated to either 
note the objects 108 in the downstream systems 114 or to 
remove permissions, by removing downstream resource sys 
tem objects 108 from the downstream systems 114 or to 
remove permission from the downstream system objects 108. 
0037. The expected rules list 104 and detected rules list 
112 constructs allow for a user to both look at what a repre 
sentation of resource manager object 106 is supposed to look 
like in downstream systems 114 as a downstream resource 
system object 108, as well as confirm what that representation 
actually is. The detected rules list 112 proves especially use 
ful for compliance reporting, in that a single attribute will 
display the known representation of that particular resource 
manager object 106 as it is known to correspond to down 
stream resource system objects 108 in other systems. 
0038. As mentioned above, if the synchronization rule is 
being evaluated in the inbound direction, the scoping of an 
object may be done via the filter. If it is being evaluated in the 
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outbound leg, each object's expected rules list 104 may used 
to determine which objects fall into the scope of the synchro 
nization rule 102. 
0039. The following discussion now refers to a number of 
methods and method acts that may be performed. It should be 
noted, that although the method acts may be discussed in a 
certain order, no particular ordering is necessarily required 
unless specifically stated, or required because an act is depen 
dent on another act being completed prior to the act being 
performed. 
0040. Referring now to FIG.2, a method 200 is illustrated. 
The method 200 may be practiced for example in a computing 
environment including a resource manager. The resource 
manager includes programmatic code for managing 
resources. The method 200 includes an act of receiving user 
input indicating that a new entity should be added to the 
resource manager (act 202). For example, in the example 
illustrated in FIG. 1, a user may desire to add a new object 
Such as resource manager object 106a to the resource man 
ager 110. A user may indicate, using a user interface coupled 
to the resource manager 110, the desire to add the resource 
manager object 106a. 
0041. In response to receiving user input indicating that a 
new entity should be added to the resource manager, the 
method 200 further includes creating a new entity object 
corresponding to the new entity (act 204) and generating an 
event (act 206). For example, a resource manager object 106a 
may be added to the resource manager repository and an event 
may be generated. The event may specify a workflow that 
should be executed. The workflow is configured to add syn 
chronization rules 102 to an expected rules list 104a particu 
lar to the new entity object. For example, a workflow may be 
configured to add the synchronization rule 102a to the 
expected rules list 104a. Synchronization rules 102 on the 
expected rules list define how to transform objects 106 at the 
resource manager 110 into objects 108 at downstream 
resource systems 114. In particular, synchronization rules 
102 may define how one or more entity objects 108 are 
created in a downstream resource system 114, how one or 
more entity objects 106 are created at the resource manager 
110 and how data flows from a downstream resource system 
114 to a resource manager object 106. Additionally, synchro 
nization 102 rules may define within a single synchronization 
rule 102, one or more of an inbound, outbound, or bi-direc 
tional relationship between a downstream resource system 
114 and the resource manager 110. 
0042. The method 200 further illustrates that in response 
to the event, the workflow specified in the event is executed 
causing synchronization rules to be added to the expected 
rules list (act 208). As illustrated in FIG. 1, the synchroniza 
tion rule 102a is added to the expected rules list 104a. Nota 
bly, adding synchronization rules to an expected rules list 
may be performed in a number of different fashions. For 
example, a synchronization rule 102a may be stored in a rule 
repository at the resource manager 110. The synchronization 
rule 102a may be added to the expected rules list 104a by 
reference to a synchronization rule in the rule repository. 
Alternatively, a rule may be added to the expected rules list 
explicitly by direct definition in the expected rules list 104a. 
In other words, an expected rules list 104 may serve as the 
repository for synchronization rules 102 in the expected rules 
list 104. 

0043. The method 200 may further be practiced such that 
at a synchronization engine of the resource manager, a work 
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flow is executed to synchronize the new entity object with 
corresponding objects in downstream resource systems man 
aged by the resource manager so as to cause the creation of 
permissions for the new entity in the downstream resource 
systems by executing the synchronization rules in the 
expected rules list. For example, the synchronization engine 
may reference the synchronization rule 102a in the expected 
rules list 104a. The synchronization engine may determine 
that the resource manager object 106a should be synchro 
nized with the downstream resource system object 108a at the 
downstream resource system 114a. As will be described in 
more detail below, this may be accomplished by correlation of 
an existing downstream resource system object 108 with a 
resource manager object 106 or by creation of a new down 
stream resource system object 108 to correspond with the 
resource manager object 106. 
0044) For example, the method 200 may be performed 
where causing the creation of permissions for the new entity 
in the downstream resource systems includes determining 
that an object corresponding to the new entity object does not 
exist in the downstream resource system; and creating an 
object in the downstream resource system corresponding to 
the new entity object at the resource manager. In the example 
illustrated in FIG. 1, the downstream resource system object 
108a may not exist in the downstream resource system 114a 
when the synchronization engine executes a workflow to 
synchronize the synchronization rule 102a to synchronize the 
resource manager object 106a with the downstream resource 
system object 108a. Thus, embodiments may include creat 
ing the downstream resource system object 108a in the down 
stream resource system 114a. This allows for further syn 
chronization in granting of appropriate rights and 
permissions. 
0045. In one embodiment the method 200 may be prac 
ticed where executing a workflow to synchronize the new 
entity object with corresponding objects in downstream 
resource systems managed by the resource manager includes 
executing synchronization rules according to precedence 
specified for the synchronization rules. The precedence speci 
fies synchronization rules that should be executed before 
other synchronization rules. For example, the expected rules 
list 104a may include a number of synchronization rules 
including rules 102a through 102n. However, it may be desir 
able to perform the synchronization specified in Some Syn 
chronization rules 102 before the synchronization specified in 
other rules. This may be done for example to ensure that 
permissions or restrictions specified in one rule are not over 
written by the later application of a different synchronization 
rule. 

0046 Referring now to FIG.3, a method 300 is illustrated. 
The method 300 illustrates the number of acts that may be 
performed in a computing environment including a resource 
manager. The resource manager includes programmatic code 
for managing resources in the computing environment. The 
method 300 includes acts for managing resources including 
managing permissions for entities to access the resources. 
The method includes receiving user input indicating that an 
entity represented by an entity object of the resource manager 
should have permissions removed at the resource manager 
(act302). For example, a user interacting with a user interface 
connected to the resource manager 110 may indicate that an 
entity corresponding to a resource manager object 106a 
should have permissions removed from downstream resource 
systems 114. For example, if the entity is an employee at an 
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organization and the role of the entity is changed, it may be 
necessary to remove certain permissions from a certain down 
stream resource systems 114 Such that the entity can no longer 
access, or perform certain access actions at resources at the 
downstream resource systems 114. Such may be indicated by 
an administrator interacting with the resource manager 110. 
0047. In response to receiving user input that an entity 
should have permissions removed at the resource manager, an 
event is generated (act 304). The event specifies a workflow 
that should be executed. The workflow is configured to cause 
synchronization rules in an expected rules list particular to the 
entity object to indicate that permissions should be removed 
for the entity in one or more downstream resource systems. 
For example, a synchronization rule 102a may be modified to 
indicate that permissions should be removed from a down 
stream resource system object 108a. 
0048. The method 300 may further include in response to 
the event, executing the workflow specified in the event (act 
306) causing synchronization rules to indicate that permis 
sions should be removed for the entity in one or more down 
stream resource systems. 
0049. The method 300 may further include, at a synchro 
nization engine of the resource manager, executing a work 
flow to synchronize the entity object with corresponding 
objects in downstream resource systems managed by the 
resource manager so as to cause the removal of permissions 
for the entity in the downstream resource systems. For 
example a workflow may be configured to reference the Syn 
chronization rule 102a and to synchronize a resource man 
ager object 106a with a downstream resource system object 
108a where such synchronization results in the removal of 
permissions for the downstream resource system object 108a. 
0050. In one embodiment, the method 300 may be prac 
ticed where causing synchronization rules in an expected 
rules list particular to the entity object to indicate that permis 
sions should be removed for the entity in downstream 
resource systems includes adding new synchronization rules 
to the expected rules list. For example, a new synchronization 
rule 102 may be added to an expected rules list 104 indicating 
that permissions should be removed. 
0051. In one embodiment, the method 300 may further 
include generating a detected rules list, where the detected 
rules list specifies existing permissions for the entity object 
for resources in an the computing environment. Generating a 
detected rules list includes examining objects in downstream 
resource systems and correlating the examined objects in 
downstream resource systems with resource manager objects 
managed by the resource manager. Executing the workflow 
specified in the event causing synchronization rules to be 
removed from the expected rules list (act306) includes caus 
ing a workflow to be executed that causes existing permission 
from the detected rules list to be removed from the expected 
rules list. 
0.052 For example, as has been discussed above and as 
will be discussed in more detail below the detected rules list 
112a may determine that a downstream resource system 
object 108a includes certain permissions that are undesirable 
to be granted to an entity corresponding to the downstream 
resource system object 108a. To remove these permissions, 
the synchronization rule 102 may be added to the expected 
rules list 104a which specifically removes the permissions 
from the downstream resource system object 108a. 
0053. In an alternative embodiment, causing synchroniza 
tion rules in an expected rules list particular to the entity 
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object to indicate that permissions should be removed for the 
entity in downstream resource systems may include modify 
ing existing synchronization rules in the expected rules list. 
For example, if the synchronization rule 102a is included on 
the expected rules list 104a and grants certain permissions to 
the downstream resource system object 108a, removal of the 
permissions may be accomplished by modifying the synchro 
nization rule 102a. 
0054 FIG. 4 illustrates yet another embodiment that may 
be practiced in a computing environment including a resource 
manager. The resource manager includes programmatic code 
for managing resources in the computing environment. The 
method of managing resources includes managing permis 
sions for entities to access the resources. The method 400 
includes receiving user input indicating that an entity repre 
sented by an entity object of the resource manager should 
have permissions added at the resource manager (act 402). 
For example, a resource manager object 106a corresponding 
to an entity may exist in the resource manager 110. An admin 
istrator interacting with the resource manager 110 may pro 
vide user input indicating that additional permissions should 
be added in downstream resource systems 114 for the 
resource manager object 106a. 
0055. The method 400 further illustrates that in response 
to receiving user input that an entity should have permissions 
added at the resource manager, an event is generated (act 
404). The event specifies a workflow that should be executed. 
The workflow is configured to cause synchronization rules in 
an expected rules list particular to the entity object to indicate 
that permissions should be added for the entity in one or more 
downstream resource systems. As illustrated in previous 
examples, a synchronization rule 102a may be added to an 
expected rules list 104a, or modified if the appropriate syn 
chronization rule 102a already exists in the expected rules list 
104a, to allow for an event to indicate that permissions should 
be added to a downstream resource system object 108a. 
0056. The method 400 further includes in response to the 
event, executing the workflow specified in the event causing 
synchronization rules to indicate that permissions should be 
added for the entity in one or more downstream resource 
systems (act 406). 
0057 The method 400 may further include at a synchro 
nization engine of the resource manager, executing a work 
flow to synchronize the entity object with corresponding 
objects in downstream resource systems managed by the 
resource manager so as to cause the creation of permissions 
for the new entity in the downstream resource systems by 
executing the synchronization rules in the expected rules list. 
For example, a workflow may be configured to reference the 
synchronization rule 102a in the expected rules list 104a so as 
to synchronize and/or otherwise create permissions in the 
downstream resource system object 108a. 
0058 As noted previously, several embodiments make use 
of a detected rules list where the detected rules list defines an 
actual state of permissions in downstream resource systems 
for an entity. Thus, some embodiments may be directed to 
generating the detected rules list and making appropriate use 
of the detected rules list. For example, the method 500 may be 
practiced In a computing environment including a resource 
manager, the resource manager comprising programmatic 
code for managing resources in the computing environment, 
the method 500 includes generating a detected rules list (act 
502). The detected rules list specifies existing permissions for 
an entity for resources in a computing system. Generating a 
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detected rules list includes examining objects in downstream 
resource systems and correlating the examined objects in 
downstream resource systems with resource manager objects 
managed by the resource manager. 
0059. The method 500 further includes accessing an 
expected rules list (act 504). The expected rules list defines 
permissions that should exist for the entity for resources in the 
computing system. For example, an expected rules list may 
define how synchronization should be performed between a 
resource manager object 102 and a corresponding down 
stream resource system object 108. Permissions can be 
inferred or determined from the rules in the expected rules list 
104. 

0060. The method 500 further includes comparing the 
detected rules list to the expected rules list and determining 
that the detected rules list includes permissions not included 
in the expected rules list (act 506). For example, the detected 
rules list 104a may be compared to the detected rules list 
112a. Based on the comparison, a determination may be 
made that the detected rules list 112a includes permissions 
for an entity that are not included in the expected rules list 
104a. 

0061 An indication can be provided that the detected rules 
list includes permissions not included in the expected rules 
list (act 508). 
0062. The method 500 may further include receiving user 
input indicating the permissions included in the detected rules 
list and not included in the expected rules list should be 
removed. This embodiment further includes in response to 
the user input, removing the permissions included in the 
detected rules list and not included in the expected rules list 
by modifying the expected rules list and executing a work 
flow. The workflow is configured to cause the removal of 
permissions in downstream resource systems. In one embodi 
ment, modifying the expected rules list includes including an 
entry in the expected rules list indicating removal of one or 
more permissions. 
0063. In one embodiment of the method 500, correlating 
the examined objects in downstream resource systems with 
objects managed by the resource manager includes determin 
ing that an object does not exist in the resource manager that 
can be correlated with an object in the downstream resource 
system. An object is created in the resource manager to cor 
relate with the object in the downstream resource system. 
0064. The method 500 may be practiced where the 
expected rules list includes one or more synchronization 
rules. Each of the one or more synchronization rules may 
include a number of parameters. For example, each of the one 
or more synchronization rules may include an indicator used 
to identify the synchronization rule. Each of the one or more 
synchronization rules may include, a definition of flow type 
specifying that the synchronization rule can be used for at 
least one of importing data into a the resource manager from 
a downstream resource system or exporting data from the 
resources manager to a downstream resource system. Each of 
the one or more synchronization rules may include specifica 
tion of an object type in the resource manager that the Syn 
chronization rule applies to. Each of the one or more synchro 
nization rules may include specification of a downstream 
resource system. Each of the one or more synchronization 
rules may include specification of an object type in the down 
stream resource system to which the synchronization rule 
applies. Each of the one or more synchronization rules may 
include specification of relationship criteria including one or 
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more conditions for linking objects in the resource manager 
and the downstream resource system. 
0065 Embodiments may be implemented where each of 
the one or more synchronization rules may optionally include 
specification of attribute flow information. Each of the one or 
more synchronization rules may optionally include a descrip 
tion of the synchronization rule. Each of the one or more 
synchronization rules may optionally include information 
defining a dependency on the existence of another synchro 
nization rule. Each of the one or more synchronization rules 
may optionally include a filter used for identifying objects in 
the downstream resource system to which the synchroniza 
tion rule will be applied. The filter may include conditions 
that must be satisfied to apply the synchronization rule. 
0066 Each of the one or more synchronization rules may 
optionally include specification of relationship creation acts 
that can be used when the relationship criteria specified in the 
relationship criteria is not satisfied. For example, the relation 
ship creation acts may include creation of an object in the 
resource manager if absent from the resource manager. Alter 
natively or additionally, relationship creation acts may 
include creation of an objectina downstream resource system 
if absent from the downstream resource system. Alternatively 
or additionally, relationship creation acts may include cre 
ation of an object hierarchy in a downstream resource system. 
Alternatively or additionally, relationship creation acts may 
include deletion of an object from a downstream resource 
system when a corresponding object is removed from the 
resource manager. 
0067 Embodiments herein may comprise a special pur 
pose or general-purpose computer including various com 
puter hardware, as discussed in greater detail below. 
0068 Embodiments may also include computer-readable 
media for carrying or having computer-executable instruc 
tions or data structures stored thereon. Such computer-read 
able media can be any available media that can be accessed by 
a general purpose or special purpose computer. By way of 
example, and not limitation, such computer-readable media 
can comprise RAM, ROM, EEPROM, CD-ROM or other 
optical disk storage, magnetic disk storage or other magnetic 
storage devices, or any other medium which can be used to 
carry or store desired program code means in the form of 
computer-executable instructions or data structures and 
which can be accessed by a general purpose or special pur 
pose computer. When information is transferred or provided 
over a network or another communications connection (either 
hardwired, wireless, or a combination of hardwired or wire 
less) to a computer, the computer properly views the connec 
tion as a computer-readable medium. Thus, any such connec 
tion is properly termed a computer-readable medium. 
Combinations of the above should also be included within the 
Scope of computer-readable media. 
0069 Computer-executable instructions comprise, for 
example, instructions and data which cause a general purpose 
computer, special purpose computer, or special purpose pro 
cessing device to perform a certain function or group of 
functions. Although the subject matter has been described in 
language specific to structural features and/or methodologi 
cal acts, it is to be understood that the subject matter defined 
in the appended claims is not necessarily limited to the spe 
cific features or acts described above. Rather, the specific 
features and acts described above are disclosed as example 
forms of implementing the claims. 
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0070 The present invention may be embodied in other 
specific forms without departing from its spirit or essential 
characteristics. The described embodiments are to be consid 
ered in all respects only as illustrative and not restrictive. The 
scope of the invention is, therefore, indicated by the appended 
claims rather than by the foregoing description. All changes 
which come within the meaning and range of equivalency of 
the claims are to be embraced within their scope. 
What is claimed is: 
1. In a computing environment including a resource man 

ager, the resource manager comprising programmatic code 
for managing resources in an enterprise, a method of manag 
ing resources including managing permissions for entities to 
access the resources, the method comprising 

generating a detected rules list, the detected rules list speci 
fying existing permissions for an entity for resources in 
an enterprise, wherein generating a detected rules list 
comprises examining objects in downstream resource 
systems and correlating the examined objects in down 
stream resource systems with resource manager objects 
managed by the resource manager, 

accessing an expected rules list, the expected rules list 
defining permissions that should exist for the entity for 
resources in the enterprise; 

comparing the detected rule list to the expected rule listand 
determining that the detected rule list includes permis 
sions not included in the expected rule list; 

providing an indication that the detected rules list includes 
permissions not included in the expected rules list. 

2. The method of claim 1, further comprising: 
receiving user input indicating the permissions included in 

the detected rules list and not included in the expected 
rules list should be removed; 

in response to the user input, removing the permissions 
included in the detected rules list and not included in the 
expected rules list by modifying the expected rules list 
and executing a workflow, wherein the workflow is con 
figured to cause the removal of permissions in down 
stream resource systems. 

3. The method of claim 2, wherein modifying the expected 
rules list comprises including an entry in the expected rules 
list indicating removal of one or more permissions. 

4. The method of claim 1, wherein correlating the exam 
ined objects in downstream resource systems with resource 
manager objects managed by the resource manager com 
prises: 

determining that an object does not exist in the resource 
manager that can be correlated with an object in the 
downstream resource manager, and 

creating an object in the resource manager to correlate with 
the object in the downstream resource manager. 

5. The method of claim 1, wherein the expected rules list 
comprises one or more synchronization rules, wherein each 
of the one or more synchronization rules comprises: 

an indicator used to identify the synchronization rule; 
a definition of flow type specifying that the synchroniza 

tion rule can be used for at least one of importing data 
into the resource manager from a downstream resource 
system or exporting data from the resources manager to 
a downstream resource system; 

specification of an object type in the resource manager that 
the synchronization rule applies to: 

specification of a downstream resource system; 
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specification of an object type in the downstream resource 
system to which the synchronization rule applies; 

specification of relationship criteria including one or more 
conditions for linking objects in the resource manager 
and the downstream resource system; and 

specification of attribute flow information. 
6. The method of claim 5, wherein at least one of the one or 

more synchronization rules further comprises a description of 
the synchronization rule. 

7. The method of claim 5, wherein at least one of the one or 
more synchronization rules comprises information defining a 
dependency on the existence of another synchronization rule. 

8. The method of claim 5, wherein at least one of the one or 
more synchronization rules further comprises a filter used for 
identifying objects in the downstream resource system to 
which the synchronization rule will be applied. 

9. The method of claim 8, wherein the filter comprises 
conditions that must be satisfied to apply the synchronization 
rule. 

10. The method of claim 5, wherein at least one of the one 
or more synchronization rules further comprises specification 
of relationship creation acts that can be used when the rela 
tionship criteria specified in the relationship criteria is not 
satisfied, wherein the relationship creation acts comprise one 
or more of: 

creation of an object in the resource manager if absent from 
the resource manager; 

creation of an object in a downstream resource system if 
absent from the downstream resource system; 

creation of an object hierarchy in a downstream resource 
system; or 

deletion of an object from a downstream resource system 
when a corresponding object is removed from the 
resource manager. 

11. A method of creating rules for use in an expected rule 
list, the rules configured to be used in Synchronizing objects at 
a resource manager with objects at one or more downstream 
resource systems for granting and removing permissions to 
access resources at the downstream resource systems, the 
method comprising: 

displaying a user interface, the user interface comprising 
user selectable components for receiving user input; 

at the user interface, receiving user input specifying an 
indicator used to identify a synchronization rule: 

at the user interface, receiving user input specifying a defi 
nition of flow type specifying that the synchronization 
rule can be used for at least one of importing data into the 
resource manager from a downstream resource system 
or exporting data from the resources manager to a down 
stream resource system; 

at the user interface, receiving user input specifying a 
specification of an object type in the resource manager 
that the synchronization rule applies to: 

at the user interface, receiving user input specifying a 
specification of a downstream resource system; 

at the user interface, receiving user input specifying a 
specification of an object type in the downstream 
resource system to which the synchronization rule 
applies; 

at the user interface, receiving user input specifying a 
specification of relationship criteria including one or 
more conditions for linking objects in the resource man 
ager and the downstream resource system; 
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at the user interface, receiving user input specifying a 
specification of attribute flow information; and 

forming a synchronization rule defined by the user input. 
12. The method of claim 11, further comprising storing the 

synchronization rule in an expected rules list. 
13. The method of claim 11, further comprising at the user 

interface, receiving user input specifying a description of the 
synchronization rule. 

14. The method of claim 11, further comprising at the user 
interface, receiving user input specifying information defin 
ing a dependency on the existence of another synchronization 
rule. 

15. The method of claim 11, further comprising at the user 
interface, receiving user input specifying a filter used for 
identifying objects in the downstream resource system to 
which the synchronization rule will be applied. 

16. The method of claim 11, further comprising at the user 
interface, receiving user input specifying conditions that must 
be satisfied to apply the synchronization rule. 

17. The method of claim 11, further comprising at the user 
interface, receiving user input specifying relationship cre 
ation acts that can be used when the relationship criteria 
specified in the relationship criteria is not satisfied, wherein 
the relationship creation acts comprise one or more of 

creation of an object in the resource manager if absent from 
the resource manager; 

creation of an object in a downstream resource system if 
absent from the downstream resource system; 

creation of an object hierarchy in a downstream resource 
system; or 

deletion of an object from a downstream resource system 
when a corresponding object is removed from the 
resource manager. 

18. In a computing environment including a resource man 
ager, the resource manager comprising programmatic code 
for managing resources in an enterprise, a method of manag 
ing resources including managing permissions for entities to 
access the resources, the method comprising 

adding expected rule entries to an expected rules list, 
wherein each of the expected rule entries comprises: 
an indicator used to identify a synchronization rule; 
a definition of flow type specifying that the synchroni 

Zation rule can be used for at least one of importing 
data into the resource manager from a downstream 
resource system or exporting data from the resources 
manager to a downstream resource system; 

a specification of an object type in the resource manager 
that the synchronization rule applies to: 

a specification of a downstream resource system; 
a specification of an object type in the downstream 

resource system to which the synchronization rule 
applies; 

a specification of relationship criteria including one or 
more conditions for linking objects in the resource 
manager and the downstream resource system; and 

a specification of attribute flow information; and 
synchronizing objects in downstream resource systems 

with objects at the resource manager based on the 
expected rule entries in the expected rules list. 

19. The method of claim 18, wherein at least one of the 
expected rule entries comprises a specification of relationship 
creation acts that can be used when the relationship criteria 
specified in the relationship criteria is not satisfied, wherein 
the relationship creation acts comprise one or more of 
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creation of an object in the resource manager if absent from 
the resource manager; 

creation of an object in a downstream resource system if 
absent from the downstream resource system; 

creation of an object hierarchy in a downstream resource 
system; or 

deletion of an object from a downstream resource system 
when a corresponding object is removed from the 
resource manager; and 

wherein synchronizing objects in downstream resource 
systems based on the expected rule entries in the 
expected rules list comprises at least one of: 
creating an object in the resource manager; 
creating an object in a downstream resource system; 
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creating an object hierarchy in a downstream resource 
system; 

O 

deleting an object from a downstream resource system. 
20. The method of claim 18, wherein at least one of the 

expected rule entries comprises a specification of a filter used 
for identifying objects in the downstream resource system to 
which the synchronization rule will be applied and wherein 
synchronizing objects in downstream resource systems based 
on the expected rule entries in the expected rules list com 
prises using the filter to identify which objects in a down 
stream resource system a synchronization rule will be 
applied. 


