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allocation datastructure in working memory upon updating and saving the file; writing the encrypted file allocation datastructure
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SECURE DATA STORAGE

Field of the Invention

The present invention relates to secure data storage on hard disk drives or other portable

or fixed media for computer systems and computing devices.

Background of the Invention

Portable, home or work computer systems store numerous data, from personal records,
multimedia contents, to company confidential information. Given current media storage
(eg hard disk drive) sizes, a large amount of such dafa can be stored on a single
computing device. Furthermore many storage media are portable and can be transferred
between multiple computing devices. Therefore keeping the data intact, safe and secure is -

an important challenge.

Operating systems such as Microsoft Windows™ can be configured to securely paﬁition
a hard disk drive (HDD) for different users, so that for example a username and password
is required for access to a protected partition. Examples include User Account
management in Windows XP and GNU Linux. However these security systems can be by
passed by booting-up a computing device using an operating system from a different
HDD or a bootable CD-ROM, and then inspecting the partitioned HDD without the

operating system enforced partitioning.

US2003/0204754 describes concealment of a portion of the storage media (eg HDD)
above a certain boundary pointer. A bios level password entry algorithm is used to set the
boundary pointer depending on the user. For example a system administrator may have
full access to the operating system, whereas a normal user may be restricted from this

area of the storage media by lowering the boundary pointer.
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WO04/086228 describes a security device which intercepts read/write instructions to the
HDD, and allows or disallows them depending on whether the current user has access to

the instruction destination on the HDD.

Summary of the Invention

In one aspect, the present invention provides a multi-user password protection
arrangement for a user partitioned storage medium (eg HDD), and which is enabled at the
firmware (eg BIOS) level. The system or method assigns each user a designated user

partition dynamically upon start-up of a device (eg PC) using the storage medium.

There is provided a method and system of securely storing data on a storage medium
such as a hard disk drive which stores data for a plurality of users and which is coupled to
a computing device. Firmware or BIOS level program instructions are used following
powering on of the computing device to modify the storage medium partition information
passed to the operating system or other software program instructions to be loéded from
the storage medium depending on which user is authenticated by a login or other
authentication procedure. The software program instructions can then be loaded and take
over execution from the firmware program instructions, and will be passed storage
medium partition information dependént on the authenticated user. This secures user data
stored in respective partitions from being accessed by a non-authenticated user, as any

other user partitions are hidden from the operating system.

Storage medium paﬁition information is stored in a storage medium partition
datastructure such as a partition table which is loaded upon computing device boot-up.
Subsequent programming modules such as the operating system require this information
for finding files on the storage medium. Thus when parts of the storage medium
cotresponding to non-authenticated users are not included in this partition datastructure,

they are hidden to the operating system.
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The term partition is used in its standard computing sense to refer to a division of a
storage medium such as a hard disk drive into self-contained logical units that can be
interrogating independently of each other by a program such as an operating system

executing on a computing device coupled to the storage medium.

In an embodiment, a storage medium partition datastructure such as a partition table (PT)
stored on the storage medium is loaded into memory and then modified prior to passing
the boot-up execution control to an operating system. The partition table in the working
memory is modified to incorporate a record or entry relating to the current or
authenticated user. For example a partition table may have start and end addresses
corresponding to the authenticated user’s partition added or written. Subsequent software
program instructions such as an operating system (eg Windows™) from an HDD which
are to be loaded and executed on the computing device require information about the
memory layout of the storage medium containing the user data. This is transferred to the
software program instructions (OS) using the storage medium partition datastructure (eg
PT). By incorporating a PT entry only for an authenticated user, and not having PT
entries for other users, whatever operating system is booted up, it will only see the
partitions indicated in the modified partition table — ie only the authenticated user. Any

other partitions associated with different users will be invisible to the operating system.

In an embodiment a user partition datastructure or user data table (UDT) is used to store
start and end addresses (eg cylinder-head-sector of HDD) of each user’s partition. This
may be encrypted (and/or hidden to the OS) when stored on the storage medium. The
storage medium partition datastructure such as a partition table (PT) is modified by
writing in an additional partition entry with the user partition’s start and end addresses.
The storage medium partition datastructure (PT) is typically loaded into working memory
(eg RAM) prior to modification such that the PT stored on the HDD retains no 6r a single
non-user specific main partition entry; for example a C:/ drive containing the OS or other
software program instruction code. When the operating system starts, it reads the PT to
determine the useable areas of the HDD, and therefore is unable to see any non-

authenticated user’s partitions.
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In an embodiment, a comﬁuting device such as a personal computer (PC), personal digital
assistant (PDA), or Smart-phone executes firmware program instructions such as BIOS
code following power-on of the device. These instructions are typically stored in a non-
volatile memory module such as a ROM store which is securely integrated in the
computer device, for example being an integrated circuit soldered onto the mother board
of the device. The firmware instructions run a user log-in procedure typically prbmpting a
user for a username and password. This is matched against username and password
entries for a number of predetermined users, typically stored in the user partition
datastructure (UDT). A successful match authenticates one of the predetermined users,
and results in the partition start and end addresses for the authenticated user being
retrieved from the UDT. These are read into the working memory, typically RAM, and
used to modify the PT which is also loaded into the working memory.

The firmware will typically then hand over control of the computing device to a boot
loader program which loads the operating system (OS) from the storage medium (or
possibly an inserted bootable CD-ROM) into the working memory and executes this OS.
The OS requires the PT in the working memory as the basis to determine the structure of
the storage medium (HDD). Thus the OS relies upon the modified PT for its
“anderstanding™ of what is on the HDD, and any storage medium areas not indicated by
the partition table or equivalent storage medium partition datastructure will be invisible to

the OS and any user interacting with this.

In an embodiment, each partition or part of a partition such as the file allocati’on table
(FAT) or equivalent file allocation datastructure is encrypted, and the system decrypts the
user’s partition (or partition i)art) in response to correct entry of the user’s password. The
decrypted datastructure will then typically over-write the encrypted datastructure stored
on the HDD, as the operating system normally accesses this datastructure directly from
the HDD rather than from working memory (eg RAM). The embodiment may initially be
arranged to encrypt all file allocation datastructures, other specified parts of each user

partition, or the partitions themselves prior to user log-in. This ensures that none of these
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non-authenticated user partitions are available following boot-up of the OS. Alternatively

a BIOS level power-down routine may be used to provide this ﬁmctionality.

In another aspect, the present invention provides a method and system for providing
secure user data on a storage medium having one or'more user partitions and which is
coupled to a computing device. Each partition of a storage medium ircludes a file
allocation datastructure which comprises the locations on the storage medium of
respective files or other datastructures. The file allocation datastructure or equivalent file
is encrypted on the storage medium, instaﬁtiated into working memory on the computing
device and decrypted. Access to the file allocation datastructure by any program
instructions executing on the computing device is then made using the decrypted file
allocation datastructure in working memory instead of in the storage medium as is usual.
Because the files stored on the storage medium cannot be accessed without the respective
file allocation datastructure, a user authentication procedure is used to protect (the user
data in these files by decrypting the file allocation datastructure only in response to
successful authentication of a respective user. This arrangement may be carried out fully
at the operating system level, for example following boot-up, or it may be combined with

the first aspect in order to provide two levels of user authentication —BIOS and OS levels.

In an embodiment the system or method decrypts one or more file allocation
datastructures (eg FAT) in response to correct entry of a password. This approach may be
applied in the case of a single user partition (or un-partitioned storage medium), the user
being required to successfiilly log-in during the firmware/BIOS stage following start-up
of the computing device, and/or the OS boot-up stage, before the file allocation
datastrycture is decrypted — for example using a key stored on the firmware memory

module or a user account management file.

There is also provided a storage medium for use with a computing device, the storage
medium comprising an encrypted file allocation datastructure comprising storage

locations on the storage medium for a number of files.
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Brief Description of the Drawings

Embodiments will now be described, by way of example only and without intending to

be limiting, in which: !

Figure 1 is a schematic of the memory architecture of a computing device according to an

embodiment;

Figure 2 is a flow diagram of a method of allocating a partition to a user according to an

embodiment;
Figure 3 is a flow chart of an authentication method according to an embodiment;

Figure 4 is a schematic illustrating in more detail a user data table according to an

embodiment;

Figure 5 is a schematic illustrating memory architecture for a computing device

according to an embodiment;

\ Figure 6 is a flow diagram illustrating a method of booting up the computing device of

figure 5;

Figure 7 isa flow diagram illustrating a method of reading a file allocation datastructure

in the computing device of figure 5;

Figure 8 is a flow diagram illustrating a method of writing a file allocation datastructure

of the computing device of figure 5; and

Figure 9 is a flow diagram illustrating a method of booting up the computing device of

figure 5 according to another embodiment.
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Detailed Description

Figure 1 illustrates the memory architecture at a high level for a computing device such
as a personal computer (PC). The computing device 100 comprises firmware 110 such as
basic input output software (BIOS) which is typically stored on read only memory
(ROM) securely integrated with the device 100. The device also comprises random
access memory (RAM) 120 which is typically volatile and used as the processor’s
working memory into which various software program instructions such as the operating
system 123 and data such as a partition table 125 are loaded or instantiated and executed
or modified. The device 100 also either comprises or is coupled to a non-volatile storage
medium or memory 130 such as a hard disk drive (HDD) which may be partitioned into a
number of partitions 141, 147.- in this embodiment an operating system partition (C:/)
141 and a number of user partitions (D1:/, D2:/, D3:/) 147. Each partition is self-
contained as far as the operating system is concerned, and comprises its own file
allocation datastructure 143, such as a file allocation table (FAT) for pre-XP Window’s
based systems, or a Master File Table (MFT) for an XP based system. Each partition also
comprises its own boot sector code 139, root directory 148, and data area 149 for storing

data and programs.

The operating system partition (C:/) 141 comprises the operating system program code
' (OS) 133 which can be loaded onto the RAM 120 and executed (123), as well as a master
boot record (MBR) 137 in a Window’s based system. Equivalent structures exist in non-
Window’s based systems. The MBR 137 is the first memory location on the HDD 130 at
which the system or execution thread looks after the end of the BIOS 110 start-up
routines and contains a partition table 135, a master boot code 131 which locates, loads,
and executes the active partition’s boot sector code 139,-as well as an initial jump

instruction 132 which loads and executes the main boot code 131.

The BIOS or firmware instructions within the firmware module 110 load the partition

table 135 from a known standard location on the HDD 130 into the working memory 120
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as well as performing various power on self test (POST) routines. The BIOS then passes
control to the MBR 137. The execution thread moves on to the MBR Jjump instruction
132, the master boot code 131, then the boot sector code (139) of the’a;.ctive partition (C:/)
which comprises boot loader code for loading software program instructions (the OS)
133 stored on the HDD 130 into the RAM (instantiated as 123) for execution. The
partition table 125 loaded into RAM is read by the OS 123 to determine the useable areas
of the HDD 130. Typically the partition table will inclqde the start and end addresses
(head—cylinder-sector)'Within the HDD 130 of each partition, including the main or OS
partition (C:/) 141 and another user partition (D:/) 147. |

The embodiment additionally comprises a user data table (UDT) 145 or other user
partition datastructure which contains the start and end addresses (head—sector-cylinder)
for a number of user partitions (D1:/ - D3:/) 147. Depending on the user of the device
100, the start and end addresses from the UDT 145 are used to modify the partition table
125 to include the specific user partition entry (eg D2:/) for the corresponding user. Thus
when the operating system starts up, it will only see the operating system partition (C:/)
141 and one of the user’s partitions (D2:/) 147, and will not see the other user partitions
(D1:/, D3:/) 147. These will effectively be hidden from the operating system and hence
the user, so the user will not be able to access the user partitions of other users and their
- contents will remain secure. This is the case even if a user tries to boot-up an operating
system from a different storage medium or CD-ROM, as the modification of the partition
table (PT) or equivalent storage medium partition datastructure 125 always occurs before
loading and/or execution of the OS which requires the PT 125 in order to function

properly, and obtain some of the data it requires for proper start up and operation.

The UDT 145 may be stored on the HDD 130 and will typically be eﬁcrypted in order to
prevenf unauthorised access. Alternatively the UDT 145 may be securely stored
unencrypted on the device 100, for example within the firmware 110. Typically in a
system with a portable HDD, the UDT 145 will be kept within the HDD so that it can be

interrogated irrespective of which device the HDD is inserted into.
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Typically each user partition (D1:/ - D3:/) 147 or a part of this partition is encrypted in
order to prevent access to these partitions 147 when the storage medium 130 is coupled to
a different computing device 100 without the BIOS level storage medium partition
datastructure (eg PT) modification. The relevant partitic;n can then be decrypted as part of
the BIOS level PT modification routine. Therefore decryption will not occur if this BIOS
user Jogin routine is not carried out. This option is useful where the storage medium 130
is portable and can be moved to different computing devices. The part of the partition that
is encrypted may be a file allocation datastructure for each ‘partition such as the file
allocation table (FAT) or master file table (MFT), and which is only decrypted by the
firmware upon successful entry of a user password. The encryption passwords may be
stored in the UDT 145 and may be different for each user partition 147, or a single

encryption password may be used and stored within the firmware 110 for example.

The thread of execution starts in the BIOS 110, modifying the partition table 125 in the
working memory 120, before completing the BIOS and passing control to the operating
system 123, via the MBR 137, and the loading and execution of the boot sector code 139
and the operating system code 133 (123). This can be seen in more detail with reference
to figure 2, which is a flow diagram of a method of operation of a computer device
according to an embodiment.

Following power-on of the computing device, the device’s processor will look to the:
BIOS or other firmware module (110) for its initial instructions. The method [200]
initiates a number of power-on-self-test (POST) routines [205] as would be known by
those skilled in the art, but before these are completed a user log-in routine or procedure
is performed [210]. This log-in procedure (300) is shown in more detail in figure 3, and
allows one of a number of predetermined or pre-programmed user’s to be logged in
(separately and independently) or authenticated by the BIOS based login or
authentication procedure [300]. Successful authentication of one of the users results in
the provision of the start and end addresses of the user’s partition (eg D2:/) from the user

data table (UDT) — see figure 3. These addresses will typically include start and end head
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(eg H2, H2’), sector (S2, S2°) and cylinder (C2, C2’) values for a hard disk drive (HDD)

storage medium, as illustrated in figure 4.

The partition table 135 in the MBR 137 of the HDD 130 is then loaded into the working
memory [215]. The partition table (PT) 125 in the RAM 120 is then modified using the
user partition addresses from the UDT [220]. Typically the partition table 125 will
contain one or more partitions records, one for the main or C:/ drive or partition typically
containing the OS, and one for a user D:/ drive or partition, and possibly others. Each
record or partition entry includes start and end addresses for the partition, its partition
type and status. Typically only the main partition containing the operating system will be
indicated as active and therefore bootable. The method [200] then modifies the partition
table 125 in RAM by writing the start and end address entry(s) for the user partition or
~ D/ drive with the partition start and end addresses (eg H2, S2, C2 and fIZ’; S2°, C2%)
retrieved from the UDT for the authenticated user (user 2). Other parameters may be
written or otherwise incorporated as required, for example the length of the partition may
require changing, as may the logical block address of the first sector in the partition if

used.

The file allocation table (FAT) 143 is typically located starting at the first location in the
partition defined by the user partition address values (eg H2, S2, C2). The method 200
may then move on to decrypt the file allocation datastructure (D2-FAT) 143 of the user’s
partition (D2) 147 [225], another file within the partition (eg root directory 148), the data
contents 149 of the partition, or the entire partition itself 147. Decryption of the FAT or
other file allocation datastructure 143 may be achieved using any suitable mechanism
available to the skilled person, and may involve the use of passwords and/or encryption
algorithms from the UDT 145 and/or the firmware module 110. The method [200] then
moves back to complete the remaining POST operations as normal [230], before loading
and executing the master boot record (MBR) as usual [240].

In order to ensure encryption of the FAT in the case of a “brutal” shut-down of the

computing device 100, the BIOS method may also include a step to encrypt all open or
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decrypted FAT’s prior to the user login [210]. Alternatively control of the device may
pass back to the BIOS 110 prior to shut down which then encrypts all open FAT’s.

Control of execution then passes away from the BIOS or firmware 110 to the MBR 137,
which includes a jump instruction 132 to load and execute the master boot code 131. This
locates the boot sector code 139 of the active partition (C:/) 141 of the HDD from the
partition table 137, loads this into working memory 120, and calls this instantiated code
139 [245]. This boot sector 139 of the active partition (C:/) 141 includes an operating
system (OS) loader which loads the operating system 133 or software program
instructions from the HDD 130 into the RAM [250]. Control of the execution thread is
then passed from the boot sector code 139 to the operating system 123 resident in the
RAM and which is executed [255]. The operating system 123 needs to read the partition
table 125 in the RAM 120 to determine the useable areas of the disk 130 and complete its
boot-up process. The OS also uses the decrypted file allocation datastructure(s) (eg D2-
FAT) within the HDD 130 to determine the HDD addresses for programs and/or data
stored on the user partition (D2:/) as is known. The other user partitions (D1:/, D3:/) will
remain invisible to the operating system, and therefore are not accessible by the currently
logged on or authenticated user.

In an alternative arrangement, the PT 135 may be over-written or modified on the HDD
130 prior to it being loaded into the working memory 120 and is thus instantiated 125
already modified for use by the OS 123. As a further alternative the OS may be modified
to read the modified PT 135 directly from the HDD 130.

Figures 3 and 4 show the authentication 6r login procedure in more detail. After the
initial POST (205), the authentication method [300] generates a screen I;rompt for a
username and password [305]. After receiving a username and password from a user
[310], the user data table (UDT) or user partition datastructure 145 is decrypted using a
key and decryption algorithm from within the firmware module 110 [315]. Alternatively
the UDT may be retrieved from the firmware, for example from re-writable non-volatile

memory such as FLASH. The UDT may also be un-encrypted in this case. The method

[N
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[300] then tries to match the entered username and password against one of the entries in
the UDT 145 [320]. If no match can be found [320N], an authentication error message is
displayed on the screen [325], and the method moves to re-encrypt the UDT [335]. If
however a match is found [320Y], the method reads the corresponding start and end
addresses to the RAM 120 area of memory [330]. A UDT 145 for multiple users is
iliustrated in figure 4, and comprises head, sector and cluster starting (H, S, C) and
ending (H’, S’, C”) addresses for partitions corresponding to a plurality or number of
users (n). A usernamé and password for each user is also included in this embodiment.
The partition start and end addresses (eg H2, S2, C2, and H2’, S2°, C2’) can then be used
to modify the partition table (PT) in RAM by adding to any entries in the partition table
as stored on th eHDD. Finally the method re-encrypts the UDT [335] so that it cannot be
accessed after full boot-up of the computing device 100.

Either of the methods [200] or [300] may incorporate a restriction on the number of log-
in attempts that can be made, so that for example after three failed attempts the method
terminates so that the computing device must be rebooted in order to try to log-in again. ‘
Further operation of the computing device cannot continue unless the log-in has been

successful, as loading of an OS cannot start.

A utility program may be provided for an administrator in order to enter, modify or delete

user entries in the UDT, as would be appreciated by those skilled in the art.

The embodiment overcomes some of the shortcomings of an operating syétem (ONS) level
protection system for different partitions. Typically the OS restricts access to different
disk areas uéing an Access Control List (ACL) or similar arrangement which spells out
on the disk areas per user name. In Windows these areas can be abstracted as a folder
name, and secured such that when a different user tries to access this folder the OS will
prévent it. However this protection can be circamvented by avoiding loading the OS from
the same HDD as the partitions during start up, for example by inserting an OS CD.
instead. Then the user will have full access to the entire disk without the need for

passwords. The BIOS or firmware enforcement approach of the embodiment means that
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OS based protection systems cannot be avoided this way, because the BIOS must be run
before anything else. Thus even if the OS is loaded from an inserted CD-ROM, it will
still only see the authenticated user’s partition as it will still have to rely on the modified

partition table passed to it by the modified BIOS.

Although the embodiment has been described with respect to a personal or laptop
computer, it may also be suitable for other devices such as personal digital assistants or
even shared mobile phonés. Similarly, although the embodiment has been described with
both a shared or main partition (C:/) and a separate user partition (D:/) which is allocated
based on the user at start-up time, a single user partition may be used (ie no C:/ drive) and
allocated during the BIOS routines as described above. The file allocation datastructures
(eg FAT) need not be encrypted, especially where the storage media is integrated (ie not
poitable) with the computing device. Similarly, although the embodiment reads and
writes actual address values for each user partition within the partition table or equivalent
datastructure, alternative arrangements could be used to implement this same

functionality.

Although the embodiment has been described with respect to Windows based
datastructures such as FAT, MFT, MBR .and partition tables, the skilled person will *
appreciate that embodiments could be implemented utilising equivalent datastructures for

example in Linux or Macintosh encoded HDD or other storage media.

Figure 5 illustrates the memory architecture at a high level for a computing device such
as a personal computer (PC) according to another embodiment. This arrangement is
similar to that of figure 1, and common references are used for common features. The
computing device 100 comprises firmware 110 such as basic input output software
(BIOS) which is typically stored on read only memory (ROM) securely integrated with
the device 100. The device also comprises random accéss memory (RAM) 120 which is
typically volatile. and used as the processor’s working memory into which various
' software program instructions such as the operating system 123 and data such as a

partition table 125 are loaded or instantiated and executed or modified. The device 100
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also either comprises or is coupled to non-volatile storage medium or memory 130 such
as a hard disk drive (HDD) which may be partitioned into a number of partitions 141,
147, for example a main or operating system partition (C:/) 141 and a user partition (D:/)
147. Each partition is self-contained as far as the operating system is concerned, and
comprises its own file allocation datastructure 143, such as a file allocation table (FAT)
for pre-XP Window’s based systems, or a Master File Table (MFT) for an XP. based
system. Each partition also comprises its own boot sector code 139, root directory 148,
and data area 149 for storing data and programs. In some embodiments, the root directory

148 may be combined with the file allocation datastructure 143 to create a combined file
| allocation and directory datastructure, for example an Inode file in Linux/Unix or a

Catalog file in the Macintosh operating systems.

The BIOS or firmware instructions within the firmware module 110 load initial BIOS
code into the memory 120 at a specific location and execute this, for example performing

various power on self test (POST) routines.

The operating system partition (C:/) 141 comprises the operating system program code
(0S) 133 which can be loaded onto the RAM 120 and executed (123), as well as a master
boot record (MBR) 137 in a Window’s based system. Equivalent structures exist in non-
Window’s based systems. The MBR 137 is the first memory location on the HDD 130 ét
which the system or execution thread looks after the end of the BIOS 110 start-up
routines and contains a partition table 135, a master boot code 131, as well as an initial
jump instruction 132 which loads the master boot code 131 into a specific location in
RAM and executes this. The master boot code instantiated in RAM loads the partition
table 132 into RAM (125), and interrogates the instantiated partition table 125 for the
active partition (where the OS is stored and normally C:/). The boot sector code 139 for
“the active partition (C:/) is found and loaded into RAM at a specific location and
executed. The executing boot sector code then searches the root directory 148 of the
active partition for operating system files and loads and executes these. The OS then
performs various operations well known to those skilled in the art to complete loading

and executing of all its files.
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At the end of the boot process, the OS 123 will typically execute a user or account log-in
process in order to authenticate one or more predetermined users using usernames and
passwords stored in a user account management file 580 or similar datastructure. Upon
authentication of a user, the OS then loads certain parameters, links and/or files
associated with that user as is known. For example the desktop may be customised and
some user dependent start-up programs and services may be started. These start-up
prbgrams and services may be stored in the respective user’s partition 147. User specific
files and/or data will typicaﬂy be stored in a unique partition (eg drive D:/), with any

additional users being assigned additional partitions (eg E:/, F:/, and so on).

Thus for the authenticated user, there exists a unique user partition (D:/) which includes
the user’s data files together with a file allocation datastructure 563 and a ﬁle'directory
datastructure 566 for this partition (D:/). The file allocation datastructure 563 contains the
storage locations such as cluster numbers or addresses of each file within the partition.
The file directory 566 contains an identifier for each file together with a location or
pointer to the first entry for ‘each file in the file allocation datastructure 563. In this
embodiment these file allocation and directory datastructures 563 and 566 stored on the
HDD 130 are encrypted. The embodiment is arranged to instantiate the file allocation
datastructure 563 of the user partition (D:/) from the HDD 130 into the RAM 120; and to
decrypt this instantiated file 573. Similarly the root directory or other directory file 566 is
also instantiated into the RAM 120; and decryption of this file 576 is also undertaken. In |
embodiments where these datastructures are combined, the combined file allocation and

directory datastructure 560 is instantiated (570) into the RAM 120; and decrypted there.

The operating system is then arranged to write to (and typically read from) the file
allocation datastructure 573 and the file directory datastructure 576 in the RAM, instead
of the file allocation datastructure 563 and the file directory datastructure 566 in the HDD
130 as is usual. These datastructures 573 and 576 in the RAM 120 are then periodically
or when amended encrypted and written back to the HDD 563 and 566. The password or
key (and optionally the encryption/decryption algorithm) for the or each user can be
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stored in the user account management file 580 or some other suitable file or location

accessible to the OS 123.

An operating system boot-up procedure or method according to the embodiment is
illustrated in figure 6, a file allocation and/or file directory datastructure read routine or
method according to the embodiment is illustrated in figure 7, and a file allocation and/or
file directory datastructure write routine or ﬁlethod according to the embodiment is
illustrated in figure 8. In this embodiment, the operating system 123 calls these routines
or methods instead of or in addition to the known or typical boot-up, read, and write
methods in order to allow the operating system 123 to use and modify the encrypted file
allocation 563 and file directory 566 datastructures on the HDD 130. These methods use
and modify the instantiated and decrypted versions of these datastructures 573 and 576 in
working memory 120 rather than directly on the HDD as is normal; then re-encrypt these
files and write them to the HDD 130 in order to update the equivalent datastructures 563
and 566 stored there.

Referring first to figure 6, a method [600] used during the final stages of operating
system bodt-up is shown. This method or routine [600] can be called at any suitable point
in a normal boot-up routine, for example following authentication of a user by the OS
123 but prior to loading of the users files and other parameters. This may be proceededAin
- a DOS system for example by loading and executing I0.SYS, MSDOS, and autoexec.bat

files, and/or various other files as will be understood by those skilled in the art.

The method [600] initially encrypts the or all “open” user file allocation (563) and
directory (566) datastructures [605]. This step may be included in order to ensure that the
user data is secure for example following a forced shut-down of the operating system, or
where in the seséion prior to this boot-up, one or more of the file allocation and directory
datastructures 563, 566 were decrypted on the HDD 130. Typically the user account log-
in will have already be performed by the OS 123, however where this has not occurred or
* in other circumstances a user log-in step [610] can be included in order to authenticate a

user. The authenticated user will be associated with a corresponding user key which may
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be stored in the user account management file 580 or another suitable file which is
accessible to the OS 123. The method then reads the user key, and optionally an
encryption/decryption algorithm, from the user account management file 580 or other
suitable file [615]. The method then instantiatés the encrypted file allocation 563 and
director}} 566 datastructures -from the HDD 130 into the RAM 120 [620]. This simply
involves copying the file from the storage medium or HDD 130 to the working memory
or RAM 120. The instantiated file alloéa}tion 673 and directory 576 datastructures in the
RAM 120 are then decrypted using the user key and decryption algorithm [625].

The OS 123 then continues or finishes its boot-up procedure by loading any user-specific
files, services.and links associated with the authenticated user. This will include reading
the file allocation datastructure 573 and file directory datastructure 576 associated with
the authenticated user — typically associated with a particular partition (eg D:/) - in order
to identify and find the storage locations on the HDD of the various user’s data files. In
the embodiment, these 'datastru.ctures 573 and 576 are read by the OS 123 from the
working memory 120 and not the storage medium 130 as is normal. This read process is

illustrated in more detail in figure 7.

Figure 7 illustrates a method of reading the contents of the file allocation datastructure
573 in order to locate a file within the storage medium. This may be combined with
reading the file directory datastructure 576 where appropriate, or a combined file
allocation and directory datastructure such as an Inode or Category file 570. The method
[700] is called by the OS 123 each time it wishes to read the user’s partition (D:/) file
allocation datastructure 573 in order locate within the storage medium 130 a specified
user’s data file stored in this user’s partition (D:/) — typically the cluster numbers used by
the file. This method [700] replaces a method in which the OS calls to read the file
allocation datastructure 563 directly from the HDD 130. The method [760] initially reads
the decrypted file allocation datastructure 573 instantiated in RAM [705]. This
datastructure contains the cluster numbers of the HDD 130 for the file to be read, in order

to locate the file (contents) within the HDD. The method then locates these file contents
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in the HDD [710], and reads or instantiates them into working memory or RAM [715],

where they can be accessed and/or manipulated as is known.

A similar method is provided for reading the file directory datastructure 576 from the
working memory 120 instead of the storage medium 130 as is usual. Typically the OS
123 will identify a requested file in the file directory datastructure 576 which contains a
pointer to the first entry for that file in the file allocation datastructure 573.

Figure 8 illustrates a method of writing changes in the storage locations for a file to the
file allocation datastructure 573/563 following modifications of the file in RAM 120 and
writing of the modified file to the HDD 130. When the size or contents of a file are
changed in working memory 120 and written to the HDD 130, or other predetermined
amendments known to those skilled iﬁ the art are made to the file, the file allocation
datasﬁ‘ucture is updated with changes in where the modified file is stored in the HDD 130
as is known. In the embodiment a method [800] of. performing this function using the
encrypted file allocation datastructure 563 on the HDD is employed. The method initially
updates the unencrypted file allocation datastructure 573 in the working memory [805],
instead of directly on the HDD as ﬁormal. However the way in which the contents of this
file are updated is the same as known to those skilled in the art. Thus typically a chain of
clusters is included for each file, with each cluster entry including a pointer to the next
cluster entry. An eniry may be modified and/or a new entry added. The method then
encrypts the updated file allocation datastructure 573 using the user’s key, and writes this
encrypted file into the HDD 130 at the usual file allocation datastructure location 563
[810]. Thus the file allocation datastructure has been updated both in working memory
(573) and on the HDD (563). Then if a power failure occurs or for some other reason the
computing device is “brutally” shut down, the changes to the file allocation datastructure

563 are not lost.

In an alternative arrangement, instead of updating the HDD version of the encrypted file
allocation datastructure 563 after every change to the file allocation datastructure 573

instantiated in working memory 120, this may be carried out periodically. -
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The method [800] then determines whether any change to the file directory datastructure
576/566 is required [815]. This may be required where the user file to be wriiten to the
I-IDD‘ has had its name changed, or some other parameter which will be known to those
skilled in the art. If a directory change or amendment is required [815Y], then the file
directory datastructure 576 in the working memory is updated [820]. However the way in
which the contents of this file are updated is the same as known to those skilled in the art.
The method then encrypts the updated file directory datastructure 576 using the user’s
key, and writes this encrypted file into the HDD 130 at the usual file directory
datastructure location 566 [825]. Thus the file directory datastructure has been updated
both in working memory (576) and on the HDD (566). Then if a poWer failure occurs or
for some other reason the computing device is “brutally” shut down, the changes to the

file directory datastructure 563 are not lost.

A similar method of updating a single file comprising the file allocation and directory
information can be performed in an analogous manner, by first updating the file in
memory 120, then encrypting it and writing the encrypted file back to its original location

on the HDD.

A utility program may also be provided for an administrator in order to enter, modify or
delete user entries in the UA or other file, including keys for each user, as would be

appreciated by those skilled in the art.

The embodiment may additionally comprise a user data table (UDT) 145 or other user
partition datastructure which contains the start and end addresses (head-sector-cylinder)
for a number of user partitions (Dli/ - D3:/) 147 as previously described. The partition
table will have an entry added depending on user log-in. This arrangement combined with
the encrypted file allocation and/or directory datastructures further enhances the security -

of user data on a HDD or other storage media partition.
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Figure 9 illustrates another embodiment which utilises a modified BIOS as well as a
modified operating system in order to implement secure user data features. Following
power-on of the computing device, the device’s processor will look to the BIOS or other
firmware module (110) for its initial instructions. These are loaded into the working
memory or RAM 120, and the method [900] initiates a number of power-on-self-test
(POST) routines [905] as would be known by those skilled in the art. Hov‘vever before
these are completed the method encrypts all open user file allocation and directory
datastructures 563 and 566 as previously described [910]. A user log-in routine or
procedure is then performed [915]. This log-in procedure may be similar to that of figure
3, but providing a decryption key instead of or in addition to user partition table entries.
This allows one or more predetermined or pre-programmed user’s to be logged in
~ (separately and independently) or authenticated by the BIOS based login or
authentication procedure. Successful authentication of one of the users results in the
provision of the a user key for encryption/decryption of the file allocation and/or
directory datastructures 563/573 and 566/576 associated with the user’s partition (eg D:/).
The key is initially written to a specified location in the working memory or RAM 120
for use by the method. The BIOS is then arranged to load the partition table from the
HDD to the RAM as known [920].

Where the user partition start and end addresses are provided following successful user
authentication, the instantiated storage medium partition datastructure 125 is modified as

previously described [925].

The method then completes the POST [930], before moving to the. first sector on the
HDD 130 to load the master boot code 131 from the master boot record 137 into RAM
120, and to execute this [935]. Control of the computing device then passes from the
BIOS to the MBR 137. The master boot code 131 locates the active partition from the
partition table 135 and loads the boot sector code 139 of the active partition into RAM
120, and executes this [940]. Control of the computing device then passes to the boot
sector code 139, which finds and loads the (or some of the) operating system files 133
into RAM 130 [945]. The loaded OS files 123 are executed and continue the boot-up
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process. Control of the computing device is thus passed to the OS 123, which-continues
its boot-up process and performs another OS level user login procedure [950]. This may
be performed as described with respect to figure 6 in order to provide the decryption key.
Alterntively the decryption key may be provided as part of the BIOS level user login as
described above [915]. ‘

The operating system then continues as is known, for example by reading the file
allocation (eg FAT) 143 and directory (eg root directory) 148 datastructures or files for
the active partition directly from the HDD 130 as is known [955]. The method then reads
the (encrypted) file allocation 563 and directory 566 datastructures for the user’s partition
(D:/) from the HDD 130 to the working memory 120 [960]. Finally the method decrypts
the 4ﬁle allocation and directory datastructures using the user key [965]. These decrypted
files or datastructures 573 ar;d 576 are then used by the OS as previously described with
respect to figures 7 and 8, to read/write changes and if required encrypt the changed files

and Wﬂte them back to the HDD.

The method [900] may incorporate a restriction on the number of log-in attempts that can
be made, so that for example after three failed attempts the method terminates so that the
computing device must be rebooted in order to try to log-in again. Further operation of
the computing device cannot continue unless the log-in has been successful, as reading of

the user’s file allocation datastructure 563 cannot start.

This embodiment provides two levels of encryption: first or initially at the BIOS level
where the partition table may be modified, followed by the second or further operating
system level, where the FAT and directory structures are decrypted. Failing either one of

the two logins prevents a malicious user from accessing the HDD contents.

The skilled person will recognise that the above-described apparatus and methods may be
embodied as processor control code, for example on a carrier medium such as a disk, CD-
or DVD-ROM, programmed memory such as read only memory (Firmware), or on a data

carrier such as an optical or electrical signal carrier. For many applications embodiments
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of the invention will be implemented on a DSP (Digital Signal Processor), ASIC
(Application Specific Integrated Circuit) or FPGA (Field Programmable Gate Array).
Thus the code may comprise conventional programme code or microcode or, for example
code for setting up or controlling an ASIC or FPGA. The code may also comprise ;:ode
for dynamically configuring re-configurable apparatus such as re-programlﬁable logic
gate arrays. Similarly the code may comprise code for a hardware description language
such as Verilog ™ or VHDL (Very high speed integrated circuit Hardware Description
Language). As the skilled person will appreciate, the code may be distributed between a
plurality of coupled components in communication with one another. Where appropriate,
the embodiments may also be implemented using code running on a field-
(re)programmable analogue array or similar device in order to configure énalogue

hardware.

The skilled person will also appreciate that the various embodiments and specific features -
described with respect to them could be freely combined with the other embodiments or
their specifically déscribed features in general accordance with the above teaching. The
skilled person will also recognise that various alterations and modifications can‘ be made

to specific examples described without departing from the scope of the appended claims.



WO 2008/015412 PCT/GB2007/002900
23

CLAIMS

1. A method of operating a corhputing device having working memory and coupled
to a storage medium, the method comprising:

instantiating an encrypted file allocation datastructure stored on the storage
medium into the working fnemory, the file allocation datastructure comprising storage
locations on the storage medium for a number of files;

decrypting the file allocation datastructure in working memory;

reading the decrypted file allocation datastructure in order to locate a said file
within the storage media.
2. A method according to claim 1, wherein the storage medium comprises a plurality
of user partitions each associated one of a plurality of users and each comprising a
respective encrypted file allocation datastructure, the method arranged to instantiate and
decrypt omly one of the encrypted file allocation datastructures in response to

authentication of one of the plurality of users.

3. A method according to claim 1 or 2, wherein the method is performed by an
_operating system executing on the computing device as part of a boot-up procedure such
that access the files associated with an encrypted file allocation datastructure which has

not been decrypted by the method is prevented by the operating system.

4. A method according to any one preceding claim, further comprising amending an
entry associated with the file in the file allocation datastructure in the working memory in

response to predetermined amendments to the file on the storage medium.
5. A method according to claim 4, further comprising ehcrypting and writing said
amended file allocation datastructure to said storage medium in response to said

predetermined amendments.

6. A method according to any one preceding claim, further comprising:
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performing a user login procedure in order to authenticate a predetermined user;
performing said encrypted file allocation datastructure instantiation only in

response to authentication of said predetermined user.

7. A method according to claim 6, further comprising encrypting the file allocation

datastructure in the storage medium prior to performing said login procedure.

8. A method according to claim 6 or 7, wherein the login procedure comprises an
initial login ﬁrocedure performed by firmware program instructions stored in a firmware
module securely integrated into the computing device; and a further login procedure

performed by operating system instructions stored on the storage medium.

9. A method according to any one preceding claim, further comprising:

executing firmware program instructions associated with the computing device on
powering on of the computing device, and which executing firmware program
instructions perform the following: authenticate one of a plurality of users; determine a
user partition start and end address for the authenticated user from a user partition
datastructure which comprises user partition start and end addresses on the storage
medium for the plurality of users, and incorporate the determined user partition start and
end addresses into a storage medium partition datastructure associated with the storage
medium;

loading and executing operating system program instructions for operating the
computing device from the storage medium following incorporaﬁng of the determined
user partition start and end addresses into the storage medium partition datastructure, and
which operating system program instructions require the storage medium partition

datastructure for said execution.

10. A method according to any one preceding claim further comprising instantiating
an encrypted file directory datastructure stored on the storage medium into the working
memory, the file directory datastructure comprising directions to an entry in the file

allocation datastructure for a number of files;
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decrypting the file directory datastructure in working memory;
reading the decrypted file directory datastructure in order to locate a said file

_entry within the file allocation datastructure.

11. A carrier medium carrying processor code which when executed on a processor

causes the processor to carry out the method of any one preceding claim. ‘

12. A computing device for coupling to a storage medium, the device comprising:

a processor arranged to load and execute operating system program instructions
stored on the or another storage medium, the operating system program instructions when
executed on the processor arranged to instantiate an encrypted file allocation
datastructure stored on the storage medium into a working memory, the file allocation
datastructure comprising storage locations on the storage medium for a number of files;

the operating system program instructions further arranged to decrypt the file
allocation datastructure in working memory, and read the decrypted file allocation

datastructure in order to locate a said file within the storage media.
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