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A DATA PROCESSING APPARATUS AND METHOD
EMPLOYING MULTIPLE REGISTER SETS

FIELD OF THE INVENTION

The present invention relates to a data processing apparatus and method

employing multiple register sets, and in particular to techniques for making efficient use
of such multiple register sets.
BACKGROUND OF THE INVENTION

It is known to provide a data processing apparatus having a multi-threading

architecture, in which a processor of the data processing apparatus has access to a
plurality of different sets of registers, each register set being associated with a different
execution thread of the processor. Such a multi-threading architecture at the hardware
level (i.e. through the provision of multiple register sets) provides significant
performance improvements for the data processing apparatus, since by increasing the
amount of processing work available at any point in time, this tends to increase the
amount of useful work that can be performed by the data processing apparatus at that
time. For example, when a particular execution thread reaches a point where a
significant delay is incurred, for example due to the requirement to perform a fetch of a
data value from memory, then the processor can switch to another execution thread at
that time with minimal delay, due to the fact that the execution context of that other
execution thread is already available in the associated register set provided for that other
execution thread. As used herein, the term “execution context” refers to the architectural
state associated with a given execution thread, typically most if not all of this
architectural state being provided by the contents of the register set associated with that
execution thread, and hence for example the execution context will identify certain
control parameters applicable to the processor when executing that execution thread, and
certain data values accessible by the processor when executing that execution thread.

As another example of where such a multi-threading architecture can provide
significant performance improvements, in a multi-issue apparatus having multiple
functional units, instructions from a second thread can be run on functional units that are

not currently needed by a first thread and would otherwise be idle. As yet another
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example, the processor could run alternating threads on alternating clock cycles to
diminish the effect of register read delays, etc.

- In addition to the above multi-threaded architectures, there also exist certain
single-threaded architectures, where the processor only has a single execution thread.
Whilst in such a single-threaded architecture the processor will normally use a single
register set, it is sometimes the case that certain registers within the register set are
“banked”, i.e. duplicated, such that when transitioning from a certain mode of operation
to another mode of operation, certain architectural state can be retained within the
banked registers associated with the mode being exited, such that on a return to that
mode those items of architectural state are readily available. Such single-threaded
architectures that employ banked registers will be referred to herein as “single-threaded
banked architectures”.

One particular example of a data processing apparatus that employs such a
single-threaded banked architecture has a processor which is operable in a plurality of
modes and either a secure domain or a non-secure domain. The plurality of modes
include at least one non-secure mode being a mode in the non-secure domain and at least
one secure mode being a mode in the secure domain. The processor is operable such
that when executing a program in a secure mode the program has access to secure data
which is not accessible when the processor is operating in a non-secure mode. In such a
system, a certain number of the registers are banked so that when the processor is
operating in a non-secure mode, one of the banked group of registers is used, whilst
when the processor is operating in a secure mode, the other banked group of registers is
used. The remainder of the registers in the register set are non-banked, and are
accordingly shared between both domains. Hence, when transitioning from the secure
domain to the non-secure domain, such non-banked registers would typically be flushed
so that any secure data associated with that secure domain is not accessible in the non-
secure domain. In the following text, this particular example of a single-threaded
architecture employing both a secure domain and a non-secure domain will be referred
to as a TrustZone (TZ) architecture. An example of a data processing apparatus having
such a TZ architecture is described in GB-A-2,402,785.

When adopting a single-threaded banked architecture such as the TZ

architecture, this increases the size and cost of the data processing apparatus since extra
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silicon area is provided to contain the banked registers. Any multi-threaded architecture
would also require additional registers to be provided to accommodate the additional
execution contexts applicable to the multiple execution threads.

Whilst it is desirable to use data processing systems employing multi-threaded
architectures, due to the performance benefits that can be realised, it is also desirable to
support within such data processing systems software developed for single-threaded
banked architectures such as the above-mentioned TZ architecture, since much effort
will have been invested in producing robust, certified software for such architectures.
However, a multi-threaded data processing apparatus already requires additional register
sets to be provided to accommodate the multiple execution contexts, and if each of these
execution contexts also has to provide the extra banked registers required by certain
single-threaded bénked architectures such as the TZ architecture, this will further
increase the size and cost of the data processing apparatus and hence make that data
processing apparatus less attractive, particularly for applications which do not make use
of the single threaded banked architecture.

Accordingly, it would be desirable to provide a multi-threaded data processing
apparatus which provided a more efficient mechanism for supporting software written
for single-threaded banked architectures, for example a multiple domain architecture
such as the TZ architecture.

SUMMARY OF THE INVENTION

Viewed from a first aspect, the present invention provides a data processing

apparatus, comprising: processing logic operable to perform data processing
operations; a register bank operable to store data associated with the processing logic,
the register bank having at least one register group, each register group comprising a
plurality of register sets; the processing logic having an operating state associated
with each register group defining how that register group is used, a first operating
state being a state in which each register set in the register group is used to support an
independent execution thread of the processing logic, and a second operating state
being a state in which the register sets of the register group are collectively used to
support a single execution thread of the processing logic; and control logic operable
to control how the register sets of each register group are used dependent on the

operating state associated with that register group.
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In accordance with the present invention, the processing logic has an operating
state associated with each register group of the register bank defining how that
register group is used. In particular, a first operating state can be specified which is a
state in which each register set in the register group is used to support an independent
execution thread of the processing logic. Accordingly, in this first operating state, the
processing logic can execute multiple threads, with each thread having a separate
register set associated with it such that data applicable to that thread is stored in the
associated register set.

Further, in accordance with the present invention, a second operating state can
be specified which is a state in which the register sets of the register group are
collectively used to support a single execution thread of the processing logic. This
hence enables the processing logic to operate, for the particular register group in
question, in a single threaded manner. This would be useful in situations where the
processing logic when executing in such a single threaded manner requires more
architectural state, and hence more register space, than is required for any individual
thread when operating in the first operating state. In such cases, the register sets of
the register group are collectively used to the extent necessary to provide that
additional register space. This may for example be due to that fact that a larger
number of registers are required than would typically be needed by any particular
thread being executed in a multi-threaded environment, or because wider registers are
needed. One example of the former situation is where certain registers need to be
banked to support execution of a program written for a single-threaded banked
architecture. In particular, in accordance with the present invention, in such situations
the processing logic can be configured to have the second operating state for a
particular register group, such that the processing logic will then execute a single
execution thread, and the required banked registers can be provided by the registers of
different register sets within the register group.

Considering the specific example mentioned earlier of the TZ architecture, it
will be appreciated that if the register bank has a total of “X” register sets, then the
data processing apparatus of the present invention can support X separate execution
contexts, so as to allow multi-threaded execution of X program threads, or can

provide X/2 execution contexts each of which can support execution of a single 17
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program thread. Tt will also be appreciated that the determination as to whether the
first operating state or the second operating state applies can be made on a register
group by register group basis.

Hence, considering one specific example where the register bank has four
register sets, then it will be appreciated that the data processing apparatus can support
two TZ threads (two register sets being used to support each TZ thread), one TZ
thread and two normal threads (i.e. two independent execution threads each having its
own associated register set) or four normal threads. Considering another particular
example where the register bank contains just two separate register sets, then it can be
seen that in accordance with the present invention the data processing apparatus can
support two independent execution threads, each with its own associated register set,
or, using the same physical resources, can support a single TZ thread in which the
pair of register sets are used collectively to provide the required registers, including
the required banked registers.

Accordingly, it can be seen that the present invention provides a particularly
efficient technique for enabling a data processing apparatus with a multi-threaded
architecture to also support execution of software developed for a single-threaded
architecture, which is particularly beneficial when such software developed for the
single-threaded architecture requires the use of banked registers, or in any case is
written so as to need more registers than are typically required for an execution thread
in a multi-threaded environment. ‘

The number of register groups provided within the register bank can be varied
dependent on the implementation. However, in one embodiment the register bank
comprises a single register group.

Similarly, the number of register sets provided within each register group may
be varied dependent on the implementation. However, in one embodiment each
register group comprises a pair of register sets. In one particular embodiment, the
register bank comprises a single group consisting of two register sets.

The single execution thread supported by a register group in the second
operating state can take a variety of forms. However, in one embodiment, in the
second operating state the processing logic is selectively operable in either a secure

domain or a non-secure domain. In such a second operating state, some registers will
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typically be required that are specific to the secure domain, whilst certain other
registers will typically be required that are specific to the non-secure domain; other
registers will be shared between both domains. In one particular embodiment, in the
second operating state, a first register set of the associated pair of register sets
contains a first subset of registers that are used when operating in the secure domain
or the non-secure domain and a second subset of registers that are only used when
operating in one of the secure or non-secure domains, when the processing logic is
operating in the other of the secure or non-secure domains a number of registers in a
second register set of that associated pair of register sets being used instead of the
second subset of registers. Hence, by such an approach, the required banked registérs
can be provided by appropriate registers in the second register set.

The registers of the register bank can take a variety of forms. However, in one
embodiment, each register set in the register bank comprises working registers
operable to store data for manipulation by the processing logic and/or control registers
operable to store one or more control parameters for controlling operation of the data
processing apparatus. Typically, the single execution thread of the processing logic
supported in the second operating state will require some of the control registers to be
banked, and additionally may require a number of the working registers to be banked,
and again this can be achieved in embodiments of the present invention through
selected use of registers from the different register sets of the relevant register group.

In one embodiment, the data processing apparatus further comprises a control
value register operable to store for each register group an operating state control value
identifying the operating state associated with that register group, the control logic
being responsive to each operating state control value to control how the register sets
of the associated register group are used. This provides an efficient technique for
configuring the control logic to provide the appropriate control of use of the register
sets of each register group.

In one embodiment, the control logic comprises a number of control units, one
control unit being provided for each register group. In one such embodiment each
control unit is operable to receive the operating state control value for the associated
register group, a thread control value indicating for the first operating state which

execution thread is being executed by the processing logic, and a non-secure control
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value indicating for the second operating state whether the processing logic is
operating in either the secure domain or the non-secure domain, and to control in
dependence on these control values how the register sets of that associated register
group are used. The use of these three independent signals provides a particularly
efficient technique for controlling the various control units of the control logic to
perform the required control of use of the register sets of each register group.

Through use of embodiments of the present invention, as mentioned above,
software written for a single-threaded banked architecture can be efficiently supported
within a data processing apparatus providing a multi-threaded architecture. In a
particular example, a program written for the TZ architecture can be supported on
such a data processing apparatus. In accordance with one embodiment of the present
invention, new software designed to operate using dedicated secure and non-secure
threads can be written to take advantage of the multi-threaded nature of the data
processing apparatus of embodiments of the present invention. In particular, in one
embodiment, in the first operating state each register set of at least one register group
has associated therewith a security value indicating whether the associated execution
thread is executing in the secure domain or the non-secure domain. This hence
enables secure threads and non-secure threads to be executed in a multi-threaded
architecture, with the security value of the associated register sets being set
accordingly. In one embodiment, the security value will be exported to the caches,
MMU and external memory system as a means to control accesses.

In one particular embodiment where it is not required to provide support for
pre-existing software written having regard to the TZ model, then a data processing
apparatus may be provided which only provides the first operating state and not the
second operating state, with the use of the security value associated with each register
set of at least one register group being used to support execution of new secure
software utilising dedicated secure threads.

Viewed from a second aspect, the present invention provides a data processing
apparatus, comprising: processing means for performing data processing operations;
register bank means for storing data associated with the processing means, the register
bank means having at least one register group, each register group comprising a

plurality of register sets; the processing means having an operating state associated
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with each register group defining how that register group is used, a first operating
state being a state in which each register set in the register group is used to support an
independent execution thread of the processing means, and a second operating state
being a state in which the register sets of the register group are collectively used to
support a single execution thread of the processing means; and control means for
controlling how the register sets of each register group are used dependent on the
operating state associated with that register group.

Viewed from a third aspect, the present invention provides a method of
operating a data processing apparatus having processing logic for performing data
processing operations, and a register bank for storing data associated with the
processing logic, the register bank having at least one register group, each register
group comprising a plurality of register sets, the method comprising the steps of:
associating an operating state with each register group defining how that register
group is used, a first operating state being a state in which each register set in the
register group is used to support an independent execution thread of the processing
logic, and a second operating state being a state in which the register sets of the
register group are collectively used to support a single execution thread of the
processing logic; and controlling how the register sets of each register group are used
dependent on the operating state associated with that register group.

BRIEF DESCRIPTION OF THE DRAWINGS
The present invention will be described further, by way of example only, with

reference to an embodiment thereof as illustrated in the accompanying drawings, in
which: "

Figure 1 is a block diagram of a data processing system in accordance with one
embodiment of the present invention;

Figure 2 is a block diagram of the same data processing system as shown in
Figure 1, but with the register sets configured to support a single execution thread;

Figure 3A is a diagram schematically illustrating the registers required to support
the TZ architecture;

Figure 3B schematically illustrates the registers that would in principle be
required to support the TZ architecture within a multi-threaded processor capable of

supporting two independent execution threads;
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Figure 3C is a diagram schematically illustrating the registers provided in an
embodiment of the present invention, which are configurable so as to either support two
independent execution threads, or alternatively to support a single TZ execution tﬁread;

Figure 4 is a block diagram illustrating the function of the cqntrol logic of
Figures 1 and 2 in accordance with one embodiment of the present invention; and

Figure 5 is a table illustrating which registers are accessed dependent on
operating state in accordance with one embodiment of the present invention.
DESCRIPTION OF AN EMBODIMENT

Figure 1 is a block diagram of a data processing system in accordance with one
embodiment of the present invention. In particular, the data processing system
comprises a Central Processing Unit (CPU) 10 within which is provided a processor core
20. Within the processor core 20 is provided an Arithmetic Logic Unit (ALU) 25
arranged to execute sequences of instructions in order to perform data processing
operations. Data required by the ALU 25 is stored within core registers 30, which in one
embodiment of the present invention consists of two sets of core registers 32, 34. In the
example illustrated in Figure 1, two read ports are provided from the core registers 30,
and one write port, and accordingly two operands can be routed to the ALU 25 at ‘the
same time, whilst a single result value can be output from the ALU for storing back to
the core registers 30.

In one embodiment of the present invention, the way in which the core registers
30 are used can be configured dependent on an operating state of the ALU 25, and
control logic 40, 45 is provided to control the use of the core registers dependent on the
operating state.

In addition to the core registers 30, various control registers 55 will be provided
for defining certain control parameters applicable to the various elements of the data
processing system 10, these control registers being referred to herein as coprocessor 15
(CP15) registers. As with the core registers 30, in one embodiment the CP15 registers
55 consist of two sets of control registers 57, 58. Further, as with the core registers 30,
control logic 50 is provided in association with the CP15 registers 55 to control how the
sets of CP15 registers 57, 58 are used dependent on the operating state.

The core registers 30 and CP15 registers 55 can collectively be considered to
form a register bank within which is provided a pair of register sets, the first register set
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consisting of the core registers 32 and the CP15 registers 57, and the second register set
consisting of the core registers 34 and the CP15 registers 58. This hence enables the
core 20 to operate as a multi-threaded processor in which two independent execution
threads can be executed, the first register set 32, 57 containing data associated with the
first thread and the second register set 34, 58 containing data associated with the second
thread. As will be discussed in more detail later, in accordance with one embodiment of
the present invention these two register sets can alternatively be configured to be used
collectively to support a single TZ execution thread executing within the core 20.

As shown in Figure 1, an additional control register 53 is provided within the
CP15 registers 55, this register being referred to herein as the control value register. The
control value register 53 has no counterpart in the second set of CP15 registers 58. The
control value register 53 contains a control bit defining whether the operating state of the
processor associated with the register sets of the register bank is a first operating state or
a second operating state. The first operating state is a state in which each register set 32,
57 and 34, 58 is used to support an independent execution thread of the core 20, whereas
the second operating state is a state in which the register sets are collectively used to
support a single TZ execution thread of the core 20. The control bit held in the control
value register 53 is input to the control logic 40, 45, 50 as one of the control signals used
to enable the control logic to conirol how the register sets are used dependent on the
operating state. Whilst for the purposes of illustration the control logic 40, 45, 50 has
been shown as three discrete blocks in Figure 1, it will be appreciated that the control
logic can actually be embodied as a single piece of logic if desired.

The data processing apparatus also includes a level one memory system, taking
the form of an instruction cache 65 for storing instructions to be executed on the core 20,
a data cache 70 for storing data to be accessed by the core 20 when executing those
instructions, and a memory management unit (MMU) 60 for managing the memory
access requests issued by the core 20, and to provide appropriate control signals to the
instruction cache 65 and the data cache 70. When an access request is issued by the core
20, the MMU 60 will perform certain control functions, for example to check access
permissions in order to determine that the core in its current mode of operation is entitled
to access the memory location identified in the access request. The MMU 60 will also

check region attributes, for example to determine whether the memory location being
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accessed is cacheable. In addition, the MMU 60 will typically perform any virtual to
physical address translation required. As a result of these activities, the MMU 60 will
send the required control signals to the instruction cache 65 and/or the data cache 70. If
the data value (whether that be an instruction or data) the subject of the access request is
present in the instruction cache 65 or the data cache 70, then that data value can be
accessed directly in the instruction cache 65 or data cache 70, whereas if the data value
is not present in the appropriate cache, then the access request will be propagated via the
external bus interface 75 to othef levels of memory. This will result in the data value
being returned to the appropriate cache 65, 70, from where it can then be accessed by the
core 20.

In the multi-threaded operating state, the caches 65, 70 and MMU 60 will be
shared between the two execution threads. In the multiple domain, TZ, operating state,
the caches 65, 70 and MMU 60 will hold security related information to help maintain
the integrity of the secure data.

One or more of the CP15 registers 55 will contain control data appropriate to the
MMU 60, for example defining a page table base address from which the MMU 60 can
access the required page tables to perform its memory management functions. In the
multi-threaded operating state, it will be appreciated that different control parameters
may be applicable to each thread. Additionally, in the second operating state where the
single TZ execution thread is being supported, it will be appreciated that again a
different set of control parameters may be appropriate for the MMU 60.

As discussed earlier, in accordance with one embodiment of the present
invention, the core 20 can have a first operating state in which each register set 32, 57
and 34, 58 is used to support an independent execution thread of the core 20, and
accordingly in this operating state the core 20 operates as a multi-threaded processor.
Additionally, in one embodiment, the core 20 can be configured to have a second
operating state in which the control logic 40, 45, 50 is arranged to cause both register
sets to collectively be used to support a single TZ execution thread using banked
registers. Figure 2 is a diagram of the same CPU 10 as shown in Figure 1, but in which
the way in which the registers 30, 55 are used in this second operating state is shown. In
particular, the entirety of the first register set 32, 57 is made available, but only a subset

36 of the second set of core registers and a subset 59 of the second set of CP15 registers
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is made available. These subsets 36, 59 of the second register set are used to provide the
banked register functionality required by the TZ architecture for a number of the
registers used by TZ software.

The registers required to support execution of a program in accordance with the
TZ architecture are illustrated schematically in Figure 3A. A first register set 130 is
provided that contains core registers and CP15 registers. The CP15 registers consist of a
number of registers 120 which do not need to be banked, and a number of registers 115
which need to be banked. For the banked registers, it is hence necessary to provide a
corresponding number of additional registers 125, which can be considered to form part
of a second register set 140.

Whilst in some implementations it may not be necessary to bank any of the core
registers, in one embodiment the core registers do contain a number of registers 100
which do not need to be banked, and a number of registers 105 which do need to be
banked. Accordingly, for the banked core registers, a corresponding number of registers
110 need to be provided as part of the second set of registers 140.

Figure 3A hence provides an illustration of the registers which would normally
be provided in any single-threaded processor that supported the TZ architecture. If the
TZ architecture were to be supported in a multi-threaded processor, then typically this
could be achieved by adopting the register layout illustrated schematically in Figure 3B.
As can be seen in Figure 3B, the basic register layout for the TZ architecture is
replicated in the block of registers provided for each thread, Figure 3B illustrating a
multi-threaded processor capable of supporting two independent threads. Accordingly,
for the first thread, there is a first set of registers 150, comprising non-banked registers
152, 158 and banked registers 154, 156, and accordingly for the banked registers a
second register set 170 is provided containing corresponding registers 172, 174.
Similarly, for the second thread, a register set 160 is provided containing non-banked
registers 162, 168 and banked registers 164, 166, and again for the banked registers a
second register set 180 is provided containing the corresponding registers 182, 184.

As will be appreciated from Figure 3B, the adoption of such an approach within
a multi-threaded processor calls for a significant number of additional registers over and
above those already required to support the multi-threaded function of the processor.

This significantly increases the cost and size of the processor and makes the processor
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less attractive, particularly for applications which do not reqﬁire support for the TZ
architecture.

Figure 3C schematically illustrates the registers provided within the processor 20
of one embodiment of the present invention to provide support for both multi-threaded
applications and legacy applications written for the TZ architecture. As can be seen, the
register bank consists of two sets of registers 200, 210, the first register set 200
containing non-banked portions 202, 208 and banked portions 204, 206. Similarly, the
second register set 210 has non-banked portions 212, 218 and banked portions 214, 216.
When the processor is operating in a standard multi-threaded manner, the distinction
between the non-banked and banked portions is not relevant, and instead the entirety of
the first register set 200 is used to support the first execution thread and the entirety of
the second register set 210 is used to support the second execution thread. However, if
alternatively the processor 20 is configured to support a single TZ execution thread, then
the control logic 40, 45, 50 of Figures 1 and 2 controls the use of the register bank such
that the non-banked portions 212, 218 of the second register set 210 are not used, and the
remaining portions of both register sets are collectively used to support the TZ
application. As can be seen, the remaining portions 202, 204, 206, 208, 214, 216 enable
an exact replication of the required TZ register arrangement illustrated in Figure 3A.

Figure 4 is a block diagram illustrating the format of the control logic 40, 45, 50
of Figures 1 and 2, as it pertains to the interface with the ALU 25 of the core 20. Since
the contents of the CP15 registers 55 control the behaviour of the core 20, they also
affect other parts of the system (including the caches 65, 70 and MMU 60), and
accordingly it will be appreciated that similar control structures to those shown in Figure
4 will also be provided on the relevant confrol paths to make sure the appropriate
registers are used at any particular point in time by those other parts of the system.

In Figure 4, the representation of the various banked and un-banked registers in
Figure 3C has been simplified. In particular, the banked registers B1 300 in Figure 4
represents both portions 214 and 216 of Figure 3C, the banked registers BO 310
represent both portions 204, 206 of Figure 3C, the non-banked portion NB1 320
represents portions 212 and 218 of Figure 3C and the non-banked portion NBO 330
represents portions 202 and 208 of Figure 3C.
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The banked registers 300, 310 are coupled to a multiplexer/demultiplexer unit
340 which receives as a control signal the output from a multiplexer 350. The
multiplexer 350 receives as one input a “thread” signal identifying for the first operating
state which execution thread is being executed by the core 20, and receives as a second
input a non-secure (NS) control signal indicating for the second operating state whether
the processor is operating in either the secure domain or the non-secure domain. The
multiplexer 350 receives as a control input signal the control bit stored in register 53
shown in Figures 1 and 2, which is set to a logic one value if the processor is operating
in the first operating state, i.e. is operaﬁng as a multi-threaded processor, and has a logic
zero value if the processor is operating in the second operating state, i.e. as a single-
threaded processor supporting the TZ architecture through provision of banked registers.
Hence, if the processor is operating in the first operating state, the
multiplexer/demultiplexer 340 is controlled in accordance with the thread signal,
whereas if the processor is operating in accordance with the second operating state, then
the multiplexer/demultiplexer 340 is controlled in accordance with the NS signal.

The thread signal is set to a logic zero value if thread zero is being executed and
a logic one if thread one is being executed, and the NS signal is set to a logic zero value
if the ALU is operating in the secure domain and is set to a logic one value if the ALU is
operating in the non-secure domain.

The non-banked registers 320, 330 are connected to a multiplexer/demultiplexer
360 which receives as an input control signal the output from AND gate 370. AND gate
370 receives as its inputs the control bit from register 53 and the earlier-mentioned
thread signal. Accordingly, if the control bit is not set, thereby indicating that the
processor is operating as a single-threaded processor supporting the TZ architecture,
then a logic zero value will be output from the AND gate 370 irrespective of the value of
the thread signal, and will accordingly cause the non-banked registers 330 to be coupled
to the ALU 380. If however the control signal is set to a logic one value, indicating that
the processor is operating as a multi-threaded processor, then the
multiplexer/demultiplexer 360 will be controlled in accordance with the value of the
thread signal.

Figure 5 is a table illustrating the registers that are accessed dependent on the
processor operating state, and in particular indicating the values of the thread signal, NS
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bit signal and control bit signal provided to the control logic of Figure 4 to cause the
required registers to be accessed. From Figure 5 it can be seen that if the processor is
operating in the first operating state, i.e. is operating as a multi-threaded processor, then
the accessed registers are registers 310 and 330 (i.e. the registers of the first register set
200) if thread zero is being executed and are registers 300, 320 (i.e. the registers of the
second register set 210) if thread one is being executed. If instead the processor is
operating in accordance with the second operating state, i.e. as a single threaded
processor supporting the TZ architecture, then registers 310, 330 are accessed (i.e. the
registers of the first register set 200) if the processor is operating in the secure domain,
whilst if the processor is operating in the non-secure domain, registers 300 and 330 are
accessed (1.e. registers 202, 208, 214 and 216 illustrated in Figure 3C).

From the above description, it will be seen that embodiments of the present
invention alleviate the register requirements of the data processing apparatus whilst still
allowing the apparatus to support multi-threaded processing or to support single-
threaded, banked register, processing in accordance with the TZ architecture. In
particular, the core 20 illustrated in Figures 1 and 2 can support two multi-threaded
execution contexts, or using the same physical resources can support a single context
which supports the existing TZ architecture. The idea can be extended to processors
with a larger number of register sets, and hence for example a design having four
register sets can support two TZ threads, one TZ thread and two normal multi-threaded
threads, or four normal multi-threaded threads.

The embodiment of the present invention hence allows a single CPU design to
support both requirements without undue overheads from unwanted features.

A further enhancement that can be supported using embodiments of the present
invention concermns the writing of future programs utilising dedicated secure and non-
secure threads to enable the processor to operate in a secure domain or a non-secure
domain. In particular, if such software is written having regard to the form of the data
processing apparatus shown in Figures 1 or 2, then a security value can be associated
with each register set, which can be set to indicate whether the associated execution
thread is executing in the secure domain or the non-secure domain. This hence enables
the core 20 to operate in a multi-threaded mannmer, thus allowing the potential

performance benefits of such a multi-threaded approach, whilst still performing the
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required functions of the TZ architecture. In this mode of operation, threads cannot be
switched from one domain to the other, and hence there is no need for banked registers.
The security value will be exported to the caches 65, 70, MMU 60 and external
memory system as a means to control accesses. The caches 65, 70 and MMU 60 will
be shared between the secure and non-secure threads but will hold security related
information to help maintain the integrity of the secure data.

As a further enhancement, it will be appreciated that multiple instances of the
CPU 10 could be incorporated within a single data processing system having access to
shared memory, hence implementing a Symmetric Multi-Processing (SMP) design.
Within each CPU 10 of the SMP design, the core 20 could be arranged to have either the
first operating state or the second operating state, hence enabling tailoring of the
system’s use between standard multi-threaded use and single-threaded banked use
supporting the TZ architecture. In one particular embodiment, one CPU could operate in
the second operating state, to support a single-threaded banked application such as a TZ
application, whilst the remaining CPUs could operate in the first, multi-threaded,
operating state.

Although a particular embodiment has been described herein, it will be
appreciated that the invention is not limited thereto and that many modifications and
additions thereto may be made within the scope of the invention. For example, various
combinations of the features of the following dependent claims could be made with the
features of the independent claims without departing from the scope of the present

invention.
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CLAIMS

1. A data processing apparatus, comprising:

processing logic operable to perform data processing operations;

a register bank operable to store data associated with the processing logic, the
register bank having at least one register group, each register group comprising a
plurality of register sets;

the processing logic having an operating state associated with each register
group defining how that register group is used, a first operating state being a state in
which each register set in the register group is used to support an independent
execution thread of the processing logic, and a second operating state being a state in
which the register sets of the register group are collectively used to support a single
execution thread of the processing logic; and ‘

control logic operable to control how the register sets of each register group

are used dependent on the operating state associated with that register group.

2. A data processing apparatus as claimed in Claim 1, wherein the register bank

comprises a single register group.

3. A data processing apparatus as claimed in Claim 1 or Claim 2, wherein each

register group comprises a pair of register sets.

4, A data processing apparatus as claimed in Claim 3, wherein in the second
operating state the processing logic is selectively operable in either a secure domain

or a non-secure domain.

5. A data processing apparatus as claimed in Claim 4, wherein in the second
operating state, a first register set of the associated pair of register sets contains a first
subset of registers that are used when operating in the secure domain or the non-
secure domain and a second subset of registers that are only used when operating in
one of the secure or non-secure domains, when the processing logic is operating in the

other of the secure or non-secure domains a number of registers in a second register
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set of that associated pair of register sets being used instead of the second subset of

registers.

6. A data processing apparatus as claimed in any preceding claim, wherein each
register set in the register bank comprises working registers operable to store data for
manipulation by the processing logic and/or control registers operable to store one or

more control parameters for controlling operation of the data processing apparatus.

7. A data processing apparatus as claimed in any preceding claim, further
comprising:

a control value register operable to store for each register group an operating
state control value identifying the operating state associated with that register group,
the control logic being responsive to each operating state control value to control how

the register sets of the associated register group are used.

8. A data processing apparatus as claimed in Claim 7 when dependent on Claim
4, wherein the control logic comprises a number of control units, one control unit
being provided for each register group, each control unit being operable to receive the
operating state control value for the associated register group, a thread control value
indicating for the first operating state which execution thread is being executed by the
processing logic, and a non-secure control value indicating for the second operating
state whether the processing logic is operating in either the secure domain or the non-
secure domain, and to control in dependence on these control values how the register

sets of that associated register group are used.

9. A data processing apparatus as claimed in any preceding claim when
dependent on Claim 4, wherein in the first operating state each register set of at least
one register group has associated therewith a security value indicating whether the
associated execution thread is executing in the secure domain or the non-secure

domain.

10. A dataprocessing apparatus, comprising:
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processing means for performing data processing operations;

register bank means for storing data associated with the processing means, the
register bank means having at least one register group, each register group comprising
a plurality of register sets;

the processing means having an operating state associated with each register
group defining how that register group is used, a first operating state being a state in
which each register set in the register group is used to support an independent
execution thread of the processing m‘eans, and a second operating state being a state
in which the register sets of the register group are collectively used to support a siﬁgle
execution thread of the processing means; and

control means for controlling how the register sets of each register group are

used dependent on the operating state associated with that register group.

11. A method of operating a data processing apparatus having processing logic for
performing data processing operations, and a register bank for storing data associated
with the processing logic, the register bank having at least one register group, each
register group comprising a plurality of register sets, the method comprising the steps
of:

associating an operating state with each register group defining how that
register group is used, a first operating state being a state in which each register set in
the register group is used to support an independent execution thread of the
processing logic, and a second operating state being a state in which the register sets
of the register group are collectively used to support a single execution thread of the
processing logic; and '

controlling how the register sets of each register group are used dependent on

the operating state associated with that register group.



WO 2006/120367 PCT/GB2005/001842

174

10

CPU 20
2 65

,| CONTROL INSTRUCTION
S LOGIC CACHE

N 45 Y ¥ 60

=134 EXTERNAL
ALU MMU BUS
L _30 INTERFACE

COREREGISTERS | 40 ' 720

Y

CONTROL 25 DATA

LOGIC CACHE

A 4

CORE

h 4 75

57 1T~

53 T~—CIRLBITI™
CPI5 REGISTERS

FIG. 1

SUBSTITUTE SHEET (RULE 26)



WO 2006/120367 PCT/GB2005/001842

2/4
10
CPU 20
625
———>] CONTROL INSTRUCTION
32 LOGIC CACHE
{ S y
\ 45 A 4 A4 60
_+136 2
. EXTERNAL
4 ALU —>  MWU »  BUS
Vi ~30 INTERFACE
COREREGISTERS | 40 70
4 2 S h 4 2
CONTROL 25 » DATA
LOGIC CACHE
CORE
Y 75
CONTROL |~—50
LOGIC
Y

~—55
57~ IJ\sg

53 T~—{CIRLBIT
CPI5 REGISTERS

AN

FIG. 2

SUBSTITUTE SHEET (RULE 26)



PCT/GB2005/001842

WO 2006/120367

3/4

¢ 9ld

L
slz—U4  [omn—soz
2
olz—] 18| | o8 o0z
ple—1e| | o8 —voz
7
siz—js  oan~—z0c
\N\ (
olz 00z
Z1 J0 a3avadHL-1LINN
d3H1I3 SY 378vdn9OIdNOD
d0SS300dd 40 SHALSIDIY

de

Old

891~

12315

gor~
PO~

¢8l~

{

08l

29~

3861
—~—v/l
o)
PSl
—~—¢C.ll)
0LL
~ 261

{

091

{

0gl

L¥0ddNS ZL HLIM H0SS3004dd
Q3QVIHHLLINN 40 SH3LSIO3Y

Ve Old

0Zl~

Gel~

GLb
0L~

Obb~—

ovl
001~

{

oelL
SY3LSI0aY ZL

3 SY31S1IO3
Gido

\ SY318193Y
3409

SUBSTITUTE SHEET (RULE 26)



WO 2006/120367 PCT/GB2005/001842
4/ 4
300~
B1 |
L _~380
Jo
310~ 340
BO
THREAD [
0
B e ALU
320~
. CONTROL
> 1
|0
NBO e
CONTROL,
THREAD 470
PROCESSOR CONTROL | REGISTERS
OPERATING STATE | THREAD | NSBIT BIT ACCESSED
MULTI-THREADED 0 * 1 NBO + BO
MULTI-THREADED 1 * 1 NB1 +B1
T2 (SECURE) * 0 0 NBO + BO
TZ (NON-SECURE) % 1 0 NBO + B
%= DON'T CARE

FIG. 5

SUBSTITUTE SHEET (RULE 26)



INTERNATIONAL SEARCH REPORT

Application No

/GB2005/001842

A. CLASSIFICATION OF SUBJECT MATTER

G06F9/38 GO6F9/30 GO6F9/318

According to International Patent Classification (IPC) or to both national classification and IPG

B. FIELDS SEARCHED

Minimum documentation searched (classification system foliowed by classification symbols)

GO6F

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

Electronic data base consulted during the international search (name of data base and, where practical, search terms used)

EPO-Internal

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category ° | Citation of document, with indication, where appropriate, of the relevant passages

Relevant to claim No.

X US 2004/133767 A1l (CHAUDHRY SHAILENDER ET 1-4,6,
AL) 8 July 2004 (2004-07-08) 10,1
page 2, paragraph 32 - paragraph 34
page 3, paragraph 39 - paragraph 41
Y page 3, paragraph 50 - page 4, paragraph 5,7
59; figure 3

Y US 5 838 986 A (GARG ET AL) 5
17 November 1998 (1998-11-17)
column 4, 1ine 11 - Tine 54
column 6, line 36 — Tine 66

Y - US 6 233 599 B1 (NATION GEORGE WAYNE ET 7
AL) 15 May 2001 (2001-05-15)
column 8, Tine 40 - 1ine 57

-f

Further documents are listed in the continuation of box C.

i Patent family members are listed in annex.

° Speclal categories of cited documents :

*A" document defining the general state of the art which is not
considered to be of particular relevance

*E" earlier docurnent but published on or after the international
filing date

*L* document which may throw doubts on priority claim(s) or

which is cited to establish the publication date of another
citation or other special reason (as specified)

*0* document referring to an oral disclosure, use, exhibition or
other means

*P* dacument published prior to the international filing date but
later than the priority date claimed

‘T* later document published after the International filing date
or piiority date and not in conflict with the application but
cited to understand the principle or theoty underlying the
invention

*X' document of paricular relevance; the claimed invention
cannot be considered novel or cannot be considered to
invoive an inventive step when the document is taken alone

*Y* document of paricular relevance; the claimed invention
cannot be considered to involve an inventive step when the
document is combined with one or more other such docu—
_m?rr]ns, ﬁuch combination being obvious to a person skilled
inthe art.

*&" document member of the same patent family

Date of the actual completion of the international search

' 18 January 2006

Date of mailing of the international search report

27/01/2006

Name and mailing address of the ISA
European Patent Cifice, P.B. 5818 Patentiaan 2
NL — 2280 HV Rijswijk
Tel. (+31-70) 340-2040, Tx. 31 651 epo nl,
Fax: (+31-70) 340-3016

Authorized officer

Klocke, L

Form PCT/ISA/210 (second sheet) (January 2004)

page 1 of 2




INTERNATIONAL SEARCH REPORT

itional Application No

/6B2005/001842

C.(Continuation) DOCUMENTS CONSIDERED TO BE RELEVANT

Category °

Citation of document, with indication, where appropriate, of the relevant passages

Relevant to claim No.

WO 01/46800 A (GENERAL INSTRUMENT
-CORPORATION; CANDELORE, BRANT; SPRUNK,
ERIC, J) 28 June 2001 (2001-06-28)
the whole document

4

Form PCT/ISA/210 (continuation of second sheet) (January 2004)

page 2 of 2




INTERNATIONAL SEARCH REPORT

nformation on patent family members

Application No

/6B2005/001842
Patent document Publication Patent family - Publication

cited in search report date member(s). date

US 2004133767 Al 08-07-2004  NONE

US 5838986 A 17-11-1998  NONE

 US 6233599 Bl  15-05-2001  NONE _

WO 0146800 A 28-06-2001 AU 2278601 A 03-07-2001
CA 2395645 Al 28-06-2001
CN 1425157 A 18-06-2003
EP 1240583 A2 18-09-2002
JP 2003518287 T 03-06-2003
MX  PA02006214 A 28-01-2003
TW 541466 B 11-07-2003

Form PCT/ISA/210 (patent family annex) (January 2004)




	Abstract
	Bibliographic
	Description
	Claims
	Drawings
	Search_Report

