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IDENTIFIER-BASED ACCESS CONTROL IN MOBILE NETWORKS

CROSS-REFERENCE TO RELATED APPLICATIONS
[0001] This application claims priority to, and the benefit of, U.S. Application Ser.
No. 15/982.448, filed May 17, 2018, and entitled “Identifier-Based Access Control in Mobile
Networks,” which claims priority to, and the benefit of, U.S. Application Ser. No. 62/634,374,
filed Feb. 23, 2018, and entitled “Subscriber and Equipment Identifiers in Mobile Networks,” the

entirety of each of which is incorporated herein by reference.

BACKGROUND
[0002] Telecommunications terminals (sometimes referred to as user equipment, or UE), such
as cellular telephones, may connect to a variety of wireless telecommunications networks that are
operated by different companies. These telecommunications networks may be cellular networks
that operate according to a variety of protocols, such as a Long-Term Evolution (LTE), a Voice
over LTE (VoLTE), an LTE-in-unlicensed-spectrum (LTE-u), or a fifth generation mobile
network (5G) protocol. In the course of a terminal registering to, and communicating via, a
telecommunications network, information that identifies a user of the terminal may be conveyed

between the terminal and the telecommunications network.

BRIEF DESCRIPTION OF THE DRAWINGS
[0003] The Detailed Description is set forth with reference to the accompanying figures.
Identical reference numerals have been used, where possible, to designate features of FIGS. 1
and 2 that are also shown on other figures. The attached drawings are for purposes of illustration
and are not necessarily to scale. For brevity of illustration, in the diagrams herein, an arrow
beginning with a diamond connects a first component or operation (at the diamond end) to at least

one second component or operation that is or can be included in the first component or operation.

[0004] FIG. 1 illustrates an example network architecture for a telecommunications network

that can provide for improved mobile subscriber privacy and network security.

[0005] FIG. 2 is a high-level diagram showing the components of a data-processing system.
[0006] FIG. 3 shows a call flow of an attach procedure according to some prior schemes.
[0007] FIG. 4 shows a call flow of another attach procedure.

[0008] FIG. 5 shows a call flow of an example attach procedure including verification by a
home network that a subscriber ID (SUPI) and a terminal ID (Terminal ID) are authorized for

joint use.

[0009] FIG. 6 shows a call flow of an example attach procedure including verification by a

serving network that the home network is accurately reporting a subscriber ID.
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[0010] FIG. 7 shows a call flow of an example attach procedure including verification by a

serving network that the home network is accurately reporting a subscriber ID and a terminal ID.

[0011] FIG. 8 shows a call flow of an example attach procedure including verification by a

serving network that the home network is accurately reporting a subscriber ID and a terminal ID.

[0012] FIG. 9 shows a call flow of an example attach procedure including verification by a
home network that the serving network is in communication with the terminal identified by the

terminal ID.

[0013] FIG. 10 is a dataflow diagram of an example process for controlling access to a

network.

[0014] FIG. 11 is a dataflow diagram of an example process for controlling access to a

network, including verifying authorization for joint use.

[0015] FIG. 12 is a dataflow diagram of an example process for controlling access to a

network, e.g., at a serving network.

[0016] FIG. 13 is a dataflow diagram of an example process for verifying identity data, e.g.,

at a serving network.

[0017] FIG. 14 is a dataflow diagram of an example process for verifying additional identity

data, e.g., at a serving network.

[0018] FIG. 15 is a dataflow diagram of an example process for validating communications

with a terminal and a serving network, e.g., at a home network.

[0019] FIG. 16 is a dataflow diagram of an example process for verifying authorization for
joint use of a subscriber identifier and a terminal identifier, and for validating communications

with a terminal via a serving network, e.g., at a home network.

[0020] FIG. 17 is a dataflow diagram of an example process for attaching to a network, e.g.,

at a terminal.

[0021] FIG. 18 is a dataflow diagram of an example process for determining an attach request,

e.g., at a terminal.

DETAILED DESCRIPTION

OVERVIEW

[0022] In the process of a terminal registering to, and communicating via a
telecommunications network, the terminal may provide personally identifiable information (PII)
to the telecommunications network, which is used to identify the terminal. As used herein, a

terminal may be a feature phone, a smartphone, a tablet computer, a phablet, an embedded
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computer system, an Internet of Things (IoT) device, or any other computing device that is capable
of using wireless communication services that are provided by communication networks (of one

type or various types).

[0023] This PII may comprise an International Mobile Subscriber Identity (IMSI), an
International Mobile Equipment Identity (IMEI), or a Mobile Subscriber International Subscriber
Directory Number (MSISDN). The IMSI may comprise a 14- or 15-digit number, which is stored
on a Subscriber Identity Module (SIM) card that is inserted into the terminal and stored in the
Home Operator Database (e.g., a Home Location Register (HLR), or a Home Subscriber Server
(HSS)). If an attacker obtains access to view communications across the telecommunications
network, then the attacker may identify a particular user based on the IMSI or other PII associated
with his or her terminal. Since terminals are connected to specific physical points on the
telecommunications network (e.g., a cell tower or a residential hotspot), the attacker may use this

IMSI to determine, and track, where a user is physically located.

[0024] Moreover, a terminal may transmit multiple forms of PII, such as both an IMSI and an
IMEI. However, some prior schemes do not cross-check these forms of PII. Therefore, a malicious
actor can steal a terminal and register for communication services using the IMSI of the malicious

user together with the IMEI of the stolen terminal.

[0025] A solution to the problem of attackers being able to track users is to prevent attackers
from obtaining and monitoring IMSIs. One solution is to encrypt the IMSI. For example, using
public key cryptography, when the IMSI is transmitted, it may be encrypted with the public key
of the destination device, e.g., the public key of the terminal, serving network (a portion of a
telecommunications network that communicates directly with the terminal; when the terminal is
roaming, the serving network is a visited network), or home network. Then, that destination, e.g.,

the terminal, serving network, or home network — may decrypt the IMSI using its private key.

[0026] However, a problem with this encryption approach is that it may open an attack vector
of a denial-of-service (DoS) attach such as a distributed DoS (DDoS) attack. Multiple terminals
could launch a DDoS attack against an HLR or an HSS) of a home network, by substantially
concurrently sending encrypted fake IMSIs during a registration process. Where the HLR/HSS is
configured to decrypt the IMSIs, and other components of the telecommunications network are
not so configured, then the HLR/HSS spends computing resources on decrypting these fake IMSIs,

and may become overloaded doing so.

[0027] Various examples provide at least one of’ increased privacy of PII; reduced risk of use
of unauthorized or stolen terminals; or protection from DDoS attacks. While the embodiments

described herein generally focus on the use of an IMSI and an IMEI, it may be appreciated that
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these techniques may be applied to other forms of PII. For example, embodiments herein that
process IMSIs can additionally or alternatively process other types of subscriber identifier, such
as a 5G Subscriber Permanent Identifier (SUPI). In some example 5G networks, a SUPI is
allocated to each subscriber for 5G services. SUPIs can include, e.g., IMSIs or network access
identifiers (NAls). In some examples, embodiments herein that process IMEIs can additionally or
alternatively process other types of device identifier, such as a Permanent Equipment Identifier
(PEI). In some example 5G networks, each terminal has a PEI for accessing 5G services. PEIs

can include, e.g., IMEIs and IMEIs with software-version codes (IMEISVSs).

[0028] Steps of various methods described herein can be performed in any order except when
otherwise specified, or when data from an earlier step is used in a later step. Example method(s)
described herein are not limited to being carried out by components particularly identified in

discussions of those methods.

[0029] Various examples include methods and systems to enable secure binding between
subscriber identity and device used for mobile communications. Examples provide protection for
subscriber privacy, and at the same time, mitigate transparently against fraud scenarios of using
unauthorized or stolen devices. Various examples enable complying with regulatory and lawful-

intercept requirements.

[0030] Various examples include methods and systems that enable secure binding between
subscriber identifier (e.g., SUPI) and device identifier (e.g. IMEI) used for mobile
communications. Various examples include privacy security enhancement techniques that provide
protection for subscriber privacy, and also reduce the chance of occurrence of fraud scenarios
such as using unauthorized or stolen devices. In the current mobile networks, PII (e.g. SUPI,
IMEI, or MSISDN) can be compromised and exposed in various ways, via a passive or active
attacks, over the radio, or within operator’s network. Various examples described herein use a
combination of encryption and hashing methods to provide secure subscriber and device bindings
to provide enhanced subscriber privacy, and prevent fraud attacks of using unauthorized devices.
Various examples herein securely bind subscriber identifiers to device identifiers, thereby
enhancing privacy protection and reducing the risk of fraudulent use of unauthorized or stolen
devices. Various examples herein provide enhanced privacy protection for network users or

protect against use by malicious actors of unauthorized or stolen devices.

ILLUSTRATIVE ENVIRONMENTS, COMPUTING DEVICES, AND TECHNIQUES
[0031] FIG. 1 illustrates an example network architecture 100 for a telecommunications
network that provides for enhanced mobile subscriber privacy or reduced risk of fraudulent use.

FIG. 1 shows an example of a network architecture, and there may be other network architectures
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in which enhanced mobile subscriber privacy may be implemented. For brevity, not all
connections between devices are shown. For examples, the devices within EPC 112 can
communicate with each other, even though the communications paths are not depicted on the

drawing. The illustrated example includes two terminals 102(a) and 102(b).

[0032] Terminal 102(a) connects to backhaul 104, which can include evolved node B
(eNB) 106. Backhaul 104 (and backhaul 108) comprises a communications connection between
a core of a telecommunications network and an edge to which a terminal may connect. eNB 106
is a point in a telecommunications network that connects with terminals, such as terminal 102(a).
eNB 106 may send and receive wireless communications with terminal 102(a). eNB 106 is
connected with Mobile Management Entity (MME) 110 of Evolved Packet Core (EPC) 112.
MME 110 is configured to find, route, maintain, and transfer communications. MME 110 is
configured to perform end-to-end connection signaling and security services between core
networks, and to maintain connection information about terminals, and determine which gateway
is to be used to connect a terminal to another network. In some examples, an access network
includes backhaul 104 and EPC 112, and provides communication between a terminal 102 and an
application network (discussed below), e.g., an Intemnet Protocol (IP) Multimedia Subsystem
(IMS) network or other network providing user-facing services to terminals 102. In some

examples, the application network is an IMS that provides VoLTE service.

[0033] MME 110 is connected with Serving Gateway (SGW) 114. SGW 114 is configured
to route and forward data packets, and act as an anchor for network connectivity when
terminal 102(a) physically moves so is handed off from eNB 106 to another eNB (not shown). A
terminal, such as terminal 102(a), may be associated with a single SGW, such as SGW 114, and
MME 110 may determine that terminal 102(a) will utilize SGW 114 for a current session. In an
architecture that includes a visited network and a home network, SGW 114 is also configured to
be a point of contact the visited network with the home network, by communicating with a packet

gateway (PGW) (such as PGW 116) of the home network.

[0034] In addition to being configured to be a point of contact between the visited network
and the home network, PGW 116 can be configured to perform such functions as managing quality
of service (QoS) for communications, performing deep packet inspection, and performing a Policy

and Charging Enforcement Function (PCEF).

[0035] PGW 116 communicates via internetwork 118 with data center 120. Internetwork 118
can be or include, e.g., the public Internet; a private IP Packet Exchange (IPX) such as defined by
GSMA; or a virtual private network (VPN) tunnel or overlay on either of those. Data center 120

may include HLR/HSS 122, which in some examples may be an HLR or an HSS. HLR/HSS 122
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is a master user database that contains subscriber profiles for one or more terminal users that are
associated with the home network, performs authentication and authorization for a user’s terminal,
and may provide information about a terminal’s physical location and Internet Protocol (IP)

information.

[0036] The other terminal 102(b) is also communicatively coupled to HLR/HSS 122, though
via a different path through architecture 100 than for terminal 102(a). Terminal 102(b) is
communicatively coupled to residential hotspot 124. Residential hotspot is configured to provide
a WIFI or cellular wireless communications link between terminal 102(b) and HLR/HSS 122.
Residential hotspot 124 is connected through backhaul 108 (which is similar to backhaul 104) to
EPC 112, and may connect to EPC 112 via ePDG 126. ePDG 126 may secure a data transmission
with a terminal, such as terminal 102(b), as it connects to EPC 112 via a communications link that
does not adhere to a 3" Generation Partnership Project (3GPP) protocol. In this capacity,
ePDG 126 may serve as a termination node of an IPsec tunnel that is established with

terminal 102(b).

[0037] Also present in this example network architecture 100 are six attackers, IMSI
catcher 128(a), IMSI catcher 128(b), IMSI catcher 128(c), IMSI catcher 128(d), IMSI
catcher 128(e), and IMSI catcher 128(f). Each of these IMSI catchers may be implemented via
hardware (such as data processing system 202 or 220 of FIG. 2) or software components that are
implemented on hardware. Each of these IMSI catchers is present at a different point in example
network architecture 100, but is configured to capture a mobile subscriber’s PII, such as an IMSI;
to participate in a DDoS; or to otherwise negatively affect the privacy of network users or the

operation of the network.

[0038] IMSI catcher 128(a) is active because it actively tries to obtain the IMSI of
terminal 102(a) by emulating fake or rogue base station and tricking terminal 102(a) into

connecting to it instead of connecting with a real base station eNB 106.

[0039] IMSI catcher 128(b) is configured to capture an IMSI transmitted between
terminal 102(a) and eNB 106. IMSI catcher 128(b) may be considered to be a passive IMSI
catcher, in contrast to the active IMSI catcher 128(a). For example, IMSI catcher 128(b) can sniff
packets transmitted wirelessly (or on a shared wired network, e.g., Ethernet) between

terminal 102(a) and backhaul 104.

[0040] IMSI catcher 128(c) is configured to capture an IMSI transmitted between
terminal 102(b) and residential hotspot 124. IMSI catcher 128(d) is configured to capture an IMSI
as it is transmitted through backhaul 104. IMSI catcher 128(e) is configured to capture an IMSI
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as it is transmitted through EPC 112. IMSI catcher 128(f) is configured to capture an IMSI as it

is transmitted through data center 120.

[0041] Each of these six IMSI catchers 128 may be utilized by an attacker to compromise
mobile subscriber data. To reduce the risk of compromise of mobile subscriber data, network
architecture 100 may be configured to implement one or more of the signal flows of FIGS. 5-9 or

the operating procedures of FIGS. 10-18, as described herein.

[0042] Terminal 130 is an example of a terminal under control of (e.g., stolen by) an actor
other than the subscriber associated with that terminal or a party authorized by that subscriber.
Terminal 130 may or may not be used to carry out IMSI-catching, DDoS attacks, or other expressly
malicious operations. Regardless, terminal 130 is being operated without consent of at least one

of the subscriber or the network operator.

[0043] In some examples, EPC 112 and backhaul 104 are components of a serving
network 132, and data center 120 is a component of a home network 134. This is represented by
the dotted line in FIG. 1. In this example, terminals 102(a) and 102(b) are roaming in serving
network 132 but issued by home network 134. A terminal can be roaming, e.g., when the terminal
is connected via an access network operated by a network operator other than the terminal’s home
operator. The illustrated division is only one example; in other examples, terminals 102(a), 102(b)

are connected to a backhaul of home network 134.

[0044] In the illustrated example, serving network 132 or home network 134 can
communicate via intemetwork 118 with at least one application network 136.  Application
network 136 can provide user-facing services, e.g., voice or video calling, asynchronous
messaging, or file transfer. For example, application network 136 can include an IMS network
supporting VOLTE. Application network 136 can be part of serving network 132 or of home

network 134, or can be separate from both networks 132, 134.

[0045] FIG. 2 is a high-level diagram 200 showing the components of an example data-
processing system 202 for analyzing data and performing other analyses described herein, and
related components. The system 202 includes a processor 204, a peripheral system 206, a user
interface system 208, and a data storage system 210. The peripheral system 206, the user interface
system 208 and the data storage system 210 are communicatively connected to the processor 204.
Processor 204 can be communicatively connected to network 212 (shown in phantom), e.g., the
Internet, a leased line, or a cellular network, as discussed below. Network 212 can be an example
of internetwork 118. Terminals 102 or 130, nodes of serving network 132, nodes of home
network 134, or other network nodes described herein can each include one or more of

systems 204, 206, 208, 210, and can each connect to one or more network(s) 212. Processor 204,
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and other processing devices described herein, can each include one or more microprocessors,
microcontrollers, field-programmable gate arrays (FPGAs), application-specific integrated circuits
(ASICs), programmable logic devices (PLDs), programmable logic arrays (PLAs), programmable
array logic devices (PALSs), or digital signal processors (DSPs).

[00406] Some example systems and techniques described herein can permit computing devices
to communicate via telecommunications networks. The term “session” as used herein includes a
communications path via at least one telecommunications network for exchange of data among
two or more computing devices, referred to for brevity as “terminals.” Example sessions include
voice and video calls, e.g., by which human beings converse, a data communication session, e.g.,
between two electronic systems or between an electronic system and a human being, or a Rich

Communication Services (RCS) session.

[0047] Telecommunications networks, such as network 212 or a component thereof, may
include an application network 136 operated by one or more service providers (“carriers”), such
as one or more cellular-telephony providers. The application network 136 is connected via access
networks, e.g., serving network 132 or home network 134, to terminals. Terminals can be operated
by users (“subscribers™), or can be autonomous. Example access networks carrying traffic of
sessions can include second-generation (2@G), third-generation (3G), or fourth-generation (4G)
cellular networks; wired data networks such as Ethernet, Asynchronous Transfer Mode (ATM),
Public Switched Telephone Network (PSTN), Data Over Cable Service Interface Specification
(DOCSIS), digital subscriber line (DSL), or optical networks (e.g., Synchronous Optical
NETwork, SONET); or wireless data networks such as Institute of Electrical and Electronics
Engineers (IEEE) 802.11 (WIFI), 802.15.1 (BLUETOOTH), or 802.16 (WIMAX) networks
carrying voice over Internet Protocol (VoIP) (e.g., VOWIF]) calls.

[0048] Some examples can include or be interoperable with Long Term Evolution (LTE) or
3GPP fifth-generation New Radio (5G NR) cellular networks, or any future IP-based cellular
networks, carrying Voice over LTE (VoLTE) sessions using Session Initiation Protocol (SIP)
signaling. In some examples, the network 212 can provide wide-area wireless coverage using a
technology such as GSM or other 2G cellular technologies; the Universal Mobile
Telecommunications System (UMTS) or other 3G cellular technologies; or LTE or other 4G
cellular technologies. Example cellular-network technologies can include Code Division Multiple
Access (CDMA), Time Division Multiple Access (TDMA), Evolution Data Optimized (EVDO),
Advanced LTE (LTE+), Generic Access Network (GAN), Unlicensed Mobile Access (UMA),
Orthogonal Frequency Division Multiple Access (OFDM), General Packet Radio Service (GPRS),
Enhanced Data GSM Environment (EDGE), Advanced Mobile Phone System (AMPS), High
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Speed Packet Access (HSPA), evolved HSPA (HSPA+), GSM/EDGE RAN (GERAN), Universal
Terrestrial RAN (UTRAN), or evolved UMTS Terrestrial RAN (E UTRAN).

[0049] Processor 204 can implement processes of various aspects described herein.
Processor 204 and related components can, e.g., carry out processes for conducting the call flows
illustrated in FIGS. 5-9, e.g., at a UE or other terminal, a node of serving network 132 node, or a
node of home network 134. Although various examples in FIGS. 1 and 3-9 show serving
network 132 separately from home network 134, this is not required. In some examples, serving
network 132 and home network 134 are separate. In other examples, the UE connects directly
with home network 134, which performs functions described herein with reference to both serving
network 132 and home network 134, Some examples use encryption to provide increased privacy

even when not using a separate serving network 132,

[0050] Processor 204 can be or include one or more device(s) for automatically operating on
data, e.g., a central processing unit (CPU), microcontroller (MCU), desktop computer, laptop
computer, mainframe computer, personal digital assistant, digital camera, cellular phone,
smartphone, or any other device for processing data, managing data, or handling data, whether

implemented with electrical, magnetic, optical, biological components, or otherwise.

[0051] The phrase “communicatively connected” includes any type of connection, wired or
wireless, for communicating data between devices or processors. These devices or processors can
be located in physical proximity or not. For example, subsystems such as peripheral system 206,
user interface system 208, and data storage system 210 are shown separately from the

processor 204 but can be stored completely or partially within the processor 204.

[0052] The peripheral system 206 can include or be communicatively connected with one or
more devices configured or otherwise adapted to provide digital content records to the
processor 204 or to take action in response to processor 204. For example, the peripheral
system 206 can include digital still cameras, digital video cameras, cellular phones, or other data
processors. The processor 204, upon receipt of digital content records from a device in the

peripheral system 206, can store such digital content records in the data storage system 210.

[0053] The user interface system 208 can convey information in either direction, or in both
directions, between a user 214 and the processor 204 or other components of system 202. The
user interface system 208 can include a mouse, a keyboard, another computer (connected, e.g., via
a network or a null-modem cable), or any device or combination of devices from which data is
input to the processor 204. The user interface system 208 also can include a display device, a

processor-accessible memory, or any device or combination of devices to which data is output by
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the processor 204. The user interface system 208 and the data storage system 210 can share a

processor-accessible memory.

[0054] In various aspects, processor 204 includes or is connected to communications
interface 216 that is coupled via network link 218 (shown in phantom) to network 212. Network
link 218 can include a wired or wireless communication connection. For example,
communications interface 216 can include an integrated services digital network (ISDN) terminal
adapter or a modem to communicate data via a telephone line; a network interface to communicate
data via a local-area network (LAN), e.g., an Ethemet LAN, or wide-area network (WAN); or a
radio to communicate data via a wireless link, e.g., WIFI or GSM. Communications interface 216
sends and receives electrical, electromagnetic, or optical signals that carry digital or analog data
streams representing various types of information across network link 218 to network 212.
Network link 218 can be connected to network 212 via a switch, gateway, hub, router, or other

networking device.

[0055] In various aspects, system 202 can communicate, e.g., via network 212, with a data
processing system 220, which can include the same types of components as system 202 but is not
required to be identical thereto. Systems 202, 220 can be communicatively connected via the
network 212. Each system 202, 220 can execute computer program instructions to conduct at least
a portion of an exchange described herein with reference to any of FIGS. 5-18. For example,
system 202 can be a terminal 102 and system 220 can be a node of serving network 132, or
system 202 can be a node of serving network 132 and system 220 can be a node of home

network 134.

[0056] Processor 204 can send messages and receive data, including program code, through
network 212, network link 218 and communications interface 216. For example, a server can store
requested code for an application program (e.g., a JAVA applet) on a tangible non-volatile
computer-readable storage medium to which it is connected. The server can retrieve the code from
the medium and transmit it through network 212 to communications interface 216. The received
code can be executed by processor 204 as it is received, or stored in data storage system 210 for

later execution.

[0057] Data storage system 210 can include or be communicatively connected with one or
more processor-accessible memories configured or otherwise adapted to store information. The
memories can be, e.g., within a chassis or as parts of a distributed system. The phrase “processor-
accessible memory” is intended to include any data storage device to or from which processor 204
can transfer data (using appropriate components of peripheral system 206), whether volatile or

nonvolatile; removable or fixed; electronic, magnetic, optical, chemical, mechanical, or otherwise.
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Example processor-accessible memories include but are not limited to: registers, floppy disks, hard
disks, solid-state drives (SSDs), tapes, bar codes, Compact Discs, DVDs, read-only memories
(ROM), erasable programmable read-only memories (EPROM, EEPROM, or Flash), and random-
access memories (RAMs). One of the processor-accessible memories in the data storage
system 210 can be a tangible non-transitory computer-readable storage medium, i.e., a non-
transitory device or article of manufacture that participates in storing instructions that can be
provided to processor 204 for execution. In some examples, one of the processor-accessible
memories in the data storage system 210 can be a non-volatile memory in a Subscriber Identity

Module (SIM) card.

[0058] In an example, data storage system 210 includes code memory 222, e.g., a RAM, and
computer-readable medium (CRM) 224, e.g., a tangible computer-readable rotational storage
device or medium such as a solid-state disk or hard drive. Computer program instructions are read
into code memory 222 from CRM 224. Processor 204 then executes one or more sequences of the
computer program instructions loaded into code memory 222, as a result performing process steps
described herein. In this way, processor 204 carries out a computer implemented process. For
example, steps of methods described herein, blocks of the flowchart illustrations or block diagrams
herein, and combinations of those, can be implemented by computer program instructions. Code

memory 222 can also store data, or can store only code.

[0059] In the illustrated example, systems 202 or 220 can be computing nodes in a cluster
computing system, e.g., a cloud service or other cluster system (“computing cluster” or “cluster’™)
having several discrete computing nodes (systems 202, 220) that work together to accomplish a
computing task assigned to the cluster as a whole. In some examples, at least one of
systems 202, 220 can be a client of a cluster and can submit jobs to the cluster and/or receive job
results from the cluster. Nodes in the cluster can, e.g., share resources, balance load, increase
performance, and/or provide fail-over support and/or redundancy. Additionally or alteratively,
at least one of systems 202, 220 can communicate with the cluster, e.g., with a load-balancing or
job-coordination device of the cluster, and the cluster or components thereof can route

transmissions to individual nodes.

[0060] Some cluster-based systems can have all or a portion of the cluster deployed in the
cloud. Cloud computing allows for computing resources to be provided as services rather than a
deliverable product. For example, in a cloud-computing environment, resources such as
computing power, software, information, and/or network connectivity are provided (for example,
through a rental agreement) over a network, such as the Intemet. As used herein, the term

“computing” used with reference to computing clusters, nodes, and jobs refers generally to
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computation, data manipulation, and/or other programmatically-controlled operations. The term
“resource” used with reference to clusters, nodes, and jobs refers generally to any commodity
and/or service provided by the cluster for use by jobs. Resources can include processor cycles,
disk space, random-access memory (RAM) space, network bandwidth (uplink, downlink, or both),
prioritized network channels such as those used for communications with quality-of-service (QoS)

guarantees, backup tape space and/or mounting/unmounting services, electrical power, etc.

[0061] Furthermore, various aspects herein may be embodied as computer program products
including computer readable program code (“program code”) stored on a computer readable
medium, e.g., a tangible non-transitory computer storage medium or a communication medium.
A computer storage medium can include tangible storage units such as volatile memory,
nonvolatile memory, or other persistent or auxiliary computer storage media, removable and non-
removable computer storage media implemented in any method or technology for storage of
information such as computer-readable instructions, data structures, program modules, or other
data. A computer storage medium can be manufactured as is conventional for such articles, e.g.,
by pressing a CD-ROM or electronically writing datainto a Flash memory. In contrast to computer
storage media, communication media may embody computer-readable instructions, data
structures, program modules, or other data in a modulated data signal, such as a carrier wave or
other transmission mechanism. As defined herein, computer storage media do not include
communication media. That is, computer storage media do not include communications media

consisting solely of a modulated data signal, a carrier wave, or a propagated signal, per se.

[0062] The program code includes computer program instructions that can be loaded into
processor 204 (and possibly also other processors), and that, when loaded into processor 204,
cause functions, acts, or operational steps of various aspects herein to be performed by
processor 204 (or other processor). Computer program code for carrying out operations for various
aspects described herein may be written in any combination of one or more programming
language(s), and can be loaded from CRM 224 into code memory 222 for execution. The program
code may execute, e.g., entirely on processor 204, partly on processor 204 and partly on a remote

computer connected to network 212, or entirely on the remote computer.

[0063] In some examples, processor 204 and, if required, CRM 224 (or other components of
data storage system 210), are referred to for brevity herein as a “control unit.” For example, a
control unit can include a CPU or DSP (processor 204) and instructions stored on CRM 224 and
executable by that CPU or DSP to cause that CPU or DSP to perform functions described herein.
Additionally or alternatively, a control unit can include an ASIC, FPGA, or other logic device(s)

wired (physically or via blown fuses or logic-cell configuration data) to perform functions
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described herein. A control unit of the latter type may not require or include a CRM 224, but may

still perform functions described herein.

ILLUSTRATIVE TECHNIQUES AND DATAFLOWS

[0064] FIGS. 3-9 show various examples of dataflows between a terminal 102, at least one
component of a serving network 132, and at least one component of a home network 134. For
brevity, operations or data transfers in FIGS. 3-9 are numbered beginning from 1 independently
in each figure. The reuse of numbers through FIGS. 3-9 does not imply that the similarly-
numbered operations or data transfers are the same operations or data transfer, unless expressly
indicated. In FIGS. 3-9, “x” (star) marks an encrypted value and “:” (colon) denotes
concatenation. Values shown as concatenated can be concatenated in any order, and can be packed
or interleaved in addition to or instead of being adjoined as indivisible units. Moreover, any
numbered operation or data transfer can be performed using multiple coordinated operations or

data transfers, respectively.

[0065] In some nonlimiting examples, the connection between terminal 102 and serving
network 132 is wireless, and the connection between serving network 132 and home network 134
is wired. The illustrated examples show a roaming configuration. However, similar exchanges
take place in a non-roaming configuration, in which the exchanges shown associated with serving
network 132 are also performed by home network 134. This document expressly contemplates
methods at each of terminal 102, serving network 132, and home network 134 for conducting the
illustrated data exchanges and operations.

[0066] Throughout FIGS. 5-9 and the following discussion, the symbol “R” refers to at least
one transaction-specific value (“TSV™), e.g., at least one cryptographic nonce or salt value. An R
value as described herein can be, e.g., a cryptographically-strong random number or other random
value. As used herein, a “random” value can be a truly random value or a pseudorandom value.
In some examples, a TSV can be or include a data value (e.g., a random number) that does not
have the same value for multiple consecutive transactions of a particular type. Using TSVs can

reduce the chance of replay attacks or known-plaintext attacks.

[0067] In some examples, any encryption (“*”) operation herein can include R value(s) (e.g.,
nonce(s)) or other techniques for preventing replay attacks. Any encryption operation of more
than one value (“*(as, ..., ax)”) can additionally or alternatively be performed as separate
encryptions of at least one of those values (e.g., “(*ai, ..., *a,)”).

[0068] FIG. 3 shows a prior scheme 300 in which the IMSI is sent in the clear in an attach

request (#1) from terminal 102 to serving network 132. Serving network 132 transmits a
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corresponding authentication request (#2) (e.g., an EPS authentication data request) to home
network 134, which responds with an authentication answer (#3) (e.g., an EPS authentication data
response) containing an authentication vector (AV). Home network 134 determines the AV based
at least in part on the provided IMSI. In some examples, home network 134 determines the AV

based at least in part on an ID of serving network 132.

[0069] Serving network 132 then conducts an authentication request/response exchange (#4)
with terminal 102 using on the AV. Exchange #4 can include, e.g., a Non-Access Stratum (NAS)
Authentication Request from an MME 110 of serving network 132 to terminal 102, and an NAS
Authentication Response from terminal 102 to the MME 110. When exchange #4 is completed
successfully, serving network 132 issues an NAS Security Mode command (#5) requesting the
IMEI (or IMEISV) of terminal 102. Terminal 102 responds with an NAS Security Mode Complete
message (#6) including the IMEI (or IMEISV). After #6, NAS signaling is cryptographically
protected against interference. Serving network 132 then sends an Attach Accept message (#7) to
complete the attach procedure. The Attach Accept message (#7) includes a Globally Unique
Temporary ID (GUTI) identifying terminal 102 while terminal 102 is attached to serving
network 132.

[0070] In some examples, at the serving network 132°s option, messages #5 and #6 may not
be exchanged, and terminal 102 may not provide its IMEI to serving network 132. In other
examples, terminal 102 may not provide the IMEI in message #6. Therefore, in some prior
schemes the IMEI may never be verified, permitting use of a valid IMSI on a stolen phone. In
other examples, the IMSI is verified through messages #1-#4, and the IMEI is independently
validated through messages #5 and #6 (e.g., checked against an IMEI blacklist listing terminals
known to be stolen). Since the IMSI and IMEI are not cross-checked, a valid IMSI can be used
on a stolen phone with a valid IMEI. Furthermore, some examples of the depicted scheme permit
IMSI catcher 128(b) to sniff the cleartext IMSI from #1, or to sniff the cleartext IMEI from #6.

For example, messages #5 and #6 may not be encrypted, e.g., for emergency calls.

[0071] FIG. 4 shows another scheme 400 in which SUPI is encrypted initially (operations #1
and #2, which may be combined). In some examples, SUPIs or other subscriber identifiers (SIDs)
can include IMSIs or other subscriber identifiers. In some examples, Terminal IDs or other
terminal identifiers (TIDs) can include IMEIs, network-adapter MAC addresses, or other

equipment identifiers.

[0072] For example, some 5G schemes encrypt the SUPI (#2) before transmitting it in the
attach request (#3). Therefore, neither IMSI catcher 128(b) nor serving network 132 can access

the SUPI before it is decrypted by the home network (#5). However, home network 134 still
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provides the SUPI to serving network 132 (#6) to permit authentication request/response exchange

(#7) to take place. Therefore, serving network 132 has access to the SUPL.

[0073] After exchange #7 succeeds, serving network 132 and home network 134 exchange an
authentication confirmation (#8) and acknowledgement (#9) so that home network 134 is aware
that the authentication was successful. Serving network 132 then exchanges NAS Security Mode
messages #10 and #11 with terminal 102 and accepts the attach (#12), as discussed herein with

reference to FIG. 4 #5-#7. However, the IMEI may still exchanged in the clear in #10 and #11.

[0074] In some 5G examples, the SUPI is asymmetrically encrypted at #2 with the public key
of home network 134. This permits home network 134 to decrypt the SUPI, but not serving
network 132.

[0075] FIGS. 5-9 show various examples of increasing security compared to FIGS. 3 and 4.
Some described examples also provide increased protection against malicious network nodes that
are trying to collect AVs and other PII, as described below. Various examples can be used for 4G
or 5G networks, or for future IP-based networks having corresponding message exchanges. For

brevity, some examples are illustrated in the context of 5G systems.

[0076] FIG. 5 shows an example 500 in which the Terminal ID (e.g., IMEI) is never sent
wirelessly in the clear. In some examples, the serving network does not receive the Terminal 1D,
protecting user privacy by making it more difficult for malicious serving networks to track

particular terminals.

[0077] In operation #2 (or #1 combined with #2), terminal 102 encrypts the SUPI (an example
of a subscriber identifier, SID) and the Terminal ID (an example of a terminal identifier, TID)
with a public key of home network 134. Terminal 102 includes the encrypted values in attach
request #3 to serving network 132. Serving network 132 forwards the encrypted values in
authorization-information request #4 to home network 134. In other examples, symmetric
encryption is used based on keys pre-shared between terminal 102 and home network 134, or
determined using Diffie-Hellman or another key-exchange protocol. In some examples,
authorization-information request #4 comprises at least a portion of an EPS authentication data

request, e.g., a portion not including a cleartext SUPI or Terminal ID.

[0078] At #5, home network 134 de-conceals, e.g., decrypts, the encrypted data from
message #4 to determine the SUPI and Terminal ID. Home network 134 then checks a database
or other data source, e.g., in or of HLR/HSS 122 or another Authentication Centre (AuC), to
determine whether or not the given Terminal ID is authorized for use in association with the given
SUPI. An indication of such authorization is referred to for brevity as a “binding”: if the given

Terminal ID is bound to the given SUPI (or, equivalently, vice versa), the SUPI and the
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Terminal ID are authorized for joint use. Examples are discussed herein, e.g., with reference to

blocks 1104-1108.

[0079] If the use is authorized, home network 134 transmits authorization information 502 in
authorization information answer #6 to serving network 132. For example, the authorization
information 502 can include an EPS authentication vector or portion thereof, e.g., a random
number (RAND), authentication token (AUTN), expected response (XRES), or access security
management entity key (Kasme). Additionally or alternatively, the authorization information 502
can include a SUPI, PEI, or other identifier associated with terminal 102. Additionally or
alternatively, the authorization information 502 can include a key, ticket, token, or other data

granting permission to communicate with terminal 102,

[0080] In the illustrated example, message #6 includes the SUPI so that serving network 132
can perform the authentication exchange #7 with terminal 102, as in FIG. 4 #7. Messages #8 and
#9 can be as described herein with reference to FIG. 4 #8 and #9. Message #8 can be an example
of a confirmation message. Home network 134 can confirm the attach to serving network 132 via
message #9, which can include a SID, a TID, or both. Serving network 132 can then transmit the

attach accept (#10) to terminal 102, e.g., as in FIG. 4 #12.

[0081] In the illustrated example, neither the SUPI nor the Terminal ID is transmitted
wirelessly in the clear. This prevents sniffing of those values by passive IMSI catcher 128(b).
Moreover, the binding between the SUPI and the Terminal ID is verified by home network 134,
thereby reducing the chance that a stolen terminal can be used or that a terminal can be used in an
unauthorized manner (e.g., using a different SIM card than that known to be associated with the
terminal). Moreover, in the illustrated example, serving network 132 does not receive the
Terminal ID. This can increase user privacy by reducing the chance that a malicious or

compromised serving network 132 will track Terminal IDs.

[0082] FIG. 6 shows another example 600 that withholds the Terminal ID from serving
network 132.  Example 600 can increase network security in the face of a malicious home
network 602, e.g., under the control of a malicious state actor. However, the illustrated sequence
of operations can additionally or alternatively be used with a non-malicious home network 134.
In some examples, malicious home network 602 may not verify the binding at operation #5,

whereas a non-malicious home network 134 may verify the binding.

[0083] At operation #1, terminal 102 generates a value R, e.g., a TSV such as a cryptographic
nonce, as discussed above. At operation #2, terminal 102 encrypts the SUPI, the Terminal ID,
and the R value. Terminal 102 transmits the encrypted values in message #3. Terminal 102 also

transmits a cryptographic hash, e.g., a SHA-512 hash, of the SUPI and the R value. In the
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illustrated example, a single R value is generated at #2. However, this is not limiting. Throughout

the remainder of this disclosure, “R” can represent one or more TSVs.

[0084] Serving network 132 saves the R value from message #3. Serving network 132 sends
the encrypted SUPI, Terminal ID, and R value to home network 602 (authorization information
request #4). Home network 602 then decrypts the SUPI, Terminal ID, and R value. Home
network 602 may check whether there is a binding between the SUPI and the Terminal ID, e.g.,
as discussed herein with reference to FIG. 5 #5. If there is a binding, home network 602 transmits
to serving network 132 an AV, the SUPI, and the R value (authorization information answer #6,
e.g., including authorization information 502). In some examples, home network 602 does not

transmit the Terminal ID.

[0085] At #7, serving network 132 computes a hash of the SUPI and R values received from
home network 602. Serving network 132 verifies the received SUPI by comparing the computed
hash with the hash received in the attach request (#3). If the hashes do not match, serving
network 132 can determine that at least some information from home network 602 in #6 is
incorrect. In some examples, if verification fails at #7, the serving network can choose whether to
accept or reject the attach, e.g., based on information in a configuration-data source (e.g., policy
information). The attach can be rejected, e.g., as specified in the LTE or 5G standards. If
verification succeeds, serving network 132 can proceed with authentication exchange #8 as in

FIG. 5 #7.

[0086] In the illustrated example, *(SUPI, Terminal ID, R) is an example of identification
data including encrypted data of a SID (the SUPI, in this example) and a TID (the Terminal 1D,
in this example). Hash(SUPI:R) is an example of verification data that can be used to confirm that
malicious home network 602 is not mis-reporting the SID in message #6. The SUPI provided in
message #6 is an example of identity data associated with the network terminal 102. Identity data

can include a SID, a TID, or, as in FIGS. 7 and 8, both a SID and a TID.

[0087] FIG. 7 shows an example 700 in which home network 602 provides serving
network 132 both the SUPI and the Terminal ID, and serving network 132 can verify both the
SUPI and the Terminal ID. This can increase the security of serving network 132 in the face of a
malicious home network 602. Operations #1 and #2 can be as discussed herein with reference to
FIG. 6 #1 and #2. In the illustrated example, the TSV R is referenced with respect to hashing both
the SUPI and the Terminal ID. However, as R can represent more than one TSV, one nonce can
be used in hashing the SUPI and the Terminal ID, or two separate nonces can be used in hashing

the SUPI and the Terminal ID, respectively.
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[0088] Terminal 102 can send serving network 132 an attach request (#3) including the
encrypted data from #2, and also including at least one hash. The at least one hash covers the
SUPI, the Terminal ID, and the R value (determined at #1). In the depicted example, message #3
includes two hashes: one of SUPI:R and one of Terminal ID:R. Additionally or alternatively,
message #3 can include a single hash of SUPL:Terminal ID:R. As noted above, one or more R
values can be used (e.g., a first R value for hashing the SUPI and a second R value for hashing the
Terminal ID). Authorization information request #4 can be as discussed herein with reference to

FIG. 6 #4.

[0089] At operation #5, e.g., as discussed herein with reference to FIG. 6 #5, home
network 602 can decrypt the information in message #4 and verify the binding between the SUPI
and the Terminal ID. Home network 602 can then transmit authorization information answer #6
(e.g., including authorization information 502) to serving network 132. Message #6 can include

the AV, the R value, and both the SUPI and the Terminal ID.

[0090] At operation #7, serving network 132 can compute one or more hashes corresponding
to the hashes included in message #3. Serving network 132 can verify the SUPI and Terminal ID
values by comparing the hash value(s) from #3 with the hash value(s) determined at #7.

Verification failure can be handled as discussed herein with reference to FIG. 6.

[0091] After completion of authentication exchange #8 (e.g., as FIG. 6 #8), serving
network 132 can transmit authorization confirmation message #9 to home network 602,
Message #9 can include both the SUPI and the Terminal ID for verification by home network 602.
Authorization confirmation acknowledgement #10 can also include the SUPI and the

Terminal ID. Message #11 can be as FIG. 6 #11.

[0092] In the illustrated example, Hash(SUPI:R) and Hash(Terminal ID:R) in message #3
are examples of first and second verification data, respectively. SUPI and Terminal ID in

message #6 are examples of first and second identity data, respectively.

[0093] FIG. 8 shows another example 800 that increases security of serving network 132 in
the face of amalicious home network 602. All the messages and operations are as discussed herein

with reference to FIG. 7 except as noted.

[0094] Operation #2 and message #3 include a single combined hash of SUPI:Terminal ID:R,
rather than the separate SUPI:R and Terminal ID:R hashes shown in FIG. 7. Operation #7

includes verifying, by serving network 132, the single combined hash.

[0095] FIG. 9 shows an example 900 in which home network 134 and terminal 102 cooperate
to protect the user of terminal 102 from a rogue serving network (RSN) 902, i.e., a malicious

serving network. Various techniques described with respect to this example can reduce the risk of
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a rogue serving network collecting subscriber and terminal identifiers (e.g., SUPIs and PEls) and
using this information to attack user privacy and confidentiality (e.g., using attach-request
forwarding or failure-to-complete attacks). Reference is made below to FIGS. 4-8. The example
of FIG. 9 provides additional security against specific types of breaches compared to FIGS. 4-8.
However, various example network not substantially at risk of those specific types of breaches can
use at least one of FIGS. 4-8. Nothing in the discussion of FIG. 9 should be construed to disparage
FIGS. 4-8 in any way. Moreover, in some examples, techniques described with respect to FIG. 9

#6, #8, and #9 can be used with or in place of corresponding messages in any of FIGS. 5-8.

[0096] In some examples of an attach-request forwarding attack, an RSN 902 can, e.g., collect
attach requests (e.g. FIGS. 4-8 #3), from various terminals 102. Via passive IMSI catchers 128(b),
RSN 902 can also collect attach requests for terminals not trying to attach to RSN 902. RSN 902
can then send those sniffed attach requests as authorization information requests (e.g., FIGS. 4-8
#4) to home network 134. RSN 902 can then collect the decrypted SUPIs from home network 134
via corresponding authorization information answer messages (e.g., FIGS. 4-8 #6). This can

permit RSN 902 to improperly determine SUPIs of the subscribers using the affected terminals.

[0097] In some examples of a failure-to-complete attack, RSN 902 can carry out procedures
such as those in FIGS. 4-8 up through the authorization information answer (#6), e.g., with respect
to terminals 102 attempting to attach to RSN 902. This can permit RSN 902 to determine the AV
and SUPI of those terminals 102 (in FIGS. 4-8 #6). However, RSN 902 can discontinue or
terminate the attachment process after #6. This is a form of DoS attack against terminals 102, and
can permit RSN 902 to collect SUPIs from a large number of terminals, e.g., in a relatively short

amount of time.

[0098] The example of FIG. 9 provides protection against attach-request forwarding and
failure-to-complete attacks, such as collection by rogue serving networks of subscriber permanent
identifiers, or falsely reporting to home network 134 the presence of a victim terminal 102 in
RSN 902. In FIG. 9, home network 134 does decrypt the SUPI and Terminal ID and verify the
binding at #5, e.g., as FIGS. 5-8 #5. However, home network 134 does not send the SUPI to
RSN 902 in authorization information answer #6. Message #6 can be an example of authorization
information that does not include a SID, a TID, or both. Message #6, in the illustrated example,
does include the AV, permitting RSN 902 to carry out authentication exchange #7 with
terminal 102 (e.g., as FIG. 3 #4, FIGS. 4 and 5 #7, or FIGS. 6-8 #8). RSN 902 then sends
confirmation message #8 to home network 134. Exchange #7 and corresponding information in
message #8 are based at least partly on information known to terminal 102 and home network 134,

but not known to RSN 902. For example, message #7 can include a challenge from home
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network 134, and a response from terminal 102, that are based on a secret shared between home
network 134 and terminal 102. Similarly, in some examples, message #8 can include encrypted
information (e.g., SUPI or Terminal ID) provided by terminal 102. Therefore, RSN 902 cannot
spoof #7 and #8. Moreover, RSN 902 cannot provide a correct message #8 to home network 134
if terminal 102 is not present and communicating with RSN 902 during exchange #7. In some
examples not depicted, message #8 can exclude the encrypted SUPI and Terminal ID. In some
examples, the Diameter Session Identifier field or similar fields having common values across

multiple messages can be used to associated #4, #6, and #8.

[0099] RSN 902 cannot determine the SUPI or Terminal ID until they are provided by home
network 134 in message #9. Therefore, RSN 902 cannot sniff data and retrieve decrypted SUPIs
for any UE not actively connecting to the network via RSN 902. This significantly reduces the
number of SUPIs RSN 902 can decrypt, which improves user privacy. Moving cleartext
transmission of the SUPI and Terminal ID into the authentication confirmation acknowledgement
(#9) mitigates against attacks against user privacy or confidentiality. Because RSN 902 cannot
receive a SUPI without #7 and #8, this technique also limits the rate at which RSN 902 can request
information from home network 134, reducing the severity of any DoS attack by RSN 902 against
home network 134. However, example 900 can also be used with non-malicious serving
networks 132, in which case the serving network 132 can transmit attach accept #10, e.g., as FIG. 5

#10.

[0100] Table 1 lists, in each row, operations, data transfers, or data exchanges that can be (but
are not required to be) performed using techniques described herein with reference to any of the
other items listed in each row. Table 1 does not require exact identity of data or operation. For
example, attach request #3 of FIG. 5 can be performed using techniques discussed herein with
reference to attach request #1 of FIG. 3 or attach request #3 of FIG. 4. However, as shown in

FIG. 5, FIG. 3 #1 may not include an encrypted SUPI, while FIG. 5 #3 does include an encrypted
SUPI (“xSUPI”). Similarly, operation #5 of FIG. 5 includes both decryption and binding

verification. The decryption can be performed as discussed herein with reference to FIG. 4 #5,

even though FIG. 4 does not show binding verification.
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Table 1
FIG. 3 FIG. 4 FIG. 5 FIG. 6 FIG.7 FIG. 8 FIG. 9
#1 #1 #1 #1 #1 #1
#2 #2 #2 #2 #2 #2
#1 #3 #3 #3 #3 #3 #3
#2 #4 #4 #4 #4 #4 #4
#5 #5 #5 #5 #5 #5
(decryption)
#5 #5 #5 #5 #5
(binding
verification)
#3 #0 #6 #6 #6 #0 #0
#7 #7 #7
#4 #7 #7 #3 #3 #3 #7
#3 #3 #9 #9 #9 #3
#9 #9 #10 #10 #10 #9
#5 #10
#0 #11
#7 #12 #10 #11 #11 #11 #10

ILLUSTRATIVE PROCESSES

[0101] FIG. 10 1s a dataflow diagram illustrating an example process 1000 for controlling
access to a network, and related data items. Process 1000 can be performed, e.g., by a network
node of home network 134, e.g., an HLR/HSS 122. The network node can communicate with a
terminal 102, 130; devices of a serving network 132; or other devices participating in
telecommunications architecture 100. In some examples, the network node includes a control unit.
For example, the network node can include one or more processors (e.g., processor 204)
configured to perform operations described below, e.g., in response to computer program

instructions stored in data storage system 210.

[0102] Operations shown in FIG. 10 and in FIGS. 11-18, discussed below, can be performed
in any order except when otherwise specified, or when data from an earlier step is used in a later
step. For clarity of explanation, reference is herein made to various components shown in FIGS. 1
and 2, or to operations shown in FIGS. 3-9, that can carry out or participate in the steps of the
exemplary method, and to various operations and messages shown in FIGS. 3-9 that can occur
while the exemplary method is carried out or as part of the exemplary method. It should be noted,
however, that other components can be used; that is, exemplary method(s) shown in FIGS. 10-18
are not limited to being carried out by the identified components, and are not limited to including

the identified operations or messages.

[0103] At 1002, the network node can receive, from a second network node (e.g., an MME)
associated with an access network, first data 1004. The first data 1004 can indicate a subscriber

identifier (SID) and a terminal identifier (TID). For example, the SID can comprise a Subscriber
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Permanent Identifier (SUPI). The TID can comprise an International Mobile Equipment Identity
(IMEI). Examples are discussed herein, e.g., with reference to FIGS. 5-9 #3 and #4. The first
data 1004 can be transmitted, e.g., as part of an attach request from or on behalf of a network
terminal 102 or 130. Additionally or alternatively, the first data 1004 can be transmitted as part of
an authorization data request (e.g., FIG. 5 #4) associated with an attach request (e.g., FIG. 5 #3).

[0104] At 1006, the network node can determine that the SID and TID are authorized for joint
use. For example, the network node can verify a binding between the SID and the TID. Examples
are discussed herein, e.g., with reference to FIGS. 5-9 #5. A binding can indicate that the
subscriber identified by the SID is authorized to use the terminal identified by the TID. If the SID
and the TID are bound, block 1006 can be followed by block 1008. Otherwise, the attach request
or authorization data request can be rejected, e.g., as specified by the LTE standards. This can

prevent access to the network by stolen or unauthorized terminals.

[0105] At 1008, in response to the determination of authorization at block 1006, the network
node can transmit authorization information 1010 to the second network node. For example, the
authorization information 1010, which can represent authorization information 502, can include
an LTE or 5G authentication vector (AV). Examples are discussed herein, e.g., with reference to
FIGS. 5-9 #6. The authorization information 1010 can, e.g., permit an attach process to continue

at serving network 132 past FIGS. 5-9 #4.

[0106] FIG. 11 illustrates an example process 1100 for controlling access to a network, and
related data items. The illustrated process 1100 can be carried out by a control unit, e.g., of a
network node associated with home network 134. In some examples, block 1002 can include

block 1102. In some examples, block 1006 can include blocks 1104 and 1108.

[0107] At 1102, the network node can perform decryption. In some examples, the first
data 1004 comprises encrypted data. Block 1102 can include decrypting the encrypted data to
determine the SID and the TID. For example, the first data 1004 can include data encrypted with
a public key of the home network 134. Block 1102 can include decrypting the first data 1004 with
the corresponding private key to determine the SID and the TID. Examples are discussed herein,

e.g., with reference to FIGS. 5-9 #5.

[0108] At 1104, the network node can query a data source based at least in part on one of the
SID and the TID to retrieve query-result data 1106. The data source can be or include, e.g., alocal
database stored at the network node; a remote database; or another network node. In examples in
which process 1100 is not carried out on HLR/HSS 122, the data source can be or include

HLR/HSS 122.
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[0109] At 1108, the network node can determine that the other of the SID and the TID (the
one not indicated in the query) is indicated in the query-result data 1106. For example, if the query
at block 1104 was based on the SID, block 1108 can include determining that the TID is indicated

in the query-result data 1106, and vice versa.

[0110] FIG. 12 is a dataflow diagram illustrating an example process 1200 for controlling
access to a network, and related data items. Process 1200 can be performed, e.g., by a network
node of serving network 132, e.g., an MME 110. The network node can be associated with an
access network, e.g., an EPC network. The network node can communicate with a terminal 102,
130; devices of a home network 134; or other devices participating in telecommunications
architecture 100. The network node can include a communications interface 216 permitting the
network node to communicate with devices in architecture 100. In some examples, the network
node includes a control unit. For example, the network node can include one or more processors
(e.g., processor 204) configured to perform operations described below, e.g., in response to

computer program instructions stored in data storage system 210.

[0111] At 1202, the network node can receive, from a network terminal 102, an attach
request 1204 comprising identification data 1206 and verification data 1208. Examples are
discussed herein, e.g., with reference to FIGS. 5-9 #3. For example, the identification data 1206
can include encrypted data, e.g., encrypted SUPI or Terminal ID data. Verification data 1208 can
include a cryptographic hash or other value usable by the network node as discussed below, e.g.,

Hash(SUPI).

[0112] At 1210, the network node can transmit, to a second network node, the
identification data 1206. Examples are discussed herein, e.g., with reference to FIGS. 5-9 #4. The
second network node, e.g., an HLR/HSS 122, can be associated with home network 134. In some
examples, attach request 1204 includes other data not transmitted to the second network node at

block 1210.

[0113] At 1212, the network node can receive, from the second network node, identity
data 1214 associated with the network terminal. Examples are discussed herein, e.g., with
reference to FIGS. 5-9 #6. The identity data 1214 can include at least one of a subscriber identifier
(SID) and a terminal identifier (TID), e.g., decrypted from the identification data 1206. As noted
above, the SID can include a Subscriber Permanent Identifier (SUPI); the TID can include an

International Mobile Equipment Identity (IMEI); or both.

[0114] At 1216, the network node can determine that the identity data 1214 corresponds with

the verification data 1208. Examples are discussed herein, e.g., with reference to FIGS. 6-8 #7.
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For example, the network node can determine a hash based at least in part on identity data 1214

and compare the hash to a hash in verification data 1208.

[0115] At 1218, the network node can, in response to the determination at block 1216,
transmit an authentication request 1220 to the network terminal. Examples are discussed herein,
e.g., with reference to FIG. 5 #7, FIGS. 6-8 #8, or FIG. 9 #7. For example, the authentication
request 1220 can include an NAS Authentication Request message. Additionally or alternatively,
the authentication request 1220 can include an authentication token (AUTN) or other information
useful in establishing a secure wireless channel between terminal 102 and eNodeB 106, or between
terminal 102 and MME 110. In some examples, the authentication request 1220 can include
information from, or be determined based at least in part on, authorization information 502, 1010.
For example, the network node can copy an AV from authorization information 502, 1010 into

authentication request 1220.

[0116] FIG. 13 illustrates example processes 1300 for controlling access to a network, and
related data items. The illustrated process 1300 can be carried out by a control unit, e.g., of a
network node associated with serving network 132. In some examples, the verification data 1208
can include a first cryptographic hash 1302. In some examples, block 1216 can include

blocks 1304 and 1308.

[0117] At 1304, the network node can compute a second cryptographic hash 1306 of at least
the identity data 1214 received from the second network node. Examples are discussed herein,

e.g., with reference to FIGS. 6-8 #7, e.g., Hash(SUPI) or Hash(Terminal ID).

[0118] At 1308, the network node can determine that the second cryptographic hash 1306
matches the first cryptographic hash 1302. In response, the network node can determine
(block 1216) that the identity data 1214 corresponds with the verification data 1208. This can
increase the security of the network in the presence of a malicious or otherwise untrustworthy

home network 602.

[0119] At 1310, the network node can receive, from the second network node, a transaction-
specific value (TSV) 1312 associated with the identification data 1206. As noted above, the TSV
can be a random number or other R value. Examples are discussed herein, e.g., with reference to

FIGS. 6-8 #2 and #6.

[0120] At 1314, the network node can compute the second cryptographic hash 1306 further
of at least the TSV 1312. The corresponding dataflow is indicated with dashed lines solely for
clarity. Examples are discussed herein, e.g., with reference to FIGS. 6-8 #7, in which the R value

(the TSV 1312) is included in the Hash() computation, e.g., Hash(SUPIL:R).
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[0121] At 1316, the network node can receive, from the second network node, second identity
data 1318 associated with the network terminal 102. Examples are discussed herein, e.g., with
reference to FIGS. 6-8 #6. For example, if the identity data 1214 includes a SUPI, the second

identity data 1318 can include a Terminal ID, or vice versa.

[0122] At 1320, the network node can compute the second cryptographic hash 1306 further
of at least the second identity data 1318. Examples are discussed herein, e.g., with reference to
FIGS. 6-8 #7 or FIGS. 6 or 7 #3, e.g., Hash(SUPI:R). The corresponding dataflow is indicated
with dash-dot lines solely for clarity.

[0123] In some examples (for brevity, not depicted), block 1314 can include or cooperate with
block 1320. Block 1320 can include computing the second cryptographic hash 1306 of at least the
identity data 1214 and the second identity data 1318. Examples are discussed herein, e.g., with
reference to FIGS. 6-8 #7 or FIG. 8 #3, e.g., Hash(SUPIL:Terminal ID:R). Additionally or
alternatively, the second cryptographic hash can be computed omitting TSV 1312, e.g.,
Hash(SUPIL: Terminal ID).

[0124] FIG. 14 illustrates example processes 1400 for controlling access to a network, and
related data items. The illustrated process 1400 can be carried out by a control unit, e.g., of a
network node associated with serving network 132. In some examples, block 1310 can be
followed by block 1416. In some examples, block 1316 can be followed by block 1408, 1410,
or 1416.

[0125] At 1402, the network node can receive, from the network terminal 102, second
verification data 1404. In some examples, the second verification data 1404 comprises a third

cryptographic hash 1406. Examples are discussed herein, e.g., with reference to FIG. 7 #3.

[0126] At 1408, the network node can determine that the second identity data 1318
corresponds with the second verification data 1404. Examples are discussed herein, e.g., with
reference to FIG. 7 #7. Block 1408 can be performed after receiving, from the second network
node, at block 1316, the second identity data 1318 (e.g., a SUPI or Terminal ID) associated with
the network terminal 102. In some examples, block 1408 can include blocks 1410 and 1414.

[0127] At 1410, the network node can compute a fourth cryptographic hash 1412 of at least
the second identity data 1318; and

[0128] At 1414, the network node can determine that the fourth cryptographic hash 1412
matches the third cryptographic hash 1406.

[0129] At 1416, in some nonlimiting examples, the network node can compute the fourth

cryptographic hash 1412 further of at least the TSV 1312. The corresponding dataflow is indicated
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with dashed lines solely for clarity. Examples are discussed herein, e.g., with reference to

FIGS. 6-8 #2, #3, #6, and #7, in which a single R value is shown.

[0130] At 1418, the network node can receive, from the second network node, a second,
different TSV 1420 associated with the second identity data 1318. Second TSV 1420 can be

another R value.

[0131] At 1422, the network node can compute the fourth cryptographic hash 1412 further of
at least the second TSV 1420. The corresponding dataflow is indicated with dash-dot lines solely
for clarity. For example, block 1422 can be used with block 1314. In some examples, TSV 1312
is denoted R; and second TSV 1420 is denoted R;. Block 1314 can include computing the second
cryptographic hash 1306 as Hash(SUPI:R1) (or Hash(Terminal ID:R;)), and block 1422 can
include computing the fourth cryptographic hash 1412 as Hash(Terminal ID:R>) (or, respectively,
Hash(SUPL.R>)).

[0132] FIG. 15 is a dataflow diagram illustrating an example process 1500 for controlling
access to a network, and related data items. Process 1500 can be performed, e.g., by a network
node of home network 134, e.g., an HLR/HSS 122. The network node can communicate with a
terminal 102, 130; devices of a serving network 132; or other devices participating in
telecommunications architecture 100. The network node can include a communications
interface 216 permitting the network node to communicate with devices in architecture 100. In
some examples, the network node includes a control unit. For example, the network node can
include one or more processors (e.g., processor 204) configured to perform operations described

below, e.g., in response to computer program instructions stored in data storage system 210.

[0133] At 1502, the network node can receive, from a second network node associated with
an access network, encrypted data 1504. Examples are discussed herein, e.g., with reference to
FIGS. 5-9 #4. Further examples are discussed herein, e.g., with reference to blocks 1002
and 1102.

[0134] At 1506, the network node can decrypt the encrypted data 1504 to determine a
subscriber identifier (SID) and a terminal identifier (TID). At least one of the SID or the TID can
be associated with a network terminal 102. For example, the TID can include an IMEI associated
with the network terminal 102. Examples are discussed herein, e.g., with reference to FIGS. 5-9

#5. Further examples are discussed herein, e.g., with reference to block 1102.

[0135] At 1508, the network node can determine that the SID and TID are authorized for
joint use. For example, the network node can determine that a given SUPI is authorized for the

IMEI associated with the network terminal 102. Examples are discussed herein, e.g., with
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reference to FIGS. 5-9 #5. Further examples are discussed herein, e.g., with reference to

blocks 1006, 1104, or 1108.

[0136] At 1510, the network node can transmit authorization information 1512 to the second
network node.  Authorization information 1512 can represent authorization information 502
or 1010. Block 1510 can be performed in response to the determination at block 1508 that the SID
and the TID are bound (authorized for joint use), as discussed above. Examples are discussed
herein, e.g., with reference to FIGS. 5-9 #6. Further examples are discussed herein, e.g., with
reference to block 1008 and authorization information 502, 1010. In some examples, the
authorization information 1512: does not include the SID; or does not include the TID. In some
examples, the authorization information 1512 includes neither the SID nor the TID. Examples are

discussed herein, e.g., with reference to FIG. 9 #6.

[0137] At 1514, subsequent to block 1510, the network node can receive a confirmation
message 1516, e.g., an authorization confirmation, from the second network node. Examples are

discussed herein, e.g., with reference to FIGS. 5 and 9 #8, or FIGS. 6-8 #9.

[0138] At 1518, the network node can determine that the confirmation message 1516 is
associated with the network terminal 102. Examples are discussed herein, e.g., with reference to

FIG. 9 and blocks 1608-1624, below.

[0139] At 1520, the network node can, in response to the determination at block 1518,
transmit the SID and the TID (or at least one of those) to the second network node. For example,
the network node can transmit the SID and the TID in a form readable by the serving network 132
or the RSN 902. Examples are discussed herein, e.g., with reference to FIGS. 5 and 9 #9, or
FIGS. 6-8 #10. Block 1520 can include transmitting the SID and TID over a secure channel that
conveys cleartext from the network node to the second network node while inhibiting
eavesdropping, e.g., a Transport Layer Security (TLS)-secured channel or VPN tunnel between
serving network 132, 902 and home network 134, or a link between serving network 132, 902 and
home network 134 that is separated from other links for purposes of access control (e.g., a leased

line).

[0140] FIG. 16 illustrates an example process 1600 for controlling access to a network, and
related data items. The illustrated process 1600 can be carried out by a control unit, e.g., of a
network node of home network 134. In some examples, block 1508 of determining that the SID
and the TID are authorized for joint use can include blocks 1602 and 1606. In some examples,
block 1518 of determining that the confirmation message 1516 is associated with the network

terminal includes blocks 1608 and 1612, or blocks 1614, 1618, and 1624.
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[0141] At 1602, the network node can query a data source based at least in part on one of the
SID and the TID to provide query-result data 1604. Examples are discussed herein, e.g., with
reference to block 1104 and query-result data 1106.

[0142] At 1606, the network node can determine that the other of the SID and the TID (the
one not indicated in the query) is indicated in the query-result data 1604. Examples are discussed

herein, e.g., with reference to query-result data 1106 and block 1108,

[0143] At 1608, the network node can decrypt at least a portion of the confirmation
message 1516 to provide decrypted data 1610. Examples are discussed herein, e.g., with reference

to block 1102 or FIG. 9 #8.

[0144] At 1612, the network node can determine that either: the decrypted data 1610 matches
the SID; or the decrypted data 1610 matches the TID. If either condition holds, the network node

can determine that the confirmation message 1516 is associated with the network terminal 102.

[0145] At 1614, the network node can extract a response value 1616 (e.g., an LTE NAS RES

value) from the confirmation message 1516.

[0146] At 1618, the network node can determine an expected response value 1620 (e.g., an
LTE NAS XRES value) based at least in part on a secret 1622 (e.g., an LTE UE security key K)
associated with the network terminal 102. In some examples, secret 1622 is known to the operator
of home network 134 and is stored on a SIM/USIM (or other secure storage device) of

terminal 102. In some examples, secret 1622 is not known to RSN 902.

[0147] At 1624, the network node can determine whether the response value 1616 matches
the expected response value 1620. If so, the network node can determine that the confirmation

message 1516 is associated with the network terminal.

[0148] FIG. 17 is a dataflow diagram illustrating an example process 1700 for attaching to a
network, and related data items. Process 1700 can be performed, e.g., by a terminal 102.
Terminal 102 can include a radio (e.g., communications interface 216) configured to communicate
wirelessly with a network, e.g., an access network such as serving network 132 or home
network 134. In some examples, terminal 102 includes a control unit. For example, terminal 102
can include one or more processors (e.g., processor 204) configured to perform operations
described below, e.g., in response to computer program instructions stored in data storage

system 210.

[0149] At 1702, terminal 102 can determine encrypted data 1704 indicating a subscriber

identifier (SID) and a terminal identifier (TID). Examples are discussed herein, e.g., with reference
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to FIGS. 5-9 #2. In some examples, the encrypted data 1704 can include at least one of the SID
or the TID, e.g., at least one of a SUPI or a Terminal ID.

[0150] At 1706, terminal 102 can determine an attach request 1708 comprising the encrypted
data 1704. Examples are discussed herein, e.g., with reference to FIGS. 5-9 #3. For example, the

attach request can be an LTE or 5G attach request.

[0151] At 1710, terminal 102 can transmit the attach request 1708 to an access network via

the radio. Examples are discussed herein, e.g., with reference to FIGS. 5-9 #3.

[0152] FIG. 18 illustrates an example process 1800 for attaching to a network, and related
dataitems. Theillustrated process 1800 can be carried out by a control unit, e.g., of a terminal 102.
In some examples, block 1702 can include blocks 1802 and 1804, or blocks 1810, 1812, and 1816.
In some examples, block 1706 can include block 1808, block 1820, or block 1822.

[0153] At 1802, the terminal can determine the encrypted data 1704 further indicating a
transaction-specific value (TSV), e.g., an R value. Examples are discussed herein, e.g., with

reference to FIGS. 6-8 #2.
[0154] At 1804, the terminal can determine a cryptographic hash 1806 of atleast: the

TSV and at least one of the SID or the TID. Examples are discussed herein, e.g., with reference

to FIGS. 6-8 #3 or blocks 1314, 1416, or 1422.

[0155] At 1808, the terminal can determine the attach request further comprising the
cryptographic hash 1806. Examples are discussed herein, e.g., with reference to FIGS. 6-8 #3.

[0156] At 1810, the terminal can determine the encrypted data 1704 further indicating a first
TSV and a second TSV. Examples are discussed herein, e.g., with reference to FIGS. 6-8 #2, or
FIG. 7 #3.

[0157] At 1812, the terminal can determine a first cryptographic hash 1814 of at least: the
first TSV and one of the SID or the TID. Examples are discussed herein, e.g., with reference to

FIGS. 6-8 #2 or FIG. 7 #3.

[0158] At 1816, the terminal can determine a second cryptographic hash 1818 of at least: the
second TSV, and the other of the SID or the TID. Examples are discussed herein, e.g., with
reference to FIGS. 6-8 #2 or FIG. 7 #3.

[0159] At 1820, the terminal can determine the attach request 1708 further comprising the
first cryptographic hash 1814 and the second cryptographic hash 1818. Examples are discussed
herein, e.g., with reference to FIGS. 6-8 #3.

[0160] At 1822, the terminal can determine the attach request 1708 excluding at least one of

(e.g., excluding both of) the SID or the TID. Examples are discussed herein, e.g., with reference
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to FIGS. 6-8 #3. Excluding the SID or the TID from attach request 1708 can improve user privacy

by reducing the amount of information provided to a serving network 132.

EXAMPLE CLAUSES

[0161] Various examples include one or more of, including any combination of any number
of, the following example features. Throughout these clauses, parenthetical remarks are for
example and explanation, and are not limiting. Parenthetical remarks given in this Example
Clauses section with respect to specific language apply to corresponding language throughout this

section, unless otherwise indicated.

[0162] A: A method comprising, by a first network node: receiving, from a second network
node associated with an access network, first data indicating a subscriber identifier (SID) and a
terminal identifier (TID); determining that the SID and TID are authorized for joint use; and in

response, transmitting authorization information to the second network node.

[0163] B: The method according to paragraph A, wherein: the SID comprises a Subscriber
Permanent Identifier (SUPI); the TID comprises a Permanent Equipment Identifier (PEI); and the
authorization information comprises a Long Term Evolution (LTE) or fifth-generation

authentication vector.

[0164] C: The method according to paragraph A or B, wherein the determining comprises, by
the first network node: querying a data source based at least in part on one of the SID and the TID
to retrieve query-result data; and determining that the other of the SID and the TID is indicated in
the query-result data.

[0165] D: The method according to any of paragraphs A—C, wherein: the first data comprises
encrypted data; and the method further comprises decrypting, by the first network node, the
encrypted data to determine the SID and the TID.

[0166] E: A first network node associated with an access network, the first network node
comprising: a communications interface; and a control unit configured to perform operations
comprising: receiving, from a network terminal, an attach request comprising identification data
and verification data; transmitting, to a second network node, the identification data; receiving,
from the second network node, identity data associated with the network terminal, wherein the
identity data comprises at least one of a subscriber identifier (SID) and a terminal identifier (TID);
determining that the identity data corresponds with the verification data; and in response,

transmitting an authentication request to the network terminal.

[0167] F: The first network node according to paragraph E, wherein: the identification data

comprises encrypted data; and the identity data comprises at least one of: the SID including a
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Subscriber Permanent Identifier (SUPI); or the TID including a Permanent Equipment Identifier

(PEI).

[0168] G: The first network node according to paragraph E or F, wherein: the verification data
comprises a first cryptographic hash; and the operations for determining comprise: computing a
second cryptographic hash of at least the identity data; and determining that the second
cryptographic hash matches the first cryptographic hash.

[0169] H: The first network node according to paragraph G, the operations further
comprising: receiving, from the second network node, a transaction-specific value (TSV)
associated with the identification data; and computing the second cryptographic hash further of at
least the TSV.

[0170] I: The first network node according to paragraph H, the operations further comprising:
receiving, from the network terminal, second verification data; receiving, from the second network
node, second identity data associated with the network terminal; and determining that the second

identity data corresponds with the second verification data.

[0171] J: The first network node according to paragraph I, wherein: the second verification
data comprises a third cryptographic hash; and the operations for determining that the second
identity data corresponds with the second verification data comprise: computing a fourth
cryptographic hash of at least the second identity data; and determining that the fourth
cryptographic hash matches the third cryptographic hash.

[0172] K: The first network node according to paragraph J, the operations further comprising
computing the fourth cryptographic hash further of at least the TSV.

[0173] L: The first network node according to paragraph J or K, the operations further
comprising: receiving, from the second network node, a second, different TSV associated with the
second identity data; and computing the fourth cryptographic hash further of at least the second
TSV.

[0174] M: The first network node according to any of paragraphs H-L, the operations further
comprising: receiving, from the second network node, second identity data associated with the
network terminal; and computing the second cryptographic hash further of at least the second

identity data.

[0175] N: At least one computer-readable medium comprising instructions that, when
executed by at least one processor, cause the at least one processor to perform operations (e.g.,
operations of a method) comprising: receiving, from a network node associated with an access

network, encrypted data; decrypting the encrypted data to determine a subscriber identifier (SID)
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and a terminal identifier (TID), wherein at least one of the SID or the TID is associated with a
network terminal; determining that the SID and TID are authorized for joint use; in response,
transmitting authorization information to the network node; subsequently, receiving a
confirmation message from the network node; determining that the confirmation message is
associated with the network terminal; and in response, transmitting the SID and the TID to the

network node.

[0176] O: The at least one computer-readable medium (or method) according to paragraph N,

wherein the authorization information: does not include the SID; or does not include the TID.

[0177] P: The at least one computer-readable medium (or method) according to paragraph O,
the operations further comprising determining that the confirmation message is associated with the
network terminal by: decrypting at least a portion of the confirmation message to provide
decrypted data; and determining that either: the decrypted data matches the SID; or the decrypted
data matches the TID.

[0178] Q: The at least one computer-readable medium (or method) according to any of
paragraphs N-P, the operations further comprising: extracting a response value from the
confirmation message; determining an expected response value based at least in part on a secret
associated with the network terminal; and determining that the confirmation message is associated
with the network terminal in response to a match between the response value and the expected

response value.

[0179] R: The at least one computer-readable medium (or method) according to any of
paragraphs N—Q, the operations further comprising determining that the SID and the TID are
authorized for joint use by: querying a data source based at least in part on one of the SID and the
TID to provide query-result data; and determining that the other of the SID and the TID is indicated
in the query-result data.

[0180] S: A network terminal, comprising: aradio configured to communicate wirelessly with
anetwork; and a control unit communicatively connected with the radio and configured to perform
operations comprising: determining encrypted data indicating a subscriber identifier (SID) and a
terminal identifier (TID); determining an attach request comprising the encrypted data; and

transmitting the attach request to an access network via the radio.

[0181] T: The network terminal according to paragraph S, wherein the operations comprise

determining the attach request excluding at least one of the SID or the TID.

[0182] U: The network terminal according to paragraph S or T, wherein the

operations comprise: determining the encrypted data further indicating a transaction-specific
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value (TSV); determining a cryptographic hash of at least: the TSV and at least one of the SID or
the TID; and determining the attach request further comprising the cryptographic hash.

[0183] V: The network terminal according to any of paragraphs S-U, wherein the
operations comprise: determining the encrypted data further indicating a first TSV and a second
TSV; determining a first cryptographic hash of at least: the first TSV; and one of the SID or the
TID; determining a second cryptographic hash of at least: the second TSV; and the other of the
SID or the TID; and determining the attach request further comprising the first cryptographic hash
and the second cryptographic hash.

[0184] W: A computer-readable medium, e.g., a computer storage medium, having thereon
computer-executable instructions, the computer-executable instructions upon execution
configuring a computer to perform operations as any of paragraphs A-D, E-M, N-R, or S-U

recites.

[0185] X: A device comprising: a processor; and a computer-readable medium, e.g., a
computer storage medium, having thereon computer—executable instructions, the computer—
executable instructions upon execution by the processor configuring the device to perform

operations as any of paragraphs A-D, E-M, N-R, or S—U recites.

[0186] Y: A system comprising: means for processing; and means for storing having thereon
computer—executable instructions, the computer—executable instructions including means to

configure the system to carry out a method as any of paragraphs A—D, E-M, N-R, or S-U recites.

CONCLUSION

[0187] In view of the foregoing, various aspects include attach procedures that provide
improved subscriber privacy, security, reduced risk of unauthorized or fraudulent use of terminals
(e.g., stolen terminals), or reduced risk or severity of DoS attacks. In some examples, lawful-
intercept functions are unaffected by the examples of attach procedures in FIGS. 5-9 or 10-18.
Those attach procedures can change the information available to serving network 132 without

changing post-attach processing, including signaling, media transport, or lawful intercept.

[0188] This disclosure is inclusive of combinations of the aspects described herein.
References to “a particular aspect” (or “embodiment™ or “version”) and the like refer to features
that are present in at least one aspect of the invention. Separate references to “an aspect™ (or
“embodiment™) or “particular aspects™ or the like do not necessarily refer to the same aspect or
aspects; however, such aspects are not mutually exclusive, unless so indicated or as are readily
apparent to one of skill in the art. The use of singular or plural in referring to “method™ or

“methods” and the like is not limiting.
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[0189] Although some features and examples herein have been described in language specific
to structural features or methodological steps, it is to be understood that the subject matter herein
is not necessarily limited to the specific features or steps described. Rather, the specific features
and steps are disclosed as preferred forms of implementing the claimed invention. For example,
network nodes shown in FIG. 1, processor 204 and other components of system 202, network 212,
and other structures described herein for which multiple types of implementing devices or
structures are listed can include any of the listed types, and/or multiples and/or combinations

thereof.

[0190] Similarly, the operations of example processes herein are illustrated in individual
blocks and logical flows thereof, and are summarized with reference to those blocks. The order in
which the operations are described is not intended to be construed as a limitation unless otherwise
indicated, and any number of the described operations can be executed in any order, combined in
any order, subdivided into multiple sub-operations, or executed in parallel to implement the
described processes. For example, in alternative implementations included within the scope of the
examples described herein, elements or functions can be deleted, or executed out of order from

that shown or discussed, including substantially synchronously or in reverse order.

[0191] Each illustrated block can represent one or more operations that can be implemented
in hardware, software, or a combination thereof. In the context of software, the operations
described herein represent computer-executable instructions stored on at least one computer-
readable medium that, when executed by one or more processors, enable the one or more
processors to perform the recited operations. Accordingly, the methods and processes described
above can be embodied in, and fully automated via, software code modules executed by one or
more computers or processors. Generally, computer-executable instructions include routines,
programs, objects, modules, code segments, components, data structures, and the like that perform
particular functions or implement particular abstract data types. Some or all of the methods can
additionally or alternatively be embodied in specialized computer hardware. For example, various
aspects herein may take the form of an entirely hardware aspect, an entirely software aspect
(including firmware, resident software, micro-code, etc.), or an aspect combining software and
hardware aspects. These aspects can all generally be referred to herein as a “service,” “circuit,”
“circuitry,” “module,” or “system.” The described processes can be performed by resources
associated with one or more data-processing systems 202, 220 or processors 204, such as one or

more internal or external CPUs or GPUs, or one or more pieces of hardware logic such as FPGAs,

DSPs, or other types of accelerators.
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[0192] Conditional language such as, among others, “can,” “could,” “might” or “may,” unless
specifically stated otherwise, are understood within the context to present that certain examples
include, while other examples do not include, certain features, elements or steps. Thus, such
conditional language is not generally intended to imply that certain features, elements or steps are
in any way required for one or more examples or that one or more examples necessarily include
logic for deciding, with or without user input or prompting, whether certain features, elements or

steps are included or are to be performed in any particular example.

[0193] The word “or” and the phrase “and/or” are used herein in an inclusive sense unless
specifically stated otherwise. Accordingly, conjunctive language such as, but not limited to, at
least one of the phrases “X, Y, or Z,” “atleast X, Y, or Z,” “at least one of X, Y or Z,” and/or any
of those phrases with “and/or” substituted for “or,” unless specifically stated otherwise, is to be
understood as signifying that an item, term, etc., can be either X, Y, or Z, or a combination of any
elements thereof (e.g., a combination of XY, XZ, YZ, and/or XYZ). Any use herein of phrases
such as “X, or Y, or both” or “X, or Y, or combinations thereof™ is for clarity of explanation and
does not imply that language such as “X or Y excludes the possibility of both X and Y, unless
such exclusion is expressly stated. As used herein, language such as “one or more Xs” shall be
considered synonymous with “at least one X unless otherwise expressly specified. Any recitation
of “one or more Xs” signifies that the described steps, operations, structures, or other features may,
e.g., include, or be performed with respect to, exactly one X, or a plurality of Xs, in various

examples, and that the described subject matter operates regardless of the number of Xs present.

[0194] It should be emphasized that many variations and modifications can be made to the
above-described examples, the elements of which are to be understood as being among other
acceptable examples. All such modifications and variations are intended to be included herein
within the scope of this disclosure and protected by the following claims. Moreover, in the claims,
any reference to a group of items provided by a preceding claim clause is a reference to at least
some of the items in the group of items, unless specifically stated otherwise. This document
expressly envisions alternatives with respect to each and every one of the following claims
individually, in any of which claims any such reference refers to each and every one of the items
in the corresponding group of items. Furthermore, in the claims, unless otherwise explicitly
specified, an operation described as being “based on™ a recited item can be performed based on
only that item, or based at least in part on that item. This document expressly envisions alternatives
with respect to each and every one of the following claims individually, in any of which claims
any “based on” language refers to the recited item(s), and no other(s). Additionally, in any claim
using the “comprising” transitional phrase, recitation of a specific number of components (e.g.,

“two Xs7) is not limited to embodiments including exactly that number of those components,
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unless expressly specified (e.g., “exactly two Xs”). However, such a claim does describe both

embodiments that include exactly the specified number of those components and embodiments

that include at least the specified number of those components.
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CLAIMS

A method comprising, by a first network node:
receiving, from a second network node associated with an access network, first data
indicating a subscriber identifier (SID) and a terminal identifier (TID);
determining that the SID and TID are authorized for joint use; and

in response, transmitting authorization information to the second network node.

The method according to claim 1, wherein:
the SID comprises a Subscriber Permanent Identifier (SUPI);
the TID comprises a Permanent Equipment Identifier (PEI); and
the authorization information comprises a Long Term Evolution (LTE) or fifth-

generation (5G) authentication vector.

The method according to claim 1 or 2, wherein the determining comprises, by the first
network node:
querying a data source based at least in part on one of the SID and the TID to retrieve
query-result data; and

determining that the other of the SID and the TID is indicated in the query-result data.

The method according to any of claims 1-3, wherein:
the first data comprises encrypted data; and

the method further comprises decrypting, by the first network node, the encrypted data to

determine the SID and the TID.

A first network node associated with an access network, the first network node comprising:
a communications interface; and
a control unit configured to perform operations comprising:
receiving, from a network terminal, an attach request comprising identification
data and verification data;
transmitting, to a second network node, the identification data;
receiving, from the second network node, identity data associated with the
network terminal, wherein the identity data comprises at least one of a
subscriber identifier (SID) and a terminal identifier (TID);
determining that the identity data corresponds with the verification data; and

in response, transmitting an authentication request to the network terminal.
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6. The first network node according to claim 5, wherein:
the identification data comprises encrypted data; and
the identity data comprises at least one of:
the SID including a Subscriber Permanent Identifier (SUPI); or
the TID including a Permanent Equipment Identifier (PEI).

7. The first network node according to claim 5 or 6, wherein:
the verification data comprises a first cryptographic hash; and
the operations for determining comprise:
computing a second cryptographic hash of at least the identity data; and
determining that the second cryptographic hash matches the first
cryptographic hash.

8. The first network node according to claim 7, the operations further comprising:
receiving, from the second network node, a transaction-specific value (TSV) associated
with the identification data; and

computing the second cryptographic hash further of at least the TSV.

9. The first network node according to claim 8, the operations further comprising:
receiving, from the network terminal, second verification data;
receiving, from the second network node, second identity data associated with the
network terminal; and

determining that the second identity data corresponds with the second verification data.

10. The first network node according to claim 9, wherein:
the second verification data comprises a third cryptographic hash; and
the operations for determining that the second identity data corresponds with the second
verification data comprise:
computing a fourth cryptographic hash of at least the second identity data; and
determining that the fourth cryptographic hash matches the third
cryptographic hash.

11. The first network node according to claim 10, the operations further comprising computing

the fourth cryptographic hash further of at least the TSV.
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12. The first network node according to claim 10 or 11, the operations further comprising;
receiving, from the second network node, a second, different TSV associated with the
second identity data; and

computing the fourth cryptographic hash further of at least the second TSV.

13. The first network node according to any of claims 8—12, the operations further comprising:
receiving, from the second network node, second identity data associated with the
network terminal; and

computing the second cryptographic hash further of at least the second identity data.

14. A method, comprising;

receiving, from a network node associated with an access network, encrypted data;

decrypting the encrypted data to determine a subscriber identifier (SID) and a terminal
identifier (TID), wherein at least one of the SID or the TID is associated with a
network terminal;

determining that the SID and TID are authorized for joint use;

in response, transmitting authorization information to the network node;

subsequently, receiving a confirmation message from the network node;

determining that the confirmation message is associated with the network terminal; and

in response, transmitting the SID and the TID to the network node.

15. The method according to claim 14, wherein the authorization information:
does not include the SID; or

does not include the TID.

16. The method according to claim 15, the operations further comprising determining that the
confirmation message is associated with the network terminal by:
decrypting at least a portion of the confirmation message to provide decrypted data; and
determining that either:
the decrypted data matches the SID; or
the decrypted data matches the TID.
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17. The method according to any of claims 14—16, the operations further comprising:
extracting a response value from the confirmation message;
determining an expected response value based at least in part on a secret associated with
the network terminal; and
determining that the confirmation message is associated with the network terminal in

response to a match between the response value and the expected response value.

18. The method according to any of claims 14-17, the operations further comprising determining
that the SID and the TID are authorized for joint use by:
querying a data source based at least in part on one of the SID and the TID to provide
query-result data; and
determining that the other of the SID and the TID is indicated in the query-result data.

19. A network terminal, comprising:
a radio configured to communicate wirelessly with a network; and
a control unit communicatively connected with the radio and configured to perform
operations comprising:
determining encrypted data indicating a subscriber identifier (SID) and a terminal
identifier (TID);
determining an attach request comprising the encrypted data; and

transmitting the attach request to an access network via the radio.

20. The network terminal according to claim 19, wherein the operations comprise determining

the attach request excluding at least one of the SID or the TID.

21. The network terminal according to claim 19 or 20, wherein the operations comprise:
determining the encrypted data further indicating a transaction-specific value (TSV);
determining a cryptographic hash of at least:

the TSV and
at least one of the SID or the TID; and
determining the attach request further comprising the cryptographic hash.
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22. The network terminal according to any of claims 19-21, wherein the operations comprise:
determining the encrypted data further indicating a first TSV and a second TSV;
determining a first cryptographic hash of at least:

the first TSV; and
5 one of the SID or the TID;
determining a second cryptographic hash of at least:
the second TSV; and
the other of the SID or the TID; and
determining the attach request further comprising the first cryptographic hash and the
10 second cryptographic hash.
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