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(57) Abstract: Provided is a collective suspension pro-
cessing server device, collective suspension representa-
tion processing server device, settlement representation
processing server device, method, and program, wherein
there is no chance that the encryption key leaks. Also pro-
vided is the implementation of preventing the leakage of
any piece of information under management. The collec-
tive suspension processing server device, collective sus-
pension representation processing server device, settle-
ment representation processing server device, method,
and program does not hold the encryption key and the de-
cryption key which are used to encrypt users' card infor-
mation in a management database, but instead, dynami-
cally generates the encryption key and the decryption key.
Regarding the common key which is used in encryption,
the common key is generated and encrypted for each au-
thentication information table without destructing the
rank order of strings of characters and numbers which
constitute the authentication information, and encrypted
strings of characters and numbers are searched using the
common key generated and encrypted for each authenti-
cation information table. The decryption key which is
used to decrypt the encrypted card information is unique
to each user.
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