Innovation, Sciences et Innovation, Science and CA 3034665 C 2024/01/02

I*I Développement économique Canada Economic Development Canada
Office de la Propriété Intellectuelle du Canada Canadian Intellectual Property Office (1 1)(21) 3 034 665
12 BREVET CANADIEN
CANADIAN PATENT
13 C
(22) Date de dépébt/Filing Date: 2019/02/22 (51) CLInt./Int.Cl. HO4L 9/32(2006.01),

HO4L 9/30(2006.01), HO4W 12/06 (2021.01),
HO4W 12/08(2021.01)

(72) Inventeurs/Inventors:
DUNJIC, MILOS, CA;
NGUYEN, ANTHONY HAITUYEN, CA;
LIU, YUBING, CA;
CHOW, ARTHUR CARROLL, CA;
DOYLE, CASEY LYN, CA;
THAKE, RICHARD JOHN FREDERICK, CA,

(41) Mise a la disp. pub./Open to Public Insp.: 2020/08/22
(45) Date de délivrance/lssue Date: 2024/01/02

(73) Propriétaire/Owner:
THE TORONTO-DOMINION BANK, CA

(74) Agent: ROWAND LLP

(54) Titre : METHODES ET SYSTEMES PERMETTANT DE CONTROLER L'ACCES A UNE RESSOURCE PROTEGEE
(54) Title: METHODS AND SYSTEMS FOR CONTROLLING ACCESS TO A PROTECTED RESOURCE

140

<>

100
Client App A~
102 Nl R
Browser =~
Network i
120
Q \1\ RN,

Authentication and Authorization Platform 130

Mobile Security -
Service 132 Session Service
136
Login Web -
Service 134 Identity
— Provider
Service 138

(57) Abrégé/Abstract:

A method for regulating access to a protected resource is disclosed. The method includes: receiving, via the communication
interface from a client application executing on a first device, a first signal including a request to obtain an access token for
accessing a protected resource, the request including: a client identifier uniquely identifying the client application; an authorization
code for authorizing the client application's access of the protected resource; and a public key associated with the end user; and in
response to validating the request: encrypting the authorization code using the public key to generate a first code; and transmitting,
via the communication interface to the client application on the first device, a second signal including both an access token for
accessing the protected resource and the first code.

"
C an a da http/opic.ge.ca + Ottawa-Hull K1A 0C9 « arep:/eipo.ge.ca OPIC
OPIC - CIPO 191



CA 3034665 C 2024/01/02

anen 3 034 665
13 C

(72) Inventeurs(suite)/Inventors(continued): WANG, MENGFEI, CA; HUDALI, AARON ASHISH, CA,
KLIEWER, GREGORY ALBERT, CA; LOZON, MARTIN ALBERT, CA; DIAZ, YUSBEL GARCIA, CA; DALY, GARETH, CA,
KOBAYASHI, MASASHI, CA; BAST, RANDALL JOHN, CA



IDF Reference: 18002-PMT-CA-PAT2
Our File: 337-0100CAP1

ABSTRACT

A method for regulating access to a protected resource is disclosed. The method includes:
receiving, via the communication interface from a client application executing on a first device, a
first signal including a request to obtain an access token for accessing a protected resource, the
request including: a client identifier uniquely identifying the client application; an authorization
code for authorizing the client application’s access of the protected resource; and a public key
associated with the end user; and in response to validating the request: encrypting the
authorization code using the public key to generate a first code; and transmitting, via the
communication interface to the client application on the first device, a second signal including

both an access token for accessing the protected resource and the first code.
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METHODS AND SYSTEMS FOR CONTROLLING ACCESS TO
A PROTECTED RESOURCE

TECHNICAL FIELD

[0001] The present disclosure relates to security of data systems and, in particular, to systems
that are designed to perform user authentication and authorization for accessing protected data

sources.

BACKGROUND

[0002] Identity and access management (IAM) systems enable user authentication and
authorization across autonomous security domains. Modern 1AM solutions implement open
industry standards (e.g. OpenID, OAuth 2.0) to achieve interoperability for common access
control processes, such as single sign-on (SSO) and cross-domain account provisioning. In
particular, IAM solutions facilitate portability of identity information to enable users of one

domain to access data or systems of another otherwise independent domain.

[0003] Third-party applications, such as web or mobile applications, may interface with IAM
systems when attempting to access a protected resource. For example, a client application
executing on a user’s mobile device may, upon receiving permission from the user, request to
access the user’s resources (e.g. data, services) at a resource server. The client application may,
for example, request to directly access user content at the resource server, or generate an
application programming interface (API) call requesting an operation to be performed at the
resource server. An JAM implementation may perform authentication of such client applications.
It would be desirable for IAM systems and platforms to enable secure authentication of client
applications for accessing protected resources, without the need for redundant user

administration.

BRIEF DESCRIPTION OF DRAWINGS
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[0004] Reference will now be made, by way of example, to the accompanying drawings which

show example embodiments of the present application and in which:

[0005] FIG. 1 is a schematic diagram illustrating an operating environment of an example

embodiment;
[0006] FIG. 2 is a high-level operation diagram of an example electronic device;

[0007] FIG. 3 depicts a simplified software organization of the example electronic device of FIG.

2;

[0008] FIG. 4 depicts a simplified organization of software modules exemplary of an

embodiment of a data transfer application;

[0009] FIG. 5 is a sequence diagram showing an example process for regulating access to a

protected resource by a client application;

[0010] FIG. 6A shows, in flowchart form, an example method for regulating access to a

protected resource;

[0011] FIG. 6B shows, in flowchart form, another example method for regulating access to a

protected resource;

[0012] FIG. 7 shows, in flowchart form, an example method for a client application to gain

access to a protected resource; and

[0013] FIG. 8 shows, in flowchart form, an example method for regulating access to a protected

resource server for requesting transfer of data between accounts at the resource server.

[0014] Like reference numerals are used in the drawings to denote like elements and features.

DETAILED DESCRIPTION OF EXAMPLE EMBODIMENTS

[0015] In one aspect, the present disclosure describes a network device. The network devices
includes: a communication interface connected to an external network; a memory; a processing
unit coupled to the communication interface and the memory, the processing unit being
configured to: receive, via the communication interface from a client application executing on a

first device, a first signal including a request to obtain an access token for accessing a protected
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resource, the request including: a client identifier uniquely identifying the client application; an
authorization code for authorizing the client application’s access of the protected resource; and a
public key associated with the end user; and in response to validating the request: encrypt the
authorization code using the public key to generate a first code; and transmit, via the
communication interface to the client application on the first device, a second signal including

both an access token for accessing the protected resource and the first code.

[0016] In some implementations, the authorization code may be a unique code encoding

authentication of an end-user of the client application.

[0017] In some implementations, the processing unit may be further configured to: receive, via
the communication interface from the client application, a third signal including an indication
that decrypting the first code failed to produce a match of the authorization code; and in response
to receiving the third signal, revoking the access token at a token revocation endpoint of the

network device.

[0018] In some implementations, the processing unit may be further configured to: receive, via
the communication interface from a web server associated with the protected resource, a fourth
signal including a request to validate a bearer token submitted by the client application to the
web server, the bearer token including a digital signature; validate the bearer token, the
validating including verifying the digital signature using the public key; and in response to
validating the bearer token, send to the web server via the communication interface a fifth signal

including a notification that the bearer token is valid.
[0019] In some implementations, the bearer token may include a cryptographic nonce.

[0020] In some implementations, the digital signature may be generated based on a message that

includes a combination of a first representation of the access token and the cryptographic nonce.

[0021] In some implementations, the digital signature may be generated using a private key
corresponding to the public key, the private key being stored in a hardware-based key manager

that is isolated from the processor.

[0022] In some implementations, the digital signature may be generated in the hardware-based

key manager.
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[0023] In some implementations, the access token may have an associated expiry period and
wherein the processor is further configured to store the nonce in the memory for duration of the

expiry period of the access token.

[0024] In some implementations, sending the fourth signal to the web server may comprise

generating a message and signing the generated message using a first private key.

[0025] In another aspect, the present disclosure describes a method of regulating access to a
protected resource. The method includes: receiving, via the communication interface from a
client application executing on a first device, a first signal including a request to obtain an access
token for accessing a protected resource, the request including: a client identifier uniquely
identifying the client application; an authorization code for authorizing the client application’s
access of the protected resource; and a public key associated with the end user; and in response
to validating the request: encrypting the authorization code using the public key to generate a
first code; and transmitting, via the communication interface to the client application on the first
device, a second signal including both an access token for accessing the protected resource and

the first code.

[0026] Other example embodiments of the present disclosure will be apparent to those of
ordinary skill in the art from a review of the following detailed descriptions in conjunction with

the drawings.

[0027] In the present application, the term “and/or” is intended to cover all possible
combinations and sub-combinations of the listed elements, including any one of the listed
elements alone, any sub-combination, or all of the elements, and without necessarily excluding

additional elements.

[0028] In the present application, the phrase “at least one of ...or...” is intended to cover any
one or more of the listed elements, including any one of the listed elements alone, any sub-
combination, or all of the elements, without necessarily excluding any additional elements, and

without necessarily requiring all of the elements.

[0029] In an aspect, the present application discloses a software architecture for an
authentication and authorization platform. More specifically, a platform for client authentication

and authorization of access to a protected resource is disclosed. The platform of the present
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disclosure may include a mobile security service designed to promote secure authentication of
client applications and verification of access permissions. The mobile security service may, for
example, be implemented as an authorization server that functions as an intermediary between

client applications and a protected resource.

[0030] The present application also describes methods and systems enabling transfer of data
between accounts at a resource server. The system may be built on top of a back-end structure
that is provided by the authentication and authorization platform disclosed herein. The system
may facilitate enhanced security by requiring multiple layers of authentication between client
applications and the resource server and by preserving the anonymity of sensitive account

information that may be appropriated by a malicious attacker.

[0031] Reference is first made to FIG. 1, which shows an exemplary operating environment in
accordance with embodiments of the present disclosure. FIG. 1 illustrates an exemplary system

for authenticating clients and granting authorization to access a protected resource 140.

[0032] The electronic device 100 is a computer system. In some embodiments, the electronic
device 100 may be a portable electronic device. For example, the electronic device 100 may, as
illustrated, be a smartphone. The electronic device 100 may be a computing device of another
type such as a personal computer, a laptop computer, a tablet computer, a notebook computer, a
hand-held computer, a personal digital assistant, a portable navigation device, a mobile phone, a
smart phone, a wearable computing device (e.g., a smart watch, a wearable activity monitor,
wearable smart jewelry, and glasses and other optical devices that include optical head-mounted
displays), an embedded computing device (e.g., in communication with a smart textile or
electronic fabric), and any other type of computing device that may be configured to store data
and software instructions, and execute software instructions to perform operations consistent
with disclosed embodiments. In some embodiments, the electronic device 100 may include a
smart card, chip card, integrated circuit card (ICC), and/or other card having an embedded

integrated circuit.

[0033] The electronic device 100 is configured to execute software, such as client application
102 and web browsers. A client application 102 may, for example, be a web application (e.g.
single-page application, or SPA), a mobile application, or a desktop application. The client

application 102 may be an app that requests to access a protected resource 140. In at least some
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embodiments, the client application 102 may request a third-party service to perform
authentication on its behalf. For example, the client application 102 may have a credential that
must be authenticated for the client application 102 to be granted permission to access the
protected resource 140. The client application 102 has an identifier uniquely identifying the

client application 102.

[0034] The network 120 is a computer network. The network 120 allows computer systems in
communication therewith to communicate. For example, as illustrated, the network 120 may
allow the electronic device 100 to communicate with the authentication and authorization

platform 130 and the protected resource 140.

[0035] The protected resource 140 is accessible via the network 120. The protected resource 140
may be a computer system that includes one or more database servers, computer servers, and the
like. In some embodiments, the protected resource 140 may be an application programming
interface (API) for a web-based system, operating system, database system, computer hardware,

or software library.

[0036] The authentication and authorization platform 130 is a computer system. The platform
130 may include one or more computing devices such as, for example, database servers,
computer servers, and the like. The computing devices may be in communication with each other
using the network 120. Alternatively, the computing devices may communicate using another
network such as, for example, a local-area network (LAN). In some embodiments, the platform
130 may include multiple computing devices organized in a tiered arrangement. For example,
platform 130 may include middle-tier and back-end computing devices. In some embodiments,

platform 130 may be a cluster formed of a plurality of interoperating computing devices.

[0037] The authentication and authorization platform 130 may handle a wide range of services
relating to user/client authentication, user sessions management, and authorization. FIG. 1
illustrates a plurality of defined services that are included as part of the authentication and
authorization platform 130: mobile security service 132, login web service 134, user session
service 136, and identity provider service 138. Each of these services may be rendered by
independent computer systems, or alternatively, one or more of the services may be implemented
by the same computer system. Furthermore, one or more of the services may be performed or

offered together in the authentication and authorization platform 130.

6
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[0038] The login web service 134 provides authentication verification. Specifically, the login
web service 134 may authenticate a user of the electronic device 100 based on verifying user
and/or client credentials received from the electronic device 100. The login web service 134 may
enforce multi-factor authentication policies (if the user has not already been authenticated), and
may maintain a record of authenticated users.

[0039] The user session service 136 is responsible for handling tasks relating to user sessions,
including, among others, user attributes processing, token revocation, and session revocation. In
particular, the session service 136 may, for example, provide an endpoint each for: retrieving
user attributes; revoking “tokens” or security credentials; and revoking user sessions.

[0040] The identity provider service 138 provides a security token service (STS). An STS
handles issuing, validating, renewing, and cancelling security tokens. A token issued by the STS
can then be used to identify the holder of the token to services requiring standards-based
authentication. In some embodiments, the identity provider service 138 may comply with the
specification of the OpenID Connect standard, an authentication layer on top of the OAuth 2.0
authorization framework. The identity provider service 138 includes an authorization endpoint
where an end-user is asked to authenticate and grant a client application access to the user’s
identity. In OAuth 2.0 implementations, a token endpoint of the identity provider service 138
may perform verification of a code challenge when exchanging an authorization code for a set of
one or more security tokens.

[0041] The mobile security service 132 provides an endpoint each for: exchanging authorization
code for a set of security tokens; providing verification of access/bearer tokens; and retrieving
refresh tokens and new access tokens. Accordingly, the mobile security service 132 may be
connected to at least one of a security token service (or an implementation thereof), a client
application, and a protected resource (or a server associated therewith).

[0042] Other services may be provided by the authentication and authorization platform 130. For
example, an authentication orchestrator service (not shown) may enforce the protocols for
obtaining security tokens, and provide endpoints for client information retrieval, client
registration, and session validation. A user information service (not shown) may gather user
attributes from various different sources to build a unique view of user information, and ensure

that user attributes are maintained up-to-date.
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{0043] Returning to the electronic device 100, FIG. 2 is a high-level operation diagram of the
example electronic device 100. As will be discussed in greater detail below, the electronic device
100 includes a data transfer application that allows a user to request the transfer of data between

accounts at a resource server.

[0044] The electronic device 100, a computing device, includes a variety of modules. For
example, as illustrated, the electronic device 100, may include a processor 200, a memory 210,
an input interface module 220, an output interface module 230, a communications module 240,
and a camera module 260. As illustrated, the foregoing example modules of the electronic device

100 are in communication over a bus 250.

[0045] The processor 200 is a hardware processor. Processor 200 may, for example, be one or

more ARM, Intel x86, PowerPC processors or the like.

[0046] The memory 210 allows data to be stored and retrieved. The memory 210 may include,
for example, random access memory, read-only memory, and persistent storage. Persistent
storage may be, for example, flash memory, a solid-state drive or the like. Read-only memory
and persistent storage are a computer-readable medium. A computer-readable medium may be
organized using a file system such as may be administered by an operating system governing

overall operation of the electronic device 100.

[0047] The input interface module 220 allows the electronic device 100 to receive input signals.
Input signals may, for example, correspond to input received from a user. The input interface
module 220 may serve to interconnect the electronic device 100 with one or more input devices.
Input signals may be received from input devices by the input interface module 220. Inpht
devices may, for example, include one or more of a touchscreen input, keyboard, trackball or the
like. In some embodiments, all or a portion of the input interface module 220 may be integrated
with an input device. For example, the input interface module 220 may be integrated with one of

the aforementioned example input devices.

[0048] The output interface module 230 allows the electronic device 100 to provide output
signals. Some output signals may, for example allow provision of output to a user. The output
interface module 230 may serve to interconnect the electronic device 100 with one or more

output devices. Output signals may be sent to output devices by output interface module 230.
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Output devices may include, for example, a display screen such as, for example, a liquid crystal
display (LCD), a touchscreen display. Additionally or alternatively, output devices may include
devices other than screens such as, for example, a speaker, indicator lamps (such as for, example,
light-emitting diodes (LEDs)), and printers. In some embodiments, all or a portion of the output
interface module 230 may be integrated with an output device. For example, the output interface

module 230 may be integrated with one of the aforementioned example output devices.

[0049] The communications module 240 allows the electronic device 100 to communicate with
other electronic devices and/or various communications networks. For example, the
communications module 240 may allow the electronic device 100 to send or receive
communications signals. Communications signals may be sent or received according to one or
more protocols or according to one or more standards. For example, the communications module
240 may allow the electr(;nic device 100 to communicate via a cellular data network, such as for
example, according to one or more standards such as, for example, Global System for Mobile
Communications (GSM), Code Division Multiple Access (CDMA), Evolution Data Optimized
(EVDO), Long-term Evolution (LTE) or the like. Additionally or alternatively, the
communications module 240 may allow the electronic device 100 to communicate using near-
field communication (NFC), via Wi-Fi (TM), using Bluetooth (TM) or via some combination of
one or more networks or protocols. Contactless payments may be made using NFC. In some
embodiments, all or a portion of the communications module 240 may be integrated into a
component of the electronic device 100. For example, the communications module may be

integrated into a communications chipset.

[0050] The camera module 260 allows the electronic device 100 to capture camera data such as
images in the form of still photographs and/or motion video. The camera module 260 includes
one or more cameras that are mounted on the electronic device 100. In particular, the electronic
device 100 may include a display screen on a first side and at least one rear-facing camera on a
second side opposite to the first side. The rear-facing cameras are located to obtain images of a
subject near a rear side of the electronic device 100. The camera data may be captured in the
form of an electronic signal which is produced by an image sensor associated with each of one or

more of the cameras. In at least some embodiments, the electronic device 100 operates in an
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operating mode in which the display screen acts as a viewfinder displaying image data associated

with the rear-facing cameras.

[0051] Software comprising instructions is executed by the processor 200 from a computer-
readable medium. For example, software may be loaded into random-access memory from
persistent storage of memory 210. Additionally or alternatively, instructions may be executed by

the processor 200 directly from read-only memory of memory 210.

[0052] FIG. 3 depicts a simplified organization of software components stored in memory 210 of
the electronic device 100. As illustrated these software components include an operating system

300 and a data transfer application 310.

[0053] The operating system 300 is software. The operating system 300 allows the data transfer
application 310 to access the processor 200, the memory 210, the input interface module 220, the
output interface module 230 and the communications module 240. The operating system 300
may be, for example, Apple 10S (TM), Google (TM) Android (TM), Linux (TM), Microsoft
(TM) Windows (TM), or the like.

[0054] The data transfer application 310 adapts the electronic device 100, in combination with
the operating system 300, to operate as a device capable of requesting transfer of data between
user accounts at a resource server. The data transfer application 310 may be a stand-alone
application or integrated into another application as a sub-function or feature. For example, the
data transfer application 310 may be called as a sub-function by a mobile application that is used
for making cheque deposits and/or data transfers corresponding to financial data. In particular,
the data transfer application 310 may be part of a banking application or a similar application
suited for requesting transfers between accounts on servers of bank institutions. The data transfer
application 310 may offer, as a feature, the ability to request transfers between various bank
accounts (e.g. chequing account, savings account, etc.). In order to effect such data transfers, a
mobile banking application may call the data transfer application 310 when prompted by a user

input to initiate a transfer process.
[0055] The data transfer application 310 may include one or more submodules.

[0056] FIG. 4 depicts a simplified organization of submodules exemplary of an embodiment of

the data transfer application 310.

10
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[0057] As illustrated, the data transfer application 310 includes a user interface module 410 and

an image capture module 420.

[0058] The user interface module 410 provides a user interface for the data transfer application
310. In some embodiments, the provided user interface may be visual and may include one or
more screens or panels allowing a user to configure and control various aspects of the data
transfer application 310 and to otherwise review other information related to aspects of the data
transfer application 310. For example, a visual user interface may be provided using a display
screen accessed via the output interface module 230 (FIG. 2). The user interface for the data
transfer application 310 may be provided as a viewfinder or a preview screen on the display
screen of the electronic device 100. More specifically, when the data transfer application 310 is
launched, at least a portion of the display screen of the electronic device 100 may be occupied by
" a viewfinder or a preview screen which shows a live preview of a scene as captured by the

camera module 260 of the electronic device 100.

[0059] The user interface module 410 may process input provided by a user such as may be
received, for example, via the input interface module 220 (FIG. 2). For example, a user may
provide input for processing by the user interface module 410 using an input device such as, for
example, a touch display screen from which input is received. The input from the input device

may be received via the input interface module 220.

[0060] Additionally or alternatively, the user interface module 410 may provide one or more
other forms of user interface such as, for example, an audio-based interface which uses text-to-

speech or voice recognition to interact with a user.

[0061] The image capture module 420 is responsible for initiating and controiling the capture
and processing of images which may be performed as a sub-function of the data transfer
application 310. The image capture module 420 may be configurable to support capturing and
processing images of various different types of documents. For example, the image capture
module 420 may support capturing images of documents containing printed material thereon
(e.g. identity documents, financial instruments, tickets, receipts) as well as documents/pages that

are displayed on an electronic display device.

11
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[0062] Reference is now made to FIG. 5, which is a sequence diagram illustrating an example
process 500 for client authentication and authorization for accessing a protected resource. The
process 500 may be implemented as part of a protocol for authenticating a client application
requesting to access a resource server and authorizing the client application to undertake an
operation of a limited scope. In some example embodiments, as in the process illustrated in FIG.
5, a client application may be authorized to make an API request/call to cause an operation to be

performed at a resource server.

[0063] When an end-user launches a client application on a device, the client application initiates
authentication of the end-user in operation 510. In the context of an OpenlD Connect
implementation, the client application (or relying party) generates an OpenlD authentication
request (which may be an OAuth 2.0 authorization request to access the end-user’s identity) via a
browser (e.g. browser 320 of FIG. 3), in operation 512. The client application redirects the
browser to the OAuth 2.0 authorization endpoint of an identity provider service (i.e. OpenlD
provider). That is, the user authentication takes place at the identity provider, where the user’s
credentials will be verified. For example, the end-user may be redirected to the identity provider

service by a browser popup.

[0064] At the identity provider, the end-user will be authenticated by either checking that they
have a valid active session or by prompting the end-user to log in using their user credentials. A
valid session may be established by a session cookie. In the absence of a cookie, the end-user
may be prompted to provide their credentials and consent for signing into the client application.
The actual authentication of the end-user may be done in a number of different ways; in

particular, the authentication technique is not limited to traditional username/password login.

[0065] Once the end-user is authenticated, the client application is provided with an
authorization code in operation 514. In particular, the client application parses the redirect
Uniform Resource Locator (URL) to obtain the authorization code. An authorization code is an
intermediate credential, which encodes the authentication of the end-user and which may be
exchanged for an access token. An access token is used to make authenticated requests to a

protected resource, such as an API.

[0066] After receiving the authorization code, the client application may perform one or more

intermediate operations, such as generating a unique identifier of the end-user. In operation 516,

12

CA 3034665 2019-02-22



IDF Reference: 18002-PMT-CA-PAT2

Our File: 337-0100CAP1

the client application may cause a pair of user-specific asymmetric cryptographic keys to be
generated on the device. A public key and a private key are generated together. In at least some
embodiments, the private key of the public-private key pair is generated in a hardware-based key
manager, or a “secure enclave”, on the user’s device. The secure enclave is isolated from the
main processor of the user’s device to provide an extra layer of security. When the private key is
stored in the secure enclave, the private key itself is not handled; instead, the secure enclave is
instructed to create the key, securely store it, and perform operations with it. The client
application only receives the output of said operations, such as encrypted data or a cryptographic

signature verification outcome.

[0067} By specifying an access control object associated with the private key in the secure
enclave, the key can be set to be only accessible on the device that created it and only when the
device is unlocked. The access control object may include a flag for indicating that the private

key should be available for use in signing and verification operations inside the secure enclave.

[0068] Once the keys have been generated, the client application submits a request to the
authorization server, in operation 518, to obtain an access token for use in accessing a protected
resource. For example, the client application may make a HTTP POST request to the
authorization server. The access token may be used, for example, in making authenticated API
calls to a resource server. As part of the request to the authorization server, the client application
submits, at least: a client identifier uniquely identifying the client application, a user identifier
uniquely identifying an end user of the client application, and the user-specific public key

generated in operation 516.

[0069] In operation 520, the authorization server validates the request for an access token
submitted by the client application. The authorization server may include, or be connected to, the
mobile security service 132 of FIG. 1 and a security token service (included, for example, as a
token endpoint of an identity provider). As part of the operation of validating the request, the
authorization server may generate a request to exchange the authorization code for a set of one or

more tokens, and submit the request to the security token service.

[0070] On success, the security token service (and, by association, the authorization server)
returns a secure JavaScript Object Notation (JSON) Web Token (JWT) object with an ID token,

an access token, and/or an optional refresh token. In some embodiments, the tokens may be
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saved at the authorization server. The end-user public key is also saved at the authorization
server. The public key may be saved in association with the tokens (e.g. ID token, access token)

which were generated as a result of the request submitted by the client application in operation

518.

[0071] In operation 522, the requested access token (and optionally, the refresh token) is

provided to the client application. The access token may be saved on the user’s device.

[0072] In operation 524, the client application constructs a request to access a protected resource.
For example, the client application may generate a request/call to an API associated with a
resource server. The client application may first create a cryptographic nonce. In some
embodiments, the cryptographic nonce may include a combination of the client identifier, the
user identifier, and a salt value (e.g. an arbitrary number to be used only once). A cryptographic
signature is then created by the client application. The signature may be generated based on a
message that includes a combination of a first representation of the requested access token and
the cryptographic nonce. The message data (or a hash of the message data) may be encrypted
with the user-specific private key in the secure enclave of the device. The signature itself may be
generated in the secure enclave. The request to access the protected resource includes the

access/bearer token, the cryptographic nonce, and the digital signature.

[0073] The client application sends the request to the protected resource, in operation 526. The
protected resource, in turn, requests the authorization server to verify the bearer token submitted
by the client application, in operation 528. That is, the authorization server receives, from a web

server associated with the protected resource, a request to validate the bearer token.

[0074] In operation 530, the authorization server validates the bearer token. The digital signature
may be verified by using the public key previously stored at the authorization server to decrypt
the signature and comparing to the original data (i.e. the access token and cryptographic nonce).
The cryptographic nonce may also be verified by the authorization server. In particular, the
authorization server may compare the cryptographic nonce against a store of nonce values to
ensure that the same value has not previously been used. The use of cryptographic nonce values
can help to prevent token replay attacks, in which a client attempts to authenticate a relying party

with a security token that the client has already used. By recording, in memory of the
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authorization server, a cryptographic nonce associated with an access token for the duration of

the expiry period of said token, the authorization server may be able to detect token replay.

[0075] In response to validating the bearer token, the authorization server sends the web server
associated with the protected resource a notification indicating that the bearer token is valid, in
operation 532. For example, a message notifying the web server that the bearer token is valid

may be generated and signed using a private key that is specific to the authorization server.

[0076] The web server receives the notification message (and/or the digital signature generated
based on the message) from the authorization server and verifies it. If the message can be
verified, the web server responds to the request (e.g. API call) of the client application to the

protected resource, in operation 534.

[0077] Reference is made to FIG. 6A, which shows, in flowchart form, an example process 600
for regulating access to a protected resource. The process 600 may be performed by an
authorization server, or at least a combination of a security token service and a server having a
token endpoint and communicably coupled to both a requesting client application and an
interface (e.g. web server, AP, etc.) to a protected resource. The authorization server functions
as an intermediary between the client application and the protected resource, facilitating

authenticated requests by the client application to access the protected resource.

[0078] In operation 602, the server receives, from a client application, a first signal including a
request to obtain an access token for accessing a protected resource, such as an API or database.
The request includes a unique client identifier, a unique user identifier, and a public key
associated with an end-user of the client application. The server validates the request, and
transmits to the client application a second signal including a requested access token for

accessing the protected resource, in operation 604.

[0079] The authorization server then provides validation of access permission granted to the
client application. More specifically, in operation 606, the authorization server receives from the
protected resource a third signal including a request to validate a bearer token submitted by the
client application, where the bearer token includes a digital signature. The authorization server
validates the bearer token in operation 608, verifying the digital signature using the public key

included in the request in operation 602.
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[0080] In response to validating the bearer token, the authorization server sends the protected

resource a fourth signal indicating that the bearer token is indeed valid in operation 610.

[0081] Reference is made to FIG. 6B, which shows, in flowchart form, an example process 650
for regulating access to a protected resource. The process 650 may be performed by an
authorization server, or at least a combination of a security token service and a server having a
token endpoint and communicably coupled to both a requesting client application and an
interface (e.g. web server, APL etc.) to a protected resource. The authorization server functions
as an intermediary between the client application and the protected resource, facilitating

authenticated requests by the client application to access the protected resource.

[0082] In operation 652, the server receives, from a client application, a first signal including a
request to obtain an access token for accessing a protected resource, such as an API or database.
The request includes, at least, a unique client identifier, an authorization code, and a public key
associated with an end-user of the client application. The authorization code is the credential that
the client application received when an end-user of the client application was authenticated. For
example, the authorization code may be a credential that is provided in response to an
authorization request in an OAuth 2.0 token-based security framework (e.g. using the OpenlD

Connect protocol).

[0083] In operation 654, the server validates the request. For example, the server may verify that
at least one, or all, of the client identifier, authorization code, and public key in the authorization
request corresponds to a valid application. If one or more of these is invalid, the server may
reject the authorization request immediately. In response to validating the authorization request,
the server encrypts the received authorization code using the public key associated with the end
user to generate a first code, in operation 656. The first code, or the encrypted version of the
authorization code from the client application, is then transmitted back to the client application,

along with the access token assigned to the client application by the server, in operation 658.

[0084] The use of the public key associated with an end user of the client application for
encrypting the authorization code may be useful for preventing an attack on the authentication
process by a malicious actor. For example, if a malicious actor intercepted the authorization
request from the client application to the authorization server, that actor may inject its own

public key into the request, replacing the public key associated with the end user of the client
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application. In the absence of a security measure for dealing with such attacks, the server may

generate an access token that is tied to the public key of the malicious actor.

[0085] The process 650 may help to avert such a security attack. With reference to FIG. 5, after
validating the authorization request at 520, the server encrypts the authorization code with the
public key provided by the client application, generating the first code, and transmits the first
code back to the client application, along with the tokens in the response of operation 522 (i.e.
access token, 1D token, refresh token). The client application then decrypts the first code using
its private key (of the public-private key pair generated at operation 516) and compares the result
of the decryption with its authorization code. If there is a match, the access token received by the
client application will be considered valid. If, however, there is no match (e.g. the code received
by the client application is transmitted by the malicious actor), the client application may send a
signal to the server indicating that the decryption failed to produce a match of the authorization
code. In response to receiving said signal, the server may revoke, at least, the access token
provided to the client application at a token revocation endpoint. In some embodiments, the
server may revoke all tokens (including the refresh token) assigned to the client application upon

receiving the third signal.

[0086] It should be noted that the server may encrypt, at operation 656, a value other than the
authorization code transmitted by the client application. The authorization code may be preferred,
however, as it is uniquely generated every time an end user logs in to the client application and

generates an authorization request.

[0087] Reference is now made to FIG. 7, which shows an example method 700 for a client
application on a user device to gain access to a protected resource. By way of example, the
method 700 may be performed by a processor of a user device executing a client application,
such as data transfer application 310, which is configured to make requests / calls to an API
associated with a protected resource. For example, a third-party application may employ method
700 when using an open banking API that supports various banking-related applications and

services.
[0088] The user device includes a memory, a camera module, a communications module, and a

processor that is configured to implement all or parts of the method 700.
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[0089] In operation 702, first credentials identifying a user are received on the device. For
example, a user of a mobile device may input their user credentials on the device. The device
then requests an authentication server to verify that the first credentials belong to a user that is
authorized to access the protected resource, in operation 704. That is, the processor transmits to
an authentication server, a first signal including a request to verify that the first credentials are
authorized for accessing the protected resource. The first credentials may, for example, be

compared to and validated against a database of identifies of authorized users/entities.

[0090] When the first credentials are determined to be authorized for accessing the protected
resource, the device receives from the authentication server a second signal that includes an
access token for use in authenticating the user on requests to access the protected resource, in
operation 706. For example, the access token may be an OAuth token that can interact with one
or more APIs interfacing with the protected resource. The token may, in some embodiments, be

saved on the user’s device upon receipt.

[0091] The user of the device can then provide one or more inputs specifying details of
operations which may be performed at the protected resource. More specifically, user input to the
device may indicate transaction details which may be initiated by accessing the protected
resource (or an interface, such as an API, associated therewith). An API associated with a
protected resource may include instructions for initiating transfer of data from a first account to a

second account at the protected resource, such as a resource server.

[0092] An example instance of digital identity management and authorization arises in the
context of data transfers between accounts at a protected resource server. A client application
may make an API request to a resource server to effect a transfer of data between two or more
different accounts. In some cases, the data contained in the accounts and/or the identities of the
accounts may be sensitive information which may be prone to appropriation by attackers.
Accordingly, when processing such API requests, it is desirable to remove or anonymize
account-identifying information in communications between a requesting client application and

the resource server.

[0093] In operation 708, the device receives, from the camera module, image data associated
with a machine-readable optical label. For example, the user of the device may capture image

data of a machine-readable optical label that is printed or displayed on a medium different from
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the device (e.g. physical printed material, a label displayed on an electronic display device, etc.).
The optical label encodes transaction details of a first transaction which may be completed upon
gaining access to the protected resource. The device, or a mobile application executing on the
device, may decode the information encoded in the machine-readable optical label and extract

the transaction details of the first transaction.

[0094] In at least some embodiments, the transaction details include a unique identifier of the
first transaction. By using unique transaction identifiers, replay attacks or accidental double
transfers of data may be prevented. The transaction details do not, however, identify the accounts
that are involved in the first transaction. That is, for a transfer transaction between a first account
and a second account, the transaction details obtained from the image data do not indicate the
identities of the first and second accounts. The machine-readable optical label may, in some
instances, be a two-dimensional barcode that encodes the transaction details of the first
transaction (e.g. “Quick Response (QR) Code™). The machine-readable optical label may have an

expiry time, after which the label will no longer provide transaction details of the first transaction.

[0095] In operation 710, the device generates a request based on the transaction details to access
the protected resource for initiating the first transaction, where the request includes the access
token received from the authentication server. In some embodiments, the request to access the
protected resource may be generated only upon the device receiving a user input providing
authorization to initiate the first transaction. The request may also include the type and quantity

of data to be transferred in the first transaction.

[0096] Reference is now made to FIG. 8, which shows, in flowchart form, an example method
800 for regulating access to a protected resource server for requesting transfer of data between
accounts at the resource server. The method 800 may be implemented by an
authentication/authorization server that is communicably coupled to a client application
requesting access to a protected resource. The authentication/authorization server may serve as

an intermediary between the client application and the protected resource.

[0097] In operation 802, the server receives first credentials identifying a user. The first
credentials may, for example, be employee credentials identifying a specific employee within an
organization. The first credentials may be received when the user inputs the credentials on the

device in a log-in prompt.
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[0098] In operation 804, the server receives second credentials identifying a user account. The
user account may be an account at the protected resource, or an account that is at least accessible
by an interface (e.g. API) to the protected resource. The second credentials may be input by the
user who used the first credentials to log in to the first authentication layer (e.g. employee
authentication system). The user account information identified by the second credentials is then

associated with the first credentials (e.g. employee identifier), in operation 806.

[0099] The server then stores, in memory, an access token for use in authenticating the user on
requests to access the protected resource, in operation 808. For example, the server may receive
the access token from a different entity, such as the protected resource or another authorization

server interfacing with the protected resource, or generate the access token by itself.

[0100] In operation 810, the server receives, from a client application executing on the user
device, a request to initiate a first transaction, where the request includes transaction details

derived from a machine-readable optical label.

[0101] The server then verifies that the request originated from the user, in operation 812. In
some embodiments, the server may verify that the user credentials received from the client

application match the first credentials.

[0102] In operation 814, in response to verifying that the request originated from the authorized
user, the server generates a request based on the transaction details to access the protected
resource for initiating the first transaction. The request includes, at least, the access token

obtained in operation 808.

[0103] The various embodiments presented above are merely examples and are in no way meant
to limit the scope of this application. Variations of the innovations described herein will be
apparent to persons of ordinary skill in the art, such variations being within the intended scope of
the present application. In particular, features from one or more of the above-described example
embodiments may be selected to create alternative example embodiments including a sub-
combination of features which may not be explicitly described above. In addition, features from
one or more of the above-described example embodiments may be selected and combined to
create alternative example embodiments including a combination of features which may not be

explicitly described above. Features suitable for such combinations and sub-combinations would
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be readily apparent to persons skilled in the art upon review of the present application as a whole.
The subject matter described herein and in the recited claims intends to cover and embrace all

suitable changes in technology.
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CLAIMS

1. A network device, comprising:
a communication interface connected to an external network;
a memory;;
a processing unit coupled to the communication interface and the memory, the
processing unit being configured to:
receive, via the communication interface from a client application
executing on a first device, a first signal including a request to obtain an access
token for accessing a protected resource, the request including:
a client identifier uniquely identifying the client application;
an authorization code for authorizing the client application’s access
of the protected resource; and
a public key associated with an end user;
validate the request to obtain the access token; and
in response to validating the request:
encrypt the authorization code using the public key to generate a
first code; and
transmit, via the communication interface to the client application
on the first device, a second signal including both the access token for

accessing the protected resource and the first code.

2. The network device of claim 1, wherein the authorization code is a unique code encoding

authentication of an end user of the client application.

3. The network device of either claim 1 or 2, wherein the processing unit is further
configured to:
decrypt the first code;
receive, via the communication interface from the client application, a third signal
including an indication that decrypting the first code failed to produce a match of the

authorization code; and
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in response to receiving the third signal, revoking the access token at a token

revocation endpoint of the network device.

4. The network device of any one of claims 1 to 3, wherein the processing unit is further

configured to:

receive, via the communication interface from a web server associated with the
protected resource, a fourth signal including a request to validate a bearer token
submitted by the client application to the web server, the bearer token including a digital
signature;

validate the bearer token, the validating including verifying the digital signature
using the public key; and

in response to validating the bearer token, send to the web server via the
communication interface a fifth signal including a notification that the bearer token is

valid.

5. The network device of claim 4, wherein the bearer token includes a cryptographic nonce.

6. The network device of claim 4, wherein the digital signature is generated based on a
message that includes a combination of a first representation of the access token and a

cryptographic nonce.

7. The network device of claim 6, wherein the digital signature is generated using a private
key corresponding to the public key, the private key being stored in a hardware-based key

manager that is isolated from the processing unit.

8. The network device of claim 7, wherein the digital signature is generated in the

hardware-based key manager.

9. The network device of any one of claims 1 to 8, wherein the access token has an
associated expiry period and wherein the processing unit is further configured to store a

cryptographic nonce in the memory for duration of the expiry period of the access token.
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10. The network device of claim 4, wherein sending the fifth signal to the web server
comprises generating a message and signing the generated message using a first private

key.

11. A method comprising:
receiving, via a communication interface from a client application executing on a
first device, a first signal including a request to obtain an access token for accessing a
protected resource, the request including:
a client identifier uniquely identifying the client application;
an authorization code for authorizing the client application’s access of the
protected resource; and
a public key associated with an end user;
validating the request to obtain the access token; and
in response to validating the request:
encrypting the authorization code using the public key to generate a first
code; and
transmitting, via the communication interface to the client application on
the first device, a second signal including both the access token for accessing the

protected resource and the first code.

12. The method of claim 11, wherein the authorization code is a unique code encoding

authentication of an end user of the client application.

13. The method of either claim 11 or 12, further comprising:
decrypting the first code;
receiving, via the communication interface from the client application, a third
signal including an indication that decrypting the first code failed to produce a match of
the authorization code; and
in response to receiving the third signal, revoking the access token at a token

revocation endpoint of a network device.
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14. The method of any one of claims 11 to 13, further comprising:
receiving, from a web server associated with the protected resource, a third signal
including a request to validate a bearer token submitted by the client application to the
web server, the bearer token including a digital signature;
validating the bearer token, the validating including verifying the digital signature
using the public key; and
in response to validating the bearer token, sending to the web server a fourth

signal including a notification that the bearer token is valid.

15. The method of claim 14, wherein the bearer token includes a cryptographic nonce.

16. The method of claim 14, wherein the digital signature is generated based on a message
that includes a combination of a first representation of the access token and a

cryptographic nonce.

17. The method of claim 16, wherein the digital signature is generated using a private key
corresponding to the public key, the private key being stored in a hardware-based key

manager.

18. The method of claim 17, wherein the digital signature is generated in the hardware-based

key manager.
19. The method of any one of claims 11 to 18, wherein the access token has an associated
expiry period and wherein the method further comprises storing a cryptographic nonce in

amemory for duration of the expiry period of the access token.

20. The method of claim 14, wherein sending the fourth signal to the web server comprises

generating a message and signing the generated message using a first private key.

21. A network device, comprising:

25

Date Re¢ue/Date Received 2023-02-16



Canadian Patent Application No. 3,034,665
Attorney Docket: 337-0100CAP1
Amended Claims

a communication interface connected to an external network;
a memory;
a processing unit coupled to the communication interface and the memory, the
processing unit being configured to:
receive, via the communication interface from a client application
executing on a first device, a first signal including a request to obtain an access
token for accessing a protected resource, the request including a public key
associated with an end user;
validate the request to obtain the access token; and
in response to validating the request:
encrypt an authorization code associated with the request using the
public key to generate a first code; and
transmit, via the communication interface to the client application
on the first device, a second signal including both the access token for

accessing the protected resource and the first code.

22. The network device of claim 21, wherein the authorization code is a unique code

encoding authentication of an end user of the client application.

23. The network device of either claim 21 or 22, wherein the processing unit is further
configured to:
decrypt the first code;
receive, via the communication interface from the client application, a third signal
including an indication that decrypting the first code failed to produce a match of the
authorization code; and
in response to receiving the third signal, revoking the access token at a token

revocation endpoint of the network device.

24. The network device of any one of claims 21 to 23, wherein the processing unit is further

configured to:
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receive, via the communication interface from a web server associated with the
protected resource, a fourth signal including a request to validate a bearer token
submitted by the client application to the web server, the bearer token including a digital
signature;

validate the bearer token, the validating including verifying the digital signature
using the public key; and

in response to validating the bearer token, send to the web server via the
communication interface a fifth signal including a notification that the bearer token is

valid.

25. The network device of claim 24, wherein the bearer token includes a cryptographic nonce.

26. The network device of claim 24, wherein the digital signature is generated based on a
message that includes a combination of a first representation of the access token and a

cryptographic nonce.

27. The network device of claim 26, wherein the digital signature is generated using a private
key corresponding to the public key, the private key being stored in a hardware-based key

manager that is isolated from the processing unit.

28. The network device of claim 27, wherein the digital signature is generated in the

hardware-based key manager.

29. The network device of any one of claims 21 to 28, wherein the access token has an
associated expiry period and wherein the processing unit is further configured to store a
cryptographic nonce in the memory for duration of the expiry period of the access token.

30. The network device of claim 24, wherein sending the fifth signal to the web server

comprises generating a message and signing the generated message using a first private

key.
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31. A method comprising:
receiving, via a communication interface from a client application executing on a
first device, a first signal including a request to obtain an access token for accessing a
protected resource, the request including a public key associated with an end user;
validating the request to obtain the access token; and
in response to validating the request:
encrypting an authorization code associated with the request using the
public key to generate a first code; and
transmitting, via the communication interface to the client application on
the first device, a second signal including both the access token for accessing the

protected resource and the first code.

32. The method of claim 31, wherein the authorization code is a unique code encoding

authentication of an end user of the client application.

33. The method of either claim 31 or 32, further comprising:
decrypting the first code;
receiving, via the communication interface from the client application, a third
signal including an indication that decrypting the first code failed to produce a match of
the authorization code; and
in response to receiving the third signal, revoking the access token at a token

revocation endpoint of a network device.

34. The method of any one of claims 31 to 33, further comprising:
receiving, from a web server associated with the protected resource, a third signal
including a request to validate a bearer token submitted by the client application to the
web server, the bearer token including a digital signature;
validating the bearer token, the validating including verifying the digital signature
using the public key; and
in response to validating the bearer token, sending to the web server a fourth

signal including a notification that the bearer token is valid.
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35. The method of claim 34, wherein the bearer token includes a cryptographic nonce.

36. The method of claim 34, wherein the digital signature is generated based on a message
that includes a combination of a first representation of the access token and a

cryptographic nonce.
37. The method of claim 36, wherein the digital signature is generated using a private key
corresponding to the public key, the private key being stored in a hardware-based key

manager.

38. The method of claim 37, wherein the digital signature is generated in the hardware-based

key manager.
39. The method of any one of claims 31 to 38, wherein the access token has an associated
expiry period and wherein the method further comprises storing a cryptographic nonce in

a memory for duration of the expiry period of the access token.

40. The method of claim 34, wherein sending the fourth signal to the web server comprises

generating a message and signing the generated message using a first private key.
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