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ABSTRACT OF THE DISCLOSURE

Embodiments of the present invention provide the ability for a software provider to
distribute software updates to several different recipients utilizing a peer-to-peer
environment. The invention described herein may be used to update any type of software,
including, but not limited to, operating software, programming software, anti-virus software,
database software, etc. The use of a peer-to-peer environment with added security provides
the ability to minimize download time for each peer and also reduce the amourit of egress
bandwidth that must be provided by the software provider to enable recipients (peers) to

obtain the update.
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The following statement is a full description of this invention, including the best method of performing it
known to me/us:-
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FIELD OF THE INVENTION

In general, the present invention relates to computer updates and, in particular, to a
system and method for obtaining and insta]lihg updates utilizing a peer-to-peer network
environment.

BACKGROUND OF THE INVENTION

Computers, and in particular, computer software, is often updated by a user ‘
downloading a software patch from a host, such as the software provider, via a network, such
as the Internet. Currently, patches are downloaded in their entirety from a single source and
installed on the downloading machine to update the software to a current state. While this
technique is operational it has several drawbacks.

First, the software provider that makes the patch available for download must provide
a sufficient amount of egress bandwidth to allow multiple customers to download updates at
the same time. For software providers with a large number of customers, such egress
bandwidth may become very expensive.

Second, a customer must download the entire patch from one source prior to
installing the patch and updating the software. While this may be acceptable for small sized
patches, for a larger patch, the time needed to download the entire patch from one source
may be unacceptable. Third, if the software provided has not made ample bandwidth

available for the downloads (particularly difficult and expensive when a high-priority patch,
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such as a security update, is released), a customer may be temporarily prohibited from
downloading the patch.

Recent advances in peer-to-peer networking have provided the ability to download
different parts of a large file from a plurality of peers. - For example, FIGURE 1 illustrates a
block diagram of a typical peer-to-peer environment for downloading a specific file. To
download a specific file, a client 101 requests the specific file from a host 103. In response,
the host transmits a peer list identifying a plurality of peers that make available for download
different pieces of these requested files. For example, a video file may be subdivided into a
plurality of pieces, those pieces divided into sub-pieces, and those sub-pieces divided into
sub-sub-pieces. Each peer that has previously downloaded the video file, either from one
source or from multiple other peers, may make available for download by other peers, such
as the client 101, one or more of these sub-sub-pieces of the entire file. The peer list
transmitted by the host 103 to the client 101 identifies each of the sub-sub-pieces of the
requested specific file and an associated peer that makes available for download those
sub-sub-pieces.

The client 101, upon receipt of the peer list from the host 103, picks a peer for each of
the sub-sub-pieces from which it will download that sub-sub-piece. Upon identification of
peers, the client 101 downloads each of the sub-sub-pieces from the selected peers until all of
the sub-sub-pieces of the specific file have been downloaded. By downloading pieces from
different peers, multiple downloads may be conducted simultaneously. As each
sub-sub-piece is downloaded, the client 101 may decide whether or not it wants to become a
peer that makes available for download that sub-sub-piece (i.c., share that sub-sub-piebe). If
the client decides it does want to share that sub-sub-piece, the client 101 identifies to the
host 103 the sub-sub-piece that it is willing to share.

While peer-to-peer environments, such as that described with respect to FIGURE 1,
provide the ability for a client to download a specific file that it requests, such as a video file,
there is currently no technique for the determining what files a client may need. For

example, referring back to downloading software patches, prior to requesting a patch, a client

. must know not only what updates are available, but what updates the client needs. Still

further, there is currently no security feature to protect a downloading computer from being

MSFT\309838.D0C '2 -
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compromised by identifying what it is sharing prior to that material being fully integrated
into the downloading computer. Furthermore, no method exists by which multiple patches
in a client's local cache may be prioritized by the software provider when the client needs
to reclaim local cache space.

Accordingly, there is a need for a system and method that allows a client to identify
needed software updates and securely download those updates utilizing a peer-to-peer
environment.

[t is desired to address or ameliorate one or more disadvantages or limitations

associated with the prior art, or to at least provide a useful alternative.

SUMMARY OF THE INVENTION

In accordance with the present invention there is provided a method for updating a
first computing device in a network comprising the first computing device and a host, the
first computing device having a cache for storing at least one update, the method
comprising:

(A) receiving at the first computing device, from the host, a list of update options
for obtaining an available update, the list comprising information identifying a partial
update, a full update, and an expected hash value of a component updatable by way of the
partial update;

(B) determining at the first computing device, in response to (A), an update option
from the list of available update options, wherein (B) comprises:

determining whether the first computing device comprises a component for
which a hash value matches the expected hash value,

when the first computing device comprises the component for which a hash
value matches the expected hash value, selecting the partial update as the update option,

and
when the first computing device does not comprise the component for

which a hash value matches the expected hash value, selecting the full update as the

update option, wherein the selected update option is segmented into a plurality of

pieces;
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(C) receiving at the first computing device, from the host, a list of computing
devices in the network, wherein the list of computing devices identifies, for each piece of
the plurality of pieces, at least one computing device that makes that piece available for

download;

03 Jun 2010

5 (D) downloading to the first computing device, each of the plurality of pieces from
the at least one computing device on the list of computing devices, wherein at least two of
the plurality of pieces are downloaded from different computing devices; and

(E) updating the software of the first computing device utilizing the downloaded
plurality of pieces, wherein (E) includes:

10 assembling the downloaded pieces into a patch, and

2005239708

installing the patch,
wherein each downloaded piece is confirmed based on a hash of the piece prior to
the assembling of the downloaded pieces into the patch.
The present invention also provides a method for providing a peer list to a client for
15 downloading software updates in a network comprising the client and a host, the method
comprising:
transmitting by the host, to the client, a list identifying options for an available
update, the list comprising information identifying a partial update, a full update, and an
indicator of an expected state of a component that is updatable by way of the partial
20 update, the indicator indicating to a client whether a component of the client having a state
matching the expected state is updatable by way of the partial update, such that the client
receives information to make a selection between at least the partial update and the full
update based at least in part on the indicator;
receiving at the host, from the client, a request for a peer list corresponding to an
25 update option in the list, the peer list identifying peers from which to request the update
option from the list;
generating by the host, the peer list identifying a plurality of peers and a plurality of
pieces, the plurality of pieces collectively defining the requested update option; and

transmitting by the host, to the client, the peer list, wherein

30 the peer list identifies at least one peer for each of the plurality of pieces.

-3A -
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The present invention also provides a computer system having a computer-readable
medium including a computer-executable program therein for performing a method of
obtaining an update in a network comprising the computer system and a host, the method

comprising:

03 Jun 2010

5 (A) receiving at the computer system, from the host, a list of update options for

obtaining an available update, the list comprising information identifying a partial update,

a full update, and an indicator of an expected state of a component that is updatable by way
of the partial update;
(B) identifying at the computer system, an update option from the list of update

10 options, wherein (B) comprises:

2005239708

determining whether the computer system comprises a corﬁponent that is in the
expected state indicated by the indicator and is updatable by way of the partial
update,
when the computer system comprises a component in the expected state,
15 selecting the partial update the update option, and
when the computer system does not comprise a component in the expected
state, selecting the full update as the update option;
(C) requesting by the computer system, from the host, a peer list for the selected
update option;
20 (D) receiving at the computer system, from the host, a peer list for the selected
update option, wherein the peer list identifies a plurality of pieces of the selected update
option, and identifies for each piece, a computing device in the network that makes that

piece available for download; and

(E) downloading to the computer system, each of the pieces from the identified
25 computing devices.

Embodiments of the present invention provide the ability for a software provider to
distribute software updates to several different customers utilizing a peer-to-peer
environment. The invention described herein may be used to update any type of software,
including, but not limited to, operating software, programming software, anti-virus

30 software, database software, etc. The use of a peer-to-peer environment with added

security provides the ability to minimize download time for each peer and also reduce the
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amount of egress bandwidth that must be provided by the software provider to
enable its customers (peers) to obtain the update.

The method for updating a first computing device receives a list of available
updates, and determines if any of the updates on the list are needed. If any of the updates
are needed, a computing device list is received that identifies pieces of the update and
computing devices from which those pieces may be obtained. Those pieces are then
downloaded from the computing devices, wherein at least two of the plurality of pieces are
downloaded from different computing devices. Once the pieces have been downloaded,
the software of the first computing device is updated utilizing the downloaded pieces.

The method for providing a peer list to a client for downloading software updates
transmits a list identifying an available update and receives a peer list request for the
available update. In response, a peer list is generated identifying a plurality of peers,
wherein each identified peer makes available for download at least a portion of the

available update. That peer list is then transmitted.

-3C -




03 Jun 2010

2005239708

20

25

C:ANRPonbADCO\TRM2944864_| DOC-6/272010

The computer system, having a computer-readable medium including a
computer-executable program therein for performing the method of obtaining an update,
receives a list of available updates and identifies a needed update from the list of available
updates. A peer list is then requested and received for the needed update. The received
peer list identifies a plurality of pieces of the needed update, and identifies for each piece,
one or more computing devices which make that piece available for download. The

computer system then downloads each of the pieces from the identified computing devices.

BRIEF DESCRIPTION OF THE DRAWINGS

Preferred embodiments of the present invention are hereinafter further described,
by way of non-limiting example only, with reference to the accompanying drawings, in
which:

FIGURE 1 illustrates a block diagram of a typical peer-to-peer environment for
downloading a specific file;

FIGURES 2A-2C illustrates a state diagram for downloading a software update
utilizing a peer-to-peer environment, in accordance with an embodiment of the present
invention;

FIGURE 3 is a block diagram of an update options list identifying different options
for needed updates that may be generated by a host, in accordance with an embodiment of
the present invention;

FIGURE 4 illustrates a block diagram of a peer list identifying peers for a needed
update in response to a request for a peer list from a client, in accordance with an
embodiment of the present invention;

FIGURE 5 is a flow diagram illustrative of a client software update routine for
updating software of a client, in accordance with an embodiment of the present invention;
FIGURE 6 illustrates a flow diagram of a download subroutine that may be

executed as part of a client software update routine for downloading pieces of a needed

update from different peers, in accordance with an embodiment of the present invention;
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FIGURE 7 illustrates a flow diagram of a priority subroutine for expanding cache
size on a client system to enable a download of a patch, in accordance with an embodiment
of the present invention; and

FIGURE 8 illustrates a host routine for making available updates utilizing a peer-to-
peer environment, in accordance with an embodiment of the present invention.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENT

Embodiments of the present invention provide the ability for a software provider,
referred to herein as a host, to distribute pieces of software updates to several different
recipients (referred to herein as peers). A peer, as referred to herein, includes any type of
computing device that makes available for download a portion (piece) of a software update.
For example, a peer may be, but is not limited to, an individual computing device, a server, a
host computing device, a client computing device, etc. Peers with pieces of a software update
make that piece available to other peers for download. As additional peers obtain the same
pieces of software, they too make those pieces available for download by other peers. Thus,
as the number of peers containing a piece groWs, the number of available download sites for
that piece increases.

FIGURES 2A-2C illustrates a state diagram for downloading a software update
utilizing a peer-to-peer environment, in accordance with an embodiment of the present
invention. The peer-to-peer environment 200 provides the ability for a client 201 to identify
needed updates and obtain a list of peers from a host 203 from which it may obtain portions
of those updates.

Referring first to FIGURE 2A, at an initial state, the client 201 requests from a host a
list of updates that are available from the host 203. In an alternative embodiment, the
host 203 may, at periodic times, publish an available update list that is obtained by a
client 201. The host 203, upon receipt of a request for a list of available updates, sends the
list of available updates to the client 201. The client 201 scans itself to determine its current
state and compares that state with the list of available updates to determine what updates are
needed. Upon a determination of needed updates, the client 201 requests a list of update
options for the needed updates from the host 203. The host 203 upon receipt of a request for

update options for needed updates builds an update options list.

MSFT\309838.00C -5-
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For privacy concerns of a client, in an embodiment of the present invention, a
minimal amount of client information is passed from the client to the host. For example, as
just discussed, the host provides a list of available updates and the client decides which are
needed. In an alternative embodiment, a client could provide a host with an identification of
its current status, or information corresponding to various states of operation, and the host
could inform the client of needed updates.

Referring to FIGURE 3, an update options list identifying different options for
needed updates that may be generated by a host, in accordance with an embodiment of the
present invention, is described. The update options list 300 identifies, for each update
requested by the client 201, such as UPDATE] 301, the different options available for
obtaining that update. Additionally, the update options list 300 may include update options
for several requested updates. For example, assuming the client 201 requested update
options for UPDATE1 301 and UPDATE7 303, the update options list 300 would include an
identification of each of the requested updates 301, 303 and an identification of the different
options available for obtaining that update. For example, UPDATEI 301 may include an
identification of a Full Patchl 305, a Deltal.l patch 307, a Deltal.2 patch 309, and a
Deltal.3 patch 311. Likewise, UDATE7 303 may include an identification of a Full
Patch7 313, a Delta7.1 patch 7.1 315, a Delta7.2 patch 317, and a Delta7.3 patch 319.

Full Patchl 305, is a full update that may be installed to bring the software from an
existing state to a current state. Each delta patch may be used to bring the software from a
known existing state to a current state without having to use the full patch. Software that is
to be updated is often in one of several different known states that may be identified. Thus,
for each of those known states a delta patch may be used to modify that software to bring it
to a current state. For example, Deltal.1 patch 307 may be used to bring a version of
software at a known _existing state to a current state.

In order to allow the client 201 to determine if it can use one of the delta patches to
update the software, each delta patch includes a list of files and an expected hash value for
those files. The expected hash value may be used to determine if the delta patch is
appropriate for the existing software. For example, Deltal.l patch 307 includes a

File1.1 320 with an expected hash value 321, a File1.2 322 with an expected hash value 323,

MSFT\309838.D0C '6'
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and a File1.3 324 with an expected hash value 325. A client, upon receiving the update
options list 300, may hash the current state of the files that are to be updated on the client's
system 201 and determine if the hash values match the expected hash values contained in the
update list. If the hash values match, then the corresponding delta patch may be used to
update the client's system. Ultilizing a delta patch, such as Deltal.]1 307, instead of using a
full patch, such as Full Patchl 305, results in a smaller download because it is a partial
update instead of a full update.

Referring now to FIGURE 2B, once the host 203 has generated the requested update
options list, that update options list is transmitted to the client 201. The client 201, selects
from the update options list the patch for each update that will bring the state of the
client 201 to a current state. As discussed above, the client may select a full patch or an
appropriate delta patch for the updates that are needed. As will be appreciated by one of skill
in the relevant art, one or more needed updates may be selected from the update options list.
Upon selection of each of the appropriate patches, the client 201 requests a peer list for the
needed updates. The host 203, in response to receiving a request for a peer list for needed
updates, builds the requested peer list and transmits that peer list to the client 201.

The host maintains a master peer list that identifies each peer that makes portions of
an update available for download. If an update has never been downloaded from the host, an
initial peer list may only identify the host as being an available peer. In such a situation, the
client would be the first to download the update and would select the host as the peer and
download the entire file from the host. As discussed below, once the client has downloaded
an installed the update, it identifies to the host that it is making available for download
(share) one or more of the portions of the update. Thus, the host would add that client to the
master peer list for the portions of the update that the client will share. As additional clients
download the update from the host, the peer, or both, and identify themselves as now making
portions of the update available for download, the available number of peers grows.

FIGURE 4 illustrates a block diagram of a peer list identifying peers for a needed
update in response to a request for a peer list from a client, in accordance with an
embodiment of the present invention. Continuing with the above example, assuming a

client 201 requested Deltal.l patch 401, and Full Patch7 403, the peer list 400 would include

MSFT\309838 DOC '7'
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details of each of those patches and identification of peers for those patches. Hash values are
also included to verify the authenticity of downloaded patches.

For example, Deltal.l patch 401 includes a delta hash and a priority value for that
patch. As will be discussed in more detail below, the hash value for the patch may be used to
confirm the validity of the hash prior to installation. Additionally, for each file of a patch,
such as Filel.1 405 and Filel.2 407, a delta hash is included. Like the delta hash of the
patch, the delta hash for the file may be used to verify the authenticity of the file. The
priority value of the patch may be used to determine whether pieces of a patch are to be
maintained in a cache of the client computer or deleted. In an alternative embodiment, the
priority value may not be included in the patch. In such an embodiment, pieces are saved to
the cache and as additional storage space becomes necessary, the client computer may
request a priority list for the pieces that are currently located in the cache (se¢ FIGURE 7).
This provides the ability for the host to dynamically control the priorities of pieces over time.

Additionally, each file, such as Filel.1 405, may be divided into pieces, such as
Piecel 409 and Piece2 411. Each piece of a file may further be divided into sub-pieces, and
those sub-pieces divided into sub-sub-pieces. For example, Piecel 409 may be divided into
sub-pieces, such as Sub-Piecel.l 413, and Sub-Piecel.2 415. Likewise, those sub-pieces
may be further divided into sub-sub-pieces, such as Sub-Sub-Piecel.l.l1417 and
Sub-Sub-Piecel.1.2 419. As will be appreciated by one of skill in the relevant art, division
into pieces, sub-pieces, and sub-sub-pieces, may be taken to any level of division, and the
granularity to sub-sub-piece, as described herein, if for explanation purposes only.

The smallest level of division, such as sub-sub-piece, includes an identification of one
or more peers that make that piece available for download.  For example,
Sub-Sub-Piecel 417 includes an identification of two peers that make that piece available for
download. In particular, Sub-Sub-Piecel.1.1 417 may be downloaded from Peerl 421 or
Peer4 425. Each peer that makes a sub-sub-piece available for download is identified by an
address, such as an Internet protocol address. The peer list 400 may include an identification
of all peers that make a sub-sub-piece available for download, a portion of the peers that
make a sub-sub-piece available for download, or one peer for each sub-sub-piece.

Additionally, for each peer listed in the peer list, additional information may be provided.

MSFT\309838.D0C '8'
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For example, additional information about a peer may include, but is not limited to, thé
bandwidth of the peer, the rating of the peer (how reliable the peer is), the peers affiliations
with companies or organizations, the peers usage history of the peer-to-peer download
system, etc. The peer list may also include an update command set 427, that provides
instructions as to how to install the delta patch itself.

Referring back to FIGURE 2B, the client 201, upon receipt of a peer list, selects peers
for the sub-sub-pieces identified in the peer list. Peer and piece selection will be described in
more detail below with respect to FIGURE 6. Upon selection of sub-sub-pieces and peers
from which those pieces are to be downloaded, the client 201 opens several channels of
communications with the different peers and begins to download the different pieces of the
updates simultaneously. The technique of downloading different pieces of an update from
different peers increases the speed with which an update may be obtained and thereby
decreases the overall download time. Additionally, providing updates via a peer-to-peer
environment, reduces the egress bandwidth needed by the host 203. Utilizing embodiments
of the present invention, as clients contact the host, download an update, and begin to share
pieces of those updates with other clients (i.e., other peers), the egress bandwidth out of the
host 203 reduces as clients are obtaining pieces of the update from other peers instead of the
host. The technique handles extreme spikes in demand for specific content far more
effectively than traditional file serving which can at best become very expensive and at worst
fail entirely under the load.

Referring now to FIGURE 2C, as download of each sub-sub-piece completes, that
sub-sub-piece is hashed and compared with the hash value included in the peer list to
confirm that the sub-sub-piece has not been altered. Once all of the sub-sub-picces for a
particular patch have been downloaded and authenticated, those pieces are assembled to
recreate the patch. Additionally, a copy of one or more of the downloaded sub-sub-pieces is
maintained in a cache. Those copies may be made available for download by other peers.

The assembled patch is installed to update the client to a current state. Upon
completion of the installation, the client computer system may be restarted if necessary.
Once the installation of the patches and restart of the client computer 201 (if needed) has

completed, the client 201 transmits to the host 203 an identification of the sub-sub-pieces

MSFT\309838.D0C '9'
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that are stored in the cache. Such an identification may be a hash value of each stored
sub-sub-piece. The host 203, upon receipt of an identification of cached sub-sub-pieces,
updates the master peer list adding the client as a peer that makes those pieces available for
download. The master peer list includes a list of each peer that maintains a piece of a patch
that is made available for download to other clients.

FIGURE S is a flow diagram illustrative of a client software update routine for
updating software of a client, in accordance with an embodiment of the present invention.
The client software update routine 500 begins at block 501 and at block 503 the client
requests and obtains an-.update list. As discussed above, the update list includes an
identification of updates that are available for download. Utilizing that list, at block 505, a
client compares the status of its existing system with the available updates. Based on that
comparison, at decision block 507, a determination is made as to whether updates are needed
to bring the client's existing system to a current state.

If it is determined at decision block 507 that updates are needed, at decision
block 509, a determination is made as to whether a delta patch for the needed update is
available. As discussed above, a determination of whether a delta patch is available for a
needed update may be ascertained by requesting update options for a needed update and
receiving a list of different update options. The list of different update options includes an
identification of delta patches and expected hash values for files that will be updated by the
delta patch. By comparing the expected hash values of the delta patch with the hash values
of files on the client, a determination may be made by the client as to whether a delta patch is
available. In an alternative embodiment, the list of available updates may also include
update options for cach available update, thereby removing the need to subsequently obtain
update options.

Allowing a client to determine whether a delta patch is available, as opposed to the
client providing hash values of its existing system to a host, allows the client to maintain
privacy with respect to itself. If it is determined at decision block 509 that a delta patch is
available, that delta patch is added to a download list, as illustrated by block 511. However,
if it is determined at decision block 509 that a delta patch is not available, at block 513 an
identification of a full patch for the update is added to the download list.

MSFT\309838.D0C "1 0‘
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At decision block 515, a determination is made as to whether additional updates are
needed to bring the client to a current state. If it is determined at decision block 515 that
additional updates are needed, the client software update routine SO0 returns to decision
block 509 and the routine continues. However, if it is determined at decision block 515 that
additional updates are not needed, at block 517 the client requests a peer list for the patches -
identified in the download list. In response to requesting a peer list at block 517, at
block 519, the client receives a peer list that includes an identification of peers that make
available for download each sub-sub-piece of each patch identified in the download list.
Upon receipt of a peer list, the download subroutine, illustrated by block 521, is performed.
The download subroutine will be described in more detail with respect to FIGURE 6. Upon
completion of the download subroutine, at block 523, the downloaded sub-sub-pieces are
assembled to recreate the requested patches and those patches are installed on the client
system to bring the client system to a current state.

Once the installation of the downloaded patches has completed and the client system
restarted, if necessary, the client software update routine 500 transmits a hash of cached
sub-sub-pieces, as illustrated by block 525. The cached sub-sub-pieces are those pieces that
are stored in a cache of a client that the client will make available for download by other
peers. In an embodiment of the present invention, a client is required to share pieces that it
has downloaded from other peers to ensure that the peer-to-peer environment is maintained.

For example, if a client downloads 50 MB of updates via a peer-to-peer environment,
the client may be required to make available for download the same amount of data that it
itself has downloaded. In an actual embodiment of the present invention, the hash of cached
sub-sub-pieces may not be transmitted, thereby identifying that sharing is available, until
each of the pieces have been verified and installed. Verifying and installing patches prior to
sharing those patches may be necessary because when a peer list is provided to other peers
from a host, the address of a peer could be used with the knowledge of a peer's lack of a
particular patch, such as one being downloaded, to compromise the peer machine. Once the
hash of cached sub-sub-pieces has been transmitted at block 525, or if it is determined at
decision block 507 that no updates are needed, the client software update routine 500

completes at block 527.
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The client software update routine 500 may be initiated manually, or in the -
alternative, scheduled to run on a periodic basis to ensure that the client is maintained at a
current state. For example, the client software update routine 500 may be scheduled to run in
the evening or when the client computing device is not being used. Additionally, as an added
security feature, the available update list, the update options list, and the peer list may each
be digitally signed by the host such that they cannot be altered. Digitally signing documents
is known in the art and will thus not be described in detail herein.

FIGURE 6 illustrates a flow diagram of a download subroutine that may be executed
as part of a client software update routine for downloading pieces of a patch from different
peers, in accordance with an embodiment of the present invention. While the download
subroutine 600 is described with respect to downloading one patch, it will be appreciated that
any number of patches may be downloaded either simultaneously or at different times using
the download subroutine 600. 4

The download subroutine 600 begins at block 601 and at block 603 a peer list for
each of the sub-sub-pieces of one or more patches is received. As discussed above, the peer
list identifies the addresses of peers that make available for download different
sub-sub-pieces of a patch. During download of sub-sub-pieces, the peer list may be
periodically updated (e.g., every two minutes) to ensure that the client is requesting
downloads for available peers.

Utilizing that peer list, at decision block 605, a determination is made as to whether
additional cache will be needed to store the sub-sub-pieces of the patch prior to installation.
If it is determined at decision block 605 that additional cache will be needed, a priority
subroutine is executed, as illustrated by block 607. The priority subroutine for obtaining
additional cache will be described in more detail with respect to FIGURE 7. However, if it is
determined at decision block 605 that additional cache is not needed, at block 609 a file of
the patch that is being downloaded is selected. At block 611, a piece of the selected file is
chosen for which download is to begin. Utilizing this selected piece, at decision block 613 a
determination is made as to whether one of the sub-pieces of that piece has finished
downloading. If it is determined that one of the sub-pieces of that piece has not finished

downloading, at decision block 615 a determination is made as to whether one of the
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sub-sub-pieces of that sub-piece has been downloaded. If it is determined at decision
block 615 that one of the sub-sub-pieces of a sub-piece has not been downloaded, at
block 617, a sub-sub-piece of-a sub-piece is randomly selected. At block 619, a peer that
makes available for download the randomly selected sub-sub-piece is also randomly selected.
Upon selection of a sub-sub-piece and a peer, at block 621, download of the sub-sub-piece
from the selected peer begins. Once download of the sub-sub-Piece has begun, the download
subroutine 600 returns to block 613 and continues.

Referring back to decision block 615, if is determined that one of the sub-sub-pieces
has completed downloading, at block 623 a sub-sub-piece of a sub-piece that has a least
amount of peers for which that sub-piece is available for download is selected. Additionally,
at block 625, one of the peers for the selected sub-sub-piece is randomly chosen. At
block 627, download of the selected sub-sub-piece from the randomly chosen peer is '
initiated. Once the download of the selected sub-sub-piece has begun, at block 627, the
download subroutine 600 returns to block 613 and continues. |

Because multiple sub-sub-pieces may be downloaded at the same time, thereby
decreasing the total time necessary to download a patch, or multiple patches, once download
has begun at block 621 or block 627, the download subroutine 600 continues by choosing
another piece and another peer and initiating that download. Thus, a total saturation of
bandwidth for a client that is downloading an update may be accomplished and download of
an update may be completed quickly. Additionally, as download of each sub-sub-piece
completes, the authenticity of those pieces may be verified by hashing the sub-sub-piece and
comparing that hash value with the hash value included in the peer list.

Returning now to decision block 613, if it is determined that a sub-piece of a piece
has finished downloading, at decision block 629 a determination is made as to whether all
pieces of a file have finished downloading. If it is determined at decision block 629 that all
pieces of a file have not finished downloading, the download subroutine 600 returns to
block 611 and picks another piece and the process continues. However, if it is determined at
decision block 629 that all pieces of a file have finished downloading, at decision block 631,
a determination is made as to whether all files for the patch have finished downloading. If it

is determined at decision block 631 that all files for the patch have not finished downloading,
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the download subroutine 600 returns to block 609 and another file that is to be downloaded is
selected. However, if it is determined at decision block 631 that all files of the patch have
been downloaded and thus, all pieces, sub-pieces and sub-sub-pieces of the patch have also
been downloaded, the routine completes at block 633 and retumns control to the client
software update routine 500 (FIGURE 5).

FIGURE 7 illustrates a flow diagram of a priority subroutine for expanding cache
size on a client system to enable a download of a patch, in accordance with an embodiment
of the present invention. A priority subroutine 700 begins at block 701 and at block 703 a
list of all currently cached sub-sub-pieces that are shared is transmitted to a host. In response
to transmission of a list of cached sub-sub-pieces that are shared, at block 705, priorities for
each of those sub-sub-pieces is received. Sub-sub-pieces may be assigned priorities based on
the frequency with which they are being requested for download. For example, if a new
update has been published to provide a defense against a new computer virus, the patches,
and thus, the sub-sub-pieces, for that update may be downloaded at a very high frequency.
Thus, sub-sub-pieces of that update may receive a high priority.

Upon receipt of priorities for cached sub-sub-pieces, at block 707, a cached
sub-sub-piece with a lowest priority is deleted from the cache. At decision block 709, a
determination is made as to whether sufficient space is available in the cache for the update
once a shared sub-sub-piece has been deleted. If is determined at decision block 709 that
sufficient space is available, the routine returns control to the download subroutine 600
(FIGURE 6), as illustrated by block 723. However, if it is determined at decision block 709
that sufficient space is still not available, at decision block 711, a determination is made as to
whether there are other shared cached sub-sub-pieces that have not yet been deleted.

If it is determined at decision block 711 that there still remains cached sub-sub-pieces
that are shared, the priority subroutine 700 returns to block 707 and deletes the next lowest
priority and the process continues. In an actual embodiment of the present invention, some
cached sub-sub-pieces associated with patches for particular updates may be identified as not
deletable. For example, if the sub-sub-piece is associated with an update that is downloaded
extremely frequently, it may be identified as not deletable to ensure that there are sufficient

peers from which the sub-sub-piece may be downloaded.
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If it is determined at decision block 711 that there are no cached sub-sub-pieces
remaining that may be deleted, at decision block 713 a determination is made as to whether
any patch has been completely downloaded. As discussed above, multiple patches may be
downloaded simultaneously, in accordance with an embodiment of the present invention. If
one of those patches has completed download, at decision block 713, it is identified and at
block 717 that patch is installed. Such an installation may result in the remainder of the
downloads being paused while that update is being installed. However, existing technology
allows that paused downloads be resumed without having to restart. Thus, there is no
substantial loss of downloaded data resulting from a pause/restart of a download. Once the
downloaded patch has been installed, at block 717, the sub-sub-pieces of that patch are
deleted from the cache, as illustrated by block 719, unless there are identified as not
deletable. Upon deletion of the downloads, at decision block 721, a determination is made as
to whether there is sufficient space in the cache for downloading the update. If it is
determined at decision block 721 that there is not sufficient space in the cache, the priority
subroutine 700 returns to decision block 713 and determines if there are other patches that
have completed download, and the process continues.

Returning back to decision block 713, if it is determined that there are no patches that
have completed downloading, at block 715 the cache size is expanded. A cache size may be
expanded by requesting that a user of the client system expand the cache size. Alternatively,
the cache size may be automatically expanded. Once sufficient space in the cache has been
prepared for downloading updates, by either deleting existing pieces from the cache or
expanding the cache size, the priority subroutine 700 completes at block 723, returning
control to the download subroutine 600.

FIGURE 8 illustrates a host routine for making available updates utilizing a
peer-to-peer environment, in accordance with an embodiment of the present invention. The
host routine 800 begins at block 801 and at block 803 the host receives a request for an
update list. As discussed above, the update list is a list of available updates that are provided
by that host for download. At block 805, the host transmits the update list identifying

available downloads.
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Once the update list has been transmitted, at some later pdint in time, a request for
update options for one or more- of the available updates identified on the update list is
received from a client, as illustrated by block 807. At block 809, an update options list is
generated for ~the updates identified in the request received at block 807. As discussed
above, the update options list includes an identification of patches. that may be used to obtain
the update. That list is then transmitted to the client that requested the update options. At
block 811, a peer list request is received requesting a peer list for one or more of the patches
identified in the options list transmitted at block 809. The host, at block 813, generates and
transmits a peer list for the requested patches. As discussed above, the peer list identifies, for
each patch, the pieces, sub-pieces, and sub-sub;pieces. Additionally, for each of those
sub-sub-pieces, one or more peers and the address of those peers are included to identify
from where those sub-sub-pieces may be obtained. The peer list is then transmitted to the
client, and at block 815, an identification of the sub-sub-pieces that have been downloaded
and stored by that client that are now available for sharing with other peers is received. The
received list is used to update a master peer list 817 that includes an identification of all
sub-sub-pieces for available updates and the peers that have those sub-sub-pieces available

for download. The host routine 800 completes at block 819.

While embodiments of the invention have been illustrated and described, it will be
appreciated that various changes can be made therein without departing from the spirit and
scope of the invention.

Throughout this specification and the claims which follow, unless the context
requires btherwise, the word "comprise", and variations such as "comprises" or "éomprising",
will be understood to imply the inclusion of a stated integer or step or group of integers or

steps but not the exclusion of any other integer or step or group of integers or steps.

The reference to any prior art in this specification is not, and should not be taken as,
an acknowledgment or any form of suggestion that that prior art forms part of the common

general knowledge in Australia.
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THE CLAIMS DEFINING THE INVENTION ARE AS FOLLOWS:

1. A method for updating a first computing device in a network comprising the
first computing device and a host, the first computing device having a cache for storing at
least one update, the method comprising;:

(A) receiving at the first computing device, from the host, a list of update options
for obtaining an available update, the list comprising information identifying a partial
update, a full update, and an expected hash value of a component updatable by way of the
partial update;

(B) determining at the first computing device, in response to (A), an update option
from the list of available update options, wherein (B) comprises:

determining whether the first computing device comprises a component for
which a hash value matches the expected hash value,

when the first computing device comprises the component for which a hash
value matches the expected hash value, selecting the partial update as the update option,
and

when the first computing device does not comprise the component for
which a hash value matches the expected hash value, selecting the full update as the update
option, wherein the selected update option is segmented into a plurality of pieces;

(C) receiving at the first computing device, from the host, a list of computing
devices in the network, wherein the list of computing devices identifies, for each piece of
the plurality of pieces, at least one computing device that makes that piece available for
download;

(D) downloading to the first computing device, each of the plurality of pieces from
the at least one computing device on the list of computing devices, wherein at least two of
the plurality of pieces are downloaded from different computing devices; and

(E) updating the software of the first computing device utilizing the downloaded
plurality of pieces, wherein (E) includes:

assembling the downloaded pieces into a patch, and
installing the patch,
wherein each downloaded piece is confirmed based on a hash of the piece prior to

the assembling of the downloaded pieces into the patch.
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2. The method of claim 1, wherein the full update comprises a full patch, and

the partial update comprises at least one delta patch.

3. The method of claim 2, wherein the delta patch includes a filename of a file
to be updated using the delta patch and the expected hash value associated with the partial

update comprises an expected hash value for the file.

4, The method of any one of claims 1-3, further comprising:
determining, at the first computing device, in response to (A), a needed update for
which the update option is selected, wherein the determining includes scanning the first
computing device to determine its current state, and comparing the current state with the
available update, and
removing, by the first computing device, a component in the cache if a
determination is made to generate available space in the cache, the removing comprises:
generating a priority list for updates stored in the cache by assigning a
priority to each update stored in the cache;
determining if the cache has the available space to download the plurality
of pieces; and
if the cache does not have the available space, selecting a component in
the cache for removal, the component corresponding to an update having a low
priority in the priority list, wherein the assigned priority for each update is based on

a frequency of requests for each update.

5. The method of any one of claims 1-4, wherein the list of computing devices
includes, for at least one of the plurality of pieces, an identification of a plurality of

computing devices.

6. The method of any one of claims 1-5, wherein the computing devices are

identified by an Internet protocol address.

7. The method of any one of claims 1-6, further comprising:
providing an identification of the downloaded plurality of picces; and

sharing the identified downloaded plurality of pieces with other computing devices.

- 18 -
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8. The method of claim 7, wherein upon a predetermined point, the identified

downloaded plurality of pieces are not shared.

5 9. A method for providing a peer list to a client for downloading software
updates in a network comprising the client and a host, the method comprising:

transmitting by the host, to the client, a list identifying options for an available

03 Jun 2010

2005239708

update, the list comprising information identifying a partial update, a full update, and an
indicator of an expected state of a component that is updatable by way of the partial
10 update, the indicator indicating to a client whether a component of the client having a state

matching the expected state is updatable by way of the partial update, such that the client

receives information to make a selection between at least the partial update and the full
update based at least in part on the indicator;
receiving at the host, from the client, a request for a peer list corresponding to an
15 update option in the list, the peer list identifying peers from which to request the update
option from the list;
generating by the host, the peer list identifying a plurality of peers and a plurality of
pieces, the plurality of pieces collectively defining the requested update option; and
| transmitting by the host, to the client, the peer list, wherein
|

20 the peer list identifies at least one peer for each of the plurality of pieces.

10.  The method of claim 9, wherein the list identifying options for the available

update identifies a plurality of available update options.

25 I1.  The method of any one of claims 9 and 10, wherein the full update

comprises a full patch, and the partial update comprises at least one delta patch.

12, The method of any one of claims 9-11, wherein receiving at the host, from
the client, a request for the peer list includes receiving a peer list request for one of the

30 plurality of update options.

13. The method of any one of claims 9-12, further comprising:

receiving an identification of a cached piece of the available update; and

19—
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updating a master peer list for the available update.

14, The method of any one of claims 9—13, wherein one of the identified peers

is a host computer.

15. A computer system having a computer-readable medium including a
computer-executable program therein for performing a method of obtaining an update in a
network comprising the computer system and a host, the method comprising:

(A) receiving at the computer system, from the host, a list of update options for
obtaining an available update, the list comprising information identifying a partial update,
a full update, and an indicator of an expected state of a component that is updatable by way
of the partial update;

(B) identifying at the computer system, an update option from the list of update
options, wherein (B) comprises:

determining whether the computer system comprises a component that is in the
expected state indicated by the indicator and is updatable by way of the partial
update,

when the computer system comprises a component in the expected state,
selecting the partial update the update option, and

when the computer system does not comprise a component in the expected
state, selecting the full update as the update option;

(C) requesting by the computer system, from the host, a peer list for the selected
update option;

(D) receiving at the computer system, from the host, a peer list for the selected
update option, wherein the peer list identifies a plurality of pieces of the selected update
option, and identifies for each piece, a computing device in the network that makes that
piece available for download; and

(E) downloading to the computer system, each of the pieces from the identified

computing devices,

16. The computer system of claim 15, wherein the peer list identifies for each
of the plurality of pieces, a plurality of sub-pieces, and identifies for each sub-piece, a

computing device that makes that sub-piece available for download.
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17. The computer system of claim 16, wherein the peer list identifies for each
of the plurality of sub-pieces, a plurality of sub-sub-pieces, and identifies for each sub-sub-

piece, a computing device that makes that sub-sub-piece available for download.

18.  The computer system of any one of claims 15-17, further comprising a
cache for storing the update, wherein the method further comprises removing, by the
computer system, a component in the cache if a determination is made to generate
available space in the cache, the removing comprises:

generating a priority list for updates stored in the cache by assigning a priority to
each update stored in the cache;

determining if the cache has the available space to download the plurality of pieces;
and

if the cache does not have the available space, selecting the component for removal,
the component corresponding to an update having a low priority in the priority list,
wherein the assigned priority for each update is based on a frequency of requests for each

update.

19.  The computer system of any one of claims 15-18, further comprising:

installing the available update.

20. The computer system of claim 19, wherein the peer list includes a first hash
value for the available update, and wherein the method further includes:

hashing the assembled pieces to obtain a second hash value; and

comparing the first hash value and the second hash value to confirm a validity of

the update.

21. The computer system of any one of claims 15-20, further comprising:
storing at least one of the downloaded pieces in a cache;
transmitting an identification of the cached piece; and

making the cached piece available for download.

-1 -
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22.  The computer system of any one of claims 15-21, wherein downloading to
the computer system, each of the pieces from the identified computing devices includes:

confirming an authenticity of a downloaded piece.

23.  The computer system of any one of claims 15-22, wherein downloading to
the computer system, each of the pieces includes:
randomly picking a piece to download; and

randomly picking a computing device from which to download the piece.

24.  The computer system of any one of claims 15-23, wherein downloading to
the computer system, each of the pieces includes:

identifying a piece with a least number of a computing device that make that piece
available for download; and

downloading the piece with the least number of the computing devices that make

that piece available for download.

25. The method of any one of claims 9—-14, wherein the indicator of the
expected state of the component that is updatable by way of the partial update comprises

an expected hash value of the component that is updatable by way of the partial update.

26.  The method of claim 25, wherein the peer list requested from the client
comprises:

the partial update as the update option when the client comprises a component for
which a hash value matches the expected hash value; and

the fill update as the update option when the client does not comprise a component

for which a hash value matches the expected hash value.

27. The computer system of any one of claims 15-24, wherein the indicator of
the expected state of the component that is updatable by way of the partial update
comprises an expected hash value of the component that is updatable by way of the partial

update.
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28.  The computer system of claim 27, wherein determining whether the
computer system comprises a component in the state updatable by way of the partial
update comprises determining whether a hash value of the component of the computer

system matches the expected hash value.

29. A method for updating a first computing device in a network, or a method
for providing a peer list to a client for downloading software updates, or a computer
system having a computer-readable medium including a computer-executable program
therein for performing a method of obtaining an update in a network comprising the
computer system and a host, substantially as hereinbefore described, with reference to the

accompanying drawings.
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