JP 2016-31760 A 2016.3.7

(19) B REHSTFT(P) D ML ERA (1) s3 W A
12BE2016-31760
(P2016-317604)
43) AME TM2BE3ATH (2016.3.7)
(51) Int.Cl. F1 F—=a—F (%)
GOG6F 21/82 {2013.01) GO6F 21/82 354

FERRF WMREOH 220 OL SNEFLE (4 R)

2l HEEs 25 BE2015-82973 (P2015-82973) (71) HEEA 314016122
(22) HER SER2TE4A 158 (2015. 4. 15) TurA TIUr FELIFLTR WV
(31) \EEEEREST 62/029,790 - ZF—FALY Fi Taukr
(32) % B SER265E7H 288 (2014. 7. 28) Y TFY
(33) BSEiEERE KE (US) N WEHLEMNE 80539 ERN

¥ RZHNTFLT2IS—1 8
(74 B A 100083286

#E+ = HX
(T4 KB A 100166408

#B+ =@ H
(THLFEA 100126871

#E+ FK R

B RIZA <

(c4) [READEBI] FIHShABHMTICLS 751 ~— MEM

GHoOooOooooooooo
gooobooboooooooobooooooooooon
gboooobooobooboobooboobooobooo
gbogoooboobooboobooobooboao
oooobooooooooooooon
gboooboooboobooboobooboooobooo
gbooooboooboobooboobooobooooboao
ooooboooooooooooooooooooon
gooobobooooooooooooooooooon
gbooobooobooboobooboobooobooo
gbooooobouoboobooboobooboao
goooboooooooooooooooooooon
goooboooboobooboobooboooobooo
gbogoooboobooboobooobooboao
goooboooooooooobooooooooooon
gboooboobooboobooboooboooobooo
gboboooooooboao

goodaood




e e e Y Iy
e s e e s e e e e ) e ) e e e e s e s Y Y Y
v e Y Iy

A A A |
OoooooooOoooOooooooooooooooooooooooooooOod

OOo0ooogogdooDooUoUdoooDooUoUggooooggg

Ooo0oooQgogoao
OOo0o0ooogogogao
OoooooQgogoao
Oo0ooogogogao
OoooooQgogoao
Oo0ooogogogao

O oOoo0ooo

OO0 oDooogQgooooaog
Oooooooooooaogo
OO0 oooogogooooaog
OoooooogoQgoo
OO0 oooogogogao
OoooooogogoQgoo
OOooooogogogao
OoooooogogoQgoao
Ooooooggoao
OoOoo0oooogoogoo
Ooooooogogoao

O
O
O

Oo0oooodogooao

O o0Oooo
O 0Oooo
O 0Oooo
O 0Oooo
O 0Oooo
O oOooo
O o0Oooo
O oOooo
O o0Oooo
O 0Oooo
O o0Oooo
O o0Oooo
O o0Oooo
O oOooo

O Ooooo
O OoOooo
O Ooooo
O OooOooo
O Ooo0ooo
O Ooooo
O Ooo0ooo
O OooOooao
O Ooo0ooo
O Ooooo
O Ooo0ooao

O
O
O
O
O
O
O
O
O
O
O
O
O
O

O
O
O
O
O
O
O
O
O
O
O
O
O
O

O 0Oooo
O 0Oooo
O 0Oooo
O 0Oooo
O o0Oooo
O 0Oooo
O 0Oooo
O Oooo
O 0Oooo
O 0Oooo
O 0Oooo
O oOooo
O 0Oooo
O 0Oooo

O
O
O
O
O
O
O
O
O
O
O
O
O
O

O
O
O
(]
O
O
O
O
(]
O
O
O
O
O

O Oooo

O Oooo

O Oooo

O Oooo

O Oooo

O Oooo

O 0Oooo

O
O
O
O
]
O
O
O

O
O
O
O
O
O
O
O

O Oooo

O Oooo
O 0Oooo
O Oooo
O 0ooo
O Oooo
O 0Oooo
O 0Oooo
O 0Oooo
O oOooo
O 0ooo
O 0Oooo
O 0Ooo
O 0Oooo
O O0Ooo
O oOooo
O Ooo
O Oooo
O 0Oooo
O O0ooo
O Oooo
O 0Oooo
O Oooo
O 0Oooo
O Oooo
O 0Oooo
O 0Oooo
O O0ooo

O 0Ooo0oo0ooao
O Ooo0oooao
O 0Ooo0oo0ooao

O
O
O

O
O
O

O O0ooo

O Oooo

O O0ooo

O 0Oooo
O 0Oooo
O oOooo
O 0Oooo
O 0Oooo

O Oooo

O O0ooo

O Oooo

(2)

O
O
O
O
O
O
OJ
O
OJ

O
O
O
O
O
O
OJ
O
OJ

O
O
O
O
O
O
O
O
O

JP 2016-31760 A 2016

O
OJ
O
O
O
O
O
O
O
O

O
OJ
O
O
O
O
O
O
O
O

O
O
O
O
O
O
(]
O
O
O

.3.

O

7

10

20

30

40

50



OooooooooooooooOoooOoooOoooOhoooDoDoooOooooooDoooooooooooOoooOod
e ) e A A

s e e e e ) I
e s s e ) e e e e e e ) s Y Y
OoOooooooooooo0 oo oooo0D oo oooo0oDoDooogoooao

Oo0Dooooo40oooDooUUUoDoDooUUoDooogogoao
Oooooooo0oooooo0oDoDoooooDoooogogogoao

O
O
O
[

O
O
O
O

OooooooogogoQgooao
OO0 ooooogogooao
OooooooogogQgoo

O Ooo0oooao

O 0Oo0Oooo
O0Ooo0oooao
O 0Oo0oooo
O0Ooo0oooao
O Ooo0oooao
O0Ooo0oooao
O Oooo
O 0Oooo
O 0Oooo
O O0ooo
O 0Oooo
O 0ooo
O 0Oooo

O
O
O
O
O
O
O
O
O
O
O

O
O
O
O
O
O
O
O
O

O
O
O
O
O

O Oooo

O
O
O
O
O
O
O
O
O

O
O
O
O
O
O
O
O
O

O
O
O
O
O
O
O
O
O

O 0Oooo

O
O
O
O
O
O
O
O
O

O
O
O
O
O
O
O
O
O

O Oooo
O Oooo
O Oooo
O Oooo
O Oooo
O 0Oooo
O Oooo
O 0Oooo
O Oooo

O0Ooo0oooao

O Oooo

O oOooo

O OooOoooao

O Oooo

O 0Oooo

O0Ooo0oooao

O 0Oooo

O 0Oooo

O Ooo0oooaog

O
O
O
O
O
O
O

O Oooo

O Oooo

O0Ooo0oo0ooao

O 0Oooo

O 0Oooo

O Ooo0oooao

O Oooo

O oOooo

O0Ooo0oo0ooao

O 0Oooo

O 0Oooo

O Ooo0oooao

O Oooo

O oOooo

O0Ooo0oo0ooao

O
O
O
O
O
O
O
O
O
O
O
O
O

O
O
O
O
O
O
O
O
O
O
OJ
O
OJ

O
O
O
O
O
O
O
O
O
O
O
O
O

OOooooao

O 0Ooo0oo0ooao

OOoo0oooo

€))

O 0Ooo0oo0ooao

OOooooo

O 0Oo0oo0ooao

OOoo0oooo

O 0Oo0oo0ooao

OOoo0oooaoo

OoOoo0o0odgao

O Oooooaoo

O OooOoooog

JP 2016-31760 A 2016

O 0Oooo

O
O
O
O
O
O
O
O
O
O

O
OJ
O
O
O
O
O
O
O
O

.3.

]

7

10

20

30

40

50



e s e e e s e ) ey [ I

Ooooooooogooogao
Oooooooooo0oo0ooQgoao
Oooooooogogoogao

OoooooogogoQgoo

OO0 0o oogogooooogg
OO0 oooooooooogoQgg
OO0 o0DoDoogogooooogogg
Oo0oooooooooogogQgog
OO0 oDoDoogogooooogogg
OO0 ooooooooooQgog

Ooooooooooooooooooogogoodg
OoooooooooooooooooooboOoad
Ooooooooooooooooooogood
OooOooooooooooooooooonOod

OO0 oooogooooggdg

t
u

OOo0ooogo-gogao
OoooooQgogao
OOoo0ooodg
OoOoo0oood
OOoo0ooog
O0Ooo0oood
OOoo0ooog
Oo0Ooo0oood
OoOoo0ooog
O0Ooo0oood
OoOoooodg
O0Ooo0oo0ood

U
U

O 0O0ooooaog
OOo0o0ooooao
O O0oooooaog
OOoo0ooooao
O Ooogoo
O 0Ooo0ooo
O Ooogoo
O 0Ooo0ooo

O
O
(]

[ O o R |
I B |
[ O o R |

OO oooQgooo
OO ood

Oo0Oood
OO ood

ugagoano

query-based

U
t
0

g
g
U
0
g
U

ogogoao
oggoano

oggoao
ugagoano
oooao
ogogoao
uggoano

O
O
O
O
(]

O
O
O
O
O

[ B |
[ o A |
O O
O O
O O

O 0Oooo
O 0Oooo
O 0Oooo
O Oooo
O 0Oooo

ocoooao
analytics
ooooao
ooooao

goooan
gogooano
ooooOao
oggoooaon
agogooano

4) JP 2016-31760 A 2016.3.7

goooooooboooooobboooooboooooan

0000000000000 0D0DOoOoOoOoDOoDooooao
000000000000 0000ooOoOoDoDooooaon
000000000000 00ooooOoOooooooao
0000000000000 0D0OoOoOOoOOooDooooao
000D o0oooooaon

O

0000000 0o0oo0oooo0oaon 10
O

O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O

20

O O
O O
O O
O O
O O
O O
O O
O O
O O
O O
O O
O O
O O
O O
O O
O O
O O
O O

O

O

O

O

O

O

O

30

O Oooo
[ |
O d
[ |
[ |
[ |
O O
[ |
O O
[ |
[ |
O d
[ |
O d
[ |
O d
[ |
O d
[ |
O d
[ |
O d
[ |
O d
[ |

uogoboboooobboooooobboooooboooooan 40
ofdata0 0 DO O0O0OOO0OOOCDOOCDODOOOODO
gooooooobooooobboooobobooooban
goobooooobboooooboooooboooad

goooooooboooooobboooooboooooan
uogoboboooobboooooobboooooboooooan
goocooObboooooooooboboboooooooboao
goooboooooboobooooobbooooobobooooan
ugooboooooboboooooobboooooboooooan 50



e e e [ e e e e R [t e s e e e e e e e e s o i [

OOo0ooooooOoooDooooogooogoo
OOo0oocoOoooooooooooooOoOgoao
OOo0ooooooooooooooooogoaog

Ooooooogoooodg

Iy Iy

|
|

OooOooooooooooooooooooooooO0oOgoao
OoooODooohooooooooooDoooDooooogooogao

Ooooooooooooo0ooooo0 o oDoDoooooooao

)]
<
(V)]
~+
0]
3
O

|
O

O OoOo0ooooao

e e e s e e e ey e e s e ) s

OO0 oDooogoggooood
OooOoo0ooooQgod
OoOoo0ooogd
Ooo0o0o0oooQgd

O
O
O
O
O
]
O
]
O
O
O
O
O

OoooooQgooao

O 0Ooooo Oo0Oo0ood

OoOoo0oooao
O0Ooo0oooog
I B
OOoo0oooog
OoOoo0ooao
OOoo0oooaog
I B
OoOoo0oooaog
O0Ooo0oo0ooa.o
OOoo0oooaog
I B
OoOoo0oooaog
O0Ooo0oo0ooao
OoOooooaog
O0Ooo0oo0ooao
OoOooooaog
O0Ooo0Oo0ooa.o
OoOoo0oooog

O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O

O
O
O
(]
O
O
O
O
(]
O
O
O
O
O
O
O
O
O
O
O
OJ
O
]

O
O
O
O

O
O
O

Oo0oooogodgogooao

OOoo0oood

O

O
O
O
O
O
O
O
O
O
(]
O
O
O
O
O
O
O
O
O
O

OooooooQgooao

O Ooooo
O OooOooo
O 0Ooooao
O OooOooo
O 0Ooo0ooao
O Ooooo
O 0Ooo0ooo
O OooOooo
O 0Ooo0ooao
O Ooooo
O 0Oo0ooOoo
O Ooooo
O 0Oo0ooOoo
O Ooooo
O 0Oo0ooOoo
O Ooooo
O 0Oo0ooOoo
O Ooooo
OO oOooog
O Ooooo
OO oOooo
O Ooooo
OO oOooog
O Ooooo
O OoOooo
O 0Ooooo
O OooOooo
O 0Ooo0ooo
O OooOooo
O 0Ooo0ooo
O OooOooo
O 0Oo0ooao

Oo0oooogodgogooao

O
O
O
O
O
O
O

OooooooQgooao

O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
OJ
O
OJ
O

Oo0oooogodgogooao

OooooooQgooao

Oooooogodgooao

OoooooQgooao

Oooooodgooao

OooooooQgooao

Oooooogodgooao

OooooooQgooao

)

O O
O O
O O

Oooooodgooao

Oooo0ooodgooao

Oo0ooooQgooao

O

Ooooooodgooao

OoooooQgooao

OooOooooodgooao

O O0Oo0ooOoo
O Ooooo
O OoOooo
O Ooooo
OO oOooo
O Ooooo
OO oOooo
O Ooooo
O OoOooo
O Ooooo
O Ooooo
O Ooo0ooo
O Ooooo

OoooooodQgooao

[ OoOo0ooogooogono

]

OooooooQgooao

OO0 oooogodogooao

JP 2016-31760 A 2016

gooooooooan

OooooodQgooao
Oo0oooogodgogooao
Ooooooogoogoao
Ooooogogoao
Ooooooogoogoo
Ooooogogoao
Ooooooogoogoo
Oooooogogoao
Oooo0ooogoogoo
Oooooogogoao
Oooo0oooogoao

O

O
[
O
O
O
O
O
O
O

O

O

O
(]

.3.

0ooao
cloake
Ooao
0ooao

O

7

10

20

30

40

50



e s e e .. L I [ s e o B |

roup TPM spe

OoooooooooooQgg
OO0 oDoogog4gogooood

Oo0ooooooooogogoogogoo
Ooo0ooooooooooooogooao

OO0 0o oo4gogUooDoDoo4gogoooog
Ooooooo0oooooooooogogoQgdg

0

O

o
>
[0
|

OoooooooooooQgg
OO0 oDoog4gooood

e R s e s e s Y o A
OoOo0ooOooooo0ooooo4o00 oo oooo0D oo oDoooDoooDoDooo0ooooaono

0

O

OoooooooooogooQgdg
OO0 oDoogogogooooogogg

e A s e s e e e e [ s e o B |

Oooooooooooaogo
OOooooogooooaog
Oooooooooooao

O
O
O
O
O

Ooooooooooooogoooaoo
Oo0DoDooooooDooggoooao
Ooooooooooooogogoooaoo
OOo0oDoooUoooDooggoooao
Ooooooooooooogogoooao.o
Oo0ooDooooooooggoooao
Ooooooooooooogogoooao.o
Oooooooooooogogogoooao
Ooooooooooooogogoooaoo
Oooooooooooogogogoooao
Oo0ooooooooooogogoooao
Oooooooooooogoggogoooao
Oo0oooooooooooogogoooao
Oooooooooooogogogoooao
Oo0oooooooooooogogoooao
Oooooooooooogogogoooao
Oo0oooooooooooogogoooao
Ooooooooooooogogoooao
OoO0ooooooooooogogoooab-o

OoOooooooogoo ooogoaog
Y Y Y [ Y
Ooooooooo o oogoaog
Yo, O Y Y [ o Y
Ooooooooooe ooogooao

Ooooogogoao
Oooo0ooogoogoao
Ooooogogoao
Ooooooogoogoao
Ooooogogoao

O
O
O
O
O
O
O
O
O
O

O
O
O
O
O
O
O
O
O
O
O
O
O
O
O

a

OOoo0oooogogg
Oooo0oooQgdg
OOooooogogg
Oooo0oooQgdg
Oooooogogdg
OoOoo0oooQgdg
O0Ooo0ooood
OoOoo0ooood
OOoo0ooood
OoOoo0ooood

O
O
O
O
O
O
O
O
O
O

O
O
O
O
O
O
O
O
O
O

O OooOooo
O 0Ooo0ooao
O OooOooo
O 0Ooo0ooo
O Ooooo
O 0Ooo0ooao
O Ooooo
O 0Oo0ooOoao
O 0Ooooo
O 0Oo0ooOoao

OooooooQgdg
OoOoooooogg
OooooooQgodg
Oooooooogg
OoOoo0oooogadg
Oooooooogg
OoOooo0oooOgoadg
Oooooooogg
OoOoooooogoadg
OoooooooQgg
Oo0oooooogdg
OoooooooQgg
OOooooogogdg
OooooooQgdg
OOooooogogg
OooooooQgdg
Oooooogoogg
OooooooQgdg
OOooooogogg
OooooooQgag
Oooooogogdg
Oooo0oooQgodg
Oooooogoogdg
Oooo0oooQgodg

O oOoooo
O 0Ooo0ooao
O oOoooo
O 0Ooo0oo0oao
O oOoooo

(6

i
nsD D0 0o0oooDoo0ogooboogobobbooooboboooonb

JP 2016-31760 A 2016.3.

O 0Oo0oo0oao
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O

Ooooao
oooao
computat
Ooo

Oooooooooooogooao
OO0 OooDoodgooooodgogoao
Oooooooooooogooao
OO0 oDoDoodgdgooooogogoao
Oooooooooooogooao
OO0 ooDoo4gogooooogogoao
Oooooooooooogooao
OO0 ooDoo4gogooooogogoao
Oooooooooooogooao
OoooDoogogooooogogooao
Oooooooooooogooao

OooDooo4gogoooogdg
Ooooooooooogdg
Ooooooogogoooog
Ooooooooooodg

transmission[]
ooooooao
ooooooao
Ooooooao
trusted computingd Trusted Compu

[ O o R |
[ I R |
O 0Oooo
I I |
[ O R |
I I |
O Oooo
[ I |
[ i R |
O 0Oooo

OJ

ud
oo
od
a oggao oggoao
tin

g G
O

O
O
O
O
O
OJ
O
OJ
O
OJ
O
O
O
O
O
O
O
O
O

7

10

20

30

40

50



e e e Y Iy
e s e e s e e e e ) e ) e e e e s e s Y Y Y
v e Y Iy
e s e R e e ) e ) e e e s e s Y Y Y
e ey I
e s e e e R e ) e ) e e s e s Y Y

OOoo0ooooo
O 0O0ooooaog
OOo0o0ooooao
O O0oooooaog
OOoo0ooooao
O Oooooaog
OOoo0ooooao
O Oo0ooooaog
O Ooo0ooooao
O Ooo0ooooaog
OOoo0ooooao
O Ooooooaog
O Ooo0oo0oooao
OOoo0ooooaog
O Ooo0ooooao
O Ooooooaog
O Ooo0ooooao
OOoooooao
O O0Ooo0ooOoooao

O
O
O
(]
O
O
O
O
(]
O
O
O
O
O
O
O
O
O
O

O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O

O
O
O
O
O
O
O
O

O 0Ooo0ooo
O O oQgogo
O 0Ooo0ooo
O Ooogoo
O 0Ooo0gooo
O Ooogoo
O 0Ooo0ooo
O Ooogoo
O 0Ooo0ooo
O Ooogoo
O 0Ooo0ooo
O Ooogoo
O 0Ooo0ooo
O OooQgoo
O 0Ooo0ooo
O Ooogoo

Ooooooooooooogogoooao
OO0 ooDoogogooooogogooao
Ooooooooooooogoogoooao
OOo0ooDoogogooooogogooao
Ooooooooooooogooooao
OOo0ooooogooooogogooao
Ooooooooooooogoogoooao
OOo0oooooooooogogooao
Ooooooooooooogoogooao

Oo0ooooooooaoo
OO0 oOoooggoooao
Oo0ooooQogoooaoo
Oo0oooog4goooao
Oo0oooooOooooaoo
Oo0oooogQgoooao
Oo0ooooOoOooooaoo
Oo0oooogogoooao
Oo0ooooOogoooaoo
Oo0oooogogoooao
Oo0oooogogoooao
Oo0ooooQgoooao
Oo0oooogogoooaoo
Oo0ooooQgoooao
OoO0oooogooooao
Oo0ooooQgoooao

O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O

OO0 ooDooooooooogoggogoog
Oo0oooooooooooQgoogoo
OO0 ooooogoooooogoggogoog
Oo0oooooooooooQgoogoao
OO0 ooDoooooooooggogoog
Ooo0oooooooooooQgogoao
Oo0ooooooooDooogogoo
Ooo0oooooooooooogogoao
OO0 oDoooooooDooogogoo
Ooo0ooooooooooooogogoao
Oo0oDoDooooooooogogoo
OO0 0o ooogQgoooooggogog
OO0 oDoDooooooooogogoo
OO0 Do ooogogooooogogogog
Oo0ooDoooooooooQgogoo
OO0 Do ooogogoooooggogog
Oo0ooooooooooogogoo
OO0 oo ooogogoooooggogog
Oo0oooooooooooQgogoo
OO0 oDoooogogoooooggogog
OO0 ooooooooooooQgogoo
OO0 ooooogogoooooogoggogoog
Oo0ooooooooooooQgogoo
OO0 oDoooogoooooogogogo
Oo0oooooooooooQgogoo

P

O 0Ooo
O 0Oooo
O 0Ooo
O 0Oooo
O 0Ooo
O 0Oooo
O 0Ooo
O 0Oooo
O 0Ooo
O 0Oooo
O 0Oooo
O 0Oooo
O 0Oooo
O 0Oooo
O 0Oooo
O 0Oooo
O Oooo
O 0Oooo

OoOoo0oooogoogoao

OooooogoQgoao

OoOoo0oooogoogooOoao

OoOoo0oooogo
OO0Oo0oooog
OoOoo0oooao
OO0Oo0oooog
OoOoo0oooao
O0Oo0oooog
O0Ooo0oooo
OOoo0oooog
Oo0Ooo0oooao
OOoo0oooaog
I B
OOooooaog
O0Ooo0oooao
OoOooooaog
I B

OooooogQgoao

O O

Oooooogooogoo

[

Oooooogogoao

OO0 oooodgogoao

JP 2016-31760 A 2016.

Oooooogogoao
OO0 oooodgogoao
OoooooogoQgoao
OOooooogogoao
Ooooooogogoao
OOooooogogoao
Ooooooogogogoao
OooooogoQgoao
Oooo0oooogogogooao
Oooooogogoao

Ooo0oooogooQgoao

.7

10

20

30

40

50



e e e Y Iy
e s e e s e e e e ) e ) e e e e s e s Y Y Y
v e Y Iy
e s e R e e ) e ) e e e s e s Y Y Y
e ey I
e s e e e R e ) e ) e e s e s Y Y

Oo0Ooo0oooo
OO0Oo0oooog
I B
OOooooaog

OoOoo0oood
OOoo0ooodg
OoOoo0oood
OOoo0ooodg
OoOoo0oood
OoOoo0ooodg
Oo0Ooo0oood
OoOoo0ooodg
O0Ooo0oood
OoOoo0ooodg
O0Ooo0oo0ood
OoOoo0ooodg
O0Ooo0oood
OoOoooodg
I B

oo oooooQooooodg
OO0 oo oDoogoooodg
OO0 oo oooQooooodg
OO0 oo oDoo4Qgoooodg
oo oooooQgooooodg
OO0 oOoooDoogQgoooodg
OO0 oooooOooooodg
OO0 oooooQgoooodg
OO0 oooooOooooogdg
OO0 oooooQgooood
oo oooooooooodg
OO0 oooooQgoooodg
OO0 oooooooooodg
OO0 ooooogogoooodg
Oo0oooooooooood
OO0 oooooQogoooog
Oo0oooooooooood
OO0 oooooQgooooog
Ooooooooooood
OO0 oooooQgooooog
OO0 0o oDoo4gQgoooodg

O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
OJ

O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O

O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O

Ooo0oooQoogoao
OOo0o0ooogoQgogao
Ooo0oooQgogoao
Ooooogogogao
Ooo0oooQgogoao
Oo0ooogoQgogao
Ooo0oooQoogoao
Oo0ooogoQgogao
Ooo0oooQoogoao
OooooQgogao
Ooo0ooooOoogoao
Oo0oooQgogao
OoooooOoogoao
OooooQgogoao
OooOooooOoogoao
OooooQgogoao
OooOoo0oooOoogoao
Ooo0oooQgogoao
OooOooooOoogoao
Ooo0oooQgogoao
OOo0ooogo-gogao
Ooo0oooQgogoao
OOo0o0ooogogogao

O Ooooo
O OooOooo
O Ooooao
O O0OoOooo
O 0Ooooao
O OooOooo
O 0Ooo0ooao
O Ooooo
O 0Ooo0ooao
O Ooooo
O 0Ooo0ooo
O Ooooo

O
O
O
O
O
O
O
O
O
O
O
O

O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
OJ
O
OJ

O Ooooo
O OooOooo
O 0Ooooo
O Ooooo
O Ooo0ooo
O Ooooo
O 0Ooo0ooao
O Ooooo
O 0Ooo0ooao
O Ooooo
O 0Oo0ooao
O Ooooo
O 0Oo0ooOoo
O Ooooo
O 0Oo0ooOoo
O Ooooo
O OoOooo
O Ooooo
O OoOooo
O Ooooo
O OoOooo
O Ooooo
O OooOooog
O Ooooo
O OooOooo
O Ooo0ooo
O OooOooo
O 0Ooo0ooo.o
O Ooooo
O 0Ooo0ooo

O 0Oooo
O Oooo
O 0Oooo
O Oooo
O 0ooo
O Oooo
O 0ooo
O Oooo
O 0Ooo
O Oooo
O 0O oo
O Oooo
O 0O oo
O Oooo
O Oooo
O Oooo
O Oooo
O 0Oooo
O Oooo
O 0Oooo
O Oooo
O 0Oooo

C))

O OooOooo
O 0Oo0ooOoo
O Ooooo
O 0Oo0ooOoo
O Ooooo
OO oO0ooo
O Ooooo
OO oO0ooo
O Ooooo
O OoOooog
O Ooooo
O OooOooo
O Ooooo
O OoOooo
O 0Ooo0ooo
O OooOooo
O 0Ooo0ooo
O OooOooo
O 0Ooo0ooao

O

Oooooooooood
OO0 oDooogog4Qgooood
Ooooooogooood
OO0 oDooogoggooood
Ooooooooooodg
OO0 oooogoQgooood
Ooooooooooodg
OoDoooogoQgooood
Ooooooooooodg
Oooooogoggogooood
Oooooooooood
OooooogoQgooood
Oooooooooood

JP 2016-31760 A 2016.

[ |
O d
[ |
O d
[ |
O d
[ |
O d
[ |

O

OoOoooood
O0Ooo0oooogd
OoOoo0ooood
O0Ooo0oooogd
OOoo0ooood
O0Ooo0oooogd
OOoo0ooood
O0Ooo0oooogod
OOoo0ooood
OOoOo0oooogod
OOoo0ooood

O
OJ
O
O
O
O
O
O
O
O

O

.7

10

20

30

40

50



e e e Y Iy
e s e e s e e e e ) e ) e e e e s e s Y Y Y
v e Y Iy

OoOooooooOoooboo oo ooooogogood

OO0 o0oDooggUoooDooUgUoooDooog4ogooooaog
OoooooooooooooDoDoDooooooooao
OO0 oDoogogUoooDooUgUoooDooogogooooaog

OoooooooooooooDooooooooogdg

OOo0ooo40oUoooDoDooUooUoooDoDooUogoooogdg

O
O
O
O
O
O
O
O
O
O
O
O
O
O

O
O
O
O
O
O
O
O
O
O
O
O
O
O

O0Ooo0oooaoo
O Ooo0oooo
O0Ooo0oooaoo
O Ooo0oooao
O0Ooo0oooao
OOooOoooao

Ooooooogdg

O
O
O
O
O
O
O
O
O
O
(]
O
O
O

O
O
O
O
O
O
O
O
O
O
O
O
O
O

O Ooooo
O OoOooo
O Ooooo
O OooOooo
O Ooooo
O Ooooo
O Ooo0ooo
O Ooooo
O Ooo0ooo
O Ooooo
O Ooo0ooo
O Ooooo
O Ooo0ooao
O Ooooo
O Ooo0ooao
O Ooooo
O O0Oo0ooo
O Ooooo
O O0Oo0ooOoo
O Ooooo
O OoOooo
O Ooooo
OO oOooo
O Ooooo
OO oOooo
O Ooooo
O OoOooo
O Ooooo
O Ooooo
O Ooo0ooo
O Ooooo
O Ooo0ooo
O Ooooo
O Ooo0ooao

O
O
O
O
O
O
O
O
O
O
O
O
O
O

O
O
O
O
O
O
O
O
O
O
O
O
O
O

O
O
O
(]
O
O
O
O
(]
O
O
O
O
O

Oo0oooodQgooao

O
O

Oo0ooooogg

OoOo0o0ooogodogooao

OooooooQgdg

Ooooooogoogoao
Ooooogogoao
Ooooooogoogoao
Ooooogogoao
Oooo0ooogoogoao
Ooooogogoao
Ooooooogoogoao
Ooooogogoao
Oooo0oooOoogoao
Oooooogogoao
Oooo0oooogoao
Oooooogogoao
Oooo0ooooogooao
Oooooogogoao
Oooo0oooogooao
Oooooogogoao
OoOoo0oooogogoao
Oooooogogogoao
OOoooogogoao
Ooooooogogogooao
Ooooogogoao
Ooooooogogoao
Ooooogogoao
Ooooooogoogoao
Ooooogogoao
Ooooooogoogoao
Ooooogogoao
Ooooooogoogoaoo
Ooooogogoao
Oooo0ooogoogoao
Ooooogogoao
Oooo0ooogoogoao

Oooooogdg

OooooooQgodg

Oooooogdg

O 0Ooo0ooo
O Ooogooao
O 0Ooo0ooo
O Ooooo
O Ooo0ooao
O Ooooo
O 0Ooo0ooao
O Ooooo
O Ooo0ooao

OoooooooQgodg

Oooooogdg

OooooooQgodg

Ooooooogdg

OooooooQgodg

Oooooooogg

OooooooOodg

Oooooooogdg

€))

goad

O O
O O

g
g

OooooooOodg
Ooooooogdg

[ |
O Od

O O O
O OO

g
g

Ooooo0oooodg

O
O

O
O

O
O

O
O

O
O

g
a

Oooooooogg

JP 2016-31760 A 2016.3.7

gooboooobboooooboboao

ooobObooOooooooooboao

gooboooobooooboboo

ud

gooboooobobooobobDboo
gooboooobobooooboboad

triggered 0 00D OO0 OODDOOOOO
OoO0ooo0ooooooDOooooooooog
Oo0DO0o0oOo0DooDoooDOooDoooDoooaog

Oooooooogoadg
Oooooooogg
Oo0Dooooogdg
Oooooooogdg
OOo0Dooooggdg
Oooooooogdg
OoOooooogdg
Ooooooogdg
Oooooogdg
OooooooQgdg
OoOoo0oooogdg
OooOoo0oooodg
OoOoo0ooogdg
Ooo0Oo0ooOodg
OoOoo0ooogdg
Ooo0o0o0ooOod

[ |
[ |
O d
[ |
O d
[ |
O d
[ |
O d
[ |
O d
[ |
O d
[ |
O d
0O O

[ i Ry
[ i R |
O O o
[ i R
O O o
O O
O d
O O
O d
O O
O O
O O
O d
O O
O O
O O

10

20

30

40

50



e e e Y Iy
e s e e s e e e e ) e ) e e e e s e s Y Y Y
v e Y Iy
e s e R e e ) e ) e e e s e s Y Y Y
e ey I
e s e e e R e ) e ) e e s e s Y Y

OOoo0ooooo
O 0O0ooooaog
OOo0o0ooooao
O O0oooooaog
OOoo0ooooao
O Oooooaog
OOoo0ooooao
O Oo0ooooaog

Oooooooooooogogogooao
OO0 ooDoogogooooogogooao
Oooooooooooogogoooao
OO0 ooDooogooooogogooao
Ooooooooooooogooooao
OOo0ooDooogooooogogooao
Oooooooooooogogogoooao
Oooooooooooogogooao
Ooooooooooooogoogogooao
Oooooooooooogogooao

OooooooQgoo
Ooooooggogao
OooooooQgoo
Ooooooggogao
Oooo0ooogoo
Ooooooggoao
Oooo0oooQgoao
Ooooooggoao
Oooo0oooQgoao
Oooooogoggoao
Oooo0oooQgoao
Oooooogoggoao
Oooo0oooQgoo
Ooooooogoggoo
OooooooQgoo

OooooooOgod
OoOoo0oooogd
Oooo0oooOgod
OOoOo0oooogd
Oooo0oood
OoOoo0oooogd
OooOoo0oood
OoOoo0ooogd
OooOoo0ooood
OoOoo0oooogd
OooOoo0ooood
OoOoo0oooogd
OooOoo0ooood
OoOoo0oooogod
OooOoo0ooood

O Ooooo
O OoOooo
O Ooo0ooo
O Ooo0ooo
O Ooo0ooo
O Ooooo
O 0Ooo0ooo
O OooOooo
O 0Ooo0ooo
O Ooooo
O 0Ooo0ooao

O0Ooo0oooao
OOoo0oooaog
I B
OoOooooaog
O0Ooo0oooao
OoOooooaog
I B
OoOoo0oooog
O0Oo0oo0ooao
OoOoo0oooaog
O0Oo0Ooo0ooa.o
OoOoo0oooogo
OO0Oo0oooog
OoOoo0oooao
OO0Oo0oooog
OoOoo0oooao
O0Oo0oooog
O0Ooo0oooo
OOoo0oooog
Oo0Ooo0oooao
OOoo0oooaog
I B
OOooooaog
O0Ooo0oooao
OoOooooaog
I B

OooooooooooooQgoao
Oo0ooooogoooooogoggogoo
OooooooooooooQgogoao
Oo0ooooooooooogogogoo
OooooooooooooQgooao
Oo0ooooooooooogogoog
Ooo0ooooooooooooogoogoao
Oo0ooooooooooogogogoo
Ooo0ooooooooooooogooao
Oo0oooooooooooQgoo
OO0 Do ooogQgoooooggogog
Oo0oooooooooooQgogoo
OO0 Do ooogQgooooogogogog
Oo0oooooooooooQgoo
OO0 oo ooogogoooooggogog
Oo0oooooooooooQgoo
OO0 oDoooogogoooooggogog
Oo0ooooooooooogoQgoo
OO0 oDoooogogoooooggogog
Oo0oooooooooooQgoao
OO0 oDoooogoooooogoggogoog
Oo0ooooooooooooQgoao
Oo0ooooogoooooogoggogoo
Ooooooooooooogoao

O Oooo
O 0Oooo
O Oooo
O 0Oooo
O Oooo
O 0Oooo
O Oooo
O 0ooo
O Oooo
O 0Oooo
O Oooo
O 0Oooo
O Oooo
O Oooo
O Oooo
O Oooo
O Oooo
O Oooo
O Oooo
O Oooo
O 0Oooo
O Oooo
O 0Oooo

(10)

O o0oooooogdg
Oooooooogodg
O o0oooooogdg
Oooooooodg
Oo0oooooogdg
OO0 ooooogdg
O oo oooogdg
O oo oooogdg
O o0oooooogdg
O oo ooogdg
Oo0oooooogdg
O oo ooogdg
O oooooogodg
O Oo0oooogdg
Ooooooogodg
O Oo0oooogdg
Ooooooogodg
O Ooooooogdg
Ooooooogdg

OOoo0oooao

O 0Ooo0oo0ooao

O Ooo0oooao

O 0Oo0oo0oo0oao

OOoo0oooaoo

OoOoo0oo0ogao

O Ooo0oooaoo

O 0Oo0oooo

JP 2016-31760 A 2016.

OOoo0oooao
O Ooo0oooo
O 0Ooo0oooao
O Ooo0oooaog
O0Ooo0oooao
O Ooo0oooo
O0Ooo0oooao
O Ooo0oooao
O0Ooo0oooao
O Ooo0oooao

O0Ooo0oooao

.7

10

20

30

40

50



e e e Y Iy
e s e e s e e e e ) e ) e e e e s e s Y Y Y
v e Y Iy
e s e R e e ) e ) e e e s e s Y Y Y
e ey I
e s e e e R e ) e ) e e s e s Y Y

O 0Oooo
O 0Oooo
O oOooo
O Oooo
O o0Oooo
O 0Oooo
O 0Oooo
O 0Oooo
O 0Oooo
O oOooo
O o0Oooo
O 0Oooo
O o0Oooo
O oOooo
O 0Oooo
O oOooo
O 0Ooo
O 0Oooo
O 0Ooo
O 0Oooo
O 0Ooo
O 0Oooo
O 0Ooo
O oOooo
O 0Oooo
O oOooo
O 0Oooo
O 0Oooo
O 0Oooo
O o0Oooo
O oOooo
O o0Oooo
O 0Oooo
O o0Oooo

OooooooogooQgooao
OO0 oooooggogogoao
Ooooooooogooao
OO0 oooooggogooao
OooooooooQgooao
Ooooooogoggogooao
OooooooooQgooao
Oooooooggooao
OooooooooQgooao
Oooooooggooao
OoooooooQgooao
Oooooooggooao
Ooooooooogooao
Ooooooogogogooao
Ooooooooogoooao
Oooooooogoggooao
Ooooooooogooao
Ooooooogoogooao
OoooooooogoOooao
OooooooogooQgooao
OO0 ooDoooggogoao
Oooooooogoogooao
OO0 oooooggogogoao
Oooooooogogogooao
OO0 oooooggogooao
OooooooogooQgooao

O 0Oooo
O 0Oooo
O 0Oooo
O 0Oooo
O 0Oooo
O Oooo
O o0Oooo
O 0Oooo
O 0Oooo
O Oooo
O 0Oooo
O 0Oooo
O 0Oooo
O oOooo
O o0ooo
O oOooo
O 0Ooo
O 0Oooo
O 0Ooo
O 0Oooo
O 0Ooo
O 0Oooo
O 0Ooo
O 0Oooo
O 0Ooo
O 0Oooo
O 0Oooo
O 0Oooo
O 0Oooo
O 0Oooo
O 0Oooo
O 0Oooo
O Oooo
O 0Oooo

Ooooooogooooao
Oooooogogooao
Ooooooogooooao
OOooooogogooao
OoooooogooooOoao
Oooooogoooao
Ooooooogooooao
Oooooogoooao
OoooooooooOoaoo
Oooooogoooaoo
OooooooOooooOoao
Oooooogoooao
Ooo0oooooOoooOoao
Oooooogoooao
OOoo0ooooOoogoooOoao
Oooooogogoooaoo
OOoo0ooooOooOooOooOoao
Oooooogogoooao
OOoo0ooooOooOooOooOoao
Oooooogogoooao
OO0 o0ooogogooao
Oooooogogoooaoo
OO0 oooogogooao
Oooooogogoooaoo
OOooooodgogooao
Ooooooogooooaoo
OOooooogogooao
Ooooooogooooao
Oooooogogooao

Ooo0ooooooooooogoQgodg
OO0 oooooggogoooooggdg
Oo0oooooooooooogogoQgodg
OO0 ooooogogoooooggdg
Ooo0oooooooooooogogoQgodg
Oo0ooooooooooogogdg
Ooo0ooooooooooogogoQgodg

OO0 oDoooogoggogoooogg
OO0 ooooooooooQgg
OO0 ooooogoooooogg
OO0 ooooooooooQgdg
OO0 ooooogo4ooooogg
oo ooooooooooQgdg
OO0 oooooooooogg
Oo0oooooooooooQgdg
OO0 oDoDoooooooogg
Oo0ooooooooooogdg
OO0 oDooooooooogg
Oo0oooooooooooOgodg
OO0 oDoooooooooQgg
OO0 0o oogoggooooogg
OO0 ooDoooooooog-g
OO0 O0DoDoogog4gooooogg
OO0 oDoooooooooQgg
OO0 oo oogoggogoooogg
OO0 ooooooooooQgg
OO0 oo oogoggogoooogg
OO0 ooooooooooQgg
OO0 ooooogogogoooogg
OO0 ooooooooooQgg
OO0 ooooogo4ogooooogg
OO0 ooooooooooQgg
OO0 ooooogo4gooooogg
OO0 ooooooooooQgg

1)

JP 2016-31760 A 2016.

OO0 oooooggg
OO0 o ooooogoQgog
OO0 oooooggog
oo oooooogogoQgo-g
OO0 ooooooggog
oo oooooogooQg-g
OO0 oooooogogog
oo oooooogooQgg

OoooooooQgoo
OOo0oooooggogo
OoooooooQgoogoo
OOo0oooooggogoao
OoOooooooQgoogoao

.7

10

20

30

40

50



e e e Y Iy

s s s e ) e e e e s s e e e e ) s Y Y I Y
s e e e e ) I
e s s e ) e e e e e e ) s Y Y
s ey s e ) I
e s s e ) e e e e e e ) s Y Y Y

OJ
O
O
O
[
O
O
O
O
O
]
O
]
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O

O
O
O
O
O

Ooo0oooQgogoao
OOo0o0ooogoQgogao
Ooo0oooQgogoao
OoooogoQgogao
Ooo0oooQgoao
Oo0ooogogogao
Ooo0oooOoogoao
Ooooogogogao
Ooo0oooOoogoao
Ooooogogao

OoOoooood
O 0Ooooood
OoOoooood
O Ooo0ooood
OoOoooood
O Ooooood
OoOoo0ooood
O Ooooood
OoOoo0ooood
OOoooood
OoOoo0ooood
OOoo0ooood
OoOoo0ooood
OOoooood
OoOoo0oo0oood
OOoooood
OOoo0oo0oood
OoOoooood
O0Ooo0oo0oood
OoOoooood
O 0O0oOooood
OoOoooood
O 0O0oOooood
OoOoooood
O 0Ooooood
OoOoooood
O 0OooOooood
OooOoooood
O Ooooood
OoOoo0ooood
O Ooo0ooood
OoOoo0ooood
O Ooooood
OoOoo0ooood

OoooooogoQgoao
Ooooooggoao
OoooooogoQgoao
Oooooggoao
Ooooooogoogoo
Ooooooggoao
Oooo0ooogoQgoao
Ooooooggoao
Oooo0ooogogoao
OooooogQgoao
Oooo0ooogoao
OooooogQgoao
Oooo0oooogoao
Oooooogogoao
Oooo0oooogoao
OoooooogoQgoao
OoOoo0oooogoo
OoooooogogQgoao
OoO0oo0oooogoao
OoooooogogQgoao
OOooooogogogao
OoooooogQgoao
Oooooogogoao

O 0o oo

OooooogQg™g

O
O

O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
OJ
O
OJ

O O oo

Oooooggdg

O 0Oooo

OoOoo0ooood
O Oo0oooogod
OoOoo0ooood
O Ooo0oooogod
OoOoo0ooood
OOooooogod
OoOoo0oo0oood
OOoo0ooood
OoOoo0oo0oood
OO0Ooo0ooood
OoOoo0oo0oood
OOoooood
OoOoo0oo0oood
OOoo0ooood
OO0Ooo0oo0oood
OoOoooood
O0Ooo0oo0oood
OoOoooood
O 0O0o0oooogod
OOoooood
O O0Oo0oooogod
OoOoo0ooood
O O0Oo0oooogod
OOoo0ooood
O O0Oo0oooogod
OoOoooood
O Oooooogod
OoOoo0ooood
OOoo0oooogod
OoOoo0ooood
OOoooood
OoOoo0oo0oood

O O oo

O 0Oooo

O O oo

O 0Oooo

I [ o [

O 0o oo

O 0o oo

Oo0Ooo0ooood
OOoo0oooogd
Oo0Ooo0ooood
OoOoo0oooogod
Oo0Ooo0ooood
OoOooooogod
Oo0Ooo0oood
OoOoo0oooogod
O0Ooo0Ooood
OoOoo0oooogod
OO0Oo0oooogd
OoOoo0oooogod
O0Ooo0oooogd
OOoo0oooogod
O0Ooo0oooogd
OOoo0oooogod
O0Ooo0oooogd
OOoo0oooogod
O0Ooo0oooogd
OOoo0ooood
OO0Ooo0oooogd
OOoo0ooood
OO0Ooo0oooogd
I B

O 0o oo

O Oooo

O 0o oo

(12)

O Oooo

O 0o oo

O Oooo

O 0o oo

I [ [

O 0o oo

O 0o oo

|

Ooo0Oood

O

O 0o oo

I [ o [

JP 2016-31760 A 2016

O
O
O
]
O
]
O
O
O
O

Oooooooogdg
OO0 oooogg
Oooooooogdg
OOooooogdg
OoooooooQgodg
OOooooogdg
Oooooooogodg
O Oooooogdg
OoooooooQgodg
OoOooooogdg
Oooooooogodg

O
O
O
O
O
O
O
O

O O oo
I Y o [

O

O

O

O

O

O

O

O

O
OJ
O
O
O
O
O
O
O
O

.3.

O

O

O

7

10

20

30

40

50



OoooOooooooooooooooOoooO0oOgoab
Oooooooooooooooooogooogoao
OooOooooooooooooooOoooO0ooOoib
Ooooooooooooooooooogooogoao
OooOooooooooooooooooOooOoab
Ooooooooooooooooooogooo0ogoao

O 0Oo0oooaod
O 0Oo0Oo0ooaog
O0Oo0oo0ooaod
O Oo0oo0ooaog
O 0Ooo0oooaod
O 0Oo0oo0ooaog
O 0Ooo0oo0ooao
O Oo0oooaog
O 0Ooo0oo0ooao
O Oo0oooao
O 0Oo0oo0ooao
O Oo0oooo
O 0Oo0oo0ooao
OO0Oo0oooo
O 0Oo0oo0oo0oao
O O0Oo0ooood
O 0Oo0oo0oo0oao
O Ooo0oooaod
O 0O0Oo0ooog
O O0Oo0oooo
O 0O0Oo0ooog
O 0Oo0oo0oood
O 0Oo0Oo0ooog
O 0Ooo0ooood
O 0Oo0Oo0ooog
O 0Oo0oooaod
O 0Oo0oooog

O Oooo
O O oo
O Oooo
O Oooo
O Oooo
O Oooo
O Oooo
O Oooo
O 0Oooo
O Oooo
O O0ooo

O 0Oooo
O 0Ooo
O 0Oooo
O 0Oooo
O 0Oooo
O 0Oooo
O 0Oooo
O 0Oooo
O 0Ooo
O oOooo
O 0Oooo
O 0Oooo
O 0Oooo
O oOooo
O 0Ooo
O 0Oooo
O 0Ooo

O 0Ooo0ood
O 0Oo0oo-d
O 0Ooo0ood
O 0OoOood
O 0Ooo0ood
O 0Oo0ood
O 0Ooo0ooad
O 0Ooood
O 0Ooo0ooad
O 0Ooood
O 0Oo0oo0oafd
O 0Ooood
O 0Oo0oo0oafd
O 0Ooood
O 0Oo0oo0oaf
O 0Ooo0ood
O 0Oo0oo0oaf
O 0Ooood
O 0Oo0ooo-g
O 0Ooood
O 0Oo0oo-g
O 0Ooo0ood
O 0OoO0ooo-g
O 0Ooo0ood
O 0Oo0oo-g
O 0Ooood

O
O
O

(13)

O
O
O
O
O

O
O

ggoano

O
O

O
O

2—vrgr—s 0

2 REEAR

83

AT

[ 24

O

O

44
A-Y¥F—4% \{
ZHmo127?

JP 2016-31760 A 2016.

O
O
O
O
]
O
]
O
O
O
O

O O
O O
O O
O O
O O
O O
O O
O O
O O
O O
O O

O O 0O O
O Oooo
O O 0O O
O 0O 0O .
O O OO
O 0O 0O .
O O 0O O

O 0Oooood
O 0Oooog
O 0Oooood
O 0Ooooog
O 0Ooo0ooo
O 0Ooooog
O 0Ooo0ooao

40

1—YOERE
RIANS

| e

A—ERIETS

48

A—-HERET—
SIEMT D

3.

O

O

O 0O 0O .

7

10

20



(14) JP 2016-31760 A 2016.3.7

Ooo0ooao Ooo0ooao
54~
RSN 1—FOREE
ERARIANS RHAND
2 6 88~
WiEEE " . 1-¥RET— - —_
WY 5 ®10#E? SEERT D A
7EN) v 8
A-YERT— RLEEE
REMBT S priptahicy 89 93
8 ¥ YES |- Enr % 5547 vl
5547 RE A—YEET—
WY 5 RIZEET S
[ <68 NO
82 1—RRT—4 A—HEET—4
EEHEEEL— FERT S L +ES
FIEET 5 I 92
| o 1-HEET—
“Qfﬁf FRIBIIMAD
Oo0ooao
" 0D0D0D
I L ey
83~ Z
ISLTLRIM . 70 94
s | [ (|poa=yrs 1-FRRF—5 ¥
7547 k2m 1;:’;4'*’1’5 54Tk 7747
F5AFL bPa—F7 % 90 REEME ha<]
Eobidig 5 4'_; * N 1:*@4#5 84<] ?24 7;1:27;\
> o N TFT—522 = N LA —FT—
84< EOLI—HFT—% - ’77%);(_%;!;&% 2 i
it o 1-—ypE o 55472 PN
i TN Ko R il
84\ 7= { >
9Z4F v kN J A SRETIEER
AR 84
Ooooao Oooooao
a—srar—s 10 o
a—p |} Ry Y—R DY a—vrpT—5 - 102
s AOOI—FF—4
U—RIvLs 1D B N ‘772 F=%1 FE=H 1 OE0l e -
oo b ¥ ety T L S hiRE RETNIBZH
-ty -98 D-28
L iy " g=%52 B 2 Oti= o
V=R /LU NID Y—RI¥YIN *= "= = 2—HF—4
i o7 — ADBPIITs PIEKR RESh-KE
V—RILUIN v e - o
BIEtER EZEN FEZENDFHI
841 I ® B hfKE
98 N-28
Ooo0ooao
ey 10
- PERTF—4 101 o
F— 5 A E A LU 1DkbIz e
DI Pl BEanirs AT
[>-28
. Tuy 2@t
B2 110 TA S hiHE
P>-99 —
By 21D SUHNDE®IZ
BILSh-RE
— o
WLV NID —
™99



(15) JP 2016-31760 A 2016.3.7

gooooooaoo

(72) D000 OO0OO0O0OooOOooo
goooboboooooobbooooooobobooooooboooboooooooboboooooooon
gaoo

(72) 000 OO0O0OO0O0ODOOOOOOobooOOobo
gooooboogooboboooooboboooooobbooooooo

(72000 0Ooooooooooog
oobooooboooboooooooooobobobobooooooooooooooo

()00 DOOooooooobooo
gooboobobooooobobobobooooooobbooooooobooooooooooooooon
u

(72) 000 OO0O0OO0O0OOOOCDOOOobOOOobooOO
gooooboboooooboobobbooooooobobooooooboooboooooooboboooooooon
uggooooodoaaoo



(16) JP 2016-31760 A 2016.3.7

gooooooanb

PRIVATE ANALYTICS WITH CONTROLLED INFORMATION DISCLOSURE

CROSS-REFERENCE TO RELATED APPLICATIONS

[0001] This application claims the benefit of U.S. Provisional Application Serial
No. 62/029,790, filed on July 28, 2014, and hereby incorporated by reference in its

entirety.

FIELD OF THE INVENTION

[0002] The present invention relates to query-based analytics of data about
people or devices associated with people (users). Particular embodiments relate to
enabling queries, while controlling disclosure of individual user data, so as to
substantially reduce a risk of individual user data being exposed or being used for

purposes other than for which the data was gathered.

BACKGROUND OF THE INVENTION

[0003] Many analytics systems store data about users, run computations over
that data, and provide answers specific to individual users based on those
computations. For instance, a recommendation system stores and analyzes data about
many users, and provides recommendations for individual users. As another example,
a fraud detection system likewise stores and analyzes data about many users, and
provides estimates regarding the likelihood that a given user is fraudulent. In the case

of recommendation systems, the system output is normally provided to the user himself.



17 JP 2016-31760 A 2016.3.7

In the case of fraud systems, the system output may be provided to a different recipient

(i.e. the service provider).

[0004] While these analytics systems are very useful, current systems represent a
privacy risk for users, as well as an economic risk to business. There are several privacy
risks for users. For instance, an individual working for the operating organization may
access the stored data to learn about specific individuals for personal gain. The
operating organization may decide to sell the raw data to another organization without
permission from users. The operating organization may decide to use the data for
purposes other than that expected by the user. For instance, an organization collecting
user data for the purpose of making recommendations to those users may later decide
to user that data for fraud detection, to the detriment of the individual users. Finally,
the organization operating the analytics system may provide inadequate data

protection, allowing a hacker to obtain the data.

[0005] There are risks to businesses as well. For instance, a number of businesses
may wish to combine their user data together to improve the system analytics.

Towards this end, the businesses may each transmit their data to each other. However,
the other businesses may not protect the data adequately. Each business may also be

concerned that the other businesses may exploit their data for business advantages.

[0006] Given these shortcomings, there is a need for an analytics system that
allows for controlled disclosure of answers based on individual user data, while
substantially reducing the risk of user data being exposed or being used for purposes

other than for which the data was gathered.
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SUMMARY OF THE INVENTION

[0007] Accordingly, aspects of the present invention provide a method for
controlling disclosure of user information/data in response to targeted queries. The
method includes operating in a cloaked system, authenticating a source of a targeted
query, and controlling the user information used to form a response, according to
permissions established by the user(s) or sources who provided the user information, or

by authorized third parties.

[0008] Also, aspects of the invention provide an apparatus that is configured to
respond to targeted queries based on user information. The apparatus includes a cloak
that authenticates queries and controls disclosure of user data by anonymously

aggregating data to calculate responses.
[0009] These and other objects, features and advantages of the present invention

will become apparent in light of the detailed description thereof, as illustrated in the

accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

[00010] FIG. 1 shows in schematic view an analytics system according to an

embodiment of the invention.

[00011] FIG. 2 shows in schematic view a cloak component of the analytics system

shown in FIG. 1.
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[00012] FIG. 3 shows in schematic view a process for a user to access the user’s

own data record within the cloak shown in FIG. 2.

[00013] FIG. 4 shows in schematic view a process performed within the cloak
shown in FIG. 2 for accepting a client connection to a user data record created by the

same client.

[00014] FIG. 5 shows in schematic view a user data record updated and user-

authenticated for access by plural clients.

[00015] FIG. 6 shows in schematic view a process performed within the cloak
shown in FIG. 2 for using user identity data to discover plural clients owned by a same

user.

[00016] FIG. 7 shows in schematic view a user data record containing user identity

data, updated and client-authenticated for access by plural clients.

[00017] FIG. 8 shows in schematic view a user data record updated and

authenticated for access by plural data source/sinks.

[00018] FIG. 9 shows in schematic view a user data record authenticated for access
by plural data sinks.
[00019] FIG. 10 shows in schematic view a system storing third party

authentication information as well as lists of third parties approved to view data

corresponding to individual users.
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DETAILED DESCRIPTION OF PREFERRED EMBODIMENT

[00020] Referring to FIGS. 1 and 2, an analytics system 10 according to an
embodiment is shown. The system 10 comprises the following components: a cloak 12,
a client 14, a source 16, and a sink 18. The cloak 12 holds user data 24, and transmits to
clients 14 and sinks 18 the results of computations 28 over user data 24. User data 24
may be data about users (i.e. age, gender, or heartbeat rate), and may be data about
devices associated with users (car location, or smart-watch movement). The client 14 (a
user’s 20 device) holds user data 24 and transmits it to a cloak 12. Clients 14 can receive
results 30 computed from their own user data 24. The client 14 may interact with thé
user 20a, which, in turn, may be associated with more than one client 14. The source 16
is a system that holds user data 24, but is controlled by a party (not shown) other than
the user 20a. As shown by reference numeral 22, a source 16 may also be a sink 18,
which is a system that receives results 30 of computations on a user’s 20a data 24 but is
controlled by a party (not shown) other than the user 20a. A sink 18 may also be a
source 16, but does not have to be a source 16. One or more third parties 21 may access

and/or provide authorizations to the cloak 12.

[00021] The cloak 12 is a hardened system/server such that user data 24 stored
within the cloak 12 and is not readable from outside the cloak 12, except via the
computation 28 and transmission described herein. When stored on disk within the
cloak 12, the user data 24 is encrypted, and the encryption key is sealed, where the
sealing function is that defined by trusted computing (for instance, by the Trusted
Computing Group TPM specifications). The disk encryption key cannot be unsealed
unless a trusted auditor approves the cloak 12 software. Additionally, the cloak 12

provides for remote attestation to prove the origin and content of software in the cloak
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12. Data transfers between clients 14 and the cloak 12, and between cloaks 12, are
encrypted. In select embodiments of the invention, hardening, sealing, attestation,
and/or encryption can, for example, be accomplished as described in commonly owned
and co-pending U.S. Pat. App. Nos. 14/283,383 and 61/882,321, which are incorporated
herein by reference in their entirety; however, equivalent or alternative modes for

hardening, sealing, attestation, or encryption can equally be useful.

[00022] User data 24 arrives at a cloak 12 from a client 14 or a source 16. The cloak
12 uses some or all of a user’s 20a data 24 as input to a computation 28. This
computation 28 may have other inputs, including by way of example, data 34 not

v

related to individual users 20a (including “generic data,” “aggregate data,” and
“systemic data”) that is received from external systems (not shown); as well as data
related to other individual users 20b, either from within the cloak 12 or from an external
system (not shown). When received from within the cloak, or from within a separate

interconnected cloak, data related to other individual users 20b is only available via an

anonymizing function 31.

[00023] The computation 28 produces a result 30. This result 30 may directly
contain some of the user data 24, and may also contain other information. The result 30

is transmitted to a client 14 or sink 18.

[00024] For example, if the system 10 is making movie recommendations, then the
user data 24 might be the movies the user 20a has purchased and ratings the user 20a
has given. The database 32 of other users 20b may contain the same. The external data
34 may be parameters used by the computation 28. The output/result 30 is a list of

movies being recommended to the user 20a.
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[00025] To access other users’ 20b data 32, the computation 28 may query a
cloaked analytics system 12 as previously described. This cloaked analytics system 12
may be in different devices, or may reside in the same device in which the computation
28 is operating. The computation 28 may be operated in a sandbox 38. This sandbox 38
limits the computation 28 to directly accessing a single user’s 20 data 24 at a time. The
sandbox 38 may also limit which subset of the user data 24 it may access as required by
a first permissions indicator 36. The first permissions indicator 36 may also indicate
which computations 28 may or may not be executed over the user data 24. In certain
embodiments, the first permissions indictor 36 may be a single permissions credential
or a set of multiple permissions credentials. The sandbox 38 also ensures that the result
30 of the computation 28 goes only to the correct client 14, or to an approved sink 18 as
required by a second permissions indicator 37. The second permissions indicator 37
may be a single permissions credential or a set of multiple permissions credentials. The
sandbox 38 needs to be part of the measured code base for attestation, but the
computation 28 does not need to be part of the measured code base. The computation
28 may be inserted from an external system (not shown), and operated under control of

the sandbox 38.

[00026] In one embodiment, shown generally in FIGS. 1-3, at block 40, a user 20a
interacts via a user device/client 14 with a service operated at the cloak 12. The user 20a
may interact through an application (not shown) running on the device 14 the user 20a
is using. An example of such an application (not shown) is a browser. In this scenario,
at block 42 the cloak 12 authenticates the user 20a when the user 20a accesses the cloak
12. Atblocks 44 and 48, data 24 received from the user’s 20a device 14, after
authentication, is stored in a record 70 associated with the user 20a. Computations 28
made over the user’s 20a data 24 and other data 32 and 34 may only be transmitted, as

shown by blocks 50 and 52, over a connection where the user 20a has authenticated.
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[00027] The cloak 12 may authenticate the user 20a through a standard user
name/password/user authentication credentials (shown as 83 in FIGS. 3 and 5) method.
Alternatively, the cloak 12 may authenticate the user 20a by transmitting a one-time
nonce (large random number) to the user 20a via a communications channel (not
shown) previously specified by the user 20a, and stored along with the user data record
70. Examples of such channels (not shown) include a SMS number or email address.
The user 20a then enters the nonce into the device 14 on which the user 20a is being
authenticated. Alternatively, any other known user authentication method may be

used.

[00028] The user 20a may input data to the cloak 12 through the application (not
shown). Alternatively, in certain embodiments, the application (not shown) may
automatically gather data 24 from the user’s 20a device 14, and transmit this to the cloak
12. Additionally, as shown at block 50 the user 20a or application (not shown) may
transmit the first indicator 36 to the cloak 12 to indicate which computations 28 may be

executed over the user data 24, or, conversely, which may not.

[00029] FIGS. 1-2 and 4 illustrate another embodiment, wherein the cloak 12
receives user data 24 from a single client 14, and returns a computation 28 result 30 to
the same client 14 based on that same user data 24. This scenario may be used when,
for instance, the client 14 is a device only accessible by authorized users 20a such as a
smart phone or laptop computer. In this case, transmitting data 24 and results 30 from
the client 14 to the cloak 12 and back only to the same client 14 does not risk privacy
loss for the user 20a. The user 20a may or may not be aware that the client 14 is
interacting with the cloak 12. For this operation, the cloak 12 must authenticate the

client 14 both for receiving data 24 and sending results 30, so that one user’s 20a data 24



(24) JP 2016-31760 A 2016.3.7

is not leaked to another user 20b at a different client 14. To do this, the following steps

may be taken at the cloak 12.

[00030] As shown by blocks 54 and 58, when a client 14 or source 16 attaches to
the cloak server 12, the cloak server 12 asks the client 14 or source 16 if it has an

authentication credential (shown as 84 in FIGS. 5 and 7-8).

[00031] As depicted by blocks 60 and 62, if the client 14 does not have an
authentication credential (shown as 84 in FIGs. 5 and 7-8), the cloak 12 creates the
credential (shown as 84 in FIGS. 5 and 7-8) for the client 14, a data record (reference
number 70 in FIGS. 3, 5 and 7-10) for the client 14, and stores the credential (shown as
84 in FIGS. 5 and 7-8) in the data record (shown as 70 in FIGS. 3, 5 and 7-10).
Alternatively, the cloak 12 may ask the client 14 to create its own credential (shown as
84 in FIGS. 5 and 7-8), and convey that credential (shown as 84 in FIGS. 5 and 7-8) to the
cloak 12.

[00032] Referring to blocks 72, 74 and 78, if the client 14 already has a credential
(84 in FIGS. 5 and 7-8), the cloak 12 obtains the credential (shown as 84 in FIGS. 5 and 7-
8), retrieves the user’s 20a data record (70 in FIGS. 3, 5 and 7-10), and authenticates the

client 14 with the retrieved credential (shown as 84 in FIGS. 5 and 7-8).

[00033] As referenced by blocks 64 and 68, if the client 14 sends data 24, the cloak
12 stores the data 24 in the data record (shown as 70 in FIGS. 3, 5 and 7-10). The cloak
12 may run/execute a computation 28 if necessary and transmit the result 30, or any

previously computed results 30, to the client 14.
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[00034] There are a number of well-known ways to implement the authentication.
For instance, in certain embodiments, the authentication may be based on a symmetric

key and key identifier (ID), a public key, a password and client ID, or a nonce.

[00035] The computation 28 calculated/executed at block 80 may be requested by
the user 20a. It may be requested by the client 14 without the user’s 20a involvement. It
may also be triggered by the cloak 12. Additionally, the user 20a or client 14 may
transmit the first permissions indicator 36 to indicate which computations 28 may or

may not be executed over the user data 24.

[00036] Referring to FIGS. 1-2 and 5, a user 20a may use multiple devices/clients
14, for instance a smart phone, a tablet, and a laptop. Data 24 received from any of
these devices 14 may pertain to the same user 20a, and should be associated with the
same user 20a in the cloak 12. Results 30 from computations 28 over that data 24 may
be transmitted to any of the devices 14 without loss of privacy for that user 20a,
provided that the user 20a controls access to the devices 14. Additionally, the user 20a
or clients 14 may transmit the first permissions indicator 36 to indicate which

computations 28 may be executed over the user data 24, or, conversely, which may not.

[00037] For each device 14 associated with a user 20a, the cloak 12 maintains
authentication credentials 84 as described above, and verifies the device’s 14 credentials
84 as described above. The credentials 84 may be different for each device 14. Each

such credential 84 is associated with the same user data record 70.

[00038] In order to learn which user 20 each device 14 is associated with, the cloak
12 may use user authentication credentials 83 as described above. In this case, the cloak

12 associates the user authentication information 83 (for instance user name and
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password) with the user record 70. When the user 20a authenticates with the cloak 12,
the cloak 12 may then establish device credentials 84 with the device 14 as described

above, and associate the credentials 84 with the corresponding user record 70.

[00039] In some scenarios, the user 20a may not authenticate with the cloak 12,
and may even be unaware that the device 14 is interacting with the cloak 12. In this
case, the cloak 12 must associate the user 20a with the device 14 without the user’s 20a

assistance.

[00040] Referring to FIGS. 1-2 and 6, as shown by blocks 88-89 and 91-92, one
method for matching users 20 to clients 14 is for the client 14 to provide the cloak 12
some data 90 that is: 1) unique to the user 20a; and 2) can be found on multiple clients
14. The client 14 can then send this user-unique data 90, or a one-way hash of this data
90, to the cloak 12. As shown by block 92, the cloak 12 then stores the user-unique data
90 or data hash in a record associated with the client 14. If the cloak 12 receives the
same user-unique data 90 or data hash from another client 14, the cloak 12 creates an

association between the two data records.

[00041] Referring to FIGS. 1-2 and 7, alternatively, a merged record 94 may be
created by the cloak 12 from two data records 70 that share unique user data 90 or a
data hash. Within this merged record 94, however, the cloak 12 may continue to record
which data 24 was received from which client 14. The cloak 12 may require that several
matching pieces of user-unique data 90, or several matching hashes, be received from
each device 14 before an association is created between the clients 14. This ensures with
higher probability that the devices 14 indeed are used by the same user 20a. The cloak
12 may not require, however, that all distinct pieces of user-unique data 90 or data hash

are found on all clients 14.
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[00042] There are many possible sources of user-unique data 90 that may be found
on multiple devices 14. One source is the combination of user login name, password,
and service name, where service name can be for instance a website name or the service
name transmitted on the login web page. The combination of user login name,
password, and service name is unique. There are a number of ways that a login name
and password may be detected, for instance key logging, or observing the login
information in a URL (i.e. HTTP GET) or web form (i.e. HTTP PUT or POST) before the
web form is encrypted. Alternatively, only user login name and password may be used.
The combination of user login name and password is unique to a given user 20 with
high probability. Other user-unique data 90 include, by way of example: a credit-card
number, or a credit-card number combined with the card-holder’s name or the security
code from the back of the credit card; the combination of the user’s 20a name and home
address; the user’s 20a email address; the cookies received from websites and stored by
the browser, possibly combined with the name of the cookie source (i.e. the website
name); or any string transmitted from a website to the user on the webpage itself which
is likely to be unique, or unique in combination with the website name or service name.
Specific examples of the latter include an account number or a product purchase

number.

[00043] Geo-location data about users 20 is another possible form of unique user
data 90. Geo-location may be obtained from different devices (i.e. a smart-phone and a
GPS-enabled car). Alternatively, geo-location data may be obtained from the same
device, but by different sources. For instance, a WIFI geo-location system might record
user location in a store, while the mobile service provide might record user location
from cell towers. A relatively small number of geo-location samples (location and time)

can uniquely distinguish a user from all others. A cloak 12 may compare geo-location
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data from two user records 70 and determine that they belong to the same user 20a if

enough geo-location samples match.

[00044] To obtain user-unique data 90 transmitted from a website or service to the
client 14, the client 14 may wait until such information is transmitted due to an
interaction between the user 20a and the website or service. Alternatively, the client 14
may autonomously initiate the transmission of such user-unique data 90 without the
user’s 20a cooperation, for instance by requesting the service’s account setup page or

listing of previously purchased products after the user 20a has logged into the service.

[00045] To ensure the validity of user-unique data 90 transmitted by a website or
service, the client 14 may first check that a successful website or service authentication
has taken place. One way to do this is to check that the browser has verified the website
or service certificates. Another is for the client 14 to verify the signatures on the

certificates itself.

[00046] Referring to FIGS. 1-2 and 8, data 24, 32 and 34 may be maintained in the
cloak 12 under a scenario in which a source/sink 22 has collected data 24 about multiple
users 20, and conveys this data 24 to the cloak 12. Each user record 70 transmitted by
the source/sink 22 has an identifier 96 that distinguishes it from other users 20. This
identifier 96 may be a number or string generated by the source 18 that has no
association with user data 24. The identifier 96 may also be a number or string
associated with user data 24, such as a name, address, account number, or a hash of
such a number or string. Each user’s 20 data 24 is stored in a record 70 associated with
that user 20 through the identifier 96. Each such record 70 is also associated with the
source/sink 22, for instance by storing the authentication credentials 84 associated with

the source/sink 22.



(29) JP 2016-31760 A 2016.3.7

14

[00047] The cloak 12 authenticates the source/sink 22 before receiving data 24.
Computation 28 results 30 for data 24 received from a given source/sink 22 may only be
transmitted to the same source/sink 22, as determined by the authentication information
/ credentials 84. Authentication may take place through known methods, such as

name/password or public key authenticated with SSL.

[00048] A cloak 12 may receive data 24 corresponding to the same user 20a from
multiple source/sinks 22. The cloak 12 may recognize the data 24 as belonging to the
same user 20a because each source/sink 22 uses the same unique identifier 96 for the
same user 20a. The cloak 12 may store all of the received data 24 in the same data
record 70 associated with the user 20a. The cloak 12 may associate each piece of
received data 24 with the source/sink 22 from which the data 24 was received by
associating the received data 24 with a unique source identifier 97. The cloak 12 may
ensure that a computation 28 result 30 sent to a given source/sink 22 only used data 24
from that source/sink 22. Additionally, the source/sink 22 may transmit the first
permissions indicator 36 to the cloak 12 to indicate, for each user 20, which
computations 28 may be executed over that user’s 20 data 24, or, conversely, which may

not.

[00049] Referring to FIGS. 1-2 and 9, it may be desirable that a data originator
(which may be a source 16, user 20, or client 14) transmits user data 24 to a cloak 12, and
the cloak 12 may transmit computation 28 results 30 for a given user 20a to a sink 18
which is different from the originator 14, 16, 20. The originator 14, 16, 20 may transmit
the second permissions indicator 37 to the cloak that includes an approved sink
indicator 99 to indicate which sinks 18 may receive computation 28 results 30, for

instance, by providing the name of the sink 18, 99, or by providing the authentication
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credentials (shown as 84 in FIG. 8) of the sink 18. If the originator 14, 16, 20 is a source
16 transmitting data 24 for multiple users 20, it may provide this sink indication 99 once
for all users 20, or may provide this sink indication 99 individually for each user 20.
Additionally, the data originator 16, 20, 14 may transmit to the cloak 12 the first
permissions indicator 36 that indicates a set of approved computations 101, for each
user 20, which computations 28 may be executed over that user’s 20 data 24, or,

conversely, which may not.

[00050] The cloak 12 authenticates the data originator 16, 20 and 14 before
receiving data 24. The cloak 12 associates the indicated sinks 18, 99 with each user
record 70. The cloak 12 authenticates the sink 18, 99 before transmitting computation 28
results 30. The cloak 12 ensures that only sinks 18, 99 indicated by the second
permissions indicator 37 transmitted to the cloak 12 by the data originator 16, 20 and 14
of a given user’s 20 data 24 may receive a computation 28 result 30 based on that user’s

20 data 30.

[00051] In another scenario, a data originator (which may be a source 16, user 20,
or client 14) transmits user data 24 to a cloak 12, and the cloak 12 then transmits
computation 28 results 30 for a given user 20a to a sink 18 which is different from the
originator 14, 16, 20. However, the originator 14, 16, 20 does not indicate the sink 18.
Rather, one or more third parties 21 transmits the first 36 and/or second 37 permission
indicators to the cloak 12 to identify both the users 20, the computation 28, and the sink
18. This scenario may be used, for instance, in a court-authorized legal request for data

24 for a given user 20a.

[00052] Referring to FIGS. 1-2 and 10, in certain embodiments, a different data

structure may be useful for implementing the above scenario, in which the cloak 12
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stores authentication credentials 98 for the third parties 21. The cloak 12 also stores a
set of rules (not shown) about which third party authorizations are needed or allowed
for any given user 20. A second set 102 of rules for each user 20 may also indicate
which operations are allowed on that user’s 20 data 24. Collectively, then, the rules
may specify for each combination of user 20 and authorized third parties 21 a set 102 of

allowable computations, which may be an empty set.

[00053] The third parties 21 may submit a document (including the first 36 and
second 37 permissions indicators) stating the identity of the user 20a, the identity of the
sink 18, and the computations 28 that should take place. Alternatively, one third party
21la may submit such a document (the first 36 and second 37 permissions indicators),
and the remaining required third parties 21b submit a reference (not shown) to that
document (not shown), for instance the document’s unique identifier (not shown), or a
hash of the document. The cloak 12 authorizes each of the third parties 21 with a
known technique, for instance name/password or public key authenticated with SSL. If
the authentications succeed, and the rules allow it, the cloak 12 may run the

computation 28 over the user’s 20a data 24, and transmit the results 30 to the sink 18.

[00054] As an example, the rules may require that four separate organizations
approve the release of the result 30. For instance, the four separate organizations may
be: 1) the agency requesting to see the computation result 30; 2) a court authorizing that
request; 3) an independent lawyer checking the validity of the court authorization; and

4) the cloak 12 operator.

[00055] Referring back to FIGS. 1-2, 5 and 7, in another embodiment, using data
record structures 70, a source 16 collects data 24 about multiple users 20 and then

transmits that data 24 to a cloak 12. For each given user 20a, the cloak 12 may transmit
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a computation result 30 to the user 20a. To ensure that the correct user 20a receives the
results 30, the source 16 may transmit to the cloak 12 the second permissions indicator
37 that supplies user authorization credentials 83 for each user 20 to the cloak 12. The
cloak 12 may subsequently use these credentials 83 to authenticate the user 20a before

forwarding results 30 to the user 20a.

[00056] One method is for the source 16 to transmit a user name and password, or
password hash, to the cloak 12. The cloak 12 uses this to authenticate the user 20a when
the user 20a accesses some service at the cloak 12. Alternatively, the source 16 may
specify a communications channel (not shown) to the user 20a, such as a SMS number
or email address. The cloak 12 may then transmit a nonce over the communications
channel (not shown), and require that the client 14 input the nonce during

authentication.

[00057] Alternatively, the source 16 may supply the user identity associated with a
3¢ party authentication service, for instance as standardized by OpenID. In this case,
the cloak 12 and user 20a together operate the protocol of the 3¢ party authentication

service, which informs the cloak 12 if authentication was successful or not.

[00058] Alternatively, the cloak 12 may bridge the user authentication back to the
source 16. In this case, the cloak 12 establishes an authenticated communications

channel (not shown) with the source 16. The authentication exchange between user 20a
and source 16 is transmitted via the cloak 12. The cloak 12 does not record or reveal the
details of the exchange. At the end of the exchange, the source 16 indicates to the cloak

12 whether authentication succeeded or failed.
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[00059] Although this invention has been shown and described with respect to the
detailed embodiments thereof, it will be understood by those of skill in the art that
various changes may be made and equivalents may be substituted for elements thereof
without departing from the scope of the invention. In addition, modifications may be
made to adapt a particular situation or material to the teachings of the invention
without departing from the essential scope thereof. Therefore, it is intended that the
invention not be limited to the particular embodiments disclosed in the above detailed
description, but that the invention will include all embodiments falling within the scope

of this disclosure.
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WHAT IS CLAIMED IS:

1. A cloak server for analyzing and controlling disclosure of user data comprising;
a processor adapted, by an application stored in an at least one memory
device, to:

authenticate at least one of a user, a first client associated with the
user, a first source, and a sink;

receive user data transmitted by at least one of the first client and
the first source;

associate the received user data with the user;

store the received user data in the at least one memory device;

generate a result by executing a computation on the stored user
data; and

transmit the result to at least one of the first client, the first source
and the sink,

wherein the cloak server is hardened such that the stored user data
is not readable from outside the cloak server and from the at least one

memory device.

2. The cloak server for analyzing and controlling disclosure of user data of claim 1,
wherein the result is generated based at least in part on a first permissions indicator
provided to the cloak server by at least one of the user, the first client, the first source,

the sink, and an authenticated and authorized third party.

3. The cloak server for analyzing and controlling disclosure of user data of claim 2,
wherein the first permissions indicator indicates at least one of the user data to be used

in the computation, and the computation.
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4. The cloak server for analyzing and controlling disclosure of user data of claim 1,
wherein the result is transmitted based at least in part on a second permissions
indicator provided to the cloak server by at least one of the user, the first client, the first

source, and an authenticated third party.

5. The cloak server for analyzing and controlling disclosure of user data of claim 4,

wherein the second permission indicator indicates the sink.

6. The cloak server for analyzing and controlling disclosure of user data of claim 1,
wherein the first client collects user data by at least one of explicitly interacting with the
user, and automatically gathering the user data from the user based on the normal

activity of the user.

7. The cloak server for analyzing and controlling disclosure of user data of claim 1,
wherein the cloak server receives some of the user data from at least one of a second
client and a second source,

wherein the cloak server associates the user data received from the at least one of
the first client and the first source and the user data received from the at least one of the
second client and the second source with the user based at least in part on one of user
authentication credentials, client authentication credentials, an user-unique data, and an

user-unique identifier.

8. The cloak server for analyzing and controlling disclosure of user data of claim 1,

wherein the cloak server executes the computation on anonymized external data.

9. The cloak server for analyzing and controlling disclosure of user data of claim 1,

wherein the cloak server seals and unseals the stored user data.
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10. A method for analyzing and controlling disclosure of user data, the method
comprising:
authenticating, at a cloak server, at least one of a user, a first client
associated with the user, a first source, and a sink;
receiving, at the cloak server, user data transmitted by at least one of the
first client, and the first source;
associating, at the cloak server, the received user data with the user;
storing, at the cloak server, the received user data in an at least one
memory device;
generating, at the cloak server, a result by executing a computation on the
stored user data; and
transmitting, by the cloak server, the result to at least one of the first client,
the first source, and the sink,
wherein the cloak server is hardened such that the stored user data is not

readable from outside the cloak server and the at least one memory device.

11.  The method for analyzing and controlling disclosure of user data of claim 10,
wherein the result is generated based at least in part on a first permissions indicator
provided to the cloak server by at least one of the user, the first client, the first source,

the sink, and an authenticated and authorized third party.

12. The method for analyzing and controlling disclosure of user data of claim 11,
wherein the first permissions indicator indicates at least one of the user data to be used

in the computation, and the computation.
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13.  The method for analyzing and controlling disclosure of user data of claim 10,
wherein the result is transmitted based at least in part on a second permissions
indicator provided to the cloak server by at least one of the user, the first client, the first

source, and an authenticated third party.

14.  The method for analyzing and controlling disclosure of user data of claim 13,

wherein the second permission indictor indicates the sink.

15.  The method for analyzing and controlling disclosure of user data of claim 10,
wherein the first client collects user data by at least one of explicitly interacting with the
user, and automatically gathering the user data from the user based on the normal

activity of the user.

16.  The method for analyzing and controlling disclosure of user data of claim 10,
further comprising;:

receiving some of the user data from at least one of a second client and a second
source,

wherein associating, at the cloak server, the received user data with the user
comprises associating the user data received from the at least one of the first client and
the first source and the user data received from the at least one of the second client and
the second source with the user based at least in part on one of user authentication
credentials, client authentication credentials, an user-unique data, and an user-unique

identifier.

17. The method for analyzing and controlling disclosure of user data of claim 10,

wherein the computation is executed on anonymized external data.
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18.  The method for analyzing and controlling disclosure of user data of claim 10,
further comprising;:
sealing, at the cloak server, the stored user data; and

unsealing, at the cloak server, the stored user data.

19. A method for analyzing and controlling disclosure of user data, the method
comprising;:

authenticating, by at least one of a source and sink, to a cloak server that includes
an at least one memory device;

receiving, at at least one of the source and the sink from the cloak server, a result
generated at the cloak server by executing a computation on user data stored in the at
least one memory device,

wherein the cloak server is hardened such that the stored user data is not

readable from outside the cloak server and the at least one memory device.

20.  The method for analyzing and controlling disclosure of user data of claim 19,
wherein the result is generated based at least in part on a first permissions indicator
provided to the cloak server by at least one of a user, a client, the source, the sink, and

an authenticated and authorized third party.
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ABSTRACT

A cloak server is used to analyze and control disclosure of user data by authenticating
at least one of a user, an at least one client associated with the user, a source, a sink, and
a third party. The cloak server receives user data transmitted by at least one of the at
least one client and a source and associates the received user data with the user. The
cloak server stores, seals, and unseals the received user data and is hardened such that
the stored user data is not readable from outside the cloak server. The cloak server
further generates, based at least in part on a first permissions indicator, a result by
executing a computation on the stored user data, and transmits, based at least in part on
a second permissions indicator, the result to at least one of the at least one client, and a

sink.
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