wo 2016/175877 A1 [N I 0000 00O 00O

(43) International Publication Date

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property Ny
Organization é
International Bureau -,

=

\

(10) International Publication Number

WO 2016/175877 Al

3 November 2016 (03.11.2016) WIPO|PCT
(51) International Patent Classification: (81) Designated States (uniess otherwise indicated, for every
HO04L 12/26 (2006.01) HO04L 12/24 (2006.01) kind of national protection available): AE, AG, AL, AM,
21) Tt tional Application Number: AO, AT, AU, AZ, BA, BB, BG, BH, BN, BR, BW, BY,
(21) International Application Number: PCTIUSI015/038258 BZ, CA, CH, CL, CN, CO, CR, CU, CZ, DE, DK, DM,
DO, DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT,
(22) International Filing Date: HN, HR, HU, ID, IL, IN, IR, IS, JP, KE, KG, KN, KP, KR,
29 June 2015 (29.06.2015) KZ, LA, LC, LK, LR, LS, LU, LY, MA, MD, ME, MG,
. . MK, MN, MW, MX, MY, MZ, NA, NG, NI, NO, NZ, OM,
(25) Filing Language: English PA, PE, PG, PH, PL, PT, QA, RO, RS, RU, RW, SA, SC,
(26) Publication Language: English SD, SE, SG, SK, SL, SM, ST, SV, SY, TH, TJ, TM, TN,
TR, TT, TZ, UA, UG, US, UZ, VC, VN, ZA, ZM, ZW.
(30) Priority Data: . L
2201/CHE2015 29 April 2015 (29.04.2015) IN (84) Designated States (unless otherwise indicated, for every
kind of regional protection available): ARIPO (BW, GH,
(71) Applicant: HEWLETT PACKARD ENTERPRISE DE- GM, KE, LR, LS, MW, MZ, NA, RW. SD, SL. ST, SZ,
VELOPMENT LP [US/US]; 11445 Compaq Center Drive TZ, UG, ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ, RU,
West, Houston, TX 77070 (US). TI, TM), European (AL, AT, BE, BG, CH, CY, CZ, DE,
(72) Inventors: SEBASTIAN, Celestian K.; SyNo.192, DK, EE, ES, FL, FR, GB, GR, HR, HU, IE, IS, IT, LT, LU,
. LV, MC, MK, MT, NL, NO, PL, PT, RO, RS, SE, SI, SK,
Whitefield Road, Mahadevapura Post, Bangalore 560048
g . SM, TR), OAPI (BF, BJ, CF, CG, CIL, CM, GA, GN, GQ,
(IN). E P, Vijeesh; Sy.No.192, Whitefield Road, Ma- GW, KM, ML, MR, NE, SN, TD, TG)
hadevapura Post, Bangalore 560048 (IN). i T T T ’
(74) Agents: FERGUSON, Christopher W. et al; Hewlew Deéclarations under Rule 4.17:

Packard Enterprise, 3404 E. Harmony Road, Mail Stop 79,
Fort Collins, CO 80528 (US).

as to the identity of the inventor (Rule 4.17(i))

as to applicant'’s entitlement to apply for and be granted a
patent (Rule 4.17(i1))

[Continued on next page]

(54) Title: FAILURE OF NETWORK DEVICES IN CLOUD MANAGED NETWORKS

(57) Abstract: Examples of techniques to manage failure of network devices

600 —\\

ING A CURRENTLY AVAILABLE STORAGE CAPACITY
APLURALITY OF NETWORK DEVICES | >
NORK MANAGED 8Y A SLOUD NETWOR

[DETE%M!N ING HISTORIC AT/

OF THE PLURALITY OF NETWORK DEVICES

v

CREATING A BUFFERING LAYOUT BASED ON AT LEAST GNE OF THE
CURRENTLY AVAILABLE STCRAGE CAPACITY AND T! TORIC
DATA, THE BUFFERING LAYOUT BEING INDICATIVE GF AT LEAST ONE
BUFFERING DEVICE CORRESPONDING TO EACH OF THE PLURALITY
OF NETWORK DEMICES

'

[

CSOMMUNICATING THE BUFFERING LAYQUT T EACH OF THE
PLURALITY OF NETWORK DEVICES

)

[

IDENTIFYING A FAILED NETWORK DEVICE FROM AMONGST THE
PLURALITY OF NETWORK DEVICES

i

RETRIEVING A RUNTIME DATA OF THE FAILED NETWORK DEVIGE
FROM A CORRESPONDING BUFFERING DEVICE, WHEREIN THE
RUNTIME DATA IS INDICATIVE OF REASONS OF FAILURE OF THE
FALED ORK DEVICE

[

DETERMINING CORRECTIVE MEASURES FOR THE FALR
DEVICE BASED ON THE RUNTIME DATA

12 NETWORK

Figure 6

in cloud managed networks (CMN) are described. A network device of a
CMN identifies a first buftering device in the CMN to store runtime data of
the network device and provides its runtime data to the first buffering device.
The runtime data of the network device is retrievable by a cloud network
manager of the CMN to diagnose reasons for failure of the network device in
an event of the network device being rendered non-functional.
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FAILURE OF NETWORK DEVICES IN CLOUD MANAGED NETWORKS

BACKGROUND

{0001] Historically, nelwork administraiors have managed a iocal ares
network using dedicated systemns deployed within the local area network itself.
However, with the recent advent of technology, cloud managed networks have
emerged. Cloud managed networks allow the network administrators o use 3
remote server, generally referred 1o as & cloud network manager, to pearform
administrative tasks to manage a local area network from a remote location.

{0002} Accordingly, in case of an enterprise network having several local
area networks distributed in different locations, & cloud network manager
gliminates the need for a network administrator 1o be present ai each of the
locations. A network administrator, at one location, can manage the several
distributed local area networks of the enterprise network using the cloud

network manager.

BRIEF DESCRIPTION OF DRAWINGS

{0003] The detailled description is described with reference to the
accompanying figures. In the figures, the left-most digit{s) of a reference number
identifies the figure in which the reference number first appears. The same
numbers are used throughout the figures to reference like fealures and
COMPOonents:

{0004} Figure 1 schematically illustrates a cloud managed network
{CMN), according to an example of the present subject matter;

{0005] Figures 2A and 2B illustrate a cloud network manager of the CMN,
according o an example of the present subject matler,

{0006} Figure 3 illustrates a network device of the CMN, according to an
axample of the present subject matter;

{0007} Figure 4, 5, and ¢ illustrate methods for managing failure of
network devices in the CMN, according to varicus example implementations of
the present subject matter; and
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{6008} Figure 7 illustrates a network environment for managing failure of
the network devices in the CMN, in accordance with an example of the present
subject matter.

DETAILED DESCRIPTION

{0009 in a cloud managed network (CMN}, network devices update their
latest runtime data repeatedly with a cloud network manager associated with the
network devices. Thus, at any instant of time, if a given network device were {0
fail, the runtime data of the network device is available with the cloud nelwork
manager to inspect causes of failure of the network device. Constantly updating
the runtime data with the cloud network manager consumes significant internet
bandwidth, and adds o overheads in management plane of the CMN.

{0010} Aspecis relating to managing failure of network devices in 8 CMN
are described herein. The systems and methods provide for making the runtime
data available for a cloud network manager o diagnose failure of 8 network
device without significant Internet bandwidth consumption and without increase
in management plane data of the CMN.

{0011} In an example, to manage failure of network devices in a CMN, a
first network device is nominated from amongst a plurality of network devices in
a local area network managed by a cloud network manager. Each of the
plurality of network devices stores ifs runtime data in the first network device. In
case of faillure of a network device, from amongst a plurality of network devices,
the first network device provides the runtime data corresponding 1o the failed
network device to the cloud network manager for diagnosis of the failed network
device. Since the plurality of network devices communicates with the first
network device over the local area network, the Internet bandwidth is not
consumed as is in the case the network devices updates the runtime data to the
cloud network manager which is coupled o the network devices over internel.
{0012} In an example implementation, a cloud nelwork manager,
comprising a processor and a network monitoring module coupled o the
processor, is described. In operation, the network monitoring module may
identify a failled network device in a local area neltwork managed by the cloud

network manager. A troubleshooting module, coupled to the processor retrieves
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the runtime data of the failled network device from ancther network device,
referred 10 as a first buffering device, coupled to the failled network device, o
inspect the cause of the Tailure.

{0013} As would be understood, alike the first network device, the first
buffering device is a network device nominated to siore runtime data of the
faled network device. In a siluation where the falled network device is
unreachable o the cloud network manager upon its failure, the cloud network
manager may oblain the runtime data of the failed network device from the first
buffering device. Thus, runtime data of the failled network device is made
available to the cloud network manager for diagnostic purposes even in
absence of the network device constantly updating its runtime data to the cloud
network manager.

[0014] The manner in which the systems and methods for managing
failure of network devices in a CMN can be implemented shall be explained in
details with respect to Figures 1 to 7. While aspects of described systems and
methods for managing network device failures a in CMN can be implemented in
any number of different computing systems, environments, andfor
configurations, the examples are described in the context of the following
gxample system(s).

{0015] Figure 1 illustrates a CMN 100, according o an example of the
present subject matter. The CMN 100 may be understood as a public or a
private network system implementing network devices 102 thal enable end user
devices o communicate with each other. In an example implementation, the
CMN 100 may be an enterprise network that may be distributed in more than
one location, such that network devices 102 of the CMN 100 at a given location
are coupled to each other in a local area network.

{0016} The CMN 100 may be implemented as a wireless nelwork or a
wired network, or a combination thereof. The CMN 100 can be an individual
network or a collection of many such individual networks, interconnected with
each other and functioning as a single large network, e.g., the Internet or an
intranet. The CMN 100 may either be a dedicated nelwork or a shared network,

which represents an association of the different types of networks that use a
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variety of protocols, for example, Hypertext Transfer Protocol (HTTP),
Transmission Control Protocol/internet Protocol (TCP/IP), ele., to communicate
with each other. The CMN 100 may also include individual networks, such as,
but are not limited to, GSM network, UMTS network, LTE network, PCS
network, TDMA network, COMA network, NGN, PSTN, and {CMN.

{00171 in the illustrated example implementation, the CMN 100 comprises
a first local area network 104-1 and a second local area network 104-2. Further,
the first local area network 104-1 includes network devices N1, N2, N3, and N4
while the second local area network 104-2 includes network devices N5, NG,
N7, and N8.The network devices 102 may include, but are not limited to network
switches and network routers. Examples of the network devices 102 may also
include network hubs, access points, Host Bus Adaptors {(HBAs) and other
network entities.

{6018} Each of the network devices 102 in the CMN 100 are coupled o 3
cloud network manager 106, The cloud network manager 106 may be a desktop
computer, laptop, server, mainframe compuler, and the like, belonging io an end
user, such as a network administrator, a service provider, an organization, or an
enterprise, and implemented o manage the network devices 102. The cloud
network manager 106 may communicate with the network devices 102 over a
communication network 108, such as a wide area network, for example, the
internet.

{0019} The cloud network manager 106 communicates with the network
devices 102 for various purposes, such as configuring a firmware into the
network devices 102, The cloud nelwork manager 106 also performs
maintenance related activities, such as updating the firmware in the network
devices 102, The cloud network manager 108 may also perform remote
troubleshooting of the network device 102. For example, the cloud network
manager 106 may allow a network administration o provide troubleshooting
commands o the network devices 102.

{00207 In an example implementation, when any of the network devices
102 fail, for example, if any of the nelwork devices are unresponsive or

unreachable by the cloud network manager 106, the cloud network manager
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106 inspects runtime daia of the falled network device to determine the
corrective measures o be taken. As explained previously, the runtime data of a
network device is indicative of causes of failure of the network device. Examples
of runtime data are event details, logs, and statistics relating to performance of
the nelwork device.

[0021] Generally, runtime dala of a falled network device may be
physically retrieved from a local memory component, such as a flash memory of
the network device. This involves intervention by a network administrator. In
case of cloud managed networks, such as the CMN 100, a network
administrator may not be present at the site of each of the local area networks
of the CMN 100 {o retrieve the runtime data. Rather, in case of the CMN 100, a
network administrator may generaily manage the network devices 102 in the
local area networks through the cloud network manager 106.

{0022} Accordingly, the network devices 102 periodically update their
runtime data with cloud network manager 108, such that the cloud network
manager 106 has the latest runtime data available for ingpection in case any of
the network devices 102 fall. For example, if an event causes a network device
to crash, details of the last event logged by the nelwork device prior o s
crashing may be investigated by the cloud network manager 106 to diagnose
reasons of failure of the network device. However, frequent updating of the
cloud network manager 106 involves transmitling the runtime data of the
network devices 102 over the communication network 108 and consumes
network bandwidth.

[0023] In accordance with one example implementation of the present
subject matler, one of the network devices 102 in a local area network is
nominated o store the runtime data of the remaining network devices 102, The
nominated network device receives and stores the runtime data of the remaining
network devices 102. As would be undersiood, the communication between the
nominated network device and the remaining network devices 102 is over the
local area network and does not consume bandwidth of the communication

network 108. In case of failure of any of the remaining network devices 102, the
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nominated network device provides the runtime data of the failed network
device to the cloud network manager 106,

{0024} To Hlustrate with an exampile, network device N4 in the first local
area network 104-1 may be nominated to buffer the runtime data of the network
devices N1, NZ, and N3. The nelwork devices N1, N2, and N3 provide their
respective runtime data o network device N4 and in case any of the network
devices N1, N2, or N3 crashes, the runtime data corresponding to the failed
network device, stored in network device N4, is made available to the cloud
network manager 106,

{0025] in an implementation, more than one network devices 102 may be
nominated to buffer the runtime data of other nelwork devices 102, For
example, in the illustrated implementation, the network device N2 is a second
network device that is nominated in addition to the first nominated network
device N4 in the first local area network 104-1. The second nominaied nefwork
device may be a back-up to the first nominated network device to store the
runtime data of the remaining network devices 102. In one example, the second
nominated network device may store the runtime data of the remaining network
devices 102 in addilion to the first nominaied network device (o provide
redundancy. in ancther example, the second nominated network device may
start storing the runtime data of the remaining network devices 102 in case the
first nominated network device fails.

{0026} In some example scenarios, the runtime data of a nominated
network device may be stored in another network device of the CMN 102, A
neighboring network device, Le., any network device in the CMN 102 which is
coupled to the nominated network device is selecled o store the runtime data of
the nominated network device. The neighboring network device may be in the
same local area network as the nominated network device or may be a part of
any other local area network managed by the cloud network manager 106.
{0027} To explain in reference to the foregoing example illusirated in
Figure 1, network device NS in the second local area network 104-2, which is a
neighboring device for the nominated network device N4 of the first local area

network 104-1, stores the runtime data of the network device N4. Accordingly, in
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case the nominated network device N4 fiself fails, the cloud network manager
106 may retrieve the runtime data of the nominated network device N4 from the
network device Nb&. Similarly, in one example network device N7 may store the
runtime data of the second nominated network device NZ. Further, in some
examples, the second nominated network device N2 also being a neighbor of
the first nominated network device N2, may store the runtime data of the first
nominated network device N2 in addition to being a back-up to the same.

{0028} Details relating to implementation and working of the cloud
network manager 106 have been elaboraled with reference to Figures 2A and
2B that Hlystrate a cloud network manager, according to an exampie of the
present subject matter.

{0029] In accordance with an example implementation illustrated in
Figure 2A, the cloud network manager 106 includes a processor 202. The cloud
network manager 106 also includes a network monitoring module 204 and a
troubleshooting module 206, both coupled 1o the processor 202,

{0030} The processor 202 may be implemented as one or more
microprocassors, microcomputers, microcontrollers, digital signal processaors,
central processing units, state machines, logic circuitries, and/or any devices
that manipuiate signals based on operational instructions. Among other
capabilities, the processor(s) 202 is configured to fetch and execute computer-
readable instructions stored in the memory.

{0031} The functions of the various elemenis shown in the figure,
including any functional blocks labeled as “processor{s)’, may be provided
through the use of dedicated hardware as well as hardware capable of
executing software in association with appropriate software. When provided by
a processor, the functions may be provided by a single dedicated processor, by
a single shared processor, or by a plurality of individual processors, some of
which may be shared. Moreover, explicit use of the term “processor” should not
be construed to refer exclusively to hardware capable of executing software,
and may implicitly include, without limitation, digital signal processor {(DSF)
hardware, network processor, application specific integrated circuit {ASIC), field

programmable gate array (FPGA), read only memory (ROM) for storing
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software, random access memory (RAM), non-volatile storage. Other hardware,
conventional and/or custom, may also be included.

{0032} In operation, the network monitoring module 204 communicates
with network devices 102 {o identify a failed network device in a local area
network managed by the cloud network manager 106, In an example, the cloud
network manager 108 may identify a network device o have failed if the network
device does not respond to a message send by the cloud network manager 106
within a predefined response time. As apparent, once the network device has
failed, the nelwork device is unreachable for the cloud network manager 106 to
obtain the runtime data of the failed network device from a iocal memory
component of the failed network device.

{0033} To make the runtime data of the failed network device avaiiable {o
the cloud network manager 106 for the diagnosis, the froubleshooting module
206 retrieves the runtime data of the failed network device from a first buffering
device, the first buffering device being a network device, coupled to the falled
network device, that is {o store runtime data of the failed network device.

{0034} In some example implementations, in case the troubleshouoting
module 200 determines the first buffering device to be unresponsive, it identifies
a second buffering device o retrieve the runtime data of the failed network
device. Alike the first buffering device, the second buffering device is another
network device that is coupled 1o the failed network device, and stores runtime
data of the failed network device.

{0035] Other functionalities of the cloud network manager 108, such as
identifying at least one buffering device corresponding {0 each of the plurality of
network devices 102 in the iocal area is explained in reference to figure 2B that
iHustrates the cloud network manager 108 in accordance with another example
implementation of the present subject matter.

{0036] Figure 2B depicts interface(s) 208 coupled to the processor 202.
The interfaces 208 may include a variety of software and hardware interfaces
that allow the cloud network manager 106 to interact with network devices 102
of the CMN 100. The interfaces 208 may facilitale communications within a wide

variety of networks and proiocol types, including wire networks, for example,
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LAN, cable, etc., and wireless networks, for example WLAN, cellular, sateliite-
pased network, etc. The interface(s) 208 allow the cloud network manager 106
to communicate with the network devices 102 of the CMN 100.

{0037} Further, the cloud network manager 106 comprises a memory 210
coupled to the processor 202. The memory 210 may include any computer-
readable medium known in the art including, for example, volatile memory {e.g,,
RAM), and/or non-volatile memory {e.g., EPROM, flash memory, etc.). The
cloud network manager 106 also comprises modules 212 and data 214 coupled
to the processor 202. In one example, the modules 212 and dala 214 may
reside in the memory 210.

{0038} The modules 212 include routines, programs, objects,
components, data struciures, and the like, which perform particular tasks or
implement particular abstract data types. The modules 212 further include
modules that supplement applications on the cloud network manager 106, for
gxample, modules of an operating system. The data 214 serves, amongst other
things, as a repository for storing data that may be fetched, processed,
received, or generated by one or more of the modules 212, The modules 212
may include a buffering layout creation module 216 and other modules 218 in
addition to the aforementioned network monitoring module 204 and
troubleshooting module 206, The other module(s) 218 may include programs or
coded instructions that supplement applications and functions, for exampile,
programs in the operating system of the cloud network manager 108, and the
other data 220 comprise data corresponding to one or more other module(s)
218.

{0039} In one example, the troubleshooting module 206 identifies one or
more buflering device, such as the first buffering device and the second
buffering device based on a buffering layout of the CMN 100.The buffering
layout is indicative of at least one buffering device corresponding 1o each of the
plurality of network devices 102 in the local area networks managed by the
cloud network manager 106. The buffering layout of a local area network in the
CMN 100 may be undersiood as a mapping of each of the network devices 102

in the local area network, against one or more buffering devices either in the
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same local area network, or, in some cases, in ancther local ares network
managed by the cloud network manager 106.

{00407 The troubleshooting module 206 receives the buffering layout from
the buffering layout creation module 216. In some example implementations, the
buffering fayout creation module 216 performs the task of creating the buffering
layout while in some other example implementations that will be explained
subseguently, the buffering lavout creation module 216 receives the buffering

layout from one of the network devices 102 of the CMN 100,

{0041} To create the buffering layout, the buffering layout creation moduie
216 determines a currently available storage capacity of each of the plurality of
network devices 102 in the local area network. The currently available storage
capacity, as determined, may be stored as siorage capacily data 222 within
data 214 of the cloud network manager 106. For instance, some of network
devices 102 in the CMN 100 may be handiing high load since these network
devices 102 may be catering o huge numbaer of end user devices. The buffering
layout creation module 216 may identify these network devices 102 to have less
available storage capacity as compare 1o other network devices 102 that may
be handling less load. Thus, the network devices 102 that handle lesser load
and have more currently available storage capacity available may be nominated

as buffering devices 1o store the runtime daia of other network devices 102.

{0042} In an example, the nomination of a buffering device to buffer
runtime data of other network devices 102 may also be based on historic data
relating to performance of the buffering device. For the purpose, the buffering
layout creation module 216 may use historic data relating to performance of
gach of the plurality of network devices 102 in the local area network that may
be stored as performance data 224 in the cloud network manager 106. In one
example, the historic data relating to performance of the network device may
reveal the nefwork devices that are more prone to frequent failures. Accordingly,
the buffering layout creation module 216 selects a network device that is less
prone o failure as a buffering device.

{0043} Based on the currently available storage capacity and historic data

relating to performance of each of the plurality of network devices 102, the



WO 2016/175877 PCT/US2015/038258

11

buffering layout creation module 216 identifies at least one buffering device
corresponding to each of the network devices 102 in the local area network o
create the buffering layout. Buffering lavout may be stored as buffering layout
data 226 within data 214 of the cloud network manager 106, Based on the
buffering layout, there may exist one buffering device for storing the runtime
data of all the remaining network devices 102 in the local area network or
different buffering devices may exist corresponding to each of the network
devices 102 as the case may be.

{0044 The buffering layout may alsc be dynamically updated. For
example, as load handled by the network devices varies at different instants of
time, buffering layout creation module 216 may accordingly appoint different
network devices 102 to acis at the buffering device for the other network
devices 102 such that runtime data of network devices controlied by the cloud
network manager 106 is efficiently buffered at ail time instants. The cloud
network manager 106 may accesses the runtime data of a network device for
diagnosis purposes when required. The runtime data of a network device when
retrieved by the cloud network manager 106 may be stored in as network device
runtime data 228 in the data 214.

[0045] Figure 3 iustrates a network device 300 according to an example
of the present subject matter. In one example, the network device 300
comprises a processor 302, interface(s) 304 coupled 1o the processor 302, and
memory 306 coupled (o the processor 302. The processor 302, interface(s) 304,
and memory 306 of the network device 300 may be implemented in a manner
similar 1o the processor 202, interface(s) 208, and memaory 210, respectively, of
the cloud network manager 106, and may operate likewise. Similar to the cloud
network manager 106, the network device 300 also comprises modules 308 and
data 310. The modules 308 include g network manager communication module
312, a peer device communication module 314, 3 nomination module 316 and
other module{s) 318 while the dala 310 may include the storage capacily data
222, the buffering layout data 226, other device runtime data 320, and other
data 322



WO 2016/175877 PCT/US2015/038258

12

{00486} in one example, the network manager communication module 312
of the network device 300 may interact with the cloud network manager 106
through the interface(s) 304 1o receive the buffering layout created by the cloud
network manager 108, The buffering layout may be stored in the buffering
layout data 226 of the network device 300 and be periodically updated. Based
on the buffering layoul, the network device 300 determines whether it has been
nominated as a buffering device to store the runtime data of other the network
devices 102 or not.

{0047} When the network device 300 is nominated as the buffering device
for other network devices 102, the peer device communication module 314
interacts with other network devices 102 through the interface(s) 304 to receive
the runtime dala of such other network devices 102. The runtime data of the
other network devices 102 is stored as other device runtime data 320 in data
310. In case any of the other network devices 102 fails, the runtime data
corresponding o the falled network device is provided to the cloud network
manager 106. In an exampie, while the network device 300 receives the runtime
data of other network devices 102 on an on-going basis and stores all the
runtime data received, the network device 300 may communicate the istest
runtime data to the cloud network manager 106 in case any of the network
device 106 is rendered non-functional. This minimizes communication network
bandwidth consumption.

{0048} In an example implementation, the nelwork device 300 may
receive the runtime data from each of the other network devices 102 at a
predefined frequency. The predefined frequency of receiving a runtime data
from a network device depends on how relevant of the runtime data is for
diagnosis of the network device. For instance, runtime data, such as information
relating to remaining buffer space, details of packets sent and received and
information relating to counters of a network device, that are more relevant for
diagnosing reasons of failure of the network device, are sent to the network
device 300 more frequently than runtime data that are less relevant, for
example, details of an Cpen Shorled Path First (OSPF) event that may have

occurred at the network device. Accordingly, each of the other network devices
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102 may provide the runtime data having high relevance at a higher frequency
to the network device 300 than the runtime data having lower relevance.

{0048} Further, based on the buffering layout received from the cloud
network manager 108, the nomination module 316 determines a neighboring
network device in which the network device 300 is to store its runtime data.
Accordingly, the peer device communication module 314 may provide the
runtime data of the network device 300 to the identified neighboring network
device, L.e., a buffering device corresponding o the network device 300.

{0050} The network device 300 too sends its runtime data (o its buffering
device based on the predefined frequency defined for the runtime data. In an
example, the predefined frequency may be a default value that may be
preconfigured for the network device 300 for a given runtime data. In some
cases, the cloud network manager 106 may set a predefined frequency for each
runtime data. Thus, based on the predefined frequency, the network device 300
may send information relating to iis remaining buffer space to its corresponding
pbuffering device every second while information relating to OSPF event may be
shared every couple of minutes.

{0051} As mentioned earlier, in {0 some example implementations of the
present subject matter, the network device 300 may create the buffering layout
in consultation with the other network devices 102, For the purpose, the peer
device communication module 314 shares information regarding its currently
available storage capacity with the other network devices 102, The peer device
communication moduie 314 also communicates with the other network devices
102 1o learn about the currently available storage capacity of each of the other
network devices 102. The information relating to currently available storage
capacity of the other network devices 102 is stored as the siorage capacity data
222. As evident, the storage capacity data 222 is refreshed frequently.

{6052} Based on the currently available storage capacity of the other
network devices 102, the nomination module 316 may identify one or maore
network devices as its buffering devices. In a similar manner, the network
device 300 may also identify buffering devices corresponding o each of the

other nefwork devices 102. Alternatively, each of the other network devices 102
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may interact amongst themselves {o identify their respective buffering devices.
Thus, a mapping of at least one buffering devices corresponding to each of the
network device 300 and the other network devices 102, i.e., the buffering lavout,
is created.

[0053] In example implementations where the nelwork device 300 does
not receive the buffering layout by the cloud network manager 106, rather
cregtes the same using the nomination module 316, the network manager
cormmunication module 312 shares the buffering layout with the cloud network
manager 106. This enables the cloud nelwork manager 106 to identify a
buffering device corresponding to a given network device for retrieving the
runtime data of the failed network device when the network device fails.

{0054] Figure 4, 5, and © illustrate methods 400, 500, and 8600,
respectively, for managing failures of network devices in a CMN, in accordance
with different examples of the present subject matter. The order in which the
methods are described is not intended to be consirued as a limitation, and any
number of the described method blocks can be combined in any order o
implement the methods, or allermnative methods. Additionally, individual blocks
may be deleted from the methods without departing from the spirit and scope of
the subject matter described herein. Furthermore, the methods c¢an be
implemented in any suitable hardware, software, firmware, or combination
thereof.

{0055] A person skilled in the art will readily recognize that sieps of the
methods can be performed by programmed computing devices. Herein, some
gxamples are also intended {0 cover program storage devices, for example,
digital data storage media, which are machine or computer readable and
encode maching-executable or computer-executable programs of instructions,
wherein said instructions perform some or all of the steps of the described
method. The program storage devices may be, for example, digital memories,
magnetic storage media, such as a magnetic disks and magnetic tapes, hard
drives, or optically readable digital data storage media. The examples are also
intended to cover both communication network and communication system

configured to perform said steps of the example method.
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{0056} Further, although the methods 400, 500, and 600 for managing
failure of network devices in a CMN may be implemented in a variety of
communication network environmentis, the examples described in Figure 4, 5,
and & are explained in context of the aforementioned CMN 100 implementing
network devices N1 through N8 for the ease of understanding.

{0057} Figure 4 describes the method 400 for managing failure of network
devices in 2 local area network managed by a cloud network manager, from the
perspective of a network device that has begen nominated {o store the runtime
data of other network devices in the CMN. Referring to the example illusirated in
Figure 1, the method 400 may be understood to be implementad in the network
device N4 of the CMN 100.

{0058] At block 402, a first network device, from amongst a plurality of
network devices in the local area network managed by the cloud network
manager s nominated. As explained previously, the nomination may be
performed by the cloud network manager or by one or more of the plurality of
network devices.

{0059] At block 404, the first network device stores the runtime data of
gach of the plurality of network devices and at block 406, in case any one of the
plurality of network devices fails, the first network device provides the stored
runtime data corresponding to the failled network device, to the cloud network
manager. The runtime data of a network device provides for diagnosis of the
network device upon failure of the network device. Accordingly, the cloud
network manager has access o the runtime data of the failed network device to
investigate events that may have occurred in the network device resulting in the
failure of the network device.

{00607 Referring to the foregoing example of the network device N4 for
explanation, when the network device N4 is nominated, the nelwork device N4
stores the runtime data of the other network device N1, N2, and N3 of the first
local area network 104-1 while simulfaneously storing ifs own runtime data in &
neighboring network device, such network device N1, N2, and N3 in the first
local area network 104-1 or network device N5 in the second local area network
104-2. Thus, the runtime data of each of the network device N1, N2, N3, and N4
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is retrievable by the cloud network manager from another nefwork device in the
CMN in case of a netwaork device failure.

{0061} Figure 5 describes method 500 for managing faillure of network
devices in the local area network managed by the CMN, from the perspective of
a network device that stores its runtime data in another network device in the
CMN, herein referred to a buffering device. In an example, the network device
may identify the buffering device based on a buffering layout of the CMN as
axplained below.

{0062} At block 502, the network device delermines the currently
available storage capacity of each of the plurality of network devices in the iocal
area nelwork. Based on the determined currently available storage capacily, at
block 504, the network device creates the buffering layout. The buffering layout
is indicative of at least one buffering device corresponding to each of the
plurality of network devices in the local area network, The process of cregtion of
the buffering layout by a network device in consuliation of other network devices
is explained earlier and is not repeated here to avoid redundancy. The buffering
layout so created is communicated 1o the cloud network manager at block 506
to make the cloud network manager aware of a buffering device corresponding
to each of the network devices.

{0063} Al block 508, the network device identifies a first buffering device
and a second buffering device based on the buffering layout. The first and the
second buffering device are 1o store the runtime data of the nelwork device such
that the runtime data is available for the cloud network manager for diagnosis of
the network device in an event that the network device is rendered non-function.
{0064] Al block 510, the network device stores its runtime data in the first
buffering device identified based on the buffering layout at biock 508, Al block
512, the network device may determine the first buffering device to have failed.
In an example, if the network device sends runtime data to the first buifering and
does not receive any acknowledgement from the first buffering device within a
predefine response time; the network device may determine the first buffering
device to have failled. Accordingly, at block 514, the network device may start
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storing its runtime data in the second buffering device identified, at block 508,
pased on the buffering layout.

{00365] Although the above description has been explained with reference
to the first buflering device and the second buffering device, it will be
appreciated that the concepts explained in context of the first and the second
first buffering device may be extended to any numbaer of buffering devices in the
CMN in a similar manner. For example, there may be more than two buffering
devices corresponding to each network device. Further, in an example
implementation, each of these two or more buffering devices may also
concurrently store the runtime data of the network device.

{0066} Reference is now made to Figure 6 that llusirates the method 800
that may be implemented in a cloud network manager for managing failure of
network devices managed by the cloud network manager. In an example, the
method 600 may be understood o be implemented in the previously described
cloud network manager 1086.

{0067} At block 602 the cloud network manager determines the currently
available storage capacity of each of the plurality of network devices in the local
area network. The currently available storage capacity of a network device is
based on the amount of traffic being handied by the network device. In an
example, the cloud network manager may estimate the amount of traffic each of
the plurality of network devices may be handling to determine their respective
currently available siorage capacity.

{0068] The cloud network manager also determines historic data relating
to performance of each of the plurality of network devices at block 804, Based
on the information collected ai block 802 and 604, at block 606, the cloud
network manager creates a buffering layout which is indicative of at least one
buffering device corresponding to each of the plurality of nefwork devices in the
local area network. Multiple buffering devices may be nominated for each of the
network devices as a fail-safe oplion. In some cases, higher number of buffering
devices may be nominated for network devices that are found {6 be more prone
to failure based on their historic data compared to other network devices that

are relatively robust.
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{0069 Al block 808, the cloud network manager communicates the
buffering layout to each of the network devices to enable the nelwork devices o
identity their corresponding buffering devices. In operation, based on the
buffering layout provided by the cloud network manager, the network devices
start buffering their runtime data in their respective buffering devices. In the
course of operation of the network devices, at block 610, the cloud network
manager may identify a failed network device in the local area network.
Accordingly, at block 612, the cloud network manager refrieves the runtime data
of the failed network device from a buffering device corresponding to the failed
network device. The runtime data is indicative of reasons of failure of the failed
network device. At block 614, cloud network manager uses the runtime data of
the failed network device, refrieved from the corresponding buffering device, o
determine corrective measure that may be taken for the falled network device.
{0070} Thus, the cloud network manager is enabled to take measures for
managing failed network devices based on the runtime data of the failed
network devices retrieved from their respective buffering devices. This approach
involves no human intervention (o retrieve the runtime data of the failed natwork
devices and consumes significantly low Internet bandwidth.

[0071] The words ‘during’, ‘while’, ‘whery', and ‘upon’ as used herein are
not exact lerms that mean as aclion takes place instantly upon an initiating
action but that there may be some small but reasonable delay, such as
propagation delay, between the initial action and the reaction that is initiated by
the initial action. Additionally, the word ‘coupled’ is used throughout for clarity of
the description and can include either a direct coupling or an indirect coupling.
{00721 Figure 7 illusirates an example neiwork environment 700
implementing a non-transitory computer readable medium for managing fallure
of network devices in a CMN, in accordance with an example of the present
subject matter. The network environment 700 may be a public networking
environment or a private networking environment. In one implementation, the
network environment 700 includes a processing resource 702 communicatively
coupled to a non-lransitory computer readable medium 704 through a

communication link 706.
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{0073} For example, the processing resource 702 can be a processor of a
network device, such as the network device 300, The non-transitery computer
readable medium 704 can be, for example, an internal memory device or an
aexternal memaory device. In one implemeantation, the communication link 708
may be a direct communication link, such as one formed through a memory
read/write interface. In another implementation, the communication link 706 may
pe an indirect communication link, such as one formed through a network
interface. In such a case, the processing resource 702 can access the non-
transitory computer readable medium 704 through a network 708. The network
708 may be a single network or a combination of multiple networks and may use
a variety of different communication protocols.

{0074} The processing resource 702 and the non-transitory computer
readable medium 704 may also be communicatively coupled o data sources
710 over the network 708. The data sources 710 can include, for example,
databases and computing devices. The data sources 710 may be used by an
administrator of the CMN and other users to communicate with the processing
resource 702,

{007 5] In one implementalion, the non-transitory computer readable
medium 704 includes & set of computer readable instructions, such as
instructions for implementing the nomination module 316 and the peer device
communication module 314. The setf of computer readable instructions, referred
to as instructions hereinafler, can be accessed by the processing resource 702
through the communication link 706 and subsequently executed o perform acis
for managing failure of network devices in the CMN.

{0076} For discussion purposes, the execution of the instructions by the
processing resource 702 has been described with reference 1o various
componenis introduced earlier with reference to description of the foregoing
Figures.

{00771 In an example, the instructions can cause the processing resource
702 to identify a first buffering device in the CMN 1o siore runtime data of a
network device and © provide the runtime data to the first buffering device. The

runtime data is retrievable by a cloud network manager of the CMN o diagnose
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reasons for failure of the network device in case the network device is rendered
non-functional. Te elaborate with an exampie, the processing resource 702 may
be considered o be the processor 302 of the network device 300, The
instructions may cause the processor 302 to implement the nomination module
316 to identify at least one buffering devices and to implement the peer device
communication module 314 to store runtime data of the network device 3080 in
the first buffering device.

{0078} In one example implementation, the instructions may cause the
processing resource 702 to receive an indication, from the cloud network
manager of the CMN, fo identify the first buffering device and store the runtime
data in the first buffering device. In a similar manner, the instructions may also
cause the processing resource 702 to receive an indication for identification of
additional buffering devices, such as a second buffering device that may be a
back-up to the first buffering device. Referring again o the example of the
network device 300, the first and the second buffering device may be identified
by the nomination module 316 based on the buifering layout provided to the
network device 300 by the cloud network manager 106 of the network device
300. Thus, in one example, the buffering layout may be considered as the
indication, from the cloud network manager, for identification of the buffering
devices.

{0079} In some cases, the instruction may cause the processing resource
702 to siore the runtime data in the second buffering device in addition to
storing the same in the first buffering device. However, in some cases the
instructions may cause the processing resource 702 save the runtime data in
the second buffering device if the first buffering device fails. For the purpose, the
instructions may cause the processing resource 702 to identify failure of the first
buffering device, for example, based on non-receipt of acknowliedge from the
first buffering device, for previously sent runitime data.

{0080} In an approach that may be implemented as an alternate to the
axample implementations where the indication to identify the buffering devices
is received from the cloud network controller, the instructions may cause the

processing resource 702 to determine free memory space in neighbouring
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network devices that are coupled to the network device and o identify the
puffering devices based on the free memory space. Thus, in one example, 8
neighbouring network device that has the maximum free memory space
available is selected as the first buffering device. Likewise, a neighbouring
network device, besides the first buffering device, that has the maximum free
memory space is chosen as the second buffering device.

{0081} Once the buffering devices are identified, the the runiime data of
the network device is shared with the buffering device. In an example
implementation, runtime data of the network device is shared with a buffering
device al a predefined time period which is based on a relevance level of the
runtime data. As explained previously, the relevance level may be defined
pased on a relevance of the runtime data for diagnosis of the network device.
For example, if a runtime data, such as an grror message is generated in a
network device, it may be shared with the buffering device instantaneously or
before lapse of a relatively small predefined time period from the instant of
generation of the error message. However, in case the runtime data is not an
error message but rather an information message, for example, a state change
information message, it may be communicated to the buffering device within a
relatively longer predefined time period.

{0082} In some examples, the relevance level of a runtime data is
dependeni on performance parameters of the network device wherein the
performance parameter is indicative of a performance of the network device.
Examples of performance parameters may include system memory usage,
central processing (CPU) usage and utilization of packet buffer of the network
device. The predefined time period for sharing the runtime data may be in
inverse proportion to the performance of the network device as indicated by the
performance parameters. As will be understood, when the performance
parameters indicate that the nefwork device is performing poorly, the chances of
failure of the network device is higher thereby making the runtime dala more
relevant for the diagnosis.

{0083} For instance, in case the system memory or the CPU usage of the

network device is higher than a predefined threshold, the likelihood that the
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network device may crash due (o overigad is high. Accordingly, the relevance
level of runtime data that is generated when the system memory or the CPU
usage is above threshold is more than that generated when the system memory
or the CPU usage is normal. Thus, the predefined fime period for sharing the
runtime data is less in former case. In a similar example, the predefined time
period for sharing the runtime data at instants when the utllization of packet
putfer of the network device is 95% is significantly low compared to when the
utilization is 15%.

{0084} The instructions thus cause the processing rescource 702 o
determine a relevance level associated with the runtime data being shared with
the buffering devices, for example, based on the performance paramelers of the
network device. Based on the relevance level, the instructions cause the
processing resource 702 to ascertain the predefined frequency of sharing the
runtime data and provide the runtime data to the buffering device accordingly.
{0085} Defining different predefined time perinds for the runtime data
pased on their relevance in diagnosis of a network device allows management
plane data to be ulilized efficiently. Thus, the methods and systems of the
present subject matter provide for minimizing the communication network
bandwidth consumption invoived in managing network device failures in a CMN
without adding to any overheads in the management plane of the CMN.

{0086} Although implementations for a CMN have been described in
language specific to structural features and/or methods, it is to be understood
that the appended ciaims are not necessarily limited o the specific features or
methods described. Rather, the specific fealures and methods are disclosed as

axample implementations for managing network device failures in 2 CMN.
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WWe claim:

1. A method comprising:

nominating a first network device, from amongst a plurality of network
devices in a local area network managed by a cloud nefwork manager;

storing runtime data of each of the plurality of network devices in the first
network device, wherein the runtime data of a neilwork device provides for
diagnosis of the network device upon failure of the network device; and

providing, the stored runtime data corresponding to al least oneg of the
plurality of network devices, o the cloud network manager upon failure of the at

least one of the plurality of nefwork devices.

2. The method as claimed in claim 1 further comprising:

identifying a second network device, from amongst the plurality of
network devices, the second network device being a back-up to the first network
device 1o store the runtime data of each of the plurality of network devices.

3. The method as claimed in claim 1, wherein the nominating comprises
asceriaining currently available storage capacity of each of the plurality of

network devices.

4. The method as claimed in claim 1 further comprising:

storing the runtime data of the first network device in a neighboring
network device, wherein the neighboring network device is from amongst the
plurality of network devices in the local area network and a network device in
another local area network managed by the cloud network manager,

wherein the runtime data of the first network device is retrievable from the

neighboring network device on failure of the first network device,

5. The method as claimed in claim 1 wherein the storing comprises
receiving the runtime data from each of the plurality of network devices at a

predefined frequency, wherein the predefined frequency is based on a
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relevance of the runtime data for diagnosis of gach of the plurality of nefwork
devices.

8. A cloud network manager comprising:

& processor;
a network monitoring module, coupled to the processor, {o:

identify a failed network device in a local area network managed
by the cloud network manager; and
a troubleshooting module, coupled o the processar, to:

retrieve runtime data of the failed network device from a first
buffering device, wherein the runtime data is indicalive of reasons of
failure of the failed network device, and wherein the first buffering device
is a network device coupled io the failed network device.

7. The cloud network manager as claimed in claim 6 further comprising a
puffering layout creation module, coupled to the processor, to:

determine at least one of a currently available storage capacity of each of
a plurality of network devices in the local area network and historic data relating
to performance of each of the plurality of network devices in the local ares
network;

create a buffering layout based on at least one of the currently available
storage capacity and the historic data, the buffering layout being indicative of at
least one buffering device corresponding o each of the plurality of network
devices in the local area netwaork; and

communicate the buffering layout 1o each of the plurality of network
devices in the local area network, wherein

the troubleshooting module is to identify the first buffering device

based on the buffering layout.

8. The cloud network manager as claimed in claim © further comprising a
buffering layout creation module, coupled to the processor, o receive a

buffering layout from a network device, from amongst the plurality of network
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devices in the local area network, the buffering layout being indicative of at least
one buffering device corresponding o each of the plurality of network devices in
the local area network, wherein the troubleshooting module is to identify the first
buffering device based on the buffering layout.

g. The cloud network manager as claimed in claim &, wherein the
troubleshooting module is to:

determine the first buffering device o be unresponsive;

dentify a second buffering device that is to store runtime data of the
failed network device, wherein the second buffering device is another network
device coupled {0 the failed network device; and

retrieve the runtime data of the failed network device from the second
buffering device.

10, A non-transifory computer-readable medium comprising instructions for
managing failure of a network device in a Cloud Managed Nefwork (CMN},
executable by a processing resource o

identify a first buffering device in the CMN {o store runtime data relating
to operation of the network device, wherein the runtime data is retrievable by a
cloud network manager of the CMN to diagnose reasons for failure of the
network device in an event of the network device being renderad non-functional;
and

provide the runtime data to the first buffering device.

11.  The non-transitory computer-readable medium as claimed in claim 10
further comprising instructions executable to:

determine a relevance level associated with the runtime data, the
relevance level being based on a relevance of the runtime data for diagnosis of
the network device; and

asceriain a predefined time period of providing the runtime data to the
first buffering device based on the relevance ievel.
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12, The non-transitory computer-readable medium as claimed in claim 11
further comprising instructions executable to determine the relevance level
based on at least one performance parameter, the periormance parameter

being indicative of a performance of the network device.

13, The non-transitory computer-readable medium as claimed in claim 10
further comprising instructions executable to:

identify a second buffering device in the CMN to siore the runtime datg;
and

provide the runtime data to the second buffering device.

14. The non-transitory compuier-readable medium as claimed in claim 12
further comprising instructions executable to:

determine free memory space in each of the neighboring network devices
in the CMN coupled to the network device; and

identify the first buffering device and the second buifering device based

on the free memaory space.

15. The non-transitory computer-readable medium as claimed in claim 12
further comprising instructions execulabile to:

receive an indication of the first buffering device and the second buffering
device, from the cloud network manager of the OMN, to identify the first
buffering device and the second buffering device.
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