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SYSTEM AND METHOD FOR HANDLING REMOTE DRAWING
COMMANDS

CROSS-REFERENCES TO RELATED APPLICATIONS

[001] The present application claims the benefit of priority under 35 U.S.C. § 119 from U.S.

Provisional Patent Application Serial No. 61/169,664, entitled "ENABLING SERVER SIDE

COMPUTING ON A REMOTE CLIENT WHILE FACILITATING AN IMPROVED USER

EXPERIENCE FOR THE REMOTE CLIENT USER," filed on April 15, 2009, U.S. Provisional

Application Serial No. 61/169,675, entitled "CACHING RESULTS OF REMOTE CLIENT

DRAWING COMMANDS AND PERIODICALLY UPDATING A DISPLAY MEMORY,"

filed on April 15, 2009, and U.S. Provisional Application Serial No. 61/169,667, entitled

"ENABLING SERVER SIDE COMPUTING FROM A REMOTE CLIENT AND

FACILITATING THE REMOTE CLIENT TO CUSTOMIZE AND CONTROL A SERVER

APPLICATION," filed on April 15, 2009, all of which are hereby incorporated by reference in

their entirety for all purposes.

FIELD

[002] The subject technology relates in general to computing apparatus and methods.

BACKGROUND

[003] One approach to the design and implementation of computer networks, particularly with

regard to the development of client/server applications, includes designing client applications and

client devices so that the majority of the heavily used resources are at a remote computing

device, such as a centralized server, connected via network. These client devices generally have

minimal memory, disk storage, and processor power, but are designed under the premise that

most users connected to a powerful server do not need the additional processing power. With

these client devices, the total cost of ownership is minimized, because of the reduced resources

and because the clients can be centrally administered and updated from the server. As such,

these client devices are suited for a network which can handle a significant number of devices.

Client devices may also be equipped with screens or displays for providing information to users

of the client devices. In such cases, drawing commands written directly to the display memory of

the client devices can subsequently be shown on the displays.



SUMMARY

[004] In one aspect of the disclosure, a system is provided for handling remote drawing

commands. The system may comprise a buffer module configured to receive, at the system from

a remote server system over a remote access connection between the system and the remote

server system during a remote connection session, remote drawing commands, according to a

drawing command rate, of a remote application running on the remote server system. The buffer

module may be configured to store the remote drawing commands. The system may comprise a

timer module configured to facilitate sending at least some of the remote drawing commands in

the buffer module to a graphics module according to a refresh rate that is less than the drawing

command rate. The timer module may be application agnostic.

[005] In another aspect of the disclosure, a method is provided for handling remote drawing

commands. The method may comprise receiving, at a system from a remote server system over a

remote access connection between the system and the remote server system during a remote

connection session, remote drawing commands, according to a drawing command rate, of a

remote application running on the remote server system. The method may comprise storing the

remote drawing commands in a buffer module and facilitating sending at least some of the

remote drawing commands in the buffer module to a graphics module according to a refresh rate

that is less than the drawing command rate.

[006] In yet another aspect of the disclosure, a system is provided for handling remote drawing

commands. The system may comprise means for receiving, at a system from a remote server

system over a remote access connection between the system and the remote server system during

a remote connection session, remote drawing commands, according to a drawing command rate,

of a remote application running on the remote server system. The system may comprise means

for storing the remote drawing commands and means for facilitating sending at least some of the

remote drawing commands in the means for storing the remote drawing commands to a graphics

module according to a refresh rate that is less than the drawing command rate. The means for

facilitating sending may be application agnostic.

[007] In yet another aspect of the disclosure, a machine-readable medium encoded with

instructions executable by a processing system to perform a method for handling remote drawing

commands is provided. The instructions may comprise code for receiving, at a system from a

remote server system over a remote access connection between the system and the remote server

system during a remote connection session, remote drawing commands, according to a drawing

command rate, of a remote application running on the remote server system. The instructions

may comprise code for storing the remote drawing commands in a buffer module and code for



facilitating sending at least some of the remote drawing commands in the buffer module to a

graphics module according to a refresh rate that is less than the drawing command rate.

[008] It is understood that other configurations of the subject technology will become readily

apparent to those skilled in the art from the following detailed description, wherein various

configurations of the subject technology are shown and described by way of illustration. As will

be realized, the subject technology is capable of other and different configurations and its several

details are capable of modification in various other respects, all without departing from the scope

of the subject technology. Accordingly, the drawings and detailed description are to be regarded

as illustrative in nature and not as restrictive.

BRIEF DESCRIPTION OF THE DRAWINGS

[009] FIG. IA illustrates an example of a display on a client device during a remote access

session with a remote server.

[010] FIG. IB illustrates an example of a web browser running on a server.

[011] FIGS. 1C to IE illustrate examples of different portions of the web browser displayed on

a client device.

[012] FIG. 2 is a conceptual block diagram of a computer network according to certain aspects

of the present disclosure.

[013] FIG. 3 is a conceptual block diagram of a server according to certain aspects of the

present disclosure.

[014] FIG. 4 is a conceptual block diagram of a client device according to certain aspects of the

present disclosure.

[015] FIG. 5A is a conceptual block diagram of a server according to certain aspects of the

present disclosure.

[016] FIG. 5B is a conceptual block diagram of a client according to certain aspects of the

present disclosure.

[017] FIG. 6 illustrates an example of a remote access connection.

[018] FIG. 7 illustrates a composite view at the client device according to certain aspects of the

present disclosure.

[019] FIG. 8A illustrates an example of a local GUI according to certain aspects of the present

disclosure.

[020] FIG. 8B illustrates an example of a graphical keyboard according to certain aspects of the

present disclosure.

[021] FIG. 9 illustrates a display at the client device according to certain aspects of the present

disclosure.



[022] FIG. 10 is a conceptual block diagram of server and client remote access modules

according to certain aspects of the present disclosure.

[023] FIG. 11 illustrates an example of a plurality of connections between the server and the

client device.

[024] FIG. 12 is a block diagram that illustrates an exemplary computing system in accordance

with certain embodiments of the present disclosure.

[025] FIG. 13A illustrates an example of an operation of a system according to one aspect of

the present disclosure.

[026] FIG. 13B illustrates an example of a configuration of an apparatus according to one

aspect of the present disclosure.

[027] FIG. 14A illustrates an example of a remote application displayed at a client device.

[028] FIG. 14B illustrates an example of a graphical keyboard displayed at the client device for

entering text for the remote application.

[029] FIGS 15A illustrates an example of an area of the display output of a remote application

that is displayed in a remote application view of a client device.

[030] FIG. 15B illustrates an example in which the area of the display output in FIG. 15A is

scrolled to the right.

[031] FIG. 16A illustrates an example in which a dialog box or window is located outside the

area of the display output displayed in the remote application view.

[032] FIG. 16B illustrates an example in which the area of the display output displayed in the

remote application view is scrolled to the right to encompass the dialog box or window.

[033] FIG. 17 illustrates an example in which a portion of an object of a remote application is

displayed at a client device.

[034] FIG. 18 illustrates an example in which a remote application view of the client device is

scrolled to the right to reveal the entire object of the remote application.

[035] FIG. 19A illustrates an example in which a portion of an object is located within an area

of the display output displayed in the remote application view.

[036] FIG. 19B illustrates an example in which the entire object is located within the area of the

display output displayed in the remote application view.

[037] FIG. 20 illustrates an example of a local GUI at a client device listing applications that

are available at a remote server.

[038] FIG. 2 1 illustrates an example of a remote desktop displayed at a client device.

[039] FIG. 22 is a conceptual block diagram of an agent module according to certain aspects of

the present disclosure.



[040] FIG. 23A illustrates an example of an operation of an apparatus according to one aspect

of the present disclosure.

[041] FIG. 23B illustrates an example of a configuration of an apparatus according to one

aspect of the present disclosure.

[042] FIG. 24A illustrates an example of an operation of an apparatus according to one aspect

of the present disclosure.

[043] FIG. 24B illustrates an example of a configuration of an apparatus according to one

aspect of the present disclosure.

[044] FIG. 25A illustrates an example of a display system that may be utilized by a client

device, according to one approach.

[045] FIG. 25B illustrates an example of drawing commands that may be provided to a display

system, according to one approach.

[046] FIG. 26A illustrates another example of a display system that may be utilized by a client

device, according to one approach.

[047] FIG. 26B illustrates an example of drawing commands that may be provided to a display

system, in accordance with one aspect of the subject technology.

[048] FIG. 27A illustrates a simplified diagram of a remote drawing command system, in

accordance with one aspect of the subject technology.

[049] FIG. 27B illustrates a simplified diagram of a remote drawing command system, in

accordance with one aspect of the subject technology.

[050] FIG. 28A illustrates an exemplary method for handling remote drawing commands, in

accordance with one aspect of the subject technology.

[051] FIG. 28B illustrates an example of a configuration of an apparatus, in accordance with

one aspect of the subject technology.

[052] FIG. 29 illustrates an exemplary method of facilitating sending drawing commands to a

graphics module, in accordance with one aspect of the subject technology.

DETAILED DESCRIPTION

[053] The detailed description set forth below is intended as a description of various

configurations of the subject technology and is not intended to represent the only configurations

in which the subject technology may be practiced. The appended drawings are incorporated

herein and constitute a part of the detailed description. The detailed description includes specific

details for the purpose of providing a thorough understanding of the subject technology.

However, it will be apparent to those skilled in the art that the subject technology may be



practiced without these specific details. In some instances, well-known structures and

components are shown in block diagram form in order to avoid obscuring the concepts of the

subject technology. Like components are labeled with identical element numbers for ease of

understanding.

[054] FIG. IA shows an example of a display 100 at a client device with a large screen during a

remote access session with a server. The display 100 includes the local desktop 105 of the client

device, a remote view window 115 showing an image of a remote desktop 115 and a remote web

browser application 120 running on the server. The image of the remote desktop 115 and remote

application 120 are based on display output data of the remote desktop 115 and remote

application 120 from the server.

[055] FIG. IB shows an enlarged view of the remote web browser application 120. The remote

web browser application 120 includes a GUI 122 (e.g., toolbars) and a window 124 for

displaying web content. The GUI 122 is designed to be viewed on a large display. As a result, it

can be very different for a user at a client device with a small display to remotely interact with

the remote web browser 120. For example, if the image of the entire remote web browser

application 120 is displayed on a client device with a small display, then the GUI 122 is greatly

reduced in size making it difficult for the user to view the GUI 122 and select graphical control

objects in the GUI 122.

[056] If the user at the client device zooms in on a portion of the remote web browser

application 120 to enlarge that portion for viewing on a client device with a small screen (e.g.,

mobile phone), then the user needs to constantly manipulate the remote view by adjusting the

zoom and scrolling to view different portions of the web browser application 120. FIG. 1C

shows an example of a client device 135 in which a portion of the remote web browser

application 120 has been zoomed in for viewing on the display 140 of the client device 135 (e.g.,

smartphone). In this example, only a portion of the GUI 122 is visible. As a result, the user at

the client device has to adjust the zoom and/or scroll the remote view on the display 140 to view

the GUI 122. FIG. ID shows another example in which a different portion of the GUI 122 is

visible on the display 140. FIG. IE shows an example in which the GUI 122 is not visible at all

on the display 140. The different portions of the web browser application 120 displayed in FIGS.

1C to IE are shown in FIG. IB in dashed boxes. Thus, interacting with a remote application

running on a server from a client device (e.g., smartphone) can be very cumbersome and

difficult.

[057] FIG. 2 illustrates a simplified diagram of a system 200 in accordance with an aspect of

the present disclosure. The system 200 may include one ore more remote client devices 202 in

communication with a server computing device 204 (server) via a network 206. hi one aspect,



the server 204 is configured to allow remote sessions (e.g., remote desktop sessions) wherein

users can access applications and files on the server 204 by logging onto the server 204 from a

client device 202. Such a connection may be established using any of several well-known

techniques such as the Remote Desktop Protocol (RDP) on a Windows-based server.

[058] By way of illustration and not limitation, in one aspect of the disclosure, stated from a

perspective of a server side (treating a server as a local device and treating a client device as a

remote device), a server application is executed (or runs) at a server 204. While a remote client

device 202 may receive and display a view of the server application on a display local to the

remote client device 202, the remote client device 202 does not execute (or run) the server

application at the remote client device 202. Stated in another way from a perspective of the

client side (treating a server as remote device and treating a client device as a local device), a

remote application is executed (or runs) at a remote server 204.

[059] By way of illustration and not limitation, a client device 202 can represent a computer, a

mobile phone, a laptop computer, a thin client device, a personal digital assistant (PDA), a

portable computing device, or a suitable device with a processor. In one example, a client device

202 is a smartphone (e.g., iPhone, Android phone, Blackberry, etc.). In certain configurations, a

client device 202 can represent an audio player, a game console, a camera, a camcorder, an audio

device, a video device, a multimedia device, or a device capable of supporting a connection to a

remote server. In one example, a client device 202 can be mobile. In another example, a client

device 202 can be stationary. According to one aspect of the disclosure, a client device 202 may

be a device having at least a processor and memory, where the total amount of memory of the

client device 202 could be less than the total amount of memory in a server 204. hi one example,

a client device 202 does not have a hard disk. In one aspect, a client device 202 has a display

smaller than a display supported by a server 204. In one aspect, a client device may include one

or more client devices.

[060] In one aspect, a server 204 may represent a computer, a laptop computer, a computing

device, a virtual machine (e.g., VMware® Virtual Machine), a desktop session (e.g., Microsoft

Terminal Server), a published application (e.g., Microsoft Terminal Server) or a suitable device

with a processor. In one aspect, a server 204 can be stationary. In another aspect, a server 204

can be mobile. In certain configurations, a server 204 may be any device that can represent a

client device. In one aspect, a server 204 may include one or more servers.

[061] In one example, a first device is remote to a second device when the first device is not

directly connected to the second device. In one example, a first remote device may be connected

to a second device over a communication network such as a Local Area Network (LAN), a Wide

Area Network (WAN), and/or other network.



[062] When a client device 202 and a server 204 are remote with respect to each other, a client

device 202 may connect to a server 204 over a network 206, for example, via a modem

connection, a LAN connection including the Ethernet or a broadband WAN connection including

DSL, Cable, Tl, T3, Fiber Optics, Wi-Fi, or a mobile network connection including GSM, GPRS,

3G, WiMax or other network connection. A network 206 can be a LAN network, a WAN

network, a wireless network, the Internet, an intranet or other network. A network 206 may

include one or more routers for routing data between client devices and/or servers. A remote

device (e.g., client device, server) on a network may be addressed by a corresponding network

address, such as, but not limited to, an Internet protocol (IP) address, an Internet name, a

Windows Internet name service (WINS) name, a domain name or other system name. These

illustrate some examples as to how one device may be remote to another device. But the subject

technology is not limited to these examples.

[063] According to certain aspects of the present disclosure, the terms "server" and "remote

server" are generally used synonymously in relation to a client device, and the word "remote"

may indicate that a server is in communication with other device(s), for example, over a network

connection(s).

[064] According to certain aspects of the present disclosure, the terms "client device" and

"remote client device" are generally used synonymously in relation to a server, and the word

"remote" may indicate that a client device is in communication with a server(s), for example,

over a network connection(s).

[065] In one aspect of the disclosure, a "client device" may be sometimes referred to as a client

or vice versa. Similarly, a "server" may be sometimes referred to as a server device or vice versa.

[066] In one aspect, the terms "local" and "remote" are relative terms, and a client device may

be referred to as a local client device or a remote client device, depending on whether a client

device is described from a client side or from a server side, respectively. Similarly, a server may

be referred to as a local server or a remote server, depending on whether a server is described

from a server side or from a client side, respectively. Furthermore, an application running on a

server may be referred to as a local application, if described from a server side, and may be

referred to as a remote application, if described from a client side.

[067] In one aspect, devices placed on a client side (e.g., devices connected directly to a client

device(s) or to one another using wires or wirelessly) may be referred to as local devices with

respect to a client device and remote devices with respect to a server. Similarly, devices placed

on a server side (e.g., devices connected directly to a server(s) or to one another using wires or

wirelessly) may be referred to as local devices with respect to a server and remote devices with

respect to a client device.



[068] FIG. 3 illustrates a simplified block diagram of a server 204 in accordance with an aspect

of the present disclosure. The server 204 comprises an agent module 322, an OS module 324, one

or more application modules 326, a desktop module 328, a server remote access module 334 and

an operating system (OS) 330 in communication with the modules. Ln one aspect, the OS module

324 can be a part of the OS 330. The server 204 is communicatively coupled with the network

206 via a network interface 332. The modules can be implemented in software, hardware and/or

a combination of both. Features and functions of these modules according to various aspects are

further described in the present disclosure.

[069] FIG. 4 illustrates a simplified block diagram of a client device 202 in accordance with an

aspect of the present invention. The client device 202 comprises a viewer controller (VC)

module 456, a client remote access module 452 and an operating system (OS) 460 in

communication with the modules. The modules are further in communication with various user

interface devices (not shown in FIG. 4) via a human interface devices (HID) connection 458.

The user interface devices may include one or more output devices (e.g., one or more of a display,

a speaker, or other audio, image or video output devices) and one or more input devices (e.g., one

or more of a keyboard, a mouse, a trackball, a microphone, a stylus, a touch screen, a touch pad,

a pen, a tablet, or other audio, image or video input devices). The modules are also in

communication with the network 206 via a network connection 462. The modules can be

implemented in software, hardware and/or a combination of both. Additional features and

functions of these modules according to various aspects of the present disclosure are further

described in the disclosure.

[070] FIGS. 5A and 5B are conceptual block diagrams illustrating a server 204 and a client

device 202 according to an aspect of the disclosure.

[071] Referring to FIG. 5A, the server 204 may comprise the server remote access module 334

and the agent module 322. The server remote access module 334 is configured to establish a

remote access connection 525 with the client device 202 to provide the client device 202 with

remote access to a desktop and/or applications running on the server 204. The server remote

access module 334 may comprise a remote access application and may communicate with the

client device 202 over a network 206 based on a remote access protocol (e.g., RDP/ICA), other

protocols or a combination of protocols. Remote access applications allow a user at a client

device to remotely access a desktop and/or application running on a server. Examples of remote

access applications include, but are not limited to, the Microsoft® Remote Desktop Protocol

(RDP) application and the Citrix® Independent Computing Architecture (ICA) application.

[072] The server remote access module 334 is also configured to receive command messages

from the client device 202 and communicate the received command messages to the agent



module 322. The agent module 322 may be configured to control a desktop and/or application

running on the server 204 based on the received command messages, as described further below.

[073] The server 204 further comprises an application module 326, the desktop module 328 and

the OS module 324. The application module 326 comprises an application 327 and an

application control module 325. An application 327 may include one or more applications. The

application 327 may include, for example, a web browser application, a word processing

application, a spreadsheet application, a game application, an audio application, and/or other

applications. The application 327 may also include applications for rendering multi-media

content including, for example, Adobe® Acrobat, Microsoft® Silverlight, and/or other

applications. In one example, the application 327 is executed (or runs) at the server 204, and the

client device 202 does not execute (or run) the application 327 locally at the client device 202.

[074] An application control module 325 may include one or more application control modules.

The application control module 325 may be configured to control the application 327 based on

commands from the agent module 322. The application control module 325 may comprise one

or more ActiveX controllers for controlling Windows-based applications or other types of

controller. The application control module 325 may also control the applications based on user

inputs received by the remote access module 334 from the client device 202. The user inputs

may comprise pointer inputs, keyboard inputs and/or other inputs. The application control

module 325 may also control the applications based on events generated by the application 327

or the OS 330.

[075] The desktop module 328 may be configured to generate a desktop that provides a GUI for

allowing a user to select and launch applications on the server 204, manage files, and configure

certain features of the operating system 330. The GUI may be a server-based GUI presented by

the agent module 322. Alternatively, the GUI may be controlled by the agent module 322 and

displayed natively on the client device. The desktop may display icons representing different

applications that can be launched on the server 204, in which a user can select an application by

moving a pointer to the corresponding icon and double clicking on the icon. The OS module 324

may be configured to communicate certain OS events to the agent module 322 and the server

remote access module 334, as described further below.

[076] The server 204 further comprises the operating system 330, which may manage and

provide communication to and receive communication from the modules and application shown

in FIG. 5A. The operating system 330 may also manage multiple remote user sessions allowing

multiple client devices to remotely access the server 204. The operating system 330 may include

Microsoft® Windows, Linux, Unix, Mac OS or another operating system. Although the server

remote access module 334 is shown separately from the operating system 330, the server remote



access module 334 may be considered part of the operating system 330. For example, the remote

access module 334 may comprise an RDP application that comes pre-installed on the server 204

as part of Microsoft® Windows.

[077] Referring now to FIG. 5B, the client device 202 may comprise the client remote access

module 452 and the viewer controller module 456. The client remote access module 452 may be

configured to communicate with the server 204 over a network 206 to remotely access a desktop

and/or applications running on the server 204. The client remote access module 452 may

communicate with the server remote access module 334 based on a remote access protocol (e.g.,

RDP/ICA), other protocols or a combination of protocols. In one aspect, the client remote access

module 452 may be configured to receive display output data of a desktop and/or application

running on the server 204 from the server remote access module 334 over a network 206.

[078] In one aspect of the disclosure, display output data may comprise visual/audio

information that a user located at a server 204 would have seen on a display at the server (e.g., a

"virtual" display) and/or would have heard from an audio output such as a speaker at the server

(e.g., a "virtual" speaker). In one aspect, the display output data may comprise an image (e.g.,

bitmap) and/or drawing commands of the display output of a desktop and/or application running

on the server 204. In one aspect, drawing commands provide instructions or information to a

display system as to what is to be drawn on a display. The instructions or information may

include, for example and without limitation, the location, texture, geometry, shading, light

intensity, or color, or any combination therein, of a pixel or group of pixels of the display. In

some aspects, a drawing command corresponds to multiple pixels. Still in some aspects, a

drawing command corresponds to a single pixel of a display. In some aspects, drawing

commands may include raster operations. In one aspect of the disclosure, the phrase "display

output data" may be sometimes referred to as "display data", "display output" or vice versa.

[079] The client remote access module 452 may be configured to send user inputs to the server

remote access module 334 over a network 206. The user inputs may comprise pointer inputs,

keyboard inputs and/or other types of input. The client remote access module 452 may also be

configured to send command messages to the server remote access module 334, which are

described in further detail below. The remote access connection 525 between the server 204 and

client device 202 may comprise a plurality of virtual channels for communicating different types

of data. For example, a RDP connection may include different virtual channels for display

output data and user inputs. FIG. 6 illustrates an example of the remote access connection 525

comprising multiple virtual channels 620a to 620c.

[080] The viewer controller module 456 may comprise a remote view module 535, a local view

module 540 and a display module 555. The remote view module 535 may be configured to



receive display output data of a desktop and/or application 327 running on the server 204 from

the client remote access module 452 and generate a remote view of the display output data of the

remote desktop and/or application. In one aspect of the disclosure, the phrase "remote view"

may sometimes be referred to as "remote application view" or vice versa. In one aspect of the

disclosure, the term "an application" or "a remote application" may refer to an application, a

remote application, a desktop, or a remote desktop.

[081] The local view module 540 may be configured to generate a local GUI that allows a user

at the client device 202 to remotely control the application 327 running on the server 204. The

local view module 540 may generate the local GUI based on a configuration file 541 . In one

aspect, the file 541 may be generated by the agent module 322 or application module 326 and be

sent to the client device 202. The file 541 may fully define the layout, design and logical

operation of the local GUI. This would allow the server 204 to update the local GUI in the client

device 202 without having to make modifications to the client device 202. The local GUI may

provide similar controls as the GUI of the application 327 running on the server 204. The local

GUI may include graphical control objects for controlling certain functions of the application

327.

[082] For the example of a web browser application, the graphical control objects of the local

GUI may include an address field for entering the address (e.g., URL) of a web page, a refresh

button, a go button, and scrollbars. The local GUI is displayed on the local display 560 of the

client device 202. A user at the client device 202 may select graphical control objects of the

local GUI displayed on the display 560 using an input device 565, for example, a touch screen

overlying the display 560. As described further below, the local GUI may be optimized for the

display 560 of the client device 202 to provide the user at the client device 202 with a user

friendly interface for remotely controlling the application 327 running on the server 204.

[083] The display module 555 may be configured to receive a local GUI from the local view

module 540 and a remote application view of a remote desktop and/or a remote application from

the remote view module 535 and generate a composite view comprising the local GUI and the

remote application view of the remote desktop and/or remote application.

[084] FIG. 7 shows an example of a composite view rendered on a display 560 of a client

device 202. In this example, the composite view includes a remote application view 704 for

viewing an image of the display output of a remote application 327 running on the server 204.

The remote application view is based on the display output data of the remote application 327

received from the server 204. The user may manipulate the image of the remote application 327

shown in the remote application view 704. For example, the remote application view 704 may be

responsive to, for example, viewing selections by a user such as zooming factor, the depth of the



color palette used, viewing angle (pan and tilt) and so on. The viewing selections may be

provided in a GUI. The user may also zoom in and out within the remote application view 704

using any technique. For example, the user may zoom in by sliding two fingers on the display

560 away from each other and zoom out by sliding the fingers on the display towards each other

on the display 560, which is currently supported by, for example, iPhone and Palm Pre. User

inputs within the remote application view 704 are directed to the remote view module 535.

[085] The composite view may also include a local GUI 702 and 706. The local GUI 702 may

display a local header for the application shown in the display area 704. In one aspect, the local

header may display an application name based on information received from the server 204. In

another aspect, the local header may be locally generated (e.g., a remote session window). In yet

another aspect, the local header may display an editable text input area, such as an address field

for a web browser. The local GUI 706 may display, for example, local control GUI objects such

as a local control GUI toolbar. The local control GUI objects may be based on information

received from the remote server 204.

[086] The dimensions and layouts of the remote application view 704 and local GUI 702 and

706 are not limited to the example shown in FIG. 7. The remote application view 704 and local

GUI 702 and 706 may have other dimensions and layouts, for example, based on the remote

application being accessed by the client device 202.

[087] In one aspect, the local GUI 702 and 706 is not generated from the display output of a

remote application 327 running on the server 204. For example, the local GUI 702 and 706 is not

an image of the remote application's GUI generated from the display output of the remote

application 327 running on the server 204. Instead, the local GUI is locally generated by the

local view module 540, for example, based on configuration file 541 (shown in FIG. 5B).

Furthermore, the configuration file 541 may be received by the local view module 540 from the

application control module 325 or the agent module 322.

[088] FIG. 8A shows an example of a local control GUI 706. The local control GUI 706

comprises a toolbar 806 including graphical control objects. The graphical control objects may

include a keyboard icon 820, a BACK arrow 822, a FORWARD arrow 824, a pointer icon 826, a

MOUSE icon 828 and a TOOLS icon 830. When a user selects the keyboard icon 820 (e.g., by

touching or tapping), the local view module 540 may change the local control GUI 806 to display

a graphical keyboard 820a for the user to enter text (shown in FIG. 8B). The layout details of a

keyboard 820a may be provided in a configuration file 541 (shown in FIG. 5B), or may be based

on the local GUI tools provided by the OS 460 of the client device 202.

[089] When a user selects the BACK icon 822, the web browser application displays a

previously displayed web page. In certain embodiments, the client device 202 may perform this



by communicating to the server 204, a control code corresponding to this event. In other

embodiments, the client device 202 may include a local cache of previously displayed web pages

and may use the cached data to render the previously displayed web page. In a manner similar to

the BACK icon 822, the FORWARD icon 824 may be used to render a later viewed web page in

the web browser. The pointer icon 826 may allow a user to activate a pointer within the display

area of the remote application view 704. The MOUSE icon 828 may allow a user to activate a

mouse cursor, which then will invoke mouse movements or mouse clicks, and the TOOLS icon

830 may open further menus containing additional tools, as provided in a configuration file and

as provided by the OS 460 of the client device 202.

[090] It will be appreciated by one skilled in the art that, according to one aspect of the

disclosure, because the control objects of the local GUI are rendered locally, these objects can be

advantageously rendered at the resolution of the local display 560 and can be rendered to have

dimensions that can be easily navigated or handled by a user using a finger, a stylus or any other

native navigation method(s) provided by the client device 202 (e.g., track-ball, keyboard, etc.).

Furthermore, the available display area for the remote application view (e.g., 704) of a remote

application can be fully dedicated to content displayed by the remote application by deactivating

control GUI objects from the remote application view 704. For example, a web browser

executed at a remote server 204 may be displayed in the remote application view 704 after

deactivating scrollbars and menu header of the web browser at the server 204. The toolbar and

the menu header controls can be provided by the local GUI instead.

[091] FIG. 9 illustrates an example of a composite view 900 that may be rendered locally on

display 560. The composite view 900 comprises the local GUI 902 and 906 and the remote

application view 904 of a remote application 327 running on the server 204. In this example, the

graphical control objects of the local GUI 902 and 906 include an IP address field, a LOAD

button, a BACK button, a FORWARD button, a MOUSE button, and a GEAR button for

remotely controlling a web browser application 327 running on the server 204.

[092] Referring to the figures discussed above, various operations of the modules in a server

204 and in a client device 202 are further described below in accordance with one aspect of the

disclosure.

[093] Now referring to FIGS. 5B and 7, the client device 202 may further comprise an input

device 560 and a user input module 550. In one example, the input device 560 comprises a touch

screen overlaying the display 560. In this aspect, the user may enter user inputs within a display

area corresponding to the local GUI 702 and 706 by tapping on a desired graphical control object

using a finger or stylus. The user input module 550 may send user inputs to the local GUI 702

and 706 for remotely controlling the application 327 to the local view module 540. For the



example of a touch screen, when the user touches a display area corresponding to the local GUI

702 and 706, the user input module 550 directs the corresponding user inputs to the local view

module 540. The user inputs may comprise coordinates of the location where the user touched

the display 560.

[094] The user may also enter user inputs within a remote application view 704 of a remote

application 327 on the display 560. For the example of a touch screen, the user may enter user

inputs by moving a pointer (not shown) within a display area corresponding to the remote

application view 704 of the remote application 327. hi this aspect, the user input module 550

directs user inputs within the remote view 704 to the remote view module 535.

[095] In one aspect of the disclosure, the local view module 540 may be configured to generate

a command message based on user inputs to the local GUI 702 and 706 for remotely controlling

the application 327 and send the command message to the server 204. For the example of a

touch screen, the local view module 540 interprets user inputs to the local GUI 702 or 706 and

then translates them into corresponding command messages. In this example, a user input may

comprise coordinates of a location where the user touches the local GUI 702 or 706 on the

display 560 or coordinates of a pointer within the local GUI 702 or 706 controlled by the user,

for example, using a pointer device. The local view module 540 can determine which graphical

control object is selected by the user based on the graphical control object in the local GUI 702

and 706 corresponding to the coordinates of the user inputs. The local view module 540

determines the function associated with the selected graphical control object and generates a

command message for the server 204 with a command to perform the function. For example, if

the user touches the local GUI 702 or 706 (e.g., using a finger) at a location corresponding to a

refresh button in the local GUI 702 and 706, then the local view module 540 generates a

command message for the server 204 to refresh the web page.

[096] In one aspect, the agent module 322 on the server 204 receives the command message and

issues a command to the application control module 325 to control the application 327 based on

the command message. For example, if the command message is to refresh the web page, then

the agent module 322 instructs the application control module 325 to reload the web page on the

web browser application 327. Thus, the local view module 540 generates command messages

based on user inputs to the local GUI and sends the command messages to the agent module 322

on the server 204, and the agent module 322 controls the remote application based on the

received command messages using the application control module 325.

[097] In one aspect, when a local view module 540 receives one or more user inputs directed to,

or placed into, a local GUI (e.g., 702 or 706), the local view module 540 may interpret the one or

more user inputs, determine (or identify) function(s) corresponding to the one or more user inputs,



and generate one or more command messages corresponding to the function(s) by, for example,

translating the one or more user inputs into the command message(s). Determining the function

of a user input may, for example, include identifying the type of user input (e.g., a text entry, a

button selection, a menu selection) and/or determining a function corresponding to the user input

(e.g., a text entry for an IP address field, a selection of a BACK button, etc.). For example, when

the user input comprises a selection of a button (e.g., refresh button) in the local GUI (e.g., based

on coordinates of a user's touch on the display 560), the local view module 540 may determine

the function (e.g., refresh current web page) associated with the selected button. In one aspect,

these functions are predetermined. The local view module 540 then generates a command

message based on the determined function. Some examples of command messages may include,

but are not limited to, a command to load a web page from an IP address, display a previously

viewed web page, display a later viewed web page, refresh or reload a current web page, stop

loading of a webpage, zoom in or out, switch applications, open bookmarks or history (e.g., for a

web browser application), and other commands. A command message may comprise a command

packet that is transmitted from the client device 202 to the server 204 using various protocols,

compressions and encryption schemes. The server 204 may also send commands and status

information to the client device 202. For example, the server 204 may send the client device 202

a web page loading status, a redirected URL or keyboard state.

[098] In one aspect, the remote view module 535 may be configured to send user inputs

received within the remote application view 704 to the server 204 via the remote access module

452. The user inputs may include pointer inputs comprising coordinates of pointer movements

and clicks (e.g., mouse clicks). For example, the user may move a pointer (not shown) within the

remote application view 704 using a touch screen, a touch pad, a trackball, a mouse or other

pointer input device. In this example, the coordinates of the pointer movements may be

transmitted to the server 204. The user inputs may also include keyboard inputs. The user inputs

may enter keyboard inputs using a graphical keyboard (e.g., 820a) displayed on the display 560,

a keypad or other device. For example, when the user desires to enter text at the location of a

pointer or cursor within the remote application view 704, the user may tap on a keyboard icon

(e.g., 920) to bring up the graphical keyboard to enter the text hi one aspect, the client device

access module 452 may send user inputs comprising pointer inputs (e.g., coordinates of pointer

movements) and keyboard inputs to the server 204 using RDP, ICA or other remote access

protocol.

[099] In one aspect, the server remote access module 334 may receive the user inputs from the

client remote access module 452 over the remote access connection 525 and sends the user inputs



to the application control module 325. The application control module 325 interprets the

received user inputs and controls the application 327 accordingly.

[0100] In one aspect, when an application 327 updates its display output in response to a

received command message or user inputs, the remote access module 334 may send updated

display output data to the client device 202. The client remote access module 452 receives the

updated display output data of the remote application 327 and sends the updated display output

data to the remote view module 535. The remote view module 535 then generates an updated

image of the display output of the remote application, which is displayed within the remote

application view 704 of the display 560.

[0101] Aspects of the disclosure allow the user at the client device 202 to remotely view an

application running on the server 204 while controlling the application using a local GUI that can

be optimized for the display 560 of the client device 202.

[0102] An advantage of aspects of the disclosure may be illustrated with reference to FIGS. 9

and IB. FIG. 9 shows an example of a composite view 900 at the client device 202 for a web

browser application running on the server 204, according to an aspect of the disclosure. In this

example, the GUI of the application 327 running on the server 204 may be similar to the GUI

122 shown in FIG. IB, which is designed for a large display. Instead of displaying an image of

the remote application's GUI 122 running on the server 204, the local view module 540

advantageously generates and displays a local GUI 902 and 906 for controlling the remote

application 327. In one aspect, the local GUI 902 and 906 in FIG. 9 is not based on the display

output of the remote application 327. The local GUI 902 and 906 may be optimized for the

display 560 of the client device 202. An image of the display output of the remote web browser

application 327 is displayed within the remote application view 904 allowing the user at the

client device 202 to remotely view the web browser application 327 while remotely controlling

the web browser application 327 using the local GUI 902 and 906.

[0103] The local GUI 702 and 706 may be designed to have a similar look and feel of a web

browser application that is native to the client device (e.g., smartphone). This allows the user at

the client device to control a web browser application 327 running on a server 204 in a similar

manner as a web browser that is native to the client device (e.g., smartphone), while enjoying the

benefits of server-side computing such as increased computing power and resources available on

the server 204. For example, a web browser application 327 running on a server has access to

plug-in applications on the server 204 for rendering multi-media content. As a result, the plug-in

applications do not have to be, for example, loaded onto the client device 202. Another

advantage of the local GUI is that it allows a user at the client device 202 to use the application



on the server 204 in a user friendly environment without having to extensively rewrite the

application port the application to the client device.

[0104] In an aspect of the disclosure, the local GUI and the remote application view 704 on the

display 560 can be controlled independently. For example, the remote view module 535 may

allow the user to adjust the zoom and scroll the image of the remote application 327 within the

remote application view 704 while the local view module 540 maintains the size and location of

the local GUI 702 and 706 on the display 560. Thus, the local GUI 702 and 706 can remain on

the display 560 and be readily accessible to the user while the user manipulates the image of the

remote application within the remote application view 704.

[0105] In an aspect of the disclosure, the agent module 322 may instruct the application control

module 325 to deactivate the GUI of the application 327 so that display output data of the

application 327 sent to the client device 202 does not include the GUI of the application. For the

example of the web browser 120 running on a server in FIG. IB, the agent module 322 may

deactivate the GUI 122 so that only the display of the web content 124 is sent to the client device

202. This allows a user at the client device 202 to view the web content 124 of the web browser

120 running on the server 204 while controlling the web browser 120 with the local GUI 702 and

706 instead of the remote application's GUI 122 running on the server 204.

[0106] The local GUI at the client device 202 is not limited to the example of a web browser

application and may be used to remotely control many other applications on the server 204.

Examples of applications that may be controlled by local GUIs include word processing

applications, spread sheet applications, multi-media player applications, electronic mail

applications, and other applications. For the example of a word processing application the local

GUI may include graphical control objects for print, edit, and formatting functions. For a multi¬

media player, the local GUI may include graphical control objects for play, stop and rewind

functions.

[0107] In one aspect, the client device 202 may have a plurality of local GUIs for controlling

different applications. In this aspect, when the user at the client device 202 remotely launches an

application on the server 204, the agent module 322 may determine what type of application was

launched. The agent module 322 may then send a message to the client device 202 via the server

remote access module 334 indicating the type of application that was launched on the server 204.

The client remote access module 452 sends the received message to the local view module 540.

The local view module 540 may then select a local GUI from a plurality of local GUIs that

matches the type of application indicated by the received message. The agent 322 may also send

a configuration file to the client device 202 specifying the local GUI. Thus, the local view



module 540 can change the local GUI to adapt to changes in the application running on the server

204.

[0108] FIG. 10 is a conceptual block diagram illustrating a server remote access module 334 and

a client remote access module 452 according to an aspect of the disclosure. In one aspect, a

server remote access module 334 comprises first and second server remote connection modules

1020a and 1020b and the client remote access module 452 comprises first and second client

remote connection modules 1030a and 1030b. The first server remote connection module 1020a

and the first client remote connection module 1030a communicate over connection 1025a. The

second server remote connection module 1020b and the second client remote connection module

1030b communicate over connection 1025b. The connections 1025a and 1025b maybe

established between the server 204 and the client device 202 over a network 206 using different

sockets. In this aspect, different types of information may be communicated over the different

connections 1025a and 1025b.

[0109] In one aspect of the disclosure, the first server remote connection module 1020a and the

first client remote connection module 1030a are implemented using a remote access application

(e.g., RDP application) for communicating display output data and user inputs between the server

204 and the client device 202. The connection 1025a may comprise a plurality of virtual

channels with different virtual channels carrying display output data (e.g., images or audio output

of a remote application) and user inputs (e.g., pointer and keyboard inputs from a user at a client

device) between the server 204 and the client device 202.

[0110] The second server remote connection module 1020b and the second client remote

connection module 1030b may be configured to communicate command messages over the

connection 1025b. In this aspect, the second client remote connection module 1030b sends

command messages from the local view module 540 to the server 204 over the connection 1025b.

The second client remote connection module 1020b communicates the received command

messages to the agent module 322. In this aspect, the agent module 322 may manage the

connection 1025b. In one aspect, the second remote connection module 1020b may be integrated

with the agent module 322. Thus, in this aspect, the command messages are communicated over

a different connection than the display data and user inputs. An advantage of this aspect is that

the command messages may be communicated using a different protocol than the display data

and user inputs. For example, the display output data and user inputs may be communicated

using a remote access protocol (e.g., RDP) while the command messages are communicated

using a different protocol. For example, the command messages may be communicated using a

protocol having different encryption, compression and/or security features than the remote access

protocol.



[0111] FIG. 11 depicts an example of the connection 1025a comprising multiple virtual channels

1120a to 1120c and the connection 1025b. In this example, the connection 1025a may be based

on a remote access protocol (e.g., RDP) for communicating display output data and user inputs

on different virtual channels 1120a to 1120c. The connection 1025b is used to communicate

command messages. Alternatively, the command messages may be sent over the connection

1025a, in which case the second remote connection modules 1020b and 1030b may be omitted.

For example, the command messages may be sent on a virtual channel of the connection 1025a

established for command messages. In an aspect, a command message may include a flag or

other indicator identifying the message as a command message.

[0112] FIGS. 10 and 11 illustrate merely examples of communications between a server and a

client device. A server may include one or more remote connection modules (e.g., one, two,

three or more), and a client device include one or more remote connection modules (e.g., one,

two, three or more).

[0113] FIG. 12 is a conceptual block diagram illustrating an example of a system.

[0114] A system 1200 maybe, for example, a client device or a server. The system 1200

includes a processing system 1202. The processing system 1202 is capable of communication

with a receiver 1206 and a transmitter 1209 through a bus 1204 or other structures or devices. It

should be understood that communication means other than busses can be utilized with the

disclosed configurations. The processing system 1202 can generate audio, video, multimedia,

and/or other types of data to be provided to the transmitter 1209 for communication. In addition,

audio, video, multimedia, and/or other types of data can be received at the receiver 1206, and

processed by the processing system 1202.

[0115] The processing system 1202 may include a general-purpose processor or a specific-

purpose processor for executing instructions and may further include a machine-readable

medium 1219, such as a volatile or non-volatile memory, for storing data and/or instructions for

software programs. The instructions, which may be stored in a machine-readable medium 1210

and/or 1219, may be executed by the processing system 1202 to control and manage access to the

various networks, as well as provide other communication and processing functions. The

instructions may also include instructions executed by the processing system 1202 for various

user interface devices, such as a display 1212 and a keypad 1214. The processing system 1202

may include an input port 1222 and an output port 1224. Each of the input port 1222 and the

output port 1224 may include one or more ports. The input port 1222 and the output port 1224

may be the same port (e.g., a bi-directional port) or may be different ports.

[0116] The processing system 1202 may be implemented using software, hardware, or a

combination of both. By way of example, the processing system 102 may be implemented with



one or more processors. A processor may be a general-purpose microprocessor, a

microcontroller, a Digital Signal Processor (DSP), an Application Specific Integrated Circuit

(ASIC), a Field Programmable Gate Array (FPGA), a Programmable Logic Device (PLD), a

controller, a state machine, gated logic, discrete hardware components, or any other suitable

device that can perform calculations or other manipulations of information.

[0117] A machine-readable medium can be one or more machine-readable media. Software shall

be construed broadly to mean instructions, data, or any combination thereof, whether referred to

as software, firmware, middleware, microcode, hardware description language, or otherwise.

Instructions may include code (e.g., in source code format, binary code format, executable code

format, or any other suitable format of code).

[0118] Machine-readable media (e.g., 1219) may include storage integrated into a processing

system, such as might be the case with an ASIC. Machine-readable media (e.g., 1210) may also

include storage external to a processing system, such as a Random Access Memory (RAM), a

flash memory, a Read Only Memory (ROM), a Programmable Read-Only Memory (PROM), an

Erasable PROM (EPROM), registers, a hard disk, a removable disk, a CD-ROM, a DVD, or any

other suitable storage device. In addition, machine-readable media may include a transmission

line or a carrier wave that encodes a data signal. Those skilled in the art will recognize how best

to implement the described functionality for the processing system 1202. According to one

aspect of the disclosure, a machine-readable medium is a computer-readable medium encoded or

stored with instructions and is a computing element, which defines structural and functional

interrelationships between the instructions and the rest of the system, which permit the

instructions' functionality to be realized. Instructions may be executable, for example, by a

client device or server or by a processing system of a client device or server. Instructions can be,

for example, a computer program including code.

[0119] An interface 1216 may be any type of interface and may reside between any of the

components shown in FIG. 12. An interface 1216 may also be, for example, an interface to the

outside world (e.g., an Internet network interface). A transceiver block 1207 may represent one

or more transceivers, and each transceiver may include a receiver 1206 and a transmitter 1209. A

functionality implemented in a processing system 1202 maybe implemented in a portion of a

receiver 1206, a portion of a transmitter 1209, a portion of a machine-readable medium 1210, a

portion of a display 1212, a portion of a keypad 1214, or a portion of an interface 1216, and vice

versa.

[0120] Referring back to FIGS. 2 through 5B and 8B, in one aspect of the disclosure, the agent

module 322 may be configured to receive notification of events that occur at the server 204 from

the OS module 324. For example, the OS module 324 may report certain events to the agent



module 322 including when the client device 202 has logged onto the server 204, when an

application is launched on the desktop, when a dialog box or new window is opened, when a

textbox field is clicked, pointer movements, clicks (e.g., mouse clicks), and/or other events. To

receive notification of events, the agent module 322 may register as an events handler with the

OS module 324 to receive reports of certain events.

[0121] In one aspect of the disclosure, the agent module 322 may determine an action to be

taken at the client device 202 based on the reported event. The agent module 322 may then

generate a message based on the determined action and send the message to the client device 202

(e.g., via the server remote access module 334). For example, when the event is a click on a

textbox, the agent module 322 may determine that a graphical keyboard is to be activated on the

client device 202 and send a message to the client device 202 to activate the graphical keyboard

820a. At the client device 202, the local view module 540 receives the message from the agent

module 322 and performs an action based on the received message, as discussed further below.

In the above example, the local view module 540 may bring up the graphical keyboard 820a on

the display 560 in response to the message.

[0122] Examples of events that may be reported to the agent module 322 and messages

generated by the agent module 322 for the client device 202 based on the reported events are

discussed further below.

[0123] In one aspect of the disclosure, the OS module 324 may report a click on a textbox to the

agent module 322. This may occur, for example, when user inputs (e.g., pointer movements and

a click) received from the client device 202 result in a textbox of the application 327 being

clicked on. When this event occurs, the agent module 322 may determine that a graphical

keyboard is to be activated on the client device 202 for the user at the client device 202 to enter

text. The agent module 322 may then generate a message for the client device 202 including a

command to bring up the graphical keyboard 820a on the display 560 of the client device 202,

and send the message to the client device 202 (e.g., via the server remote access module 334).

[0124] On the client side, the client remote access module 452 receives the message and sends

the received message to the local view module 540. Upon reading the received message, the

local view module 540 brings up the graphical keyboard 820a on the display 560 of the client

device 202 to allow the user at the client device 202 to enter text. An example of this is

illustrated in FIGS. 14A and 14B.

[0125] FIG. 14A shows a display 560 at the client device 202, in which the remote application

view 704 displays a web page of a remote web browser application 327. The web page includes

a textbox 1310 (e.g., search textbox). In this example, the user at the client device 202 inputs

user inputs (e.g., pointer movements and clicks) using a touch screen or other pointer input



device at the client device 202. The remote view module 535 sends the user inputs to the server

204 (e.g., via the client remote access module 452). On the server side, the application control

module 325 controls the web browser application 327 based on the received user inputs.

Updated display output data of the web browser application 327 in response to the user inputs are

sent to the client device 202. On the client side, the remote view module 535 updates the image

in the remote application view 704 based on the received updated display output data.

[0126] On the server side, if a received pointer movement and click result in a textbox being

click on, then the OS module 324 reports this event to the agent module 322. The agent module

322 determines that a graphical keyboard 802a is to be activated at the client device 202 and

generates a message for the client device 202 including a command to activate the graphical

keyboard 820a. The agent module 322 then sends the message to the client device 202. On the

client side, the local view module 540 receives the message and brings up the graphical keyboard

820a on the display 560 in response to the message. FIG. 14B shows the display 560 at the client

device 202, in which the graphical keyboard 820a is brought up on the display 560 after the

textbox 1310 has been click on. An I-beam 14 15 or other type of cursor may appear in the

textbox 1310 to indicate that text will be entered into the textbox 1310.

[0127] As the user at the client device 202 inputs text using the graphical keyboard 820a, the

text inputs to the graphical keyboard 820a may be directed to the remote view module 535, for

example, as if the user had entered the text using a physical keyboard. The remote view module

535 may then send the user text inputs to the server 204 (e.g., using a RDP/ICA or other remote

access protocol). On the server side, the application control module 325 enters the received text

into the textbox. Updated display output data showing the inputted text in the textbox is then

sent back to the client device 202. In this aspect, when the user at the client device 202 hits the

enter button on the graphical keyboard 820a after entering text, the local view module 540 may

automatically deactivate the graphical keyboard 820a.

[0128] An advantage of this aspect is that the graphical keyboard 820a is automatically brought

up on the display 560 when the textbox 1310 is clicked on without requiring the user at the client

device 202 to hit the keyboard button 820. This is not possible in other approaches in which only

display output data of the remote application 327 is sent to the client device 202. In these

approaches, the client device 202 simply displays the display output of the remote application

327 and receives no information about when a textbox of the remote application is clicked on.

By contrast, in the above aspect, the agent module 322 determines when the textbox has been

clicked on and sends a message to the client device 202 to bring up the graphical keyboard 820a.

[0129] In one aspect, the local view module 540 keeps track of the area of the display output of

the remote application 327 that is currently displayed in the remote application view 704. FIG.



15A shows an exemplary area 1510 of the display output 1520 that maybe displayed in the

remote application view 704. hi this example, the total area of the display output 1520 may

represent what a user at the server 204 might see on a large display at the server 204. In this

example, the server 204 may send the entire display output of the remote application 327 to the

client device 202, and the client device 202 may store the entire display output in a machine-

readable medium (e.g., cache memory).

[0130] The local view module 540 may then allow the user to manipulate the area 1510 of the

display output that is displayed in the remote application view 704. For example, the local view

module 540 may allow the user to zoom in by moving two fingers away from each other on a

touch screen 565 starting at a desired zoom in location. The local view module 540 may also

include zoom in and zoom out buttons on the local GUI 702 and 706. The local view module

540 may also display scrollbars on the display 560 that allow the user to scroll (up, down, left,

right) the area 1510 of the display output 1520 displayed in the remote application view 704.

FIG. 15B shows an example in which the area 1510 of the display output 1520 displayed in the

remote application view 704 has been scrolled to the right. In this aspect, the local view module

540 may send a command to the remote view module 535 specifying which area 1510 of the

display output 1520 to display in the remote application view 704 based on inputs from the user.

The command may include coordinates and dimensions of the area 1510 to be displayed in the

remote application view 704.

[0131] As discussed further below, the local view module 540 may keep track of the area 1510

of the display output 1520 displayed in the remote application view 704 to determine whether the

user at the client device 202 can view certain events (e.g., a dialog box popup) communicated to

the local view module 540 by the agent module 322.

[0132] In one aspect of the disclosure, the OS module 324 may report to the agent module 322

when a dialog box and/or window opens as a result of user inputs (e.g., pointer movements and

clicks) received from the client device 202. For example, a dialog box may open when a pointer

is moved over an object (e.g., icon) and/or when a object is clicked on. The dialog box may

display information to the user and/or request information from the user. For an example of a

web browser application 327, a new browser window may open when the user clicks on a link.

[0133] When the OS module 324 reports that a dialog box and/or window has opened, the agent

module 322 may determine that the dialog box and/or window is to be displayed to the user at the

client device 202. In this aspect, the OS module 324 may also communicate the coordinates and

dimensions of the dialog box or window to the agent module 322. The agent module 322 may

then generate a message for the client device 202 including the coordinates and dimensions of the



dialog box or window. The agent module 322 may then send the message to the client device

202 (e.g., via the server remote access module 334).

[0134] On the client side, the client remote access module 452 receives the message and sends

the received message to the local view module 540. Upon reading the received message, the

local view module 540 may determine whether the newly opened dialog box or window is

currently shown in the remote application view 704. The local view module 540 may do this, for

example, by comparing the coordinates and dimensions of the dialog box or window with the

coordinates and dimensions of the area 1510 of the display output 1520 displayed in the remote

application view 704. If the dialog box or window is not currently shown in the remote

application view 704, then the local view module 540 may command the remote view module

535 to scroll and/or zoom out the remote application view 704 by a certain amount so that the

dialog box or window is shown in the remote application view 704. The local view module 540

may determine the amount that the remote application view 704 needs to be scrolled and/or

zoomed out based on differences between the coordinates and/or dimensions of the dialog box or

window and the coordinates and/or dimensions of the area 1510 of the remote application view

704. An example of this is shown in FIGS. 16A and 16B.

[0135] FIG. 16A shows an example in which a dialog box or window 1610 opens outside the

area 1510 of the remote application view 704. As a result, the user at the client device 202

cannot see the dialog box or window 1610. For example, the dialog box 1610 may require

certain information (e.g., billing information) from the user to continue with a transaction (e.g.,

purchase). In this example, if the user cannot see the dialog box 1610 at the client device 202,

then the user may be unaware that information is being requested.

[0136] In this example, the agent module 322 may send the coordinates and dimensions of the

dialog box 1610 to the local view module 540 on the client side. The local view module 540 may

then determine that the dialog box 1610 is not displayed in the remote application view 704.

After making this determination, the local view module 540 may command the remote view

module 535 to scroll the remote application view 704 so that the dialog box 1610 is shown in the

remote application view 704. FIG. 16B shows an example in which the area 1510 of the remote

application view 704 has been scrolled to the right so that the dialog box 1610 is shown in the

remote application view 704. The local view module 540 may also command the remote view

module 535 to zoom out the remote application view 704 so that the dialog box 1610 is shown in

the remote application view 704. This advantageously allows the user at the client 204 to view

the dialog box 16 10 in order to receive information in the dialog box 1610 and/or enter

information requested by the dialog box 1610.



[0137] In one aspect, the local view module 540 may notify the user at the client device 202

when a dialog box or window 1610 opens outside the area 1510 of the remote application view

704. In this aspect, the local view module 540 may display an arrow or other indicator on the

display 560 indicating the direction of the dialog box or window 1610. The user may then

choose whether to scroll the remote view application 704 in the indicated direction to view the

dialog box or window 1610.

[0138] In one aspect, the OS module 324 may also report to the agent module 322 when the

dialog box or window closes. For example, a dialog box may close when the user has entered

information requested by the dialog box. In this aspect, the agent module 322 may send a

message to the local view module 540 indicating that the dialog box or window has closed. The

local view module 540 may then command the remote view module 535 to return the area 1510

of the remote application view 704 back to its original location before the dialog box or window

was opened. In other words, the local view module 540 may undo the scrolling and/or zooming

when the dialog box or window closes.

[0139] In one aspect, the OS module 324 may also report to the agent module 322 when a new

web page is loaded in a web browser application 327. The agent module 322 may then send a

message to the local view module 540 informing the local view module 540 that a new web page

has been loaded. The local view module 540 may then command the remote view module 535 to

zoom out the remote application view 704 to show substantially the entire display output 1520.

This aspect automatically gives the user at the client device 202 an overview of content in the

newly loaded web page. The user may then decide to zoom and/or scroll the remote application

view 704 to focus on a desired portion of the new web page.

[0140] In one aspect, the OS module 324 may report the current coordinates (e.g., x-y

coordinates) of the pointer to the agent module 322. The coordinates of the pointer may refer to

coordinates of a pointer moved by the user at the client device 202 using a pointer input device or

coordinates of a location where the user touches a display 560 at the client device 202 (e.g., using

a touch screen overlaying the display 560). The agent module 322 may use the current

coordinates of the pointer to determine whether the pointer is on an object (e.g., picture) in the

application 327. The agent module 322 may do this, for example, by determining the coordinates

and dimensions of objects in the application 327 and comparing the coordinates and dimensions

of the objects with the reported coordinates of the pointer.

[0141] For an example of a web browser application 327, the agent module 322 may determine

the coordinates (e.g., x-y coordinates) and dimensions (e.g., width and height) of objects (e.g.,

pictures, icons, animations, banners, etc.) in a web page by analyzing markup language code

(e.g., HTML, XML, etc.) for the web page. The agent module 322 may receive the markup



language code from the application control module 325. The markup language code for the web

page may identify objects in the web page and their locations in the web page. The markup

language code may also provide attributes for each object including object type (e.g., picture) and

dimensions (e.g., height and width) of the object. The agent module 322 may use this

information to determine the types of objects in the web page and the coordinates and dimensions

of the objects in the web page. The agent module 322 may make this determination each time a

new web page is loaded into the web browser application 327.

[0142] In this aspect, when the agent module 322 determines that the pointer is on an object in

the application, then the agent module 322 may determine that substantially the entire object is to

be displayed at the client device 202. The agent module 322 may then send a message to the

client device 202 including information of the object. The information may include object type

(e.g., picture) and the coordinates and dimensions of the object. On the client side, the local view

module 540 may receive the coordinates and dimensions of the object and use the received

coordinates and dimensions of the object to determine whether substantially the entire object is

shown in the remote application view 704. The local view module 540 may do this, for example,

by comparing the coordinates and dimensions of the object with the coordinates and dimensions

of the area 1510 of the remote application view 704.

[0143] If the local view module 540 determines that substantially the entire object is not shown

in the remote application view 704, then the local view module 540 may command the remote

view module 535 to scroll and/or zoom the remote application view module 535 by a certain

amount to show substantially the entire object. The local view module 540 may determine the

amount based on differences between the coordinates and dimensions of the object and the

coordinates and dimensions of the area 1510 of the remote application view 704. An example of

this is illustrated in FIGS. 17 and 18.

[0144] FIG. 17 shows an example of a display 560 at the client device 202, in which the remote

application view 704 displays a web page on the remote web browser application 327. The web

page includes an object 1710 (e.g., a picture). In this example, only a small portion of the object

1720 is shown in the remote application view 704 and a pointer 1705 is placed on the object

1710. FIG. 19A shows the portions of the object 1710 that are within and outside the area 1510

of the remote application view 704.

[0145] On the server side, the agent module 322 determines that the pointer 1705 is on the

object 1720 based on the coordinates of the pointer reported from the OS module 324 and the

coordinates and dimensions of objects in the web page. The agent module 322 then generates a

message for the client device 202 including the coordinates and dimensions of the object 1710,

and sends the message to the client device 202.



[0146] On the client side, the local view module 540 receives the message and determines

whether substantially the entire object 1710 is shown in the remote application view 704. In this

example, the local view module 540 determines that only a small portion of the object 1710 is

shown in the remote application view 704. The local view module 540 then commands the

remote view module 535 to scroll the remote application view 704 to the left so that substantially

the entire object 1710 is shown the remote application view 704. FIG. 18 shows an example of

the display 560 after the remote application view 704 has been scrolled to the left to show the

entire object 1710 in the remote application view 704. FIG. 19B shows that, after scrolling to the

left, the entire object 1710 is within the area 1510 of the remote application view 704.

[0147] In one aspect, the local view module 540 may also zoom in on the object 1710. For

example, the local view module 540 may also command the remote view module 535 to zoom in

on the object 1710 in the remote application view 704. For example, the local view module 540

may center the object 1710 in the remote application view 704 and maximize the size of the

object 1710 in the remote application view 704.

[0148] An advantage of this aspect is that, when the user shows an interest in an object by

moving a pointer to the object or touching the object using a touch screen, substantially the entire

object is automatically shown in the remote application view 704. Thus, the user does not have

to scroll and/or zoom out to see the rest of the object of interest.

[0149] In another example, the object 1710 may be a video. In this example, the video file for

the object 1710 may be downloaded from a uniform resource locator (URL) and played using a

media player application. The URL for the video file may be included in markup language code

for a web page or other source.

[0150] In this example, the agent module 322 on the server side may determine when the

pointer is on the object 1710 and/or clicks on the object 1710 based on coordinates of the pointer

and/or pointer clicks reported from the OS module 324. The agent module 322 may then

generate a message including the URL for the video file, and send the message to the client

device 202.

[0151] On the client side, the local view module 540 receives the message, retrieves the URL

for the video file from the message, and downloads the video file onto the client device 202 from

the URL. In this example, the client remote access module 452 may establish a connection with

the Internet or other network, and the local view module 540 may download the video file from

the URL through the connection. After the video file is downloaded or while the video file is

downloading, the local view module 540 may launch a local media player application on the

client device 202 and play the video file using the local media player application. The local view

module 540 may then display the output of the local media player application on the display 650.



For example, the local view module 540 may display the output of the local view module 540

over the remote application view 704.

[0152] A process for establishing a remote session on the server 204 for a user at the client

device 202 will now be discussed according to an aspect of the disclosure. When the user at the

client device 202 desires to remotely access a remote server, the local view module 540 may

display a plurality of remote servers from which the user can select on the display 560. For each

available remote server, the client device 202 may store an address (e.g., IP address) and user

credentials (e.g., login name and password) for the server. The user may then select one of the

remote servers on the display 560, for example, using a touch screen overlaying the display 560.

[0153] When the user selects a remote server, the client remote access module 452 may initiate

a remote access connection 525 with the server remote access module 334 of the server 204. To

do this, the client remote access module 452 may send a request for remote access to the server

204 (e.g., over a TCP/IP network connection using an IP address of the server 204). The request

may include user credentials (e.g., login name and password). If the user credentials are

accepted, then the server remote access module 334 of the server 204 establishes a remote

session for the client device 202, providing the client device 202 with remote access to the server

204.

[0154] hi one aspect, the OS module 324 may notify the agent module 322 that a remote

session has been established for the client device 202. The agent module 322 may then send a

message to the client device 202, via the server remote access module 334, informing the client

device 202 that the agent module 322 is active and ready to accept command messages from the

client device 202. On the client side, the client remote access module 452 may send the message

to the local view module 540. Upon receiving the message, the local view module 540 may send

an acknowledgement to the server 204. On the server side, the server remote access module 334

may send the acknowledgement to the agent module 322. This process may be used to initialize

communication between the agent module 322 and the local view module 540.

[0155] After initializing communication with the agent module 322, the local view module 540

may display a plurality of applications that are available on the server 204. The local view

module 540 may display a list of the available applications in a menu on the display 560 and the

user may select a desired one of the applications, for example, using a touch screen. FIG. 20

shows an example of a local GUI 2006 listing applications that are available on the server 204.

The local GUI 2006 is locally generated and not generated from display output data from the

server 204.

[0156] When the user selects an application, the local view module 540 may generate a

command message identifying the selected application and send the command message to the



server 204 via the client remote access module 452. On the server side, the server remote access

module 334 may send the command to the agent module 322. The agent module 322 may then

issue a command to the OS module 324 to launch the identified application 327 on the server

204. The agent module 322 may also command the application control module 325 to maximize

the size of the display output of the application 327.

[0157] The server remote access module 334 may then send display output data of the

application 327 to the client device 202. On the client side, the local view module 540 may

display a local GUI 702 and 706 for the selected application on the display 560. The local view

module 540 may also translate user inputs to the local GUI 702 and 706 into corresponding

command messages and send the command message to the agent module 322, as discussed

above.

[0158] In one aspect of the disclosure, the desktop module 328 may generate a desktop on the

server 204. The desktop may include icons of available applications that can be selected and

launched on the server 204. In one aspect, the desktop module 328 may be integrated with the

operating system 330 (e.g., Windows-based operating system).

[0159] In this aspect, the server remote access module 334 may send display output data of the

desktop to the client device 202. On the client side, the remote view module 535 may display the

remote desktop in the remote application view 704 on the display 560. FIG. 2 1 shows an

example of a remote desktop 2110 displayed in the remote application view 704 at the client

device 202. The remote desktop 2 110 includes icons 2 115 of applications that can be launched

on the server 204 and a taskbar 2120.

[0160] hi this aspect, the user at the client device 202 may select an application on the remote

desktop displayed in the remote application view 704, for example, by moving a pointer 2125 to

the icon 2 115 of a desired application and clicking on the icon 2 115 using a pointer input device.

The remote view module 535 may then send the entered user inputs (e.g., pointer movements and

clicks) to the server 204. On the server side, the server remote access module 334 may input the

received user inputs to the desktop module 328. When received user inputs to the desktop result

in an application being launched on the server 204, the OS module 324 may inform the agent

module 322. The agent module 322 may then generate a message identifying the launched

application and send the message to the client device 202 (e.g., via the server remote access

module 334).

[0161] On the client side, the client remote access module 452 may send the message to the

local view module 540. The local view module 540 may then display a local GUI 702 and 706

for the identified application on the display 560. For example, the client device 202 may store

configuration files for a plurality of local GUIs for different applications. The local view module



540 may then retrieve the configuration file 451 for the local GUI 702 and 706 corresponding to

the application identified in the received message and generate the local GUI based on the

retrieved configuration file 451. The local view module 540 may then display the local GUI 702

and 706 on the display 560 to allow the user to remotely control the application 327 on the server

204, as discussed above.

[0162] In this aspect, the local view module 540 may also generate a local GUI for the user at

the client device 202 to control the remote desktop at the server 204. For example, the local GUI

for the remote desktop may allow the user to select a background for the desktop, hide a taskbar

of the desktop, and other functions. In another example, the local GUI for the remote desktop

may allow the user to minimize, resize, hide and/or move a window for an application on the

remote desktop. When the user enters user inputs to the local GUI for the remote desktop, then

the local view module 540 may translate the user inputs into a command message for the remote

desktop. For example, the local view module 540 may translate user inputs to a graphical control

object (e.g., hide taskbar button) on the local GUI into a command message to hide the taskbar.

The local view module 540 may send the command message to the server 204 via the client

remote access module 452. On the server side, the server remote access module 334 may send

the command message to the agent module 322. The agent module 322 may then issue a

command to the desktop module 328 based on the received command message. For example,

when the received command message is to hide the taskbar, then the agent module 322 may issue

a command to the desktop module 328 to hide the taskbar.

[0163] FIG. 22 is a conceptual block diagram of the agent module 322 according to an aspect of

the disclosure. In this aspect, the agent module 322 comprising a master agent module 2222 and

a plurality of slave agent modules 2224-1 to 2224-3. The agent module 322 may include any

number of slave agent modules 2224-1 to 2224-3. In this aspect, each slave module agent 2224-1

to 2224-3 may be configured to control a particular application module 326-1 to 326-3 based on

command messages from the client device 202. The master agent module 2222 may be

configured to receive a command message from the client device 202 (via the server remote

access module 334) and direct the command message to one of the slave agent modules 2224-1

to 2224-3.

[0164] In one aspect, there may be a number of applications 327-1 to 327-3 running on the

server 204, in which each of the corresponding application modules 326-1 to 326-3 is controlled

by one of the slave agent modules 2224-1 to 2224-2. In this aspect, the OS module 324 may

notify the master agent module 2222 which one of the applications 327-1 to 327-3 is currently in

focus on the server 204. For example, an application 327-2 to 327-3 may be in focus when an

active pointer, cursor or I-beam appears in the window of the application 327-2 to 327-3. The



master agent module 2222 may then direct command messages from the client device 202 to the

slave agent module 2224-1 to 2224-3 corresponding to the application 327-1 to 327-3 currently

in focus.

[0165] In one aspect, the user at the client device 202 may indicate which one of a plurality of

applications 327-1 to 327-3 currently running on the server 204 he or she desires to access at a

given time. For example, the local view module 540 may display a taskbar in the local GUI 702

and 704 indicating which application are currently running on the server 204. hi this aspect, the

OS module 324 may notify the master agent module 2222 which applications are running on the

server 204 and the master agent may send a message to the client device 202 identifying these

applications. The local view module 540 may then generate a local taskbar identifying these

applications based on the message. When the user selects an application from the taskbar (e.g.,

using a touch screen), the local view module 540 may send a command message to the server 204

identifying the application.

[0166] On the server side, the server remote access module 334 may send the command

message to the master agent module 2222. The master agent module 2222 may then send a

command to the desktop module 328 to maximize the selected application and minimize or hide

the other applications running on the server 204 so that the display output from the server 204 to

the client device 202 only shows the selected application. The master agent module 2222 may

then direct subsequent command messages from the client device 202 to the slave agent module

2224-1 to 224-3 corresponding to the selected application 327-1 to 327-3.

[0167] The subject technology is illustrated, for example, according to various aspects described

below. Numbered clauses are provided below for convenience. These are provided as examples,

and do not limit the subject technology. An aspect of the subject technology relates to server-

side computing from a remote client device.

1. A system for rendering at a local client side a composite view including a local

graphical user interface and a remote application view associated with a remote application

running at a remote server, comprising:

a local view module configured to generate a local graphical user interface (GUI) for

controlling the remote application remotely from the local client side, configured to receive one

or more user inputs to the local GUI, configured to determine a function corresponding to the one

or more user inputs, configured to generate a command message based on the determined

function, and configured to direct the command message to the remote server;



a remote view module configured to generate a remote application view of the remote

application based on display output data of the remote application received at the local client side

from the remote server; and

a display module configured to provide, to a local display at the local client side, a

composite view comprising the local GUI and the remote application view of the remote

application.

2. The system of clause 1, wherein the local view module is configured to receive a

message identifying a type of application running on the remote server and to select the local

GUI from a plurality of local GUIs based on the received message.

3. The system of clause 1, wherein the local view module is configured to be

controlled dynamically by the remote server to generate the local GUI based on the application

running on the remote server.

4. The system of clause 1, wherein the remote view module is configured to direct

user inputs within the remote application view to the remote server.

5. The system of clause 4, wherein the user inputs from the remote view module

comprise pointer inputs, keyboard inputs or fmger inputs (e.g., gestures).

6. The system of clause 1, wherein the display output data includes an image or

drawing commands of a display output of the remote application.

7. The system of clause 1, wherein the one or more user inputs to the local GUI

include coordinates of a pointer or a user's touch on the local display, and the local view module

is configured to determine the function based on a graphical control object of the local GUI

corresponding to the coordinates of the pointer or the user's touch on the local display.

8. The system of clause 1, wherein the local view module is configured to control a

size and a location of the local GUI on the local display independently from the remote

application view of the remote application.

9. The system of clause 1, wherein the local view module is configured to direct the

command message to the remote server through a remote access module at the local client side.

10. The system of clause 9, wherein the remote access module is configured to

communicate with the remote server over a first connection and a second connection via different

socket connections, to receive the display output data of the remote application and to send user

inputs over the first connection and to send the command message over the second connection.

11. The system of clause 9, wherein the remote access module is configured to

communicate with the remote server over a plurality of virtual channels, to send user inputs over

a first one of the plurality of virtual channels and to send the command message over a second

one of the plurality of virtual channels.



12. A method for rendering at a local client side a composite view including a local

graphical user interface and a remote application view associated with a remote application

running at a remote server, comprising:

generating a local graphical user interface (GUI) for remotely controlling the remote

application from the local client device (e.g., 1310-A of FIG. 13A);

generating a remote view of the remote application based on display output data of the

remote application received at the local client device from the remote server (e.g., 1320-A);

providing, to a local display, a composite view comprising the local GUI and the remote

view of the remote application (e.g., 1330-A);

determining a function based on one or more user inputs to the local GUI (e.g., 1340-A);

generating a command message based on the determined function (e.g., 1350-A); and

directing the command message to the remote server (e.g., 1360-A).

13. The method of clause 12, further comprising:

receiving a message identifying a type of application running on the remote server; and

selecting the local GUI from a plurality of local GUIs based on the received message.

14. The method of clause 12, further comprising directing user inputs within the

remote application view to the remote server.

15. The method of clause 14, wherein the user inputs from the remote view module

comprise pointer inputs or keyboard inputs.

16. The method of clause 12, wherein the display output data includes an image or

drawing commands of a display ovitput of the remote application.

17. The method of clause 12, wherein the one or more user inputs to the local GUI

include coordinates of a pointer or a user's touch on the local display, and the determining the

function based on the one or more user inputs comprises:

determining the function based on a graphical control object of the local GUI

corresponding to the coordinates of the pointer or the user's touch on the local display.

18. The method of clause 12, further comprising controlling a size and a location of

the local GUI on the local display independently from the remote application view of the remote

application.

19. The method of clause 12, wherein the directing the command message to the

remote server comprises directing the command message to the remote server through a remote

access module at the local client side.

20. The method of clause 19, further comprising:

communicating with the remote server over a first connection and a second connection

via different socket connections; and



sending user inputs over the first connection,

wherein the receiving the display output data comprises receiving the display output data

of the remote application over the first connection, and the directing the command message to the

remote server comprises sending the command message over the second connection.

21. The method of clause 19, further comprising:

communicating with the remote server over a plurality of virtual channels; and

sending user inputs over a first one of the plurality of virtual channels,

wherein the directing the command message to the remote server comprises sending the

command message over a second one of the plurality of virtual channels.

22. A machine-readable medium encoded with instructions for rendering at a local

client side a composite view including a local graphical user interface and a remote application

view associated with a remote application running at a remote server, the instructions comprising

code for:

generating a local graphical user interface (GUI) for remotely controlling the remote

application from the local client device;

generating a remote view of the remote application based on display output data of the

remote application received at the local client device from the remote server;

providing, to a local display, a composite view comprising the local GUI and the remote

view of the remote application;

determining a function based on one or more user inputs to the local GUI;

generating a command message based on the determined function; and

directing the command message to the remote server.

23. The machine-readable medium of clause 22, wherein the instructions further

comprise code for:

receiving a message identifying a type of application running on the remote server; and

selecting the local GUI from a plurality of local GUIs based on the received message.

24. The machine-readable medium of clause 22, wherein the instructions further

comprise code for directing user inputs within the remote application view to the remote server.

25. The machine-readable medium of clause 24, wherein the user inputs from the

remote view module comprise pointer inputs, keyboard inputs, or finger inputs (e.g., touch

inputs).

26. The machine-readable medium of clause 22, wherein the display output data

includes an image or drawing commands of a display output of the remote application.



27. The machine-readable medium of clause 22, wherein the one or more user inputs

to the local GUI include coordinates of a pointer or a user's touch on the local display, and the

determining the function based on the one or more user inputs comprises:

determining the function based on a graphical control object of the local GUI

corresponding to the coordinates of the pointer or the user's touch on the local display.

28. The machine-readable medium of clause 22, wherein the instructions further

comprise code for controlling a size and a location of the local GUI on the local display

independently from the remote application view of the remote application.

29. The machine-readable medium of clause 22, wherein directing the command

message to the remote server comprises directing the command message to the remote server

through a remote access module at the local client side.

30. The machine-readable medium of clause 29, wherein the instructions further

comprise code for:

communicating with the remote server over a first connection and a second connection

via different socket connections; and

sending user inputs over the first connection,

wherein the receiving the display output data comprises receiving the display output data

of the remote application over the first connection, and the directing the command message to the

remote server comprises sending the command message over the second connection.

31. The machine-readable medium of clause 29, wherein the instructions further

comprise code for:

communicating with the remote server over a plurality of virtual channels; and

sending user inputs over a first one of the plurality of virtual channels,

wherein the directing the command message to the remote server comprises sending the

command message over a second one of the plurality of virtual channels.

32. An apparatus for rendering at a local client side a composite view including a

local graphical user interface and a remote application view associated with a remote application

running at a remote server, comprising:

means for generating a local graphical user interface (GUI) for remotely controlling the

remote application from the local client device (e.g., 1310-B of FIG. 13B);

means for generating a remote view of the remote application based on display output

data of the remote application received at the local client device from the remote server (e.g.,

1320-B);

means for providing, to a local display, a composite view comprising the local GUI and

the remote view of the remote application (e.g., 1330-B);



means for determining a function based on one or more user inputs to the local GUI (e.g.,

1340-B);

means for generating a command message based on the determined function (e.g., 1350-

B); and

means for directing the command message to the remote server (e.g., 1360-B).

33. The apparatus of clause 32, further comprising:

means for receiving a message identifying a type of application running on the remote

server; and

means for selecting the local GUI from a plurality of local GUIs based on the received

message.

34. The apparatus of clause 32, further comprising means for directing user inputs

within the remote application view to the remote server.

35. The apparatus of clause 34, wherein the user inputs from the remote view module

comprise pointer inputs or keyboard inputs.

36. The apparatus of clause 32, wherein the display output data includes an image or

drawing commands of a display output of the remote application.

37. The apparatus of clause 32, wherein the one or more user inputs to the local GUI

include coordinates of a pointer or a user's touch on the local display, and the means for

determining the function based on the one or more user inputs comprising:

means for determining the function based on a graphical control object of the local GUI

corresponding to the coordinates of the pointer or the user's touch on the local display.

38. The apparatus of clause 32, further comprising means for controlling a size and a

location of the local GUI on the local display independently from the remote application view of

the remote application.

39. The apparatus of clause 32, wherein the means for directing the command

message to the remote server comprises means for directing the command message to the remote

server through a remote access module at the local client side.

40. The apparatus of clause 39, further comprising:

means for communicating with the remote server over a first connection and a second

connection via different socket connections; and

means for sending user inputs over the first connection,

wherein the means for receiving the display output data comprises means for receiving

the display output data of the remote application over the first connection, and the means for

directing the command message to the remote server comprises means for sending the command

message over the second connection.



4 1. The apparatus of clause 39, further comprising:

means for communicating with the remote server over a plurality of virtual channels; and

means for sending user inputs over a first one of the plurality of virtual channels,

wherein the means for directing the command message to the remote server comprises

means for sending the command message over a second one of the plurality of virtual channels.

[0168] The subject technology is illustrated, for example, according to various aspects described

below. Numbered clauses are provided below for convenience. These are provided as examples,

and do not limit the subject technology. An aspect of the subject technology relates to systems

and methods for communicating events at a server to a remote device.

1. A system for communication and for providing, to a remote client device, a

message related to an event at a server, in which the event is in response to one or more user

inputs received from the remote client device, comprising:

an agent module configured to receive notification of the event at the server, configured

to determine an action, based on the event, to be performed by the remote client device on a

graphical user interface (GUI) at the remote client device or a remote view at the remote client

device, configured to generate the message based on the determined action, and configured to

direct the message to the remote client device,

wherein the GUI is a GUI for controlling an application running on the server from the

remote client device, and the remote view is a view of the application running on the server.

2. The system of clause 1, wherein the event comprises a click on a textbox, the

action is to activate a graphical keyboard of the GUI at the remote client device, and the message

comprises a command to activate the graphical keyboard.

3. The system of clause 1, wherein the event comprises a window opening at the

server, the action is to display the window within the remote view at the remote client device,

and the message comprises coordinates and dimensions of the window.

4. The system of clause 1, wherein the event comprises a pointer on an object of the

application at the server, the action is to display substantially the entire object within the remote

view at the remote client device, and the message comprises coordinates and dimensions of the

object.

5. The system of clause 4, wherein the object comprises a picture, an icon, an

animation, or video.

6 . The system of clause 1, wherein the event comprises a pointer click on a video

object, the action is to play a video file associated with the video object at the remote client



device, and the message comprises a uniform resource locator (URL) for downloading the video

file.

7. The system of clause 1, wherein the event comprises a dialog box opening at the

server, the action is to display the dialog box within the remote view at the remote client device,

and the message comprises coordinates and dimensions of the dialog box.

8. The system of clause 7, wherein the agent module is configured to receive

notification of when the dialog box closes at the server, configured to generate a second message

informing the remote client device that the dialog box has closed, and directing the second

message to the remote client device.

9. The system of clause 1, wherein the agent module is configured to receive a

command message from the remote client device and configured to control the application on the

server based on the received command message.

10. The system of clause 9, wherein the agent module is configured to resize, move or

maximize a view of the application on the server based on the received command message.

11. The system of clause 1, wherein the agent module comprises:

a plurality of slave agent modules, wherein each of the slave agent modules is configured

to control one of a plurality of different applications on the server based on command messages

from the remote client device; and

a master agent module configured to direct command messages, from the remote client

device, for one of the plurality of different applications to a corresponding one of the plurality of

slave agent modules.

12. The system of clause 1, wherein the system is the server comprising a processing

system.

13. A method performed at a server for providing, to a remote client device, a

message related to an event at the server, in which the event is in response to one or more user

inputs received from the remote client device, comprising:

receiving notification of the event at the server (e.g., 2310-A of FIG. 23A);

determining an action, based on the event, to be performed by the remote client device on

a graphical user interface (GUI) at the remote client device or a remote view at the remote client

device (e.g., 2320-A);

generating the message based on the determined action (e.g., 2330-A); and

directing the message to the remote client device (e.g., 2340-A),

wherein the GUI is a GUI for controlling an application running on the server from the

remote client device, and the remote view is a view of the application running on the server.



14. The method of clause 13, wherein the event comprises a click on a textbox, the

action is to activate a graphical keyboard of the GUI at the remote client device, and the message

comprises a command to activate the graphical keyboard.

15. The method of clause 13, wherein the event comprises a window opening at the

server, the action is to display the window within the remote view at the remote client device,

and the message comprises coordinates and dimensions of the window.

16. The method of clause 13, wherein the event comprises a pointer on an object of

the application at the server, the action is to display substantially the entire object within the

remote view at the remote client device, and the message comprises coordinates and dimensions

of the object.

17. The method of clause 16, wherein the object comprises a picture, an icon, an

animation, or video.

18. The method of clause 13, wherein the event comprises a pointer click on a video

object, the action is to play a video file associated with the video object at the remote client

device, and the message comprises a uniform resource locator (URL) for downloading the video

file.

19. The method of clause 13, wherein the event comprises a dialog box opening at the

server, the action is to display the dialog box within the remote view at the remote client device,

and the message comprises coordinates and dimensions of the dialog box.

20. The method of clause 19, further comprising:

receiving notification of when the dialog box closes at the server;

generating a second message informing the remote client device that the dialog box has

closed; and

directing the second message to the remote client device.

21. The method of clause 13, further comprising:

receiving a command message from the remote client device; and

controlling the application on the server based on the received command message.

22. The method of clause 21, further comprising:

resizing, moving or maximizing a view of the application on the server based on the

received command message.

23 . The method of clause 13, further comprising:

receiving command messages from the remote client devices;

directing the received command messages to one of a plurality of different applications

on the server; and



controlling the one of the plurality of different applications on the server based on the

received command messages.

24. A machine-readable medium encoded with instructions for providing, to a remote

client device, a message related to an event at a server, in which the event is in response to one or

more user inputs received from the remote client device, the instructions comprising code for:

receiving notification of the event at the server;

determining an action, based on the event, to be performed by the remote client device on

a graphical user interface (GUI) at the remote client device or a remote view at the remote client

device;

generating the message based on the determined action; and

directing the message to the remote client device,

wherein the GUI is a GUI for controlling an application running on the server from the

remote client device, and the remote view is a view of the application running on the server.

25. The machine-readable medium of clause 24, wherein the event comprises a click

on a textbox, the action is to activate a graphical keyboard of the GUI at the remote client device,

and the message comprises a command to activate the graphical keyboard.

26. The machine-readable medium of clause 24, wherein the event comprises a

window opening at the server, the action is to display the window within the remote view at the

remote client device, and the message comprises coordinates and dimensions of the window.

27. The machine-readable medium of clause 24, wherein the event comprises a

pointer on an object of the application at the server, the action is to display substantially the

entire object within the remote view at the remote client device, and the message comprises

coordinates and dimensions of the object.

28. The machine-readable medium of clause 27, wherein the object comprises a

picture, an icon, an animation, or video.

29. The machine-readable medium of clause 24, wherein the event comprises a

pointer click on a video object, the action is to play a video file associated with the video object

at the remote client device, and the message comprises a uniform resource locator (URL) for

downloading the video file.

30. The machine-readable medium of clause 24, wherein the event comprises a dialog

box opening at the server, the action is to display the dialog box within the remote view at the

remote client device, and the message comprises coordinates and dimensions of the dialog box.

31. The machine-readable medium of clause 30, wherein the instructions further

comprises code for:

receiving notification of when the dialog box closes at the server;



generating a second message informing the remote client device that the dialog box has

closed; and

directing the second message to the remote client device.

32. The machine-readable medium of clause 24, wherein the instructions further

comprise code for:

receiving a command message from the remote client device; and

controlling the application on the server based on the received command message.

33. The machine-readable medium of clause 32, wherein the instructions further

comprise code for:

resizing, moving or maximizing a view of the application on the server based on the

received command message.

34. The machine-readable medium of clause 24, wherein the instructions further

comprise code for:

receiving command messages from the remote client devices;

directing the received command messages to one of a plurality of different applications

on the server; and

controlling the one of the plurality of different applications on the server based on

received command messages.

35. An apparatus for providing, to a remote client device, a message related to an

event at the server, in which the event is in response to one or more user inputs received from the

remote client device, comprising:

means for receiving notification of the event at the server (e.g., 2310-B of FIG. 23B);

means for determining an action, based on the event, to be performed by the remote client

device on a graphical user interface (GUI) at the remote client device or a remote view at the

remote client device (e.g., 2320-B);

means for generating the message based on the determined action (e.g., 2330-B); and

means for directing the message to the remote client device (e.g., 2340-B),

wherein the GUI is a GUI for controlling an application running on the server from the

remote client device, and the remote view is a view of the application running on the server.

36. The apparatus of clause 35, wherein the event comprises a click on a textbox, the

action is to activate a graphical keyboard of the GUI at the remote client device, and the message

comprises a command to activate the graphical keyboard.

37. The apparatus of clause 35, wherein the event comprises a window opening at the

server, the action is to display the window within the remote view at the remote client device,

and the message comprises coordinates and dimensions of the window.



38. The apparatus of clause 35, wherein the event comprises a pointer on an object of

the application at the server, the action is to display substantially the entire object within the

remote view at the remote client device, and the message comprises coordinates and dimensions

of the object.

39. The apparatus of clause 38, wherein the object comprises a picture, an icon, an

animation, or video.

40. The apparatus of clause 35, wherein the event comprises a pointer click on a video

object, the action is to play a video file associated with the video object at the remote client

device, and the message comprises a uniform resource locator (URL) for downloading the video

file.

4 1. The apparatus of clause 35, wherein the event comprises a dialog box opening at

the server, the action is to display the dialog box within the remote view at the remote client

device, and the message comprises coordinates and dimensions of the dialog box.

42. The apparatus of clause 4 1, further comprising:

means for receiving notification of when the dialog box closes at the server;

means for generating a second message informing the remote client device that the dialog

box has closed; and

means for directing the second message to the remote client device.

43. The apparatus of clause 35, further comprising:

means for receiving a command message from the remote client device; and

means for controlling the application on the server based on the received command

message.

44. The apparatus of clause 43, further comprising:

means for resizing, moving or maximizing a view of the application on the server based

on the received command message.

45. The apparatus of clause 35, further comprising:

means for receiving command messages from the remote client devices;

means for directing the received command messages to one of a plurality of different

applications on the server; and

means for controlling the one of the plurality of different applications on the server based

on the received command messages.

[0169] The subject technology is illustrated, for example, according to various aspects described

below. Numbered clauses are provided below for convenience. These are provided as examples,



and do not limit the subject technology. An aspect of the subject technology relates to systems

and methods for rendering a composite view at a client device.

1. A system for communication and for rendering at a local client device a composite

view including a local graphical user interface (GUI) and a remote view associated with a remote

application running on a remote server, comprising:

a remote view module configured to generate the remote view of the remote application

based on display output data of the remote application received at the local client device from the

remote server;

a local view module configured to generate the local GUI for controlling the remote

application remotely from the local client device, configured to control an area of the display

output data of the remote application that is displayed in the remote view, and configured to keep

track of coordinates and dimensions of the area; and

a display module configured to provide, to a local display at the local client device, a

composite view comprising the local GUI and the remote view of the remote application.

2. The system of clause 1, wherein the local view module is configured to receive a

message from the remote server including a command to activate a graphical keyboard of the

local GUI at the local client device and configured to active the graphical keyboard in response to

the received message.

3. The system of clause 1, wherein the local view module is configured to receive

coordinates and dimensions of a window or dialog box at the remote server from the remote

server, configured to compare the coordinates and dimensions of the window or dialog box with

the coordinates and dimensions of the area of the display output data displayed in the remote

view, and configured to adjust the area of the display output data displayed in the remote view

based on the comparison.

4. The system of clause 3, wherein the local view module is configured to adjust the

area of the display output data displayed in the remote view by scrolling the area.

5. The system of clause 3, wherein the local view module is configured to adjust the

area of the display output data displayed in the remote view by zooming in or zooming out the

area.

6. The system of clause 3, wherein the local view module is configured to receive a

second message from the remote server that the window or dialog box has been closed at the

remote server and configured to undo the adjustment of the area of the display output data

displayed in the remote view in response to the second message.



7. The system of clause 1, wherein the local view module is configured to receive

coordinates and dimensions of an object of the remote application from the remote server,

configured to compare the coordinates and dimensions of the object with the coordinates and

dimensions of the area of the display output data displayed in the remote view, and configured to

adjust the area of the display output data displayed in the remote view based on the comparison.

8. The system of clause 7, wherein the local view module is configured to adjust the

area of the display output data displayed in the remote view such that substantially the entire

object is displayed in the remote view.

9. The system of clause 8, wherein the local view module is configured to adjust the

area of the display output data displayed in the remote view by scrolling the area.

10. The system of clause 8, wherein the local view module is configured to adjust the

area of the display output displayed in the remote view by zooming in or zooming out the area.

11. The system of clause 1, wherein the local view module is configured to receive a

uniform resource locator (URL) from the remote server, configured to download a video file

using the URL, and configured to play the video file using a local media player application.

12. The system of clause 1, wherein the system is the local client device comprising a

processing system.

13. A method for rendering at a local client device a composite view including a local

graphical user interface (GUI) and a remote view associated with a remote application running on

a remote server, comprising:

generating the remote view of the remote application based on display output data of the

remote application received at the local client device from the remote server (e.g., 241 0-A of

FIG. 24A);

generating the local GUI for controlling the remote application remotely from the local

client device (e.g., 2420-A);

controlling an area of the display output data of the remote application that is displayed in

the remote view (e.g., 2430-A);

tracking coordinates and dimensions of the area (e.g., 2440-A); and

providing, to a local display at the local client device, a composite view comprising the

local GUI and the remote view of the remote application (e.g., 2450-A).

14. The method of clause 13, further comprising:

receiving a message from the remote server including a command to activate a graphical

keyboard of the local GUI at the local client device; and

activating the graphical keyboard in response to the received message.

15. The method of clause 13, further comprising:



receiving coordinates and dimensions of a window or dialog box at the remote server

from the remote server;

comparing the coordinates and dimensions of the window or dialog box with the

coordinates and dimensions of the area of the display output data displayed in the remote view;

and

adjusting the area of the display output data displayed in the remote view based on the

comparison.

16. The method of clause 15, wherein adjusting the area of the display output data

displayed in the remote view comprises scrolling the area.

17. The method of clause 15, wherein adjusting the area of the display output data

displayed in the remote view comprises zooming in or zooming out the area.

18. The method of clause 15, further comprising:

receiving a second message from the remote server that the window or dialog box has

been closed at the remote server; and

undoing the adjustment of the area of the display output data displayed in the remote view

in response to the second message.

19. The method of clause 13, further comprising:

receiving coordinates and dimensions of an object of the remote application from the

remote server;

comparing the coordinates and dimensions of the object with the coordinates and

dimensions of the area of the display output data displayed in the remote view; and

adjusting the area of the display output data displayed in the remote view based on the

comparison.

20. The method of clause 19, wherein the adjusting the area of the display output data

comprises adjusting the area of the display output data such that substantially the entire object is

displayed in the remote view.

2 1. The method of clause 19, wherein the adjusting the area of the display output data

displayed in the remote view comprises scrolling the area.

22. The method of clause 19, wherein the adjusting the area of the display output data

displayed in the remote view comprises zooming in or zooming out the area.

23. The method of clause 13, further comprising:

receiving a uniform resource locator (URL) from the remote server;

downloading a video file using the URL; and

playing the video file using a local media player application.



24. A machine-readable medium encoded with instructions for rendering at a local

client device a composite view including a local graphical user interface (GUI) and a remote

view associated with a remote application running on a remote server, the instructions

comprising code for:

generating the remote view of the remote application based on display output data of the

remote application received at the local client device from the remote server;

generating the local GUI for controlling the remote application remotely from the local

client device;

controlling an area of the display output data of the remote application that is displayed in

the remote view;

tracking coordinates and dimensions of the area; and

providing, to a local display at the local client device, a composite view comprising the

local GUI and the remote view of the remote application.

25. The machine-readable medium of clause 24, wherein the instructions further

comprise code for:

receiving a message from the remote server including a command to activate a graphical

keyboard of the local GUI at the local client device; and

activating the graphical keyboard in response to the received message.

26. The machine-readable medium of clause 24, wherein the instructions further

comprise code for:

receiving coordinates and dimensions of a window or dialog box at the remote server

from the remote server;

comparing the coordinates and dimensions of the window or dialog box with the

coordinates and dimensions of the area of the display output data displayed in the remote view;

and

adjusting the area of the display output data displayed in the remote view based on the

comparison.

27. The machine-readable medium of clause 26, wherein the adjusting the area of the

display output data displayed in the remote view comprises scrolling the area.

28. The machine-readable medium of clause 26, wherein the adjusting the area of the

display output data displayed in the remote view comprises zooming in or zooming out the area.

29. The machine-readable medium of clause 26, wherein the instructions further

comprise code for:

receiving a second message from the remote server that the window or dialog box has

been closed at the remote server; and



undoing the adjustment of the area of the display output data displayed in the remote view

in response to the second message.

30. The machine-readable medium of clause 24, wherein the instructions further

comprise code for:

receiving coordinates and dimensions of an object of the remote application from the

remote server;

comparing the coordinates and dimensions of the object with the coordinates and

dimensions of the area of the display output data displayed in the remote view; and

adjusting the area of the display output data displayed in the remote view based on the

comparison.

31. The machine-readable medium of clause 30, wherein the adjusting the area of the

display output data comprises adjusting the area of the display output data such that substantially

the entire object is displayed in the remote view.

32. The machine-readable medium of clause 30, wherein the adjusting the area of the

display output data displayed in the remote view comprises scrolling the area.

33. The machine-readable medium of clause 30, wherein the adjusting the area of the

display output displayed in the remote view comprises zooming in or zooming out the area.

34. The machine-readable medium of clause 24, wherein the instructions further

comprise code for:

receiving a uniform resource locator (URL) from the remote server;

downloading a video file using the URL; and

playing the video file using a local media player application.

35. An apparatus for rendering at a local client device a composite view including a

local graphical user interface (GUI) and a remote view associated with a remote application

running on a remote server, comprising:

means for generating the remote view of the remote application based on display output

data of the remote application received at the local client device from the remote server (e.g.,

2410-B of FIG. 24B);

means for generating the local GUI for controlling the remote application remotely from

the local client device (e.g., 2420-B);

means for controlling an area of the display output data of the remote application that is

displayed in the remote view (e.g., 2430-B);

means for tracking coordinates and dimensions of the area (e.g., 2440-B); and

means for providing, to a local display at the local client device, a composite view

comprising the local GUI and the remote view of the remote application (e.g., 2450-B).



36. The apparatus of clause 35, further comprising:

means for receiving a message from the remote server including a command to activate a

graphical keyboard of the local GUI at the local client device; and

means for activating the graphical keyboard in response to the received message.

37. The apparatus of clause 35, further comprising:

means for receiving coordinates and dimensions of a window or dialog box at the remote

server from the remote server;

means for comparing the coordinates and dimensions of the window or dialog box with

the coordinates and dimensions of the area of the display output data displayed in the remote

view; and

means for adjusting the area of the display output data displayed in the remote view based

on the comparison.

38. The apparatus of clause 37, wherein the means for adjusting the area of the

display output data displayed in the remote view comprises means for scrolling the area.

39. The apparatus of clause 37, wherein the means for adjusting the area of the

display output data displayed in the remote view comprises means for zooming in or zooming out

the area.

40. The apparatus of clause 37, further comprising:

means for receiving a second message from the remote server that the window or dialog

box has been closed at the remote server; and

means for undoing the adjustment of the area of the display output data displayed in the

remote view in response to the second message.

4 1. The apparatus of clause 35, further comprising:

means for receiving coordinates and dimensions of an object of the remote application

from the remote server;

means for comparing the coordinates and dimensions of the object with the coordinates

and dimensions of the area of the display output data displayed in the remote view; and

means for adjusting the area of the display output data displayed in the remote view

based on the comparison.

42. The apparatus of clause 4 1, wherein the means for adjusting the area of the

display output data comprises means for adjusting the area of the display output data such that

substantially the entire object is displayed in the remote view.

43. The apparatus of clause 41, wherein the means for adjusting the area of the

display output data displayed in the remote view comprises means for scrolling the area.



44. The apparatus of clause 41, wherein the means for adjusting the area of the

display output displayed in the remote view comprises means for zooming in or zooming out the

area.

45. The apparatus of clause 35, further comprising:

means for receiving a uniform resource locator (URL) from the remote server;

means for downloading a video file using the URL; and

means for playing the video file using a local media player application.

[0170] FIG. 25A illustrates an example of a display system 2500 that may be utilized by a client

device, according to one approach. Display system 2500 comprises central processing unit

(CPU) 2504, graphics module 2514, and cathode ray tube (CRT) 2510. Graphics module 2514

may comprise dynamic random access memory (DRAM) 2506 and serializer 2508. In some

aspects, graphics module 2514 may further comprise CRT 2510. Graphics module 2514

facilitates displaying graphics module input 2516. In some aspects, graphics module 2514 may

handle visual information including, for example and without limitation, text, drawings, video or

other types of multimedia. CPU 2504 may receive the graphics module input 2516 and provide

drawing commands to graphics module 2514. In display system 2500, graphics module input

2516 may be "drawn" to (e.g., provided to or input into) graphics module 2514, upon which, the

graphics module input 2516 may be displayed by CRT 2510. For example, graphics module

input 2516 can be stored in DRAM 2506. DRAM 2506 may store an entire array of pixels

pertaining to one image or picture displayed on a display screen, for example, CRT 2510.

Serializer 2508 may then retrieve and output graphics module input 2516 from DRAM 2506 to

CRT 2510 for display.

[0171] FIG. 25B illustrates an example of drawing commands 2502 that may be provided to a

display system, according to one approach. Each "x" symbol illustrated in FIG. 25B may

illustrate one drawing command. In some aspects, drawing commands provide instructions or

information to a display system (e.g., display system 2500) as to what is to be drawn on a display

(e.g., CRT 2510). The instructions or information may include, for example and without

limitation, the location, texture, geometry, shading, light intensity, or color, or any combination

therein, of a pixel or group of pixels of the display. In some aspects, a drawing command

corresponds to multiple pixels. For example, in some aspects, a drawing command may

correspond to between about 1% and 50% of the total number of pixels of a display. In some

aspects, a drawing command may correspond to less than about 1% of the total number of pixels

of a display. In some aspects, a drawing command may correspond to greater than about 50% of

the total number of pixels of a display. Still in some aspects, a drawing command corresponds to



a single pixel of a display. In some aspects, a drawing command may comprise at least one of a

raster operation, a multimedia frame (e.g., JPG/MPEG frame), a texture (e.g., an Open GL

texture), and other suitable drawing commands.

[0172] Drawing commands 2502 may be provided one drawing command at a time as shown in

FIG. 25B. Drawing commands 2502 may be provided as remote drawing commands using a

decoder of a remote access module such as a remote desktop protocol (RDP) software (e.g.,

Microsoft® RDP) decoder. For example, remote drawing commands are provided, according to

a drawing command rate, to a graphics module of a client device from a remote application

running on a remote server. In some aspects, the drawing command rate may be a rate at which

the remote drawing commands are decoded by a decoder of a client remote access module at the

client device when the remote drawing commands are received at the client device from the

remote server over a remote access connection between the client device and a remote server.

The drawing command rate may be up to thousands of drawing commands per second or greater.

In some aspects, the methods described herein may work independent of a drawing command

rate. In one aspect, a drawing command rate may be referred to as a sample rate. In some

aspects, when RDP is utilized, each drawing command 2502 that is provided may correspond to a

substantially small number of pixels relative to the total number of pixels of a display. For

example, in some aspects, when RDP is utilized, each drawing command 2502 may correspond

to a single pixel. In another example, when RDP is utilized, each drawing command 2502 may

correspond to less than 1% of the total number of pixels of a display. In some aspects, when

RDP is utilized, each drawing command 2502 that is provided may not correspond to a small

number of pixels relative to the total number of pixels of a display. In some aspects, drawing

commands may be provided utilizing other protocols or software.

[0173] In one example, graphics module input 2516 comprises drawing commands 2502. Here,

drawing commands 2502 are provided to (e.g., "drawn" to) graphics module 2514 at the drawing

command rate, which may be a continuous stream of drawing commands at up to thousands of

drawing commands per second. This may not be a problem for display system 2500 because of

its relatively simple architecture. Each drawing command 2502 can be quickly processed by

graphics module 2514 and then be displayed on CRT 2510. Because CRT 2510 can update each

of its pixels about one at a time, receiving drawing commands (e.g., with each drawing command

corresponding to a substantially small number of pixels relative to the total number of pixels of a

display) one drawing command at a time may not slow down the general operation of display

system 2500.

[0174] FIG. 26A illustrates another example of a display system 2600 that may be utilized by a

client device, according to one approach. Display system 2600 includes CPU 2604, graphics



module 2614, and display 2612. Graphics module 2614 may comprise display memory 2618,

graphics processing unit (GPU) 2606, frame buffer 2608, and/or serializer 2610. In some

aspects, graphics module 2614 may further comprise display 2612. In some aspects, graphics

module 2614 may be referred to as a graphics pipeline. Graphics module 2614 facilitates

displaying graphics module input 2616. In some aspects, graphics module 2514 may handle

visual information including, for example and without limitation, text, drawings, video or other

types of multimedia. In display system 2600, graphics module input 2616 may be drawn to

graphics module 2614, upon which, the graphics module input 2616 may be displayed by display

2612. For example, CPU 2604 receives graphics module input 2616 and provides the graphics

module input 2616 to display memory 261 8 for storage. GPU 2606 may retrieve and process

graphics module input 2616, and then update frame buffer 2608 with graphics module input

2616. Serializer 2610 may then retrieve and output graphics module input 2616 to display 2612.

Display 2612 may be a liquid crystal display (LCD) or any other suitable display device.

[0175] Graphics module 2614 may be implemented in various ways known to those of skill in

the art. In some aspects, graphics module 2614 may comprise display memory 2618 and any

other components, if any, to extract drawing commands stored in display memory 2618 such that

the drawing commands may be displayed on display 2612.

[0176] Display system 2600 may represent display systems that, compared to display system

2500 (shown in FIG. 25A), are much more complicated in terms of processing and capabilities.

For example, display system 2600 comprises more components such as GPU 2606, which

enables complex graphical processing. Due to the complexity of these display systems (e.g.,

display system 2600), receiving drawing commands 2502 (shown in FIG. 25B) as graphics

module input 2616 may bog down display system 2600 because resources are wasted when

processing is devoted to one drawing command at a time, where each drawing command may

only correspond to a substantially small number of pixels compared to the total number of pixels

of a display.

[0177] In some approaches, drawing commands such as raster operations are drawn directly to

display memory 261 8 as they become available from a decoder of a remote access module such

as an RDP software decoder. For example, graphics module input 2616 may be the drawing

commands 2502 shown in FIG. 25B. In such cases, a problem lies with the efficiency of the

rendering of decoded remote client software (such as RDP) drawing commands on client devices.

The existing implementations appear slow and use too high a percentage of available CPU

cycles, thus making the graphical user interface (GUI) act non-responsively.

[0178] For example, RDP software client implementations on client devices (e.g., mobile

devices) draw directly to display memory 261 8 as drawing commands are received. In



implementations where access to this display memory is slow compared to the rate at which

drawing commands are received, or when display memory is not available, or when long,

complex, or layered drawing commands are provided, an RDP software thin client device may

render slowly and may become bogged down. On a slow remote client device, the user may see

objects drawn in sequence instead of the final completely drawn result.

[0179] FIG. 26B illustrates an example of drawing commands 2602 that may be provided to a

display system, in accordance with one aspect of the subject technology. The foregoing

problems may be solved by providing groups of drawing commands at certain intervals instead of

one at a time, in accordance with one aspect of the subject technology. For example, each "x"

illustrates a drawing command. Each "O" represents the time at which the respective group 2620

(e.g., groups 2620a, 2620b, 2620c, or 262Od, etc.) of drawing commands 2602 is provided to

graphics module 2614 instead of providing individual drawing commands 2602 to graphics

module 2614 one at a time. In some aspects, each group 2620 of drawing commands 2602

represents a frame (e.g., snapshot, picture, image, etc.) of what is displayed at display 2612. In

some aspects, each group 2620 of drawing commands 2602 represents a portion of a frame

displayed in display 2612. In some aspects, each group 2620 of drawing commands 2602

represents an entire frame displayed in display 2612.

[0180] According to an aspect of the subject technology, having individual drawing commands

2602 wait until a group 2620 of drawing commands 2602 are assembled before drawing to

graphics module 2614 allows for efficient utilization of resources of display system 2600. In an

example, individual drawing commands 2602 within group 2620a are not drawn to graphics

module 2614 until time to. The group 2620a of drawing commands 2602 may then be processed

by graphics module 2614 and displayed in display 2612 as a single snapshot. Similarly,

individual drawing commands 2602 within group 2620b are not drawn to graphics module 2614

until time tl and so on. In some aspects, the time interval between each group 2620 of drawing

commands 2602 being drawn to graphics module 2614 is referred to as a refresh rate or frame

rate. In some aspects, refresh rate and frame rate may be used interchangeably. In some aspects,

the refresh rate may be periodic. In some aspects, the refresh rate is not periodic. For example,

the time interval between to and may be different from the time interval between t and t2.

[0181] In one aspect, a configuration of the subject technology caches the result of drawing

commands 2602 in a temporary bitmap memory, which may be smaller or larger than the actual

display memory bitmap height/width, and then only updates (e.g., drawn to) the display memory

periodically, limited to a frame rate not higher than what is humanly perceivable (e.g., about 60

hertz), from the temporary bitmap memory. In some aspects, the drawing commands 2602 may

be remote drawing commands received at a client device from a remote application running on a



remote server. In some aspects, the client device does not run the remote application locally at

the client device. According to some aspects of the disclosure, the responsiveness of RDP

software clients is improved from other approaches. Rendering appears faster, and more CPU

cycles are available for other functions, including GUI responsiveness.

[0182] Now referring to FIGS. 27A and 27B, simplified diagrams of remote drawing command

system 2700 are illustrated in accordance with various configurations of the present disclosure.

The remote drawing command system 2700 may include local client computing device 2710

(client device) in communication with remote server computing device 2780 (server or remote

server system) using remote access connection 2740, which may include one or more virtual

channels 2745 for communication between client device 2710 and server 2780. In some aspects,

as shown in FIG. 27A, client device 2710 may include buffer module 2735, client remote access

module 2730, graphics module 2722, and viewer controller module 2756 (e.g., viewer controller

module 456 of FIG. 4), where viewer controller module 2756 includes timer module 2720. In

some aspects, as shown in FIG. 27B, client device 2710 may include client remote access module

2730 and viewer controller module 2756, where viewer controller module 2756 includes graphics

module 2722, buffer module 2735, and timer module 2720.

[0183] Referring to both FIGS. 27A and 27B, server 2780 may include server remote access

module 2775, agent module 2770, and application module 2790. Application module 2790 may

include one or more application control modules and one or more applications. Server 2780 may

also include an operating system (OS), an OS module, a desktop module for a desktop of server

2780, and any other software or modules for running on server 2780.

[0184] Client remote access module 2730 is configured to create, establish, or facilitate

establishing remote access connection 2740 with server remote access module 2775 on server

2780. Together, client remote access module 2730 and server remote access module 2775 are

configured to allow client device 2710 to access server 2780 over remote access connection 2740.

In one aspect of the disclosure, client remote access module 2730 and server remote access

module 2775 may be configured to allow client device 2710 to remotely control server 2780 over

remote access connection 2740. In another aspect of the disclosure, client remote access module

2730 and server remote access module 2775 may be configured to allow GUI software to run

remotely on server 2780 so that it can be displayed locally on client device 2710. Exemplary

remote access applications, which include client remote access module 2730 and server remote

access module 2775 configured to create remote access connection 2740, are the Microsoft®

Remote Desktop Protocol (RDP) application and the Citrix® Independent Computing

Architecture (ICA) application. The subject technology, however, is not limited to these

exemplary remote access applications.



[0185] Client remote access module 2730 can include an appropriate terminal service client

dynamic link library as well as other static libraries for use with a remote connection. Client

remote access module 2730 may include a terminal service client dynamic link library for a

remote access application such as the Microsoft® RDP application and the Citrix® ICA

application. Server remote access module 2775 similarly can include appropriate system service

modules for use with a remote connection. Client remote access module 2730 and server remote

access module 2775 can come pre-installed with the respective operating systems operating on

client device 2710 and server 2780. Alternatively, client remote access module 2730 and server

remote access module 2775 can be later added or otherwise configured to operate with the

respective operating systems operating on client device 2710 and server 2780.

[0186] Client remote access module 2730 can initiate creating a remote access connection 2740.

Remote access connection 2740 (or one or more virtual channels created within remote access

connection 2740) can be used for the transfer between buffer module 2735 of client device 2710

and agent module 2770 or application module 2790 of server 2780 of information related to

remote drawing commands. In some aspects, server remote access module 2775 may be a

remote communication protocol server (e.g., RDP server) that sends remote drawing commands

to buffer module 2735. For example, buffer module 2735 may receive, at client device 2710

from server 2780 over remote access connection 2740, remote drawing commands, according to

a drawing command rate, of a remote application running on server 2780. The drawing

command rate may be a rate at which the remote drawing commands are to be decoded by a

decoder of a client remote access module 2730 at client device 2710 when the remote drawing

commands are received at client device 2710 from server 2780 over the remote access connection

2740 between client device 2710 and server 2780.

[0187] In one aspect, the remote application may be any application running on server 2780 (e.g.,

an application in application module 2790). In some aspects, client device 2710 does not execute

or run the remote application locally at the client device 2710. In some aspects, the remote

drawing commands from the remote application are provided directly to server remote access

module 2775 from application module 2790. In some aspects, the drawing commands from the

remote application may be provided to agent module 2770 from application module 2790. Agent

module 2770 may then provide the remote drawing commands to server remote access module

2775. hi some aspects, client remote access module 2730 receives over the remote access

connection 2740, or virtual channel 2745, the remote drawing commands from server remote

access module 2775. Client remote access module 2730 may provide the remote drawing

commands to buffer module 2735 at the drawing command rate.



[0188] In one aspect of the disclosure, whenever a remote access connection session is closed,

client remote access module 2730 may instruct agent module 2770 or application module 2790 to

stop sending remote drawing commands to client device 2710 from server 2780. According to

another aspect of the disclosure, a socket connection between agent module 2770 and buffer

module 2735 maybe used instead of, or in addition to, remote access connection 2740.

[0189] According to one aspect of the disclosure, while remote access connection 2740 and

virtual channel 2745 may share the same physical connection or the same physical

communication path, each of remote access connection 2740 and virtual channel 2745 may

comprise a distinct or separate communication "channel."

[0190] According to some aspects of the disclosure, buffer module 2735 comprises temporary

bitmap memory, a temporary graphics memory buffer, a temporary memory buffer, cache, and/or

other suitable types of memory for storing drawing commands. Buffer module 2735 may store

the remote drawing commands that are received from the remote application running on server

2780. hi some examples, actual drawing may occur in buffer module 2735 in client device 271 0.

In some aspects, timer module 2720 facilitates sending the remote drawing commands in buffer

module 2735 to graphics module 2722 (e.g., drawing to graphics module 2722) according to a

refresh rate that is less than the drawing command rate. In some aspects, timer module 2720 is

application/platform agnostic. Graphics module 2722, for example, may be graphics module

2614 (shown in FIG. 26A) or another suitable graphics module of a display system on a client

device. The drawing command rate, as discussed above, may be up to thousands of drawing

commands per second.

[0191] Timer module 2720 may monitor buffer module 2735, according to a monitor rate, for

one or more changes to the buffer module 2735. Changes to the buffer module 2735 may include

any new or additional remote drawing commands that are stored in the buffer module 2735 that

have not been previously sent to graphics module 2722. Thus, timer module 2720 may detect

one or more changes to the buffer module 2735. If one or more changes to the buffer module

2735 are detected, timer module 2720 may facilitate sending the remote drawing commands in

the buffer module 2735 to the graphics module 2722. The remote drawing commands in the

buffer module 2735 that are sent to the graphics module 2722 corresponds to the one or more

changes to the buffer module 2735.

[0192] For example, timer module 2720 may set up a timer that periodically checks (at a monitor

rate) to see if there have been any updates to buffer module 2735. If updates have been found,

timer module 2720 may set the flag to refresh the display (e.g., a local display of client device

2710) in the area that was changed in the display. If the flag has been set, buffer module 2735

may send the updated or changed area of the display to graphics module 2722 to refresh the



display of the client device. In some aspects, timer module 2720 may be set to refresh the

display at a slower rate than the drawing command rate (which may, for example, range from

thousands to millions of drawing commands per second), and/or at a rate limited to that

perceivable by the human eye, such as about 60 hertz. In some examples, the refresh rate may be

greater than about 60 hertz. In some aspects, timer module 2720 may facilitate updating only

portions of the display screen memory (e.g., display memory 2618 in FIG. 26A) that may need

refreshing.

[0193] In some aspects, the monitor rate may be less than the drawing command rate. The

monitor rate may also be less than or equal to about 60 hertz hi some examples, the monitor rate

may be greater than about 60 hertz. The refresh rate may be less than or equal to the monitor

rate. The refresh rate may be less than or equal to about 60 hertz i some aspects, the refresh

rate is periodic. In some aspects, the refresh rate is not periodic. For example, remote drawing

commands are sent from the buffer module 2735 to graphics module 2722 only when changes to

the buffer module 2735 are detected.

[0194] In some aspects, timer module 2720 may facilitate updating the display screen memory

using only a portion of remote drawing commands received by buffer module 2735. In one

example, temporary results of multiple remote drawing commands may be combined into buffer

module 2735 so that timer module 2720 may facilitate sending a smaller number of the remote

drawing commands (e.g., potentially as little as one) to graphics module 2722 than the number of

remote drawing commands received by buffer module 2735 over remote access connection 2740.

[0195] In some aspects, timer module 2720 may facilitate sending portions of the remote

drawing commands in buffer module 2735 to graphics module 2722 according to a relation

among the remote drawing commands. For example, remote drawing commands corresponding

to one half of an image (e.g., one half of a bitmap) may be received by buffer module 2735 from

server 2780. Timer module 2720 may allow these remote drawing commands to be stored in

buffer module 2735 until remote drawing commands corresponding to the other half of the image

(e.g., the other half of the bitmap) are received by buffer module 2735. Timer module 2720 may

then facilitate combining the two halves and sending the combined remote drawing commands

corresponding to the whole image (e.g., related drawing commands) to graphics module 2722.

An increased efficiency may result if the remote drawing command set-up time per drawing

command, or per frame, is large compared to the actual drawing time of the image (e.g., actual

bitmap drawing time).

[0196] In one aspect of the disclosure, timer module 2720 may be a module or a Windows

system service, and may be implemented as executable software code (e.g., timer.exe). In one

aspect of the disclosure, agent module 2770 may be a module or a Windows system service, and



may be implemented as executable software code (e.g., Agent.exe). In another aspect, agent

module 2770 may be a module that performs a function or operation on behalf of another

module—such as a server operating system, a software application, or a driver on the server—

and communicates with client device 2710, while not disclosing the details of the function or

operation to client device 2710, or may be a module that performs a task in the background. In

some aspects, timer module 2720 may be a module separate from other modules of client device

2710 shown in FIG. 27A or 27B. For example, instead of being part of viewer control module

2756, a timer module may be part of another module (e.g., another program) in client device

2710, where the timer module may produce a functionality as described herein as if it were a

separate timer module. In yet another aspect, agent module 2770 may be a module that performs

other functions or operations.

[0197] Referring back to FIG. 7, display 560 may be display 2612 as shown in FIG. 26A. In

some aspects, sending drawing commands to a graphics module of client device 202 (e.g.,

graphics module 2722 in FIG. 27A or FIG. 27B) results in the display of those drawing

commands on display 560. For example, a remote application that is running on a server may

send remote drawing commands to client device 202. By utilizing the techniques for handling

remote drawing commands as described above, client device 202 may display a view of the

remote application on display 560 as if the remote application were running directly on client

device 202. Furthermore, the display of the remote application on client device 202 may be

refreshed at a refresh rate that is less than what is perceivable by a typical human, thus allowing

for efficient processing and utilization of resources for client device 202, in accordance with one

aspect of the subject technology.

[0198] FIG. 28A illustrates an exemplary method 2800 for handling remote drawing commands,

in accordance with one aspect of the subject technology. The method 2800 comprises receiving,

at a system from a remote server system over a remote access connection between the system and

the remote server system during a remote connection session, remote drawing commands,

according to a drawing command rate, of a remote application running on the remote server

system (2802-A). The method 2800 also comprises storing the remote drawing commands in a

buffer module (2804-A). The method 2800 also comprises facilitating sending at least some of

the remote drawing commands in the buffer module to a graphics module according to a refresh

rate that is less than the drawing command rate (2806-A).

[0199] FIG. 29 illustrates an exemplary method 2900 of facilitating sending the drawing

commands to a graphics module, in accordance with one aspect of the subject technology. As

shown in FIG. 29, method 2900 (e.g., 2806-A of FIG. 28A) may comprise monitoring the buffer

module, according to a monitor rate, for one or more changes to the buffer module (2902). In



some aspects, the monitor rate may be less than the drawing command rate. Method 2900 may

also comprise detecting the one or more changes to the buffer module (2904). If no changes are

detected, then the remote drawing commands are not sent to the graphics module, in accordance

with one aspect of the subject technology. In such a case, the buffer module may be continued to

be monitored according to the monitor rate, for further changes to the buffer module. Method

2900 may also comprise facilitating sending the at least some of the remote drawing commands

in the buffer module to the graphics module if the one or more changes to the buffer module are

detected (2906). Thus, if changes are detected to the buffer module, (e.g., new remote drawing

commands are received by the buffer module), then the new remote drawing commands are sent

to the graphics module, according to some aspects of the subject technology. The new remote

drawing commands may correspond to the changes that are detected.

[0200] According to various aspects of the subject technology, audio signals received at a client

device from a remote application running on a remote server may correspondingly be delayed

along with the drawing commands. In some aspects, the audio signals may be multiplexed in the

same pipeline as the drawing commands. In some aspects, a different pipeline may be used. In

some aspects, the audio signals may be stored in the same memory as the drawing commands or

in different memory from the drawing commands. In some aspects, the audio signals may be

partially stored in the same memory as the drawing commands and partially stored in different

memory from the drawing commands (e.g., split from a combined transport stream and then sent

to a separate audio digital signal processing (DSP) system for processing). A pipeline for audio

intended to be synchronized to the images drawn may be designed to have a delay capable of

matching, to some degree, the average delay incurred by the drawing command pipeline. In

some aspects, if a portion of remote drawing commands is delayed, then a corresponding audio

portion may be delayed substantially the same amount.

[0201] The subject technology is illustrated, for example, according to various aspects described

below. Numbered clauses are provided below for convenience. These are provided as examples,

and do not limit the subject technology. An aspect of the subject technology relates to systems

and methods for handling remote drawing commands.

1. A system for handling remote drawing commands, the system comprising:

a buffer module configured to receive, at the system from a remote server system over a

remote access connection between the system and the remote server system during a remote

connection session, remote drawing commands, according to a drawing command rate, of a

remote application running on the remote server system, the buffer module further configured to

store the remote drawing commands; and

a timer module configured to facilitate sending at least some of the remote drawing



commands in the buffer module to a graphics module according to a refresh rate that is less than

the drawing command rate, the timer module being application agnostic.

2. The system of clause 1, wherein the drawing command rate is a rate at which the

remote drawing commands are to be decoded by a decoder of a client remote access module at

the system when the remote drawing commands are received at the system from the remote

server system over the remote access connection between the system and the remote server

system.

3. The system of clause 1, further comprising a client remote access module

configured to facilitate establishing the remote access connection between the system and the

remote server system.

4. The system of clause 3, wherein the client remote access module is further

configured to receive, at the system from the remote server system over the remote access

connection between the system and the remote server system during the remote connection

session, the remote drawing commands of the remote application running on the remote server

system.

5. The system of clause 4, wherein the client remote access module is further

configured to provide the remote drawing commands to the buffer module at the drawing

command rate.

6. The system of clause 1, wherein the graphics module is configured to facilitate

displaying the remote drawing commands on a local display of the system, and

wherein the remote drawing commands comprise at least one of a raster operation, a

multimedia frame, and a texture.

7. The system of clause 1, further comprising the graphics module, a local display,

and a processing system, wherein the graphics module comprises a display memory, a graphics

processing unit and a frame buffer.

8. The system of clause 1, wherein the timer module is further configured to monitor

the buffer module, according to a monitor rate, for one or more changes to the buffer module.

9. The system of clause 8, wherein the timer module is further configured to detect

the one or more changes to the buffer module.

10. The system of clause 9, wherein the timer module is further configured to

facilitate sending the at least some of the remote drawing commands in the buffer module to the

graphics module if the one or more changes to the buffer module are detected.

11. The system of clause 10, wherein the at least some of the remote drawing

commands in the buffer module being sent to the graphics module corresponds to the one or

more changes to the buffer module.



12. The system of clause 8, wherein the monitor rate is less than the drawing

command rate.

13. The system of clause 8, wherein the monitor rate is less than or equal to about 60

hertz.

14. The system of clause 8, wherein the refresh rate is less than or equal to the

monitor rate.

15. The system of clause 1, wherein the refresh rate is less than or equal to about 60

hertz.

16. The system of clause 1, wherein the buffer module comprises temporary bitmap

memory, a temporary graphics memory buffer, a temporary memory buffer or cache.

17. The system of clause 1, wherein the timer module is further configured to

facilitate sending the at least some of the remote drawing commands in the buffer module to the

graphics module according to a relation among the remote drawing commands.

18. A method for handling remote drawing commands, the method comprising:

receiving, at a system from a remote server system over a remote access connection

between the system and the remote server system during a remote connection session, remote

drawing commands, according to a drawing command rate, of a remote application running on

the remote server system;

storing the remote drawing commands in a buffer module; and

facilitating sending at least some of the remote drawing commands in the buffer module

to a graphics module according to a refresh rate that is less than the drawing command rate.

19. The method of clause 18, wherein the drawing command rate is a rate at which the

remote drawing commands are to be decoded by a decoder of a client remote access module at

the system when the remote drawing commands are received at the system from the remote

server system over the remote access connection between the system and the remote server

system.

20. The method of clause 18, further comprising facilitating establishing the remote

access connection between the system and the remote server system.

21. The method of clause 18, further comprising providing the remote drawing

commands to the buffer module at the drawing command rate.

22. The method of clause 18, further comprising facilitating displaying the remote

drawing commands on a local display of the system, and

wherein the remote drawing commands comprise at least one of a raster operation, a

multimedia frame, and a texture.

23. The method of clause 18, wherein the graphics module comprises a display



memory, a graphics processing unit and a frame buffer.

24. The method of clause 18, wherein the facilitating comprises monitoring the buffer

module, according to a monitor rate, for one or more changes to the buffer module.

25. The method of clause 24, wherein the facilitating further comprises detecting the

one or more changes to the buffer module.

26. The method of clause 25, wherein the facilitating further comprises facilitating

sending the at least some of the remote drawing commands in the buffer module to the graphics

module if the one or more changes to the buffer module are detected.

27. The method of clause 26, wherein the at least some of the remote drawing

commands in the buffer module being sent to the graphics module corresponds to the one or

more changes to the buffer module.

28. The method of clause 24, wherein the monitor rate is less than the drawing

command rate.

29. The method of clause 24, wherein the monitor rate is less than or equal to about

60 hertz.

30. The method of clause 24, wherein the refresh rate is less than or equal to the

monitor rate.

31. The method of clause 18, wherein the refresh rate is less than or equal to about 60

hertz.

32. The method of clause 18, wherein the buffer module comprises temporary bitmap

memory, a temporary graphics memory buffer, a temporary memory buffer or cache.

33. The method of clause 18, wherein the facilitating further comprises facilitating

sending the at least some of the remote drawing commands in the buffer module to the graphics

module according to a relation among the remote drawing commands.

34. A system for handling remote drawing commands, the system comprising:

means for receiving, at a system from a remote server system over a remote access

connection between the system and the remote server system during a remote connection session,

remote drawing commands, according to a drawing command rate, of a remote application

running on the remote server system (e.g., 2802-B of FIG. 28B);

means for storing the remote drawing commands (e.g., 2804-B); and

means for facilitating sending at least some of the remote drawing commands in the

means for storing the remote drawing commands to a graphics module according to a refresh rate

that is less than the drawing command rate, the means for facilitating sending being application

agnostic (e.g., 2806-B).

35. The system of clause 34, wherein the drawing command rate is a rate at which the



remote drawing commands are to be decoded by a decoder of a client remote access module at

the system when the remote drawing commands are received at the system from the remote

server system over the remote access connection between the system and the remote server

system.

36. The system of clause 34, further comprising means for facilitating establishing the

remote access connection between the system and the remote server system.

37. The system of clause 34, further comprising means for providing the remote

drawing commands to the means for storing the remote drawing commands at the drawing

command rate.

38. The system of clause 34, wherein the graphics module comprises means for

facilitating displaying the remote drawing commands on a local display of the system, and

wherein the remote drawing commands comprise at least one of a raster operation, a

multimedia frame, and a texture.

39. The system of clause 34, further comprising the graphics module, a local display,

and a processing system, wherein the graphics module comprises a display memory, a graphics

processing unit and a frame buffer.

40. The system of clause 34, wherein the means for facilitating comprises means for

monitoring the means for storing the remote drawing commands, according to a monitor rate, for

one or more changes to the means for storing the remote drawing commands.

4 1. The system of clause 40, wherein the means for facilitating further comprises

means for detecting the one or more changes to the means for storing the remote drawing

commands.

42. The system of clause 4 1, wherein the means for facilitating further comprises

means for facilitating sending the at least some of the remote drawing commands in the means

for storing the remote drawing commands to the graphics module if the one or more changes to

the means for storing the remote drawing commands are detected.

43. The system of clause 42, wherein the at least some of the remote drawing

commands in the means for storing the remote drawing commands being sent to the graphics

module corresponds to the one or more changes to the means for storing the remote drawing

commands.

44. The system of clause 40, wherein the monitor rate is less than the drawing

command rate.

45. The system of clause 40, wherein the monitor rate is less than or equal to about 60

hertz.

46. The system of clause 40, wherein the refresh rate is less than or equal to the



monitor rate.

47. The system of clause 34, wherein the refresh rate is less than or equal to about 60

hertz.

48. The system of clause 34, wherein the means for storing the remote drawing

commands comprises temporary bitmap memory, a temporary graphics memory buffer, a

temporary memory buffer or cache.

49. The system of clause 34, wherein the means for facilitating further comprises

means for facilitating sending the at least some of the remote drawing commands in the means

for storing the remote drawing commands to the graphics module according to a relation among

the remote drawing commands.

50. A machine-readable medium encoded with instructions executable by a

processing system to perform a method for handling remote drawing commands, the instructions

comprising code for:

receiving, at a system from a remote server system over a remote access connection

between the system and the remote server system during a remote connection session, remote

drawing commands, according to a drawing command rate, of a remote application running on

the remote server system;

storing the remote drawing commands in a buffer module; and

facilitating sending at least some of the remote drawing commands in the buffer module

to a graphics module according to a refresh rate that is less than the drawing command rate.

51. The machine-readable medium of clause 50, wherein the drawing command rate is

a rate at which the remote drawing commands are to be decoded by a decoder of a client remote

access module at the system when the remote drawing commands are received at the system from

the remote server system over the remote access connection between the system and the remote

server system.

52. The machine-readable medium of clause 50, wherein the instructions further

comprise code for facilitating establishing the remote access connection between the system and

the remote server system.

53 . The machine-readable medium of clause 50, wherein the instructions further

comprise code for providing the remote drawing commands to the buffer module at the drawing

command rate.

54. The machine-readable medium of clause 50, wherein the instructions further

comprise code for facilitating displaying the remote drawing commands on a local display of the

system, and

wherein the remote drawing commands comprise at least one of a raster operation, a



multimedia frame, and a texture.

55. The machine-readable medium of clause 50, wherein the graphics module

comprises a display memory, a graphics processing unit and a frame buffer.

56. The machine-readable medium of clause 50, wherein the instructions comprise

code for facilitating further comprise code for monitoring the buffer module, according to a

monitor rate, for one or more changes to the buffer module.

57. The machine-readable medium of clause 56, wherein the instructions comprise

code for facilitating further comprise code for detecting the one or more changes to the buffer

module.

58. The machine-readable medium of clause 57, wherein the instructions comprise

code for facilitating further comprise code for facilitating sending the at least some of the remote

drawing commands in the buffer module to the graphics module if the one or more changes to the

buffer module are detected.

59. The machine-readable medium of clause 58, wherein the at least some of the

remote drawing commands in the buffer module being sent to the graphics module corresponds

to the one or more changes to the buffer module.

60. The machine-readable medium of clause 56, wherein the monitor rate is less than

the drawing command rate.

6 1. The machine-readable medium of clause 56, wherein the monitor rate is less than

or equal to about 60 hertz.

62. The machine-readable medium of clause 56, wherein the refresh rate is less than

or equal to the monitor rate.

63. The machine-readable medium of clause 50, wherein the refresh rate is less than

or equal to about 60 hertz.

64. The machine-readable medium of clause 50, wherein the buffer module comprises

temporary bitmap memory, a temporary graphics memory buffer, a temporary memory buffer or

cache.

65. The machine-readable medium of clause 50, wherein the instructions comprise

code for facilitating further comprise code for facilitating sending the at least some of the remote

drawing commands in the buffer module to the graphics module according to a relation among

the remote drawing commands.

[0202] Those of skill in the art would appreciate that the various illustrative blocks, modules,

elements, components, methods, and algorithms described herein may be implemented as

electronic hardware, computer software, or combinations of both.



[0203] For example, a module (e.g., an agent module 322, a viewer controller module 456, a

local view module 540, a remote view module 535, or any other modules) may be implemented

as electronic hardware, computer software, or combinations of both. In one aspect, a module(s)

may be an apparatus since a module(s) may include instructions encoded or stored on a machine-

readable medium, on another device, or on a portion thereof. In one aspect, a module(s) may be

software (e.g., an application, a subroutine) stored in a machine-readable medium and executable

by a processing system or a processor. In another aspect, a module(s) may be hardware (e.g.,

machine-readable medium encoded with instructions, a pre-programmed general-purpose

computer, or a special purpose electronic or optical device).

[0204] Various modules may reside in one machine or in multiple machines. In one example,

modules for the server side (e.g., an agent module, an application module, a server remote access

module, etc.) may be located in one server or spread over multiple servers hi another example,

modules for the client side (e.g., a client remote access module, a viewer controller module, a

local view module, a remote view module, a display module, etc.) may be located in one client

device or spread over multiple client devices.

[0205] In one aspect of the disclosure, when actions or functions are described as being

performed by a module or a component (e.g., establishing, sending, receiving, providing,

building, displaying, registering, encrypting, decrypting, authenticating, notifying, accepting,

selecting, controlling, issuing, transmitting, reporting, pushing, or any other action or function), it

is understood that such actions or functions are performed by the module or the component

directly or indirectly. As an example, when a module is described as performing an action, it is

understood that the module may perform the action directly or may perform the action indirectly,

for example, by facilitating such an action. For instance, when a session is described as being

established by a module, it is understood that the module may establish the session indirectly by

facilitating an establishment of the session. As yet another example, when a view of an

application is described as being displayed or rendered by a module, it is understood that the

view may be displayed or rendered by the module either directly or indirectly.

[0206] To illustrate this interchangeability of hardware and software, various illustrative blocks,

modules, elements, components, methods, and algorithms have been described above generally

in terms of their functionality. Whether such functionality is implemented as hardware or

software depends upon the particular application and design constraints imposed on the overall

system. Skilled artisans may implement the described functionality in varying ways for each

particular application.

[0207] Various components and blocks may be arranged differently (e.g., arranged in a different

order, or partitioned in a different way) all without departing from the scope of the subject



technology. In one aspect of the disclosure, the modules (or elements) recited in the

accompanying claims may be performed by one module or by a smaller number of modules, and

this arrangement is within the scope of the claims hi another aspect, the modules (or elements)

recited in the accompanying claims may be performed by a larger number of modules, and this

arrangement is within the scope of the claims. In yet another aspect, a module (or an element)

recited in the accompanying claims may be performed by multiple modules, and this arrangement

is within the scope of the claims. For example, a local view module and a remote view module

may be combined into one module. A client remote access module, a local view module and a

remote view module may be combined into one module. An agent module and a server remote

access module may be combined into one module. In another example, these modules may be

divided into a larger number of modules.

[0208] It is understood that the specific order or hierarchy of steps in the processes disclosed is

an illustration of exemplary approaches. Based upon design preferences, it is understood that the

specific order or hierarchy of steps in the processes may be rearranged. Some of the steps may

be performed simultaneously. The accompanying method claims present elements of the various

steps in a sample order, and are not meant to be limited to the specific order or hierarchy

presented.

[0209] The previous description is provided to enable any person skilled in the art to practice

the various aspects described herein. The previous description provides various examples of the

subject technology, and the subject technology is not limited to these examples. Various

modifications to these aspects will be readily apparent to those skilled in the art, and the generic

principles defined herein may be applied to other aspects. Thus, the claims are not intended to be

limited to the aspects shown herein, but is to be accorded the full scope consistent with the

language claims, wherein reference to an element in the singular is not intended to mean "one

and only one" unless specifically so stated, but rather "one or more." Unless specifically stated

otherwise, the term "some" refers to one or more. Pronouns in the masculine (e.g., his) include

the feminine and neuter gender (e.g., her and its) and vice versa. Headings and subheadings, if

any, are used for convenience only and do not limit the invention.

[0210] A phrase such as an "aspect" does not imply that such aspect is essential to the subject

technology or that such aspect applies to all configurations of the subject technology. A

disclosure relating to an aspect may apply to all configurations, or one or more configurations.

An aspect may provide one or more examples of the disclosure. A phrase such as an aspect may

refer to one or more aspects and vice versa. A phrase such as an "embodiment" does not imply

that such embodiment is essential to the subject technology or that such embodiment applies to

all configurations of the subject technology. A disclosure relating to an embodiment may apply



to all embodiments, or one or more embodiments. An embodiment may provide one or more

examples of the disclosure. A phrase such an embodiment may refer to one or more

embodiments and vice versa. A phrase such as a "configuration" does not imply that such

configuration is essential to the subject technology or that such configuration applies to all

configurations of the subject technology. A disclosure relating to a configuration may apply to

all configurations, or one or more configurations. A configuration may provide one or more

examples of the disclosure. A phrase such a configuration may refer to one or more

configurations and vice versa.

[0211] The word "exemplary" is used herein to mean "serving as an example or illustration."

Any aspect or design described herein as "exemplary" is not necessarily to be construed as

preferred or advantageous over other aspects or designs.

[0212] All structural and functional equivalents to the elements of the various aspects described

throughout this disclosure that are known or later come to be known to those of ordinary skill in

the art are expressly incorporated herein by reference and are intended to be encompassed by the

claims. Moreover, nothing disclosed herein is intended to be dedicated to the public regardless

of whether such disclosure is explicitly recited in the claims. No claim element is to be construed

under the provisions of 35 U.S.C. § 1 12, sixth paragraph, unless the element is expressly recited

using the phrase "means for" or, in the case of a method claim, the element is recited using the

phrase "step for." Furthermore, to the extent that the term "include," "have," or the like is used

in the description or the claims, such term is intended to be inclusive in a manner similar to the

term "comprise" as "comprise" is interpreted when employed as a transitional word in a claim.



CLAIMS
WHAT IS CLAIMED IS:

1. A system for handling remote drawing commands, the system comprising:

a buffer module configured to receive, at the system from a remote server system over a

remote access connection between the system and the remote server system during a remote

connection session, remote drawing commands, according to a drawing command rate, of a

remote application running on the remote server system, the buffer module further configured to

store the remote drawing commands; and

a timer module configured to facilitate sending at least some of the remote drawing

commands in the buffer module to a graphics module according to a refresh rate that is less than

the drawing command rate, the timer module being application agnostic.

2. The system of claim 1, wherein the drawing command rate is a rate at which the

remote drawing commands are to be decoded by a decoder of a client remote access module at

the system when the remote drawing commands are received at the system from the remote

server system over the remote access connection between the system and the remote server

system.

3. The system of claim 1, further comprising a client remote access module

configured to facilitate establishing the remote access connection between the system and the

remote server system.

4. The system of claim 3, wherein the client remote access module is further

configured to receive, at the system from the remote server system over the remote access

connection between the system and the remote server system during the remote connection

session, the remote drawing commands of the remote application running on the remote server

system.

5. The system of claim 4, wherein the client remote access module is further

configured to provide the remote drawing commands to the buffer module at the drawing

command rate.

6. The system of claim 1, wherein the graphics module is configured to facilitate

displaying the remote drawing commands on a local display of the system, and

wherein the remote drawing commands comprise at least one of a raster operation, a

multimedia frame, and a texture.

7. The system of claim 1, further comprising the graphics module, a local display,

and a processing system, wherein the graphics module comprises a display memory, a graphics

processing unit and a frame buffer.

8. The system of claim 1, wherein the timer module is further configured to monitor



the buffer module, according to a monitor rate, for one or more changes to the buffer module.

9. The system of claim 8, wherein the timer module is further configured to detect

the one or more changes to the buffer module.

10. The system of claim 9, wherein the timer module is further configured to facilitate

sending the at least some of the remote drawing commands in the buffer module to the graphics

module if the one or more changes to the buffer module are detected.

11. The system of claim 10, wherein the at least some of the remote drawing

commands in the buffer module being sent to the graphics module corresponds to the one or

more changes to the buffer module.

12. The system of claim 8, wherein the monitor rate is less than the drawing command

rate.

13. The system of claim 8, wherein the monitor rate is less than or equal to about 60

hertz.

14. The system of claim 8, wherein the refresh rate is less than or equal to the monitor

rate.

15. The system of claim 1, wherein the refresh rate is less than or equal to about 60

hertz.

16. The system of claim 1, wherein the buffer module comprises temporary bitmap

memory, a temporary graphics memory buffer, a temporary memory buffer or cache.

17. The system of claim 1, wherein the timer module is further configured to facilitate

sending the at least some of the remote drawing commands in the buffer module to the graphics

module according to a relation among the remote drawing commands.

18. A method for handling remote drawing commands, the method comprising:

receiving, at a system from a remote server system over a remote access connection

between the system and the remote server system during a remote connection session, remote

drawing commands, according to a drawing command rate, of a remote application running on

the remote server system;

storing the remote drawing commands in a buffer module; and

facilitating sending at least some of the remote drawing commands in the buffer module

to a graphics module according to a refresh rate that is less than the drawing command rate.

19. A system for handling remote drawing commands, the system comprising:

means for receiving, at a system from a remote server system over a remote access

connection between the system and the remote server system during a remote connection session,

remote drawing commands, according to a drawing command rate, of a remote application

running on the remote server system;



means for storing the remote drawing commands; and

means for facilitating sending at least some of the remote drawing commands in the

means for storing the remote drawing commands to a graphics module according to a refresh rate

that is less than the drawing command rate, the means for facilitating sending being application

agnostic.

20. A machine-readable medium encoded with instructions executable by a

processing system to perform a method for handling remote drawing commands, the instructions

comprising code for:

receiving, at a system from a remote server system over a remote access connection

between the system and the remote server system during a remote connection session, remote

drawing commands, according to a drawing command rate, of a remote application running on

the remote server system;

storing the remote drawing commands in a buffer module; and

facilitating sending at least some of the remote drawing commands in the buffer module

to a graphics module according to a refresh rate that is less than the drawing command rate.
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