I*I Innovation, Sciences et Innovation, Science and CA 2944084 C 2023/11/21

Développement économique Canada Economic Development Canada
Office de la Propriété Intellectuelle du Canada Canadian Intellectual Property Office (1 1)(21) 2 944 084
12y BREVET CANADIEN
CANADIAN PATENT
13 C
(22) Date de dépd6t/Filing Date: 2016/10/04 (51) ClInt./Int.Cl. HO4W 8/20(2009.01),
(41) Mise a la disp. pub./Open to Public Insp.: 2018/04/04 GO6Q 20/32(2012.01), HO4W 4/24(2018.01)
(45) Date de délivrance/lssue Date: 2023/11/21 (72) Inventeurs/Inventors:

SALAMA, HISHAM IBRAHIM, CA;
CHAN, PAUL MON-WAH, CA,
LEE, JOHN JONG SUK, CA

(73) Propriétaire/Owner:
THE TORONTO-DOMINION BANK, CA

(74) Agent: ROWAND LLP

(54) Titre : FOURNITURE D'UNE APPLICATION SECURISEE
(54) Title: PROVISIONING OF SECURE APPLICATION

— 100
e
.
/-
- L A 2 ST
b7 Seey
) / L 7
s / o* 104
S
L/ S
See \s o' L4
e, [Py ey 4 \
Provisioning & ’
issuer System Network
110 Provider
120

(57) Abrégé/Abstract:

Methods and devices for provisioning a secure application on an electronic device with first issuer data for a first issuer are
described. In an embodiment, the provisioning system receives and stores first issuer records. The example provisioning system
receives a provisioning request to provision the secure application with the first issuer data. The provisioning request includes
identifying information. The example provisioning system evaluates the provisioning request based on at least one of the first issuer
evaluation criteria, the first issuer records and the identifying information in the provisioning request. When the provisioning request
satisfies the first issuer evaluation criteria, the example provisioning system generates a signal using the communication module to
provide the first issuer data to the electronic device to provision the secure application on the electronic device.

C an a dg http:vopic.ge.ca » Ottawa-Hull K1A 0C9 - aup.:/eipo.ge.ca OPIC

OPIC - CIPO 191




CA 02944084 2016-10-04

ABSTRACT

Methods and devices for provisioning a secure application on an electronic device with first
issuer data for a first issuer are described. In an embodiment, the provisioning system
receives and stores first issuer records. The example provisioning system receives a
provisioning request to provision the secure application with the first issuer data. The
provisioning request includes identifying information. The example provisioning system
evaluates the provisioning request based on at least one of the first issuer evaluation criteria,
the first issuer records and the identifying information in the provisioning request. When the
provisioning request satisfies the first issuer evaluation criteria, the example provisioning
system generates a signal using the communication module to provide the first issuer data to

the electronic device to provision the secure application on the electronic device.
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PROVISIONING OF SECURE APPLICATION

FIELD

[0001] The present application generally relates to secure applications and, more

particularly, to the provisioning of a secure application on a computing device.

BACKGROUND

[0002] Modern computing devices, such as smartphones and smartwatches, are often
equipped for mobile payments. For example, such devices often include a mobile wallet
application. The mobile wallet application can be loaded with payment credentials, such as
credit card information, to allow the mobile computing device to communicate payment

information to a point of sale terminal during a transaction.

[0003] Typically, before the mobile wallet application can be used to complete a
transaction at a point of sale terminal, the mobile wallet application must be provisioned.
This provisioning may involve sending a provisioning request from the mobile wallet
application to a network provider (such as Visa™, Mastercard™, etc.). The network provider
then identifies an issuer, such as a bank, who is the issuer of a payment card associated with
the provisioning request. The network provider authenticates the provisioning request using
the identified issuer’s database. The provisioning request may be sent to the issuer in a bulk
transmission which includes a numerous provisioning requests. The issuer determines
whether the provisioning request will be approved or denied and informs the network
provider. If the issuer determines that the provisioning request will be approved, the mobile
wallet application is provisioned and can then be used for a transaction at a point of sale

terminal.

[0004] Such provisioning systems tend to be quite slow. In many cases, it may take
over an hour to complete provisioning and, in some cases, even a full day. Furthermore, in
such systems, the issuer evaluating the provisioning request has limited information available
when assessing whether to approve the provisioning request which may result in poor

approval or denial decisions.
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BRIEF DESCRIPTION OF THE DRAWINGS

[0005] Reference will now be made, by way of example, to the accompanying

drawings which show example embodiments of the present application, and in which:

[0006] Figure 1 is a block diagram of an arrangement of components used in
provisioning a secure application on an clectronic device in accordance with example

embodiments;

[0007] Figure 2 is a block diagram of an electronic device in accordance with example

embodiments;

[0008] Figure 3 is a flowchart of a method for provisioning a first secure application

in accordance with example embodiments;

[0009] Figure 4 is a block diagram of an arrangement of components used in
provisioning a secure application on an electronic device in accordance with example

embodiments;

[0010] Figure 5 is a block diagram of a provisioning system in accordance with

example embodiments;

[0011] Figure 6 is a flowchart of a method for provisioning a secure application in

accordance with example embodiments; and

[0012] Figure 7 is a flowchart of a method for provisioning a secure application in

accordance with example embodiments.

[0013] Similar reference numerals may have been used in differcnt figures to denote

similar components.
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DESCRIPTION OF EXAMPLE EMBODIMENTS

[0014] In one aspect, the present application describes a provisioning system for
provisioning a secure application on an electronic device with first issuer data for a first
issuer. The provisioning system includes a communication module and a memory having
stored therein first issuer evaluation criteria. The provisioning system also includes a
processor coupled with the memory and the communication module. The processor is
programmed with processor-executable instructions which, when executed, cause the
processor to: receive a signal via the communication module representing first issuer records
from a first issuer system associated with the first issuer, the first issuer records including
customer data for a plurality of customers associated with the first issuer; store at least a
portion of the first issuer records in the memory; receive a signal via the communication
module from the electronic device representing a provisioning request to provision the secure
application with the first issuer data, the provisioning request including identifying
information; evaluate the provisioning request based on at least one of the first issuer
evaluation criteria, the first issuer records and the identifying information in the provisioning
request; and when the provisioning request satisfies the first issuer evaluation criteria,
generate a signal using the communication module to provide the first issuer data to the

electronic device to provision the secure application on the electronic device.

[0015] In another aspect, the present application describes a processor-implemented
method for provisioning a secure application on an electronic device with first issuer data for
a first issuer. The method includes: receiving a signal via a communication module
representing first issuer records from a first issuer system associated with the first issuer, the
first issuer records including customer data for a plurality of customers associated with the
first issuer; storing at least a portion of the first issuer records in the memory; receiving a
signal via the communication module from the electronic device representing a provisioning
request to provision the secure application with the first issuer data, the provisioning request
including identifying information; evaluating the provisioning request based on at least one of
the first issuer evaluation criteria, the first issuer records and the identifying information in

the provisioning request; and when the provisioning request satisfies the first issuer evaluation
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criteria, generating a signal using the communication module to provide the first issuer data to

the electronic device to provision the secure application on the electronic device.

[0016] In another aspect, the present application describes a non-transitory computer
readable storage medium storing computer-executable instructions which, when executed,

cause a processor to perform a method described herein.

[0017] In another aspect, the present application describes an electronic device. The
electronic device includes a communication module and an input interface. The electronic
device also includes a proceésor coupled to the communication module and the input interface
and a memory coupled to the processor. The memory stores a first secure application and a
second secure application. The first secure application, when executed, configures the
processor to: receive, through the input interface, an account identifier; identify an issuer
associated with the account represented by the account identifier; determine that the second
secure application is installed on the electronic device; and provide a provisioning request to

the second secure application.

[0018] In a further aspect, the present application describes a processor-implemented
method for provisioning a secure application on an electronic device with first issuer data for
a first issuer. The method includes: receiving, through the input interface, an account
identifier; identifying an issuer associated with the account represented by the account
identifier; determining that the second secure application is installed on the clectronic device;

and providing a provisioning request to the second secure application.

[0019] Other aspects and features of the present application will be understood by
those of ordinary skill in the art from a review of the following description of examples in

conjunction with the accompanying figures.

[0020] In the present application, the term “and/or” is intended to cover all possible
combinations and sub-combinations of the listed elements, including any one of the listed
elements alone, any sub-combination, or all of the elements, and without necessarily

excluding additional elements.

[0021] In the present application, the phrase “at least one of ...or...” is intended to

cover any one or more of the listed elements, including any one of the listed elements alone,
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any sub-combination, or all of the elements, without necessarily excluding any additional

elements, and without necessarily requiring all of the elements.

[0022] Described herein are techniques for provisioning an electronic device to allow
the electronic device to be used as a payment device. More particularly, an electronic device
such as a mobile device, may be provisioned by a provisioning system to allow the electronic
device to be used for mobile payments at a point of sale (POS) terminal. After the electronic
device 102 has been provisioned, the electronic device may be used at a POS terminal to
process a payment to a party, such as a merchant, associated with the POS terminal. For
example, the electronic device 102 may transmit a secure token or other identifier to the POS
terminal during a transaction. This secure token or identifier may be provided by the
electronic device based on issuer data that is provided by an issuer, such as a credit card

1ssuer.

[0023] This secure token or other identifier may be transmitted over a short range
communication system, such as a near field communication (NFC) interface. The POS |
terminal uses this token in order to determine whether a transaction is to be approved or
declined. For example, the POS terminal may communicate with an issuer system via a
network provider and may provide the token or other secure information to the issuer system.
The issuer system may be operated by a bank and the network provider may be a credit card
network provider such as Visa™, Mastercard™ or American Express™. The network
provider relays transaction information and the token or other secure information to the issuer
system which approves or denics the transaction and then sends a message to the POS

terminal, either approving or declining the transaction.

[0024] The secure token or other identifier is used to authenticatc the transaction.
That is, the secure token or other identifier is used to confirm that the initiator of the
transaction is, in fact, a device which has been granted approval to access an account

associated with the issuer.

[0025] Thus, before a mobile payment can be performed using an electronic device,
the electronic device may first be provisioned with issuer data, such as a token, which may be
used to authenticate a transaction. Described below are systems, devices and methods for

provisioning electronic devices.
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[0026] An overview having been provided, reference will now be made to Figure 1
which illustrates an arrangement 100 of components in accordance with an embodiment of the

present application.

[0027] In Figure 1, an example electronic device 102 is shown. The example
electronic device is a mobile device. However, the electronic device 102 may be a computing
device of another type such as a personal computer, a laptop computer, a tablet computer, a
notebook computer, a hand-held computer, a personal digital assistant, a portable navigation
device, a mobile phone, a smart phone, a wearable computing device (e.g., a smart watch, a
wearable activity monitor, wearable smart jewelry, and glasses and other optical devices that
include optical head-mounted displays), an embedded computing device (e.g., in
communication with a smart textile or electronic fabric), and any other type of computing
device that may be configured to store data and software instructions, and execute software
instructions to perform operations consistent with disclosed embodiments. In certain
embodiments, the electronic devices may be associated with one or more users. For instance,
a uscr may operate the clectronic device, and may do so to cause the electronic devices to
perform one or more operations consistent with the disclosed embodiments. In some aspects,
electronic devices 102 may include a smart card, chip card, integrated circuit card (ICC),

and/or other card having an embedded integrated circuit.

[0028] The electronic device 102 is in communication with a provisioning system and
an issuer system and, in the example, the provisioning system and issuer system are provided
on a single system, referred to as a provisioning and issuer system 110. That is, in the
example embodiment, an issuer (such as a bank) of an account that an clectronic device 102 is
to be provisioned for use with operates the provisioning system. However, as will be
described below with reference to Figure 4, the provisioning system may be distinct from the

issuer system in some embodiments.

[0029] The provisioning system functions to provision the electronic device 102 so
that the electronic device may be used for mobile payments. More particularly, the
provisioning system provisions a secure application, such as a mobile wallet application, on
the electronic device 102. For example, the provisioning system receives a request from the
electronic device to provision the electronic device 102 for use with an account provided by

an issuer. The account may be a credit card account provided by the issuer, which may be a
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bank and, in response to receiving the request, the provisioning system evaluates the request

and selectively configures the electronic device to use that account for mobile payments.

[0030] The electronic device 102 may also be in communication with a network
provider 120 associated with the account. The network provider provides networks services
to POS terminals and may be a credit card network provider such as Visa™, Mastercard™ or
American Express™. In at least some embodiments, the network provider may also take part

in the provisioning process.

[0031] During one or more of the provisioning methods described herein, the
electronic device 102 may connect to the provisioning and issuers system 110 and the
network provider 120 through a network 104. The network 104 may include public networks
(e.g. the Internet), private networks, virtual private networks (VPNs), wired networks,
wireless networks, and combinations thereof. In at least some embodiments, messages that
are sent between the electronic device and the provisioning and issuer system 110 and
between the electronic device 102 and the network provider 120 during the provisioning

process may be packet-based messages sent over a packet based network 104.

[0032] Referring now to Figure 2, a block diagram of an example electronic device
102 1s illustrated. The example electronic device 102 includes at least one processor 224.
The processor is coupled to a memory 222, a communication module 226, a secure element
251, and device subsystems such as an input interface 228 (which may include a keyboard,
touchscreen, camera, button, etc.), an output interface 230 (which may be a display, speaker,
vibrator, etc.), and a short range communication interface such as a near field communication

(NFC) interface 231.

[0033] The communication module 226 may include subsystems for wired or wireless
data communication. The communication module 226 allows the electronic device 102 to
send and receive electronic messages. For example, the communication module 226 may

allow electronic messages to be sent and received over the network 104 (FIG. 1).

[0034] The memory 222 may include volatile and non-volatile memory. At least a part
of the memory 222 may store processor-readable instructions that, when executed by the
processor, cause the processor 224 to carry out some of the operations described herein. The
processor-readable instructions may be provided in one or more applications 219. For

example, an operating system 229 may control overall device operations.
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[0035] The applications 219 include a first secure application 221, which may be a
mobile wallet application, and a second secure application 223 which may be a banking
application. The mobile wallet application allows payment credentials to be loaded into the
mobile wallet application and to be used when completing a mobile payment at a POS

terminal.

[0036] More particularly, the mobile wallet application may be provisioned using
provisioning techniques described herein so that the mobile wallet application may be used
with a credit card provided by a bank. During this provisioning process, memory of the
electronic device 102 may be loaded with issuer data 261 for the issuer of the credit card (e.g.,
the bank). This issuer data 261 may include a secure token or other identifier and it may be

stored in a secure element 251.

[0037] The secure element (SE) 251 is s tamper-resistant platform (such as a one chip
secure microcontroller) that is capable of securely hosting applications and their
cryptographic and confidential data. The SE 251 may be a universal integrated circuit card
(UICC), an embedded SE or a microSD secure element. In some embodiments, the SE 251 is
embedded in the electronic device 102 and in others it is removable. For example, it may be
provided on a subscriber identity module (SIM) card which also facilitates communications

over the network 104.

[0038] During a mobile payment, the electronic device 102 may be moved in close
proximity to a POS terminal and the mobile payment application may cause the issuer data
261 (such as the secure token or other identifier) to be transmitted, or used to encrypt data that

is transmitted to the POS terminal using the NFC interface 231.

[0039] The second secure application 223 may be a banking application. The banking
application cooperates with a mobile banking system to provide banking features such as, for
example, the ability to view bank account balances, transfer funds between accounts, pay
bills, etc. The banking application is a highly secure application and, when the application is
initiated, it prompts a user, via an output interface 230 such as a display, for input of account
credentials, such as an account number and a password. The account number may be a bank
account numbcr. The banking application may, for example, include security features such as
128-bit encryption for communications, “strong” password creation rules, and preventing the

display of account number information and/or password information on the display. Thus the
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banking application has high-level security features. As will be described below, these
security features may, in some embodiments, be leveraged for the provisioning of the first

secure application 221.

[0040] In many instances credit card users may obtain a credit card from a bank that
they also bank with. For example, a user might use banking products (such as chequing or
savings accounts) provided by a particular bank and might also use credit products (such as a
credit card) provided by that same bank. In order to take part in mobile banking, such users
may install, on the electronic device 102, the mobile banking application (which is referred to
as a second secure application 223 in Figure 2). That same user may wish to take part in
mobile payments using the electronic device 102 on which the mobile banking application has
been installed. To do so, the user may need to provision a first secure application 221, such
as a mobile wallet application, so that the mobile wallet application may be used with the
credit card. For example, the user may need to provision the first secure application 221 so
that issuer data 261 associated with the credit card is loaded onto memory of the electronic

device (e.g., the secure element 251) to allow the issuer data 261 to be used in a transaction.

[0041] As will be described in greater detail below with reference to Figure 3, in some
such embodiments, the electronic device may utilize a second secure application 223 (e.g., a
banking application) when provisioning a first secure application 221 (e.g., a mobile wallet
application). More particularly, since the second secure application 223 is already configured
to provide a secure communication channel for communicating with the bank, who is the
issuer of the credit card, the second secure application 223 may be used during the
provisioning. As will be described in greater detail below, this may allow the provisioning to

proceed with a more direct connection to the issuer than legacy provisioning techniques

- which often use the network provider 120 to relay provisioning requests to an issuer. By

utilizing the mobile banking application’s direct connection with the bank, the provisioning of
the mobile wallet application for use with the credit card may be performed quickly.
Furthermore, since the banking application allows a user to input bank account login
information (such as a bank account number, or PAN), the provisioning system or issuer can
use this information in order to determine whether to provision the mobile wallet application.
More particularly, during the provisioning process, the bank account number and the credit
card number may be cross-referenced to ensure that the identified credit card and identified

bank account are associated with the same party.
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[0042] Reference will now be made to Figure 3 which illustrates a flowchart of an
example method 500 that may be performed by an electronic device 102 to provision a first
sccure application 221 on the electronic device 102. The method 500 may be performed by a
processor 224 which executes processor-executable instructions stored in memory 222. The
processor executable instructions may be provided in applications 219, including the first
secure application 221 (which may be a mobile wallet application) and a second secure
application 223 (which may be a banking application). For example, the first secure
application 221 may, when executed, configure the processor 224 to perform a first portion
550 of thec method 500 and the second secure application 223 may, when executed, configure

the processor 224 to perform a second portion 552 of the method 552.

[0043] In at least some embodiments, prior to the method 500 being performed, the
first secure application may be launched on the electronic device 102. The first secure
application may, for example, be launched in response to a user instruction to launch the first

secure application.

[0044] At operation 502, the electronic device receives account information, such as
an account identifier, through an input interface 228 (FIG. 2) associated with the electronic
device. For example, in some embodiments, a user may use a finger-activated input interface,
such as a physical or virtual keyboard to input the account information. The account
information may include a primary account number (PAN), which may also be referred to as a
card number. The PAN is card number that is associated with either a debit card or a credit
card. The account information may also include an expiry date and/or a card verification

value (CVV).

[0045] In some embodiments, the account information may be received from a
camera. More particularly, the electronic device 102 may analyze an image obtained by the
camera to obtain the account information. The image represents a card associated with an
account, such as a credit card or a debit card. The electronic device may identify the account

information in the image using optical character recognition (OCR).

[0046] At operation 504, the electronic device identifies the issuer associated with the
account represented by the account information (e.g., by an account identifier such as a PAN).
The issuer may be identified using various techniques. For example, in one embodiment, the

issuer may be identified through user input received at an input interface associated with the
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electronic device. For example, the user may select a financial institution who issued the
credit card or debit card associated with the identified PAN. In other embodiments, the
identification of the issuer may be automatic. That is, the issuer may be identified without
direct user selection of the issuer. For example, in an embodiment in which an image of a
card is used to identify account information, the image may be analyzed by the electronic
device to identify the issuer. During this analysis, the electronic device may compare visual
attributes of the card represented in the image to visual attributes in a database. The database
associates visual attributes of cards with specific issuers. By way of example, the electronic
device may identify, using the database, a logo associated with a particular financial
institution (e.g., a logo of a bank). In some embodiments, OCR techniques may be performed
by the electronic device on the image to identify text on the card and that text may be parsed
for issuer identification information (e.g., the electronic device may look for “TD”, “Toronto

Dominion”, etc. in order to identify a card associated with the Toronto-Dominion Bank™),

[0047] In some embodiments, the electronic device may identify the issuer from the
PAN itself. For example, the PAN may be formatted according to a numbering system in
which a certain pattern of numbers may indicate a certain issuer and, when the electronic
device identifies such a pattern, it identifies the associated issuer. For example, the PAN may
include a bank identification number (BIN) portion or an issuer identification number (IIN)

portion which may be used by the electronic device 102 to identify the issuer.

[0048] In some embodiments, the electronic device may provide the PAN, or a portion

of the PAN to a database which returns an issuer identifier to the electronic device.

[0049] After identifying the issuer, at operation 506, the electronic device 102
determines whether a second sccure application, which is associated with the identified issuer,
is installed on the electronic device. For example, in some embodiments, the electronic
device identifies a particular bank as the issuer at operation 504 and then, at operation 506,
determines, based on the identified issuer, whether a banking application associated with the

identified bank (i.e., with the bank that is the issuer) is installed on the electronic device 102.

[0050] If the second secure application 223 is not installed on the electronic device,
then at operation 508, the electronic device may use legacy provisioning techniques to
provision the electronic device. For example, the electronic device may send a provisioning

request from the mobile wallet application to a network provider (such as Visa™,
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Mastercard™, etc.). The network provider then identifies an issuer, such as a bank, who is
the issuer of a payment card associated with the provisioning request. The network provider
then relays the provisioning request to the identified issuer. If the issuer determines that the
provisioning request will be approved, the mobile wallet application is provisioned and can

then be used for a transaction at a point of sale terminal.

[0051] Alternatively, in some embodiments, in response to determining that the
second secure application 223 is not installed on the electronic device, the electronic device
may install the second secure application 223. The installation may be performed
automatically or in response to user input. For example, in one embodiment, upon
determining that the second secure application 223 is not installed on the electronic device,
the electronic device generates a prompt on an output interface 230 (FIG. 2) to ask a user
whether the second secure application 223 should be installed on the electronic device. If the
electronic device determines that an input command that indicates that the second secure
application 223 should be installed is received through an input interface 228 associated with
the electronic device, then the electronic device may install the application. If an input is
received that indicates that the second secure application 223 should not be installed on the
electronic device, then the legacy provisioning techniques of operation 508 may be

performed.

[0052] If, however, the electronic device determines (at operation 506) that the second
secure application is installed on the electronic device, then at operation 510, a provisioning
request is provided from the first secure application 221 to the second secure application 223,
Providing the provisioning requcst to the second sccure application 223 at operation 510 may
include invoking the sccond secure application 223. Accordingly, at operation 510 the second
secure application 223 may be launched, if it is not already launched. In at least some
embodiments, at operation 510, the provisioning request is provided to the second secure
application 223 as an application programming interface (API) call to an API provided by the
second secure application 223. However, the provisioning request may be provided using

other techniques in other embodiments.
[0053] The provisioning request includes identifying information. This identifying
information includes account information such as the account information received at

operation 502. For example, this identifying information may include an account identifier
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such as a PAN and may include other identifying information associated with the PAN, such

as an expiry date and/or a CVV.

[0054] In some embodiments, the provisioning request may also include an account
identifier for a second account for which the first secure application has already been
provisioned. That is, the provisioning request may include second issuer profile information
for a second issuer associated with second issuer data for which the secure application has
already been provisioned. By way of example, if the first secure application has already been
provisioned for use with another card (which may be a card provided by the same issuer or a
card provided by another issuer), the provisioning request may include an account identifier
which identifies that card. By way of example, a PAN for another card that a mobile wallet

application has already been configured to use may be provided in the provisioning request.

[0055] The provisioning request may include other identifying information which may
be obtained from user records stored in memory of the electronic device or from other data
stored in memory of the electronic device, or from sensors or subsystems provided on the
electronic device. For example, in some embodiments, a geolocation of the electronic device
may be included in the provisioning request. The geolocation identifies a present location of
the electronic device. The electronic device may obtain the geolocation of the electronic
device from a location subsystem (not shown) coupled to the processor. The location

subsystem may, for example, include a global positioning system (GPS) component.

[0056] The provisioning request may also include address or contact information
associated with a user of the electronic device such as, for example, a telephone number
associated with the electronic device or an email address associated with the electronic
device. The email address may be an email address for which the electronic device has been
configured to receive emails and the telephone number may be a telephone number for which

the electronic device has been configured to receive telephone calls.

[0057] The provisioning request may also include other login credentials associated
with the electronic device or its user. By way of example, a social network username or
handle (such as a Facebook™, Instagram™ or Twitter™ username) or a login credential for
another service or set of services (such as an Apple ID™ or Gmail™ username) may be

included in the provisioning request.
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[0058] In at least some embodiments, the electronic device may also include version
information associated with the electronic device in the provisioning request. This version
information may, for example, be a version number of the device’s operating system 229

(FI1G. 2) or the first secure application 221 (FIG. 2).

[0059] The electronic device may configure the provisioning request to include an
identifier of the electronic device (which may be referred to as a device identifier). The
device identifier may be an International Mobile Station Equipment Identity (IMET) number.
In some embodiments, the electronic device may configure the provisioning request to

include an international mobile subscriber identity (IMSI).

[0060] As will be described below with reference to Figures 5 and 6, a provisioning
system may use the identifying information in the provisioning request to determine whether

to approve or deny a provisioning request.

[0061] Operations 502 to 510 of the method 500 may be performed by the processor
224 due to execution of the first secure application 221. That is, the first secure application
221, when executed, may configure the processor to perform the operations 502 to 510 of the
method 500. However, after the provisioning request is provided to the second secure
application, the second secure application may be invoked to perform a portion 552 of the

method.

[0062] At operation 514, when the provisioning request is provided to the second
secure application 223 from the first secure application 221 and is received at the second
secure application 223, the second secure application causes the processor to (at operation
514) initiate an authenticated session with a provisioning system using authentication
credentials associated with the second secure application. For example, the second secure
application may be configured to generate a prompt on an output interface 230 (FIG. 2) such
as a display which requests input of authentication credentials. The authentication credentials
are login credentials associated with the second secure application. For example, the second
secure application may prompt for input of an account number, such as a bank account
number. The account number is, in at least some embodiments, a different number than
account identifier (e.g., PAN) received at operation 502. That is, the account identifier which
1s received at operation 502 may identify an account associated with a payment instrument,

such as a credit card, while the account number that is prompted for during operation 514 may
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identify a bank account that is provided by the same issuer as the credit card. The second
secure application may also prompt for a password or personal identification number (PIN).
After the prompt is provided, the electronic device receives input of the requested account
number and password/PIN and may provide this data, in an encrypted format, to an issuer
system. That is, a communication module 226 provided on the electronic device is controlled
to generate a signal representing the authentication credentials. This signal is sent to an issuer
system which authenticates the request, allowing an authenticated session to be established

with a provisioning system.

[0063] As described above with reference to Figure 1, in some embodiments, the
provisioning system and the issuer system may be a common system (i.e., on a provisioning
and issuer system 110). In such embodiments, this system authenticates the authentication
credentials and evaluates an authentication request. In other embodiments (such as the
embodiment of Figure 4), the authentication functions and provision request processing
functions may be divided. For example, an issuer system may receive and authenticate the
authentication credentials and may then setup an authenticated session between the electronic
device and a separate provisioning system so that the provisioning system may evaluate the

authentication request.

[0064] At operation 516, a signal is generated using the communication module 226
(FIG. 2) to provide the provisioning request to the provisioning system (which may be the
provisioning and issuer system 110 of Figure 1 or a separate standalone provisioning system,

such as the provisioning system 410 of Figure 4).

[0065] The provisioning request includes identifying information of the type
described above with reference to opcration 510. For example, the provisioning request may
include one or more of: an account identifier (such as a PAN), an expiry date, a CVV, an
account identifier for a second account for which the first secure application has already been
provisioned, a geolocation of the electronic device, address or contact information such as an
email address or telephone number, login credentials, version information, a device or

subscriber identifier, etc.

[0066] If the provisioning request is approved by the provisioning system, the

electronic device receives (at operation 518) issuer data from the provisioning system. This
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issuer data is provided (at operation 520) to the first secure application 221 and it may be

stored by the first secure application 221 in secure storage such as in the secure element 251.

[0067] In some embodiments, after the provisioning request has been approved by the
provisioning system, the electronic device may communicate with a network provider 120
(FIG. 1) in order to finalize the provisioning. Accordingly, in at least some embodiments,
operation 520 of the method 500 may include sending or receiving signals representing

messages from the network provider 120.

[0068] While not illustrated in Figure 3, if the provisioning system determines that the
provisioning request is to be declined, a signal, representing a “request denicd” message may
be received at the electronic device. In response to receiving such a message, the electronic
device may generate an output on an output interface informing a user that the request has

been denied. The message may provide a telephone number that a user may contact.

[0069] In some embodiments, which will be explained in greater details below with
reference to Figure 7, the provisioning system evaluates the provisioning request against
defined criteria. If the provisioning request does not meet the defined criteria, then the
provisioning system may deactivate an account that the first secure application 221 has
already been configured for use with. For example, if the provisioning system determines that
the provisioning request appears to be fraudulent, then it may send an instruction to the
electronic device to deactivate a second account associated with the first secure application.
For example, if a mobile wallet application has already been provisioned for use with a credit
card and the mobile wallet application submits a provisioning request to provision the mobile
wallet application for use with another credit card, and if the provisioning system determines
that the provisioning request does not meet defined criteria, then the provisioning system may
send a command to deactivate the credit card that the mobile wallet has already been
provisioned to use (i.e., to deactivate a second account on the mobile wallet application). In
response to receiving this instruction, the electronic device deactivates this credit card. For
example, issuer data stored on the electronic device for use with this credit card may be

deleted.

[0070] Reference will now be made to Figure 4 which illustrates an arrangement 400
of components in accordance with an embodiment of the present application. The

arrangement 400 of Figure 4 includes one or more components described above with
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reference to Figure 1. For example, an clectronic device 102 is illustrated which may be of
the type described above with reference to Figures 1 or 2. The electronic device
communication with a network provider 120 through a network 104, The network 104 and
network provider 120 may be of the type described above. For example, the network provider
120 provides networks services to POS terminals and may be a credit card network provider

such as Visa™, Mastercard™ or American Express™,

[0071] The electronic device 102 is also coupled to a provisioning system 410 through
the network 104. In the embodiment illustrated in Figure 4, the provisioning system 410 is
not provided together with an issuer system. The provisioning system 410 is a system that is
distinct from the issuer system. The provisioning system 410 is in communication with a
plurality of issuer systems and, in the example, is in communication with two issuer systems —
a first issuer system 412 and a second issuer system 414. Each of these issuer systems 412,
414 may be associated with a different issuer. For example, the first issuer system 412 may
be associated with a first issuer (e.g., a first bank) while the second issuer system 414 may be

associated with a second issuer {e.g., a second bank).

[0072] One or more of the issuer systems 412, 414 may be remotely located from the
provisioning system and may be owned and operated by a party that does not own or operate
the provisioning system. While Figure 4 illustrates a connection between the provisioning

system 410 and the issuer systems 412, 414 which does not rely on the network 104, in other

embodiments, communication may be through the network.

[0073] Referring now to Figure 5, a block diagram of example components of a

provisioning system 410 are illustrated.

[0074] The provisioning system 410 includes at least one processor 524, memory 522
coupled to the processor 524 and a communication module 526 coupled to the processor 524.
The communication module 526 may include subsystems for wired or wireless data
communication. The communication module 526 allows the provisioning system 410 to send
and receive electronic messages. For example, the communication module 526 may allow

electronic messages to be sent and received over the network 104 (FIG. 4).

[0075] The memory 522 may include volatile and non-volatile memory. At least a part
of the memory 522 may store processor-readable instructions that, when executed by the

processor, cause the processor 524 to carry out some of the operations described herein.
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[0076] The memory 522 may store issuer evaluation criteria which may be used when
evaluating a provisioning request from the electronic device 102. The issuer evaluation
criteria may include first issuer evaluation criteria associated with the first issuer system 412
and second issuer evaluation criteria associated with the second issuer system 414. The first
issuer evaluation criteria may be used for evaluating provisioning requests associated with the
first issuer while the second issuer evaluation criteria may be used for evaluating provisioning
requests associated with the second issuer. In at least some embodiments, the issuer systems
may provide respective issuer evaluation criteria to the provisioning system 410. For
example, the first issuer system 412 may provide first issuer evaluation criteria and the second
issuer system 414 may provide second issuer evaluation criteria. The provisioning system
may receive this criteria as a signal at the communication module 526 and may store the

criteria in memory 522 for retrieval when a provisioning request is received.

[0077] Reference will now be made to Figure 6 which illustrates a flowchart of an
example method 600 for provisioning a secure application on an electronic device. The
method 600 may be performed by a provisioning system 410. More particularly, the method
600 may be performed by a processor 524 which executes processor-executable instructions
stored in memory 522. The processor executable instructions, when executed, configure the

processor 524 to perform the method 600.

[0078] At operation 602, the provisioning system 410 receives first issuer evaluation
criteria. The first issuer evaluation criteria may be received from a first issuer system 412
(FIG. 4) which is associated with a first issuer (e.g., a first bank) and may be received at a
communication module 526 (FIG. 5). The first issuer evaluation criteria specifies one or
more criterion that is to be used by the provisioning system 410 to evaluate a provisioning
request that is associated with a first issuer. For example, the first issuer evaluation criteria
may be used to evaluate a request to provision a mobile wallet application to allow the mobile
wallet application to be used with an account (e.g., a credit card account) that is provided by

the first issuer (e.g., a credit card issuer).

[0079] The first issuer evaluation criteria may, at operation 602, be stored in memory
522 of the provisioning system 410 so that it may be used to evaluate a future provisioning

request.
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[0080] At operation 606, the provisioning system 410 receives a signal via the
communication module 526 representing first issuer records. The signal is received from the
first issuer system 412 associated with the first issuer. The first issuer records include
customer data for a plurality of customers associated with the first issuer. For example, the
first issuer records may include data regarding credit cards that have been issued by the first
issuer. Each first issuer record may be associated with a specific customer or a specific
account. The first issuer records may include customer identity information such as a name
address, date of birth, telephone number, email address or postal address associated with the
customer. In some embodiments, the first issuer records may include device identifying
information which identifies a device that a customer sometimes uses to communicate with
systems operated by the first issuer. For example, an IMEI or IMSI may be stored in a first
issuer record and the first issuer system may have obtained this information when a customer
previously used the electronic device 102 associated with the IMET or IMSI to access a
service provided by the first issuer. For example, when a customer accesses a banking
application on their electronic device 102, the banking application may provide a device
identifier to the first issuer system (which provides back-end services for the banking
application) and may store it in a first issucr record. Then, at operation 606, the first issuer

record containing the device identifier is provided to the provisioning system 410.

[0081] A first issuer record may also include transactional information which may be
metadata specifying recent transactions on an account associated with that first issuer record.
For example, the metadata may provide information about a location of a transaction (e.g., a
geographic location of a POS terminal where a credit card associated with the first issuer

record was used), a dollar value representing an amount of the transaction, etc.

{0082] The first issuer record also includes account identification information. For
example, an account number associated with an account represented by the first issuer record
may be included. This account number may be a primary account number (PAN), which may
also be referred to as a credit card number. The account identification information may also

include an expiry data and/or CVV associated with a payment card having the PAN.

[0083] The first issuer record may include other information such as, for example,

fraud information (e.g., a notification that fraudulent activity has been detected for the
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associated account), information about a model of clectronic device that a user typically uses

to communicate with first issuer systems, etc.

[0084] The first issuer records may be continuously or periodically updated, at the
provisioning system 410, to provide the provisioning system 410 with up-to-date information.
For example, as new accounts are added into the first issuer system 412, the first issuer
system 412 may provide first issuer records for the new account(s) to the provisioning system
410. As information for an account is updated (e.g., if address information is updated,
transactions are added to the account, fraud is detected, etc.), the first issuer system 412 may

provide updated first issuer records to the provisioning system 410.

[0085] When the first issuer records are received at operation 606, at least a portion of
the first issuer records may be stored in memory 522 associated with the provisioning system

410.

[0086] At some time after the first issuer records are received and stored and the first
issuer evaluation criteria is stored in memory of the provisioning system 410, the provisioning
system 410 receives a provisioning request from an electronic device 102. For example, at
operation 610, a signal is received, via the communication module 526 of the provisioning
system 410. The signal is received from the electronic device 102 (and, in particular, may be
received when a second secure application, such as a banking application, on the electronic
device, causes the signal to be generated). The signal represents a provisioning request to
provision the secure application with first issuer data. The provisioning request may be sent
from the electronic device 102 at operation 516 of the method 500 of Figure 3 and, as such,
the provisioning device received at operation 610 of the method 600 of Figure 6 may include
information of the type described above with reference to operation 516 of the method 500 of
Figure 3. For example, the provisioning request includes identifying information such as an
account number and may include, for example, an expiry date, a CVV, device information, a
geolocation of the electronic device, address information, version information and/or login

credentials.

[0087] At operation 612, the provisioning system 410 evaluates the provisioning
request. More particularly, the provisioning system 410 evaluates the provisioning request
based on at least one of the first issuer evaluation criteria, the first issuer records, and the

identifying information in the provisioning request. For example, an account number in the
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provisioning request (such as a PAN) may be used to identify one of the first issuer records
associated with the request. Then, information in that first issuer record may be evaluated
against other data in the provisioning request to determine whether the provisioning request is
likely an authentic provisioning request from a true customer of the account or whether it is
likely fraudulent. In at least some embodiments, at operation 612, the provisioning system
410 may determine a score for a provisioning request and this score may be used (at operation
614) to determine whether the provisioning request satisfies the first issuer evaluation criteria.
The provisioning request may be determined to satisfy the first issuer evaluation criteria when

the score satisfies the first issuer evaluation criteria.

[0088] For example, where the provisioning request includes a geolocation of the
electronic device, the provisioning system 410 may compare the geolocation specified in the
provisioning request to location information in the identified first issuer record. For example,
the provisioning system 410 may consider the location of recent transactions or a location
specified in address information defined in the first issuer record. Certain discrepancies in
this information may be deemed by the provisioning system 410 to represent possible
fraudulent activity and may cause the provisioning system to deny a provisioning request. As
noted above, in some embodiments, a score for a provisioning request may be determined
and, when the geolocation specified by in the provisioning request does not correspond with
an expected location determined from the first issuer record, the score may be adjusted

accordingly. For example, in such a situation, the score may be negatively adjusted.

[0089] By ways of further example, in some embodiments, address information
received in the provisioning request may be compared to address information in the identified
first issuer record. For example, an email address or telephone number in the provisioning
request may be compared to an email address or telephone number in the identified in the first
issuer record. The provisioning system may interpret corresponding address information as
an indication that the provisioning request is likely authentic and may interpret discrepancies

as an indication of possible fraudulent activity and the score may be adjusted accordingly.

[0090] In some embodiments, the provisioning system 410 may also compare
identifying information in the provisioning request to blacklist or whitelist information. The
blacklist or whitelist information may be stored in a global list. That is, the blacklist or

whitelist information may not be stored in a specific first issuer record associated with a
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specific account. Rather, the blacklist or whitelist information may be stored in a global list
which may be used for all provisioning requests, irrespective of the account number

associated with such requests.

[0091] By way of cxample, in one embodiment, a device blacklist may specify IMEI
values for electronic devices that have been deemed to be risky. For example, the list may
include IMEI values of electronic devices that have been reported stolen or that have been
used to engage in fraudulent behavior in the past. When the provisioning system 410
determines that a provisioning request includes an IMEI value that is included in the device
blacklist, the provisioning system 410 may determine that the first issuer evaluation criteria
has not been satisfied (at operation 614) and may deny the provisioning request (at operation
616). In some embodiments, when the provisioning system 410 determines that a
provisioning request includes an IMEI value that is included in the device blacklist, the score
may be negatively adjusted (i.e., adjusted to make provisioning approval less likely than prior

to the adjustment).

[0092] In some embodiments, a version blacklist may specify a version of electronic
device software (such as a version of an operating system 229 or first secure application 221)
that is considered to be unsecure. When the provisioning system 410 determines that a
provisioning request includes a version identifier that is included in the version blacklist, the
provisioning system 410 may determine that the first issuer evaluation criteria has not been
satisfied (at operation 614) and may deny the provisioning request (at operation 616). In
some embodiments, when the provisioning system 410 determines that a provisioning request
includes a version identifier that is included in the version blacklist, the scorc may be
negatively adjusted (i.e., adjusted to make provisioning approval less likely than prior to the

adjustment).

[0093] Accordingly, numerous criteria may be used (at operation 612) to evaluate the
provisioning request including, for example, a geolocation of the electronic device making the
provisioning request, an email address associated with the electronic device, a telephone
number associated with the electronic device, login credentials associated with the electronic
device, version information associated with the electronic device, or an identifier of the
electronic device. At operation 614, the provisioning system 410 determines whether the first

issuer evaluation criteria is satisfied and, when the first issuer evaluation criteria is not
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satisfied (e.g., if the score associated with the provisioning request is less than a threshold
specified in the first issuer evaluation criteria), then the provisioning request may be denied
(at operation 616). In such embodiments, the provisioning system 410 may transmit a
message to the electronic device 102 to inform the electronic device that the provisioning

request has been denied.

[0094] If, however, at operation 614, the evaluation criteria is determined to be
satisfied, then the provisioning system 410 generates a signal using the communication
module 526 to provide (at operation 618) first issuer data to the electronic device to provision
the secure application on the electronic device. As noted above, in some embodiments, the
secure application may be a mobile wallet application and the first issuer may be a credit card
issuer and, at operation 618, the mobile wallet application may be provisioned to be used for

mobile payments with a credit card provided by the first issuer.

[0095] The method 600 of Figure 6 illustrates an embodiment in which the first issuer
system provides first issuer records to the provisioning system 410 before the provisioning
request is received. That is, the first issuer records are pushed to the provisioning system 410
to allow the provisioning system 410 to quickly process provisioning requests when they are
received. That is, since the provisioning system 410 already stores the first issuer evaluation
criteria and the first issuer records, the provisioning system 410 is able to process
provisioning requests rapidly since it may, in at least some embodiments, approve or deny a
provisioning request without having to scek approval from the issuer system on a per-request
basis. However, in other embodiments, at lcast some of the information in the first issuer
records may be provided on a pull basis. That is, in some embodiments, the provisioning
system 410 may request information from the first issuer system 412 after a provisioning

request is received.

[0096] While not illustrated in Figure 6, in some embodiments, while the method 600
is being performed, the first issuer system may authenticate a session with the electronic
device 102. For example, as explained above with reference to Figure 3, a second secure
application may be used to facilitate authentication of a session. In some such embodiments,
the first issuer system may perform the authentication of a session (e.g., by evaluating
authentication credentials provided during operation 514 of the method 500 of Figure 3) and

the provisioning system 410 may then be engaged to engaged to perform the provisioning.
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That is, the first issuer system may evaluate the authentication credentials (e.g., which may
include a bank account number and a password associated with the second secure application)
and may then hand off the session to the provisioning system 410. In this manner, the
provisioning system is able to rely upon the authentication provided by the second secure
application and the first issuer system, but the first issuer system need not share the

authentication credentials with the provisioning system.

[0097] The method 600 of Figure 6 may also be used in embodiments which do not
rely upon the second secure application. That is, in some embodiments of the method 600 of
Figure 6, the second sccure application is not engaged during the provisioning of the first

secure application.

[0098] Reference will now be made to Figure 7 which illustrates a flowchart of a
further example method 700 for provisioning a secure application on an electronic device.
The method 700 may be performed by a provisioning system 410. More particularly, the
method 700 may be performed by a processor 524 which executes processor-executable
instructions stored in memory 522. The processor executable instructions, when executed,

configure the processor 524 to perform the method 700.

[0099] The method 700 of Figure 7 includes a number of operations in common with
the method 600 of Figure 6 and the discussion of these operations will not be repeated in full.

However, like reference numerals are used to indicate similar operations.

[00100] In the method 700 of Figure 7, the provisioning system receives evaluation
criteria from multiple issuer systems. For example, first issuer evaluation criteria is received
from a first issuer and second issuer evaluation criteria is received from a second issuer. The
first issuer evaluation criteria may be used to evaluate provisioning requests associated with
the first issuer and the second issuer evaluation criteria may be used to evaluate provisioning
requests associated with the second issuer. Similarly, in some embodiments, the evaluation
criteria may be used, by the provisioning system, to determine whether to deactivate previous
provisioning data (such as previous first issuer data that allows the first secure application to
be used with an account provided by the first issuer or previous second issuer data that allows
the first secure application to be used with an account provided by the second issuer). For
example, when a provisioning request is received and the provisioning request is a request to

provision the first secure application for use with an account provided by the first issuer, the
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provisioning system 410 may also evaluate the request against the second issuer evaluation
criteria to determine whether issuer data associated with the second issuer should be
deactivated. For example, if it appears that the provisioning request represents fraudulent
activity, issuer data previously used to provision the first secure application for use with the

second issuer may be deactivated.

[00101] In the method 700 of Figure 7, the provisioning system also receives issuer
records from multiple issuer systems. For example, first issuer records are received from a
first issuer system and second issuer records are received from a second issuer system. This
allows the provisioning system to quickly process provisioning requests associated with either
the first issuer or the second issuer. Furthermore, in at least some embodiments, the
availability of both first issuer records and second issuer records can allow the provisioning
system 410 to use additional techniques for detecting possible fraudulent activity. For
example, when a provisioning request is received and is associated with a first issuer (e.g., is
associated with an account provided by the first issuer), the provisioning system 410 may also
evaluate the provisioning request based on second issuer records received from the second

issuer system.

[00102] An overview having been provided, operations of the method 700 of Figure 7
will now be discussed. At operation 602, the provisioning system 410 receives and stores
first issuer evaluation criteria. Operation 602 may be performed in the manner described

above with reference to operation 602 of the method 600 of Figure 6.

[00103] At operation 604, the provisioning system 410 receives and stores second
issuer evaluation criteria. The second issuer evaluation criteria may be received from a
second issucr system 414 (FIG. 4) which is associated with a second issuer (e.g., a second
bank) and may be received at a communication module 526 (FIG. 5). The sccond issuer
evaluation criteria specifies one or more criterion that is to be used by the provisioning system
410 to evaluate a provisioning request that is associated with the second issuer. For example,
the second issuer evaluation criteria may be used to evaluate a request to provision a mobile
wallet application to allow the mobile wallet application to be used with an account (e.g., a
credit card account) that is provided by the second issuer (e.g., a second credit card issuer

such as a second bank).
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[00104] The second issuer evaluation criteria may, at operation 604, be stored in
memory 522 of the provisioning system 410 so that it may be used to evaluate a future

provisioning request.

[00105] At operation 606, the provisioning system receives and stores first issuer
records in the manner described above with reference to operation 606 of the method 600 of

Figure 6.

[00106] At operation 608, the provisioning system 410 receives a signal via the
communication module 526 representing second issuer records. The signal is received from
the second issuer system 414 associated with the second issuer. The second issuer records
include customer data for a plurality of customers associated with the second issuer. For
example, the second issuer records may include data regarding credit cards that have been
issued by the second issuer. Each second issuer record may be associated with a specific
customer or a specific account. The second issuer records may include customer identity
information such as a name address, date of birth, telephone number, email address or postal
address associated with the customer. In some embodiments, the second issuer records may
include device identifying information which identifies a device that a customer sometimes
uses to communicate with systems operated by the second issuer. For cxample, an IMEI or
IMSI may be stored in a second issuer record and the second issuer system may have obtained
this information when a customer previously used the electronic device 102 associated with
the IMEI or IMSI to access a service provided by the second issuer. For example, when a
customer accesses a banking application on their electronic device 102, the banking
application may provide a device identifier to the second issuer system (which provides back-
end services for the banking application) and may store it in a second issuer record. Then, at
operation 608, the second issuer record containing the device identifier is provided to the
provisioning system 410 and at least a portion of the second issuer records are stored at the

provisioning system 410.

[00107] While not illustrated in Figure 7, in some embodiments, the provisioning
system 410 may compare information in the first issuer records with information in the
second issuer records. By way of example, customer information such as a name, address,
date of birth or telephone number may be compared to related records. Based on this

comparing the provisioning system 410 may generate a link between related records (c.g.,
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records that appear to be related to a common customer). For example, a link may be
generated between a first one of the first issuer records and a first one of the second issuer

records.

[00108] At operation 610, the provisioning system 410 receives the provisioning
request. The provisioning request may be received in the manner described above with
reference to operation 610 of the method 600 of Figure 6. As noted in the discussion above,
the provisioning request includes identifying information. In at least some embodiments of
the method 700, the identifying information includes second issuer profile information for a
second issuer associated with second issuer data for which the secure application has already
been provisioned. For example, the second issuer profile information may identify an
account, associated with the second issuer, that the secure application has already been

provisioned to use.

[00109] At operation 612, the provisioning system 410 evaluates the provisioning
request. The provisioning request may be evaluated in the manner described above with
reference to operation 612 of the method 600 of Figure 6. The provisioning request may be a
request to provision the secure application for use with an account provided by the first issuer.
Accordingly, in evaluating the provisioning request, at operation 612 the provisioning system
410 considers one or more of the first issuer records received at operation 606. However, in
at least some embodiments, at operation 612, the provisioning system 410 may also evaluate
the provisioning request using information in one or more of the second issuer records. In at
least some embodiments, a related one of the second issuer records may be identified based
on customer information in the records. That is, the provisioning system 410 may determine
that the provisioning request is associated with a first one of the first issuer records and may
then use information in the identified first issuer record to identity a second issuer record
associated with the same person. For example, the provisioning system 410 may identify a
second issuer record associated with a customer having the same name, address, telephone
number and/or date of birth, etc. As noted previously, in some embodiments, the comparing
of records in order to identify related records may be performed before the provisioning
request is received and related records may be linked. In such embodiments, at operation 612,
the provisioning system 410 may determine, based on the link, that a customer associated
with the provision request is associated with a first one of the second issuer records and may

then rely on that first one of the second issuer records in evaluating the provisioning request.
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[00110] In some embodiments in which the provisioning request includes second issuer
profile information, an associated one of the second issuer records may be identified using the
second issuer profile information. In such embodiments, this associated second issuer record
may be considered by the provisioning system 410 when evaluating the provisioning request
at operation 612. For example, location information, customer information, etc. specified in
the second issuer record may be useful in attempting to detect a possible fraudulent

provisioning.

[00111] At operation 614, the provisioning system 410 determines whether evaluation
criteria has been satisfied and, if so, the provisioning request is approved (at operation 618).
If the evaluation criteria is not satisfied, the provisioning request is denied at operation 616.
Operations 614, 616 and 618 are described in greater detail above with reference to the

method 600 of Figure 6.

[00112] In some embodiments, when the provisioning system 410 determines that the
provisioning request does not satisfy first issuer evaluation criteria (at operation 613), the
provisioning system 410 deactivates previous provisioning on the electronic device (at
operation 620). For example, when the provisioning request does not satisfy the first issuer
evaluation criteria, the provisioning system may deactivate second issuer data on the
electronic device. As noted above, the second issuer data may be data that enables the secure
application to be used with an account provided by a second issuer. Thus, in operation 620,
the provisioning system may deactivate this second issuer data so that the secure application
can no longer be used without that account. In some embodiments, at operation 620, the
provisioning system 410 may deactivate all previously activated issuer data associated with
the secure application on the electronic device so that the secure application can no longer be

used for transactions.

[00113] Thus, in some embodiments, when a provisioning request from an electronic
device is deemed to be too risky to allow provisioning, other prior provisioning may be
automatically deactivated to prevent fraud. In other embodiments, each issuer may rely on its
own issuer evaluation criteria when evaluating provisioning requests. For example, as noted
above, at operation 604, second issuer evaluation criteria may be received and stored in
memory. When a provisioning request is received at operation 610 and the provisioning

request is associated with a first issuer (e.g., is a request to provision the secure application
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with first issuer data for use with the first issuer), the provisioning system may determine
whether second issuer evaluation criteria is satisfied. When the second issuer criteria is not
satisfied, the provisioning system 410 deactivates the second issuer data associated with the

second issuer on the electronic device.

[00114] While not illustrated in Figure 7, in some embodiments, while the method 700
is being performed, the first issuer system may authenticate a session with the electronic
device 102. For example, as explained above with reference to Figure 3, a second secure
application may be used to facilitate authentication of a session. In some such embodiments,
the first issuer system may perform the authentication of a session (e.g., by evaluating
authentication credentials provided during operation 514 of the method 500 of Figure 3) and
the provisioning system 410 may then be engaged to engaged to perform the provisioning.
That is, the first issuer system may evaluate the authentication credentials (e.g., which may
include a bank account number and a password associated with the second secure application)
and may then hand off the session to the provisioning system 410. In this manner, the
provisioning system is able to rely upon the authentication provided by the second secure
application and the first issuer system, but the first issuer system need not share the

authentication credentials with the provisioning system.

[00115] It will be understood that the applications, modules, routines, processcs,
threads, or other software components implementing the described method/process may be
realized using standard computer programming techniques and languages. The present
application is not limited to particular processors, computer languages, computer
programming conventions, data structures, or other such implementation details. Those
skilled in the art will recognize that the described processes may be implemented as a part of
computer-executable code stored in volatile or non-volatile memory, as part of an application-

specific integrated chip (ASIC), etc.

[00116] Certain adaptations and modifications of the described embodiments can be
made. Therefore, the above discussed embodiments are considered to be illustrative and not

restrictive.
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CLAIMS

1. A provisioning system for provisioning a mobile wallet application on an electronic device,
the provisioning system comprising:
a communicationn moduie;
a memory; and
a processor coupled with the memory and the communication module, the
processor programmed with processor-executable instructions which, when executed,
cause the processor to:
receive a signal via the communication module representing first issuer
records from a first issuer system associated with a first issuer of payment cards,
the first issuer records including customer data for a plurality of customers
associated with the first issuer;
store at least a portion of the first issuer records in the memory;
receive a signal via the communication module from the electronic device
representing a provisioning request to provision the mobile wallet application with
first issuer data for the first issuer, the provisioning request including geolocation
data for the electronic device identifying a present location of the electronic device
and second issuer profile information for a second issuer associated with second
issuer data for which the mobile wallet application has already been provisioned,
evaluate the provisioning request based on identifying information included
in the provisioning request, wherein evaluating the provisioning request includes:
identifying a first issuer record associated with the provisioning
request;
identifying a second issuer record associated with the second issuer
data;
comparing the geolocation data for the electronic device to location
information indicated in the first issuer record and the second issuer record;
and
in response to the comparing:

when the provisioning request satisfies location-based evaluation
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criteria with respect to the first and second issuer records, generate a signal
using the communication module to provide the first issuer data
corresponding to a payment card issued by the first issuer to the electronic
device to provision the mobile wallet application on the electronic device to
allow the electronic device to use an account associated with that payment
card for making mobile payments; and

when the provisioning request does not satisfy the location-based
evaluation criteria, send, to the electronic device, a signal including a
command to deactivate second issuer data associated with the second issuer

on the electronic device.

2. The provisioning system of claim 1, wherein the processor-executable instructions further

cause the processor to:

compare information in the first issuer records with information in second issuer
records associated with the second issuer; and

based on the comparing, generate a link between a first one of the first issuer records
and a first one of the second issuer records,

wherein the determination that the customer associated with the provisioning
request is associated with the first one of the second issuer records is made based on the
link.

3. The provisioning system of claim I, wherein the processor-executable instructions, when
executed, further cause the processor to:

when the provisioning request does not satisfy the location-based evaluation criteria,

deactivate all previously activated issuer data associated with the mobile wallet application

on the electronic device

4. The provisioning system of claim 1, wherein the memory has stored therein third issuer
evaluation criteria for a third issuer for which the mobile wallet application has already
been provisioned,

and wherein the processor-executable instructions, when executed, further cause

31

Date Regue/Date Received 2023-03-21



Attorney Docket: 337-0003CAP1
Amended Claims

the processor to:
in response to receiving the provisioning request to provision the mobile
wallet application with the first issuer data:
when the provisioning request does not satisfy the third issuer
evaluation criteria, deacttvate third issuer data associated with the third

issuer on the electronic device,

5. The provisioning system of claim 1, wherein evaluating the provisioning request comprises
determining a score for the provisioning request and wherein the provisioning request
satisfies the location-based evaluation criteria when the score satisfies the location-based

evaluation criteria.

6. The provisioning system of claim 1, wherein identifying information used to evaluate the
provisioning request comprises one or more of:
an email address associated with the electronic device;
a telephone number associated with the electronic device,
login credentials associated with the electronic device;
version information associated with the electronic device; and

an identifier of the electronic device.

7. The provisioning system of claim 1, wherein comparing the geolocation data for the
electronic device to location information indicated in the first issuer record and the second
issuer record includes comparing the geolocation of the electronic device to a location of a

recent transaction.

8. The provisioning system of claim 1, wherein comparing the geolocation data for the
electronic device to location information indicated in the first issuer record and the second
issuer record includes comparing the geolocation of the electronic device to a location
specified in address information defined in the at least one of the first issuer records and

the first one of the second issuer records.
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9. The provisioning system of claim 1, wherein at least one of the first issuer record and the
second issuer record includes transactional information including metadata providing

information about a location of a transaction.

10. An electronic device comprising:
a communication module;
an input interface;
a processor coupled to the communication module and the input interface; and
a memory coupled to the processor, the memory storing a mobile wallet application
that, when executed, configures the processor to:
receive, through the input interface, an account identifier;
identify an issuer associated with the account represented by the account
identifier;
determine, based on the identified issuer, that a banking application
associated with the issuer is installed on the electronic device, the banking
application different from the mobile wallet application; and
provide a provisioning request to the banking application, wherein the
banking application is configured to:
obtain authentication credentials associated with the banking
application;
generate, using the communication module, a signal representing the
authentication credentials and send the signal to an issuer system associated
with the identified issuer for authentication, wherein upon authentication of
the authentication credentials, the issuer system establishes an authenticated
session with a provisioning system; and
obtain, using the authenticated session, issuer data associated with
the account for use in provisioning the mobile wallet application to use the
account represented by the account identifier for making mobile payments;
after providing the provisioning request to the provisioning system, receive
an instruction to deactivate a second account associated with the mobile wallet

application; and
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deactivate the second account.

11, The electronic device of claim 10, wherein the banking application, when executed,
configures the processor to:
when the provisioning request is provided to the banking application:
generate a signal using the communication module to provide the provisioning

request to the provisioning system via the authenticated session.

12. The electronic device of claim 11, wherein the banking application, when executed, further
configures the processor to:
after providing the provisioning request to the provisioning system, receive the
issuer data from the provisioning system via the authenticated session; and

provide the issuer data to the mobile wallet application.

13. The electronic device of claim 11, wherein the provisioning request includes the account

identifier.

14. The electronic device of claim 13, wherein the provisioning request includes an account
identifier for a second account for which the mobile wallet application has already been

provisioned.

15. The electronic device of claim 11, wherein the provisioning request includes one or more
of:
a geolocation of the electronic device;
an email address associated with the electronic device;
a telephone number associated with the electronic device;
login credentials associated with the electronic device;
version information associated with the electronic device; and

an identifier of the electronic device.

34

Date Regue/Date Received 2023-03-21



Attorney Docket: 337-0003CAP1
Amended Claims

16. The electronic device of claim 11, wherein the authentication credentials include login

credentials associated with the banking application.

17. A computing system comprising:
a processor; and
a memory coupled to the processor, the memory storing computer-executable
instructions that, when executed, configure the processor to:

recetve, from an issuer system associated with a first issuer of payment
cards, first issuer records including customer data for a plurality of customers
associated with the first issuer;

receive, via a client computing device, a provisioning request to provision
a mobile wallet application on the client computing device with first issuer data for
the first issuer, the provisioning request including geolocation data identifying a
present location of the client computing device and issuer profile information for a
second issuer associated with second issuer data for which the mobile wallet
application has already been provisioned;

evaluate the provisioning request based on identifying information included
in the provisioning request, wherein the evaluating includes:

identifying a first igsuer record associated with the provisioning
request and a second issuer record associated with the second issuer data;
comparing the geolocation data to location information indicated in

the first issuer record and the second issuer record; and

responsive to determining that the provisioning request satisfies location-
based evaluation criteria with respect to the first and second issuer records, provide,
to the client computing device, the first issuer data corresponding to a payment card
issued by the first issuer to provision the mobile wallet application on the client

computing device.

18. The computing system of claim 17, wherein the instructions, when executed, further

configure the processor to:
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responsive to determining that the provisioning request does not satisfy the
location-based evaluation criteria, send, to the client computing device, a command to
deactivate second issuer data associated with the second issuer on the client computing

device.

19, The computing system of claim 17, wherein the instructions, when executed, further
configure the processor to:
compare information in the first issuer records with information in second issuer
records associated with the second issuer; and
based on the comparing, link a first one of the first issuer records and a first one of

the second issuer records.

20. The computing system of claim 17, wherein the instructions, when executed, further
configure the processor to:

when the provisioning request does not satisfy the location-based evaluation criteria,

deactivate all previously activated issuer data associated with the mobile wallet application

on the client computing device

21. The computing system of claim 17, wherein the memory has stored therein third issuer
evaluation criteria for a third issuer for which the mobile wallet application has already
been provisioned, and wherein the instructions, when executed, further configure the
processor to:

responsive to determining that the provisioning request does not satisfy the third
issuer evaluation criteria, deactivate third issuer data associated with the third issuer on the

client computing device.

22. The computing system of claim 17, wherein evaluating the provisioning request further
comprises:
determining a score for the provisioning request; and

comparing the score to a defined threshold specified in issuer evaluation criteria.
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23. The computing system of claim 17, wherein the identifying information used to evaluate
the provisioning request comprises one or more of:
an email address associated with the client computing device;
a telephone number associated with the client computing device;
login credentials associated with the client computing device;
version information associated with the client computing device; or

a device identifier of the client computing device.

24. The computing system of claim 17, wherein comparing the geolocation data to location
information indicated in the first issuer record and the second issuer record includes
comparing the geolocation of the client computing device to a location of a recent

transaction.

25. The computing system of claim 17, wherein comparing the geolocation data to location
information indicated in the first issuer record and the second issuer record includes
comparing the geolocation of the client computing device to a location specified in address
information defined in the at least one of the first issuer records and the first one of the

second issuer records.

26. The computing system of claim 17, wherein at least one of the first issuer record and the
second issuer record includes transactional information including metadata providing

information about a location of a fransaction.

27. A computing device comprising:
a processor; and
a memory coupled to the processor, the memory storing computer-executable
instructions that, when executed, cause the processor to:
execute a mobile wallet application that is configured to:
receive an account identifier of an account;

identify an issuer associated with the account;
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determine, based on the identified issuer, that a secure application
assoctated with the issuer is installed on the client computing device, the
secure application being different from the mobile wallet application; and

provide a provisioning request to the secure application; and
execute the secure application that is configured to:

obtain authentication credentials associated with the secure
application;

send, to an issuer system associated with the identified issuer, the
authentication credentials, wherein upon verification of the authentication
credentials, the issuer system establishes an authenticated session between
the client computing device and a provisioning system; and

obtain, via the authenticated session, issuer data associated with the
account for use in provisioning the mobile wallet application to use the

account for making mobile payments.

28. The computing device of claim 27, wherein the instructions, when executed, further cause
the processor to:
provide the provisioning request to the provisioning system via the authenticated

session,

29. The computing device of claim 28, wherein the instructions, when executed, further cause
the processor to:
after providing the provisioning request to the provisioning system, receive the
issuer data from the provisioning system via the authenticated session; and

provide the issuer data to the mobile wallet application.

30. The computing device of claim 27, wherein the provisioning request includes the account

identifier.

31. The computing device of claim 27, wherein the provisioning request includes an account

identifier for a second account for which the mobile wallet application has already been
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provisioned.

32. The computing device of claim 27, wherein the provisioning request includes one or more
of:
a geolocation of the client computing device;
an email address associated with the client computing device;
a telephone number associated with the client computing device;
login credentials associated with the client computing device;
version information associated with the client computing device; or

a device 1dentifier of the client computing device.

33. The computing device of claim 27, wherein the authentication credentials include login

credentials associated with the secure application.

34. The computing device of claim 27, wherein the provisioning request is provided to the
secure application as an application programming interface (API) call to an APl associated

with the secure application.

35. The computing device of claim 27, wherein the instructions, when executed, further cause
the processor to generate a prompt on an output interface requesting input of authentication

credentials.

36. The computing device of claim 27, wherein the secure application comprises a mobile

banking application associated with the issuer.
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