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DESCRIPTION

DATA UPDATING METHOD, MEMORY SYSTEM AND MEMORY DEVICE

Technical Field

The present invention relates to a method of updating data which is stored in a
memory device which is connectable to a host device and has a memory section
divided into multiple partitions, a memory system and the memory device, and more
particularly to a method of updating data in a partition in which data configured to

start the host device is stored, the memory system and the memory device.

Background Art

In a computer system, an operating system (hereinafter referred to as "OS")
which is a system management program and system data of a host device, and the
like have been stored in a memory device which is an external storage device. Then,
at the time of startup of the system, the system is launched by reading the OS from
the memory device. The OS, which is software configured to manage the entire
computer system, is configured with multiple program file groups.

It should be noted that, at the time of startup of the OS, a special small
program referred to as "boot loader" having a function enough for starting another
program configured to start the OS is used. A multistage boot loader is often used,
invocation of another small program from one small program is repeated, and finally
the OS is started. In other words, for the startup of the OS, that is, the startup of the
system, many programs with a small capacity are stored in the memory device.

The OS and the boot loader often need to be partially updated for adding
functions or correcting defects. Then, if a module in the OS configured with the
multiple program file groups, or a boot loader group or the like, is updated, the
module can be correctly operated for the first time when all program files have been

correctly updated. In other words, if a process of updating the OS or the boot
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loader fails, the system itself becomes unable to be started, and it has not been easy
to fix a problem thereof.

On the other hand, in recent years, a flash memory which is a nonvolatile
semiconductor storage medium has been developed, and particularly, a multi-valued
recording technique in which a multi-valued bit, instead of a single bit, is stored in
one memory cell has been put to practical use, and therefore, a capacity and a density
of the flash memory have been progressively increased. Furthermore, recently, a
system in which software for startup of the host device, that is, the OS and the boot
loader are stored in an embedded memory device has been used.

A NAND-type flash memory uses charges which have been injected into a
trap layer consisting of a floating gate or a laminated film, via a tunnel insulating
film, as digital bit information depending on an amount of the charges, and reads the
digital bit information as 2-valued or multi-valued information. The NAND-type
flash memory can read the data without associated data destruction, which is
different from a destructive read type memory such as a DRAM.

If the OS and the boot loader group are stored in the memory device having
the NAND-type flash memory, the NAND-type flash memory has characteristics of
1) the data is written in units referred to as "pages", 2) the data is erased in units
referred to as "blocks" in which multiple pages have been integrated, and 3) the data
cannot be overwritten. Consequently, if the data which is stored in the NAND-type
flash memory device is updated with data in small capacity units, a so-called "move"
in which a program which does not need to be updated is also rewritten into another
block may occur many times. In other words, data which is updated is written in a
new block in which data has not yet been written, and furthermore, remaining data
which is stored in an old block including old data and is not updated is also written in
the new block. The "move" occurring many times means that the program is
rewritten many times. Consequently, in some cases, the process of updating the OS
or the boot loader group in a conventional NAND-type flash memory device has not

been regarded as highly secured.
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It should be noted that Japanese Patent Application Laid-Open Publication No.
2007-193596 has disclosed a firmware updating circuit in which, even if a failure
such as power discontinuity has occurred at the time of updating firmware, data
related to the firmware can be updated onboard without replacing a nonvolatile

memory.

Disclosure of Invention
Object of the Invention

It is an object of the present invention to provide a data updating method, a
memory system and a memory device which can securely update data which is stored

in the memory device.

Means for Solving the Problem

According to an aspect of the invention of the present application, a method
of updating data is provided, the data stored in a memory device which is
connectable to a host device and has a memory section and a memory controller, the
memory section consisting of a first memory section which can be divided into
partitions having multiple different attributes, and a work space which is managed by
the memory controller, wherein, from among multiple different writing methods of
writing data into the partition, one of the writing methods which has been selected

depending on the attribute of the partition is used to perform an updating process.

Brief Description of the Drawings

Fig. 1 is a schematic diagram showing a configuration of a memory system
according to a first embodiment;

Fig. 2 is an explanatory diagram for explaining a configuration of a memory
section of a memory device according to the first embodiment;

Fig. 3 is an explanatory diagram for explaining the configuration of the

memory section of the memory device according to the first embodiment;
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Fig. 4 is an explanatory diagram for explaining a structure of an information
partition in the memory device according to the first embodiment;

Fig. 5A is an explanatory diagram for explaining a select partition command
in the memory device according to the first embodiment;

Fig. 5B is an explanatory diagram for explaining the select partition command
in the memory device according to the first embodiment;

Fig. 6 is an explanatory diagram for explaining a process of updating a
partition with a boot attribute in the memory device according to the first
embodiment;

Fig. 7 is a flowchart for explaining a flow of the process of updating the
partition with the boot attribute in the memory device according to the first
embodiment;

Fig. 8 is an explanatory diagram for explaining a method of updating data in a
code partition in the memory system according to a second embodiment; and

Fig. 9 is an explanatory diagram for explaining protecting means of the
memory device of the memory system according to the first and second

embodiments.

Best Mode for Carrying Out the Invention
<First Embodiment>

First, a memory system 10 of a first embodiment of the present invention will
be described with reference to the drawings. Fig. 1 is a schematic diagram showing
a configuration of the memory system 10.

The memory system 10 is configured with a host device 2, and a memory
device 1 which is connectable to the host device 2, can store data configured to start
the host device 2, and has been embedded in the memory system 10.

A memory section 5 of the memory device 1 is a nonvolatile semiconductor
memory, and is configured with, for example, a NAND-type flash memory. Data
and the like which have been transmitted from the host device 2 are stored in the

memory section 5 under the control of a memory controller 6.
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The memory section 5 is configured with a memory section 3 which is a first
memory section that can be recognized by a user, and a work space 4 which is
managed by the memory controller 6 and cannot be recognized by the user.

It should be noted that, in the memory device 1, a relationship between the
memory section 3 and the work space 4 is not fixed, and under the control of the
memory controller 6, a part of the memory section 3 and a part of the work space 4
can be replaced with each other, that is, a replacing process is possible in which one
partition in the memory section 3 is set as the work space 4 which cannot be
recognized by the user, and conversely, a part of the work space 4 is set as one
partition in the memory section 3 which can be recognized by the user.

The host device 2 is provided with a host controller 8 configured to perform
access control and the like for the memory device 1 connected via an interface, and a
system memory section 7. The memory device 1 performs a process according to a
command from the host device 2.

It should be noted that although an example in which the memory system 10
has one memory device 1 will be described in Fig. 1 and the following descriptions,
the memory system 10 may have multiple memory devices 1. Next, a configuration
of the memory section 3 which is the first memory section of the memory device 1 of
the present embodiment will be described by using Figs. 2,3 and 4. Figs. 2 and 3
are explanatory diagrams for explaining the configuration of the memory section 3 of
the memory device 1, and Fig. 4 is an explanatory diagram for explaining a structure
of an information partition in the memory device 1.

As shown in Fig. 2, the memory section 3 of the memory device 1 has been
partitioned into multiple partitions depending on an attribute of data to be saved. In
other words, in a publicly known memory device, an entire memory section 3A
which is a storage area has been managed as one partition. In contrast, in the
memory device 1 of the present embodiment, the memory section 3 is physically
divided into multiple partitions 31 to 36 by a process referred to as "Configuration".
In Fig. 2, the left side shows the memory section 3A which is one large storage area,

and the right side shows an example in which the memory section 3 has been divided



WO 2009/116195 ¢ PCT/JP2008/066617
into the multiple partitions 31 to 36, that is, applied with the Configuration. It
should be noted that, here, "physically" is not "logically", and means division
corresponding to each storage cell in an actual memory section 3, that is,
"differentiation" of each storage cell aggregation.

In the memory device 1, the respective divided partitions 31 to 36 have
multiple different attributes. For example, the memory section 3 illustrated in Fig.
2 has been divided into the multiple partitions 31 to 36, and the respective partitions
have attributes shown in Fig. 3. In other words, a data 1 partition 31 and a data 2
partition 32 have a data attribute, a code partition 33 has a code attribute, a boot 1
partition 34 and a boot 2 partition 35 have a boot attribute, and an information
partition 36 has an information attribute. In other words, the multiple partitions 31
to 36 do not have different attributes respectively, and the number of kinds of the
attributes is smaller than the number of the partitions 31 to 36.

The partitions 31 and 32 with the data attribute (hereinafter also referred to as
"data partition") are also referred to as "application partition". The application
partition is a partition configured to store user data, an application program and the
like, is managed by a file system, and is a partition in which not only the number of
times of writing but also the number of times of reading is large. It should be noted
that, for example, usage in which the user data is stored in the data 1 partition 31 and
the application program is stored in the data 2 partition 32 is also possible.

The partition 33 with the code attribute (hereinafter also referred to as "code
partition") is also referred to as "system partition". The system partition is a
partition configured to store an OS program and system data and is managed by the
file system, and although the number of times of reading is large, the writing is
hardly performed.

The partitions 34 and 35 with the boot attribute (hereinafter also referred to as
"boot partition") are partitions configured to store a boot loader, and do not have the
file system, and although the number of times of reading is large, the writing is
hardly performed. The boot loader may be a Primary Boot Loader which is read

first at the time of startup, or a configuration may be possible in which the Primary
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Boot Loader is included, for example, in a ROM, outside the memory device 1 and a
Secondary Boot Loader is stored in the memory section 3.

As shown in Fig. 4, the partition 36 with the information attribute (hereinafter
also referred to as "information partition") is a partition configured to store
information on the multiple divided partitions, for example, existence or
nonexistence information, attribute information, write-protection information, a
partition capacity (size) and the like on a partition of a predetermined partition
number, and does not have the file system, and although the number of times of
reading is large, the writing is performed only once.

The information partition 36 is a partition necessary for the memory device 1
of the present embodiment in which the memory section 3 has been physically
divided into the multiple partitions by the Configuration. The memory controller 6
of the memory device 1 changes a method of accessing the multiple partitions, based
on the information in the information partition.

For example, if data in the boot partition 34 has been corrupted, the system is
not launched and a boot code itself becomes unable to be updated. Therefore, the
boot partition 34 is a partition which particularly requires reliability of the update.

Then, since the memory section 5 of the memory device 1 of the present
embodiment is the NAND-type flash memory for multi-valued recording, physical
characteristics of the divided partitions 31 to 36 have preferably different
specifications depending on the respective attributes. Here, the physical
characteristics are a data writing speed, a data reading speed, reliability of the written
data, and the like. For example, also in the memory section 5 capable of the multi-
valued recording, physical characteristics equivalent to single-bit recording can be
obtained by providing a partition in which the multi-valued recording is not
performed, although a storable capacity is reduced. Similarly, for example, a
memory cell capable of 8-valued recording can also be used as a memory cell for 4-
valued recording.

For example, a speed at which the host device 2 accesses the memory device

1 can be improved by setting the information partition 36 with the information
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attribute as a partition which can be accessed at a higher speed than other partitions.
Moreover, the partition with the boot attribute or the partition with the attribute of the
code partition is also preferably set as a partition with the physical characteristics
with higher reliability than other partitions. It should be noted that although the
number of times in which the writing can be performed and the number of times in
which the reading can be performed, in the partitions 31 to 36, are not direct physical
characteristics but alternative characteristics, here, the numbers of times are assumed
as the physical characteristics.

As described above, in the memory device 1, if the memory section 3 has
been divided, the physical characteristics of the respective divided partitions 31 to 36
are different, and therefore, a total capacity of the divided multiple partitions 31 to 36
does not necessarily become the same as a capacity of the memory section 3 before
being-divided.

It should be noted that Fig. 3 is a table showing an example of a partition map
assignment in the memory section 3. In the memory device 1, partition numbers are
distinguished by 4-bit data. Consequently, the host device 2 and the like can select
maximum 16 partitions of No. 0 to No. 15 by using the partition number in a select
partition command. Of course, as shown in Fig. 3, reserved partitions which are not
set also exist in the maximum 16 partitions.

When the host device 2 uses the command to control the respective partitions,
the host device 2 uses the respective partitions 31 to 36 with their respective partition
numbers as parameters. In other words, if the host device 2 stores the data in or
reads the data from the respective partitions 31 to 36, first, the host device 2
transmits the select partition command shown in Fig. SA to the memory device 1,
thereby specifies the partition number, and selects one partition. In response, the
memory device 1 responds to the host device 2 with a response to the select partition
command shown in Fig. 5B. Subsequently, the host device 2 transmits a read/write
command which is common to the respective partitions, for the selected partition, to

the memory device 1, and thereby performs the access.
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For example, the host device 2 can obtain the partition information and the
like on the memory device 1 by accessing the information partition 36 assigned to
the partition number 15 in the memory device 1.

Next, a data updating method of the present embodiment will be described by
using Figs. 6 and 7. Fig. 6 is an explanatory diagram for explaining a process in the
case where the boot loader which is stored in the boot 1 partition 34 is updated. Fig.
7 is a flowchart for explaining a flow of the process in the case where the boot loader
which is stored in the boot 1 partition 34 is updated.

As has been already described, in the boot 1 partition 34 configured to start
the system of the host device 2, a boot loader group configured with many small
programs is stored. And, the boot 1 partition 34 is the partition which particularly
requires the reliability of the updating process. Consequently, in the data updating
method of the present embodiment, at the time of a process of updating the boot 1
partition 34, a method different from the method for other partitions is used to assure
security of the updating process.

In other words, the boot loader is limited in size, and therefore, is a program
with a small capacity. Consequently, in the process of updating the boot 1 partition
34, the memory controller 6 can store a new boot loader which is updated and the
like in a work space 4. Subsequently, the memory controller 6 replaces the work
space 4 in which the new boot loader which is updated and the like have been stored
and the boot 1 partition 34 with each other.

Hereinafter, according to the flowchart of the Fig. 7, the process of updating
the boot 1 partition 34 will be described.

<Step S11> Select boot partition to be updated

The host device 2 selects the partition to be updated, with the select partition
command.

<Step S12> Disable write protection

In the memory device 1 of the present embodiment, the boot 1 partition 34 has

been set to a write protection state by protecting means to be described later, in order
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to prevent tampering by a virus or the like. Consequently, the write protection state
in the boot 1 partition 34 needs to be disabled by a prescribed method.

<Step S13> Is write protection disabled?

If the write protection for the partition selected by the host device 2 has been
able to be disabled (No), the memory device 1 performs processes at step S14 and
subsequent steps. On the other hand, if the write protection for the boot 1 partition
34 has not been able to be disabled (Yes), the memory device 1 transmits a response
signal indicating an error to the host device 2, and stops the updating process.

<Step S14> Write to boot partition?

If the partition selected by the host device 2 is the partition with the boot
attribute (Yes), the memory device 1 performs the updating process with a writing
method at step S15 and subsequent steps to assure the security of the updating
process. On the other hand, if the partition selected by the host device 2 is not the
partition with the boot attribute (No), the memory device 1 performs the updating
process with a writing method different from the writing method at step S15 and
subsequent steps.

<Step S15> CMD 25 + CMD 12

Even when the host device 2 updates the boot 1 partition 34, the host device 2
uses a multi-block write command (CMD 25) and a write stop command (CMD 12)
which are normal, because the memory controller 6 or the like which controls the
memory device 1 has already recognized that the attribute of the partition being
selected is "Boot", at step S12. Thus, even if the memory controller 6 receives the
same memory write command as a normal memory write command from the host
device 2, the memory controller 6 changes the updating method for the boot 1
partition 34.

<Step S16> Write to work space

As shown in Fig. 6(1), if the boot 1 partition 34 is updated, first, the memory
controller 6 prepares a work space 4 having a size in which the boot loader which is
stored in the boot 1 partition 34 can be stored, that is, having the same capacity as a

capacity of the boot 1 partition 34, in the work space 4. If the work space 4 has not
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been able to be obtained in the work space 4, the memory controller 6 does not
execute a writing process, transmits an error response signal indicating that the work
space is not available, to the host device 2, and stops the updating process.

If the work space 4 has been able to be obtained in the memory section 5, as
shown in Fig. 6(2), the memory controller 6 writes data of a new boot loader group
into the work space 4 from the beginning to the end of an area thereof at once, that is,
sequentially. For writing sequentially, that is, sequential write, the host device 2
uses the multi-block write command (CMD 25).

<Step S17, Step S18> Write error?

If a write error has occurred at step S16, the memory controller 6 cancels the
work space 4, and transmits error information on a write failure, on a response signal
for the CMD 12 to the host device 2. The host device detects the error at S17, and
stops the updating process.

<Step S19> Replacing process

If the data write into the work space 4 has been correctly completed, the
memory controller 6 performs a replacing process in which the work space 4 is
assigned as the boot partition 34 to be used at the time of startup of the host device 2
and the boot 1 partition 34 is assigned to the work space 4.

At a time point when the replacing process has been completed, the work
space 4 becomes a new boot 1 partition 34. However, if the replacing process has
failed, the boot 1 partition 34 retains previous data and contents of the work space 4
are discarded.

<Step S20>

The memory controller 6 confirms whether or not the replacing process has
failed. If the replacing process has failed (Yes), the updating process is stopped.

<Step S21, Step S22, Step S23> Check error by CMD 13 / write error?

When the writing process is completed (step S19: No), the host device 2
confirms whether or not there is an error in a response signal for a command CMD
13. Ifthe CMD 13 is used and there is no error at all in the response signal (step

S22: No), a process of updating the boot loader into the work space 4 is successful.
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If there has been an error in the response signal for the CMD 13, the updating

process is stopped.

<Step S24>

If the replacing process has not failed (step S24: No), the host device 2 sets
the boot 1 partition 34 to the write protection state again, and completes the updating
process.

It should be noted that, in the above described process, even if the updating
process has been stopped at any step in the updating process, since the boot code
before the updating process is stored in the boot 1 partition 34, the host device 2 can
be started.

Even if a sequence of the update has been aborted, the memory device 1 of
the present embodiment can cancel the update and use the boot loader which has
been previously stored. Therefore, such a situation that the system becomes unable
to be started can be avoided.

In other words, if the update of the boot partition has failed, a situation occurs
where the system becomes unable to be launched if the previous data cannot be read.
However, in the memory device 1, the data in the partition with the boot attribute can
be securely updated by using the work space 4 and performing the writing.

Moreover, even when the boot 1 partition 34 is updated, the host device 2 can
use the normal memory write command. In other words, in the memory device 1, at
the time of the process of updating the boot 1 partition 34, it is possible to use the
method different from the method for other partitions to assure the security of the
updating process, without the user’s recognizing the process particularly.

It should be noted that, as shown in Fig. 2, the memory device 1 of the present
embodiment has not only the boot 1 partition 34 but also the boot 2 partition 35
which is a fifth partition with the same boot attribute, as a backup partition. In
other words, a fifth partition boot code in the boot 2 partition 35 is the same as a
second partition boot code in the boot 1 partition 34. Consequently, it is also
possible to use the boot 2 partition 35 as the work space and perform the process of

updating the boot 1 partition 34. It is also possible to take double safety measures
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by performing a so-called partition swap process in which boot has been set so that
the boot can be performed from the boot 2 partition 35 if there has been a read error
or the like in the boot 1 partition 34 after the updating process. However, in order
to use the boot 2 partition 35 for the startup of the host device 2, it is necessary to
define a special command. Consequently, the memory system 1 becomes

complicated, and therefore, the swap process has also an unfavorable aspect.

<Second Embodiment>

Next, a memory system 10A (not shown) of a second embodiment of the
present invention will be described with reference to Fig. 8. Fig. 8 is an
explanatory diagram for explaining a method of updating data in the code partition
33 in the memory system 10A. Since a basic configuration of the memory system
10A of the present embodiment is approximately the same as the memory system 10
of the first embodiment, hereinafter, the same components are attached with the same
reference characters and descriptions thereof are omitted, and only different points
from the memory system 10 will be described.

In the memory system 10A, when the data in the code partition 33 is updated,
a data updating method depending on the code attribute is used. Similarly to the
boot partition 34, the code partition 33 is a partition in which the system itself
becomes unable to be started if the updating process fails. Consequently, in the
memory system 10A, also for the update of the data in the code partition 33, in order
to perform the update with maximum security, similarly to the update of the boot
partition 34, a method is used in which the work space 4 with the same size as the
size of the code partition 33 is secured in the memory section 5 and the update is
performed.

In other words, since the code partition 33 is managed by the file system,
although a part of a file can be updated, a so-called "move" occurs and code data is
written many times if random write is performed with the normal write command.

If a power supply has failed during the updating process, the data in the code
partition 33 may be corrupted. Consequently, although it is possible to directly
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write into and update the code partition 33 similarly to a method of writing into the
partition with the data attribute or the like, the sequential write in which the writing
into another partition is performed once and subsequently the writing into the code
partition 33 in order from the beginning thereof is performed provides higher
security.

However, the boot partition 35 is a partition with a relatively small capacity,
whereas a capacity of the code partition 33 is unknown. Consequently, in the code
partition 33, the work space 4 with the same capacity as the capacity of the code
partition 33 cannot be necessarily secured in the memory section 5.

Consequently, in a process of updating the code partition 33, if the work space
4 cannot be secured in the memory section 5, the memory controller 6 uses a method
in which a program required for the update has been constructed in another partition,
for example, the data partition 31, in the memory section 3.

Fig. 8 shows an example of a method of updating the program which has been
stored in the code partition 33 if the work space 4 cannot be secured in the memory
section 5.

In the example shown in Fig. 8, a code 1 and a code 3 are updated from an
Old Code 1 and an Old Code 3 to a New Code 1 and a New Code 3 which are new,
respectively, and a code 2 and a code 4 are an Old Code 2 and an Old Code 4 which
are not updated.

As shown in Fig. 8(A), first, the memory controller 6 secures a partition with
the same size as the size of the code partition 33, strictly, a work space area 31A
which is an area with the same size as the size of the code partition 33 excluding
FAT (File Allocation Table) data, in the data 1 partition 31.

Then, as shown in Fig. 8(B), the memory controller 6 writes the New Code 1
and the New Code 3 which are applied with the updating process, into the work
space area 31A, and simultaneously also copies the Old Code 2 and the Old Code 4
which are not updated, from the code partition 33 to the work space area 31A. The
memory controller 6 generates the FAT data for a new code partition after the

updating process, in the system memory section 7.
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In other words, as shown in Fig. 8(C), in the work space area 31A, a state is
constructed in which the Old Code 2 and the Old Code 4 which are not applied with
the updating process and the New Code 1 and the New Code 3 which are applied
with the updating process have been stored in a continuous state.

It should be noted that, for the process of updating the code partition 33, the
code partition 33 to be updated is selected with the select partition command. The
code partition 33 has been normally set to the write protection state by the protecting
means, in order to prevent the tampering by the virus or the like, similarly to the
partition with the boot attribute. Consequently, the write protection state in the
code partition 33 is disabled by the prescribed method. Even if the code partition
33 is updated, the host device 2 may use the normal memory write command,
because the memory controller 6 or the like which controls the memory device 1 has
recognized that the attribute of the selected partition is "Code". Consequently, even
if the memory controller 6 receives the same memory write command as the normal
memory write command from the host device 2, the memory controller 6 performs
the updating process with a method of writing into the partition with the code
attribute.

Then, as shown in Fig. 8(D), the memory controller 6 performs the data write
into the code partition 33 by sequentially writing from a start address so that the
"move" may not occur. In other words, the memory controller 6 sequentially writes
the FAT data which has been stored in the system memory section 7, as well as the
data which is not applied with the updating process and the data which is applied
with the updating process, both of which have been stored in the work space area
31A, into the code partition 33.

In the memory system 10A, even if a work space with a size required for the
updating process cannot be secured in the memory section 5, it is possible to use a
method different from a method of writing into other partitions to assure the security
of the updating process of the code partition 33.

As described above, in the memory system 10A, a third partition 33 which is

one of the partitions is the partition 33 having the code attribute as the attribute, in
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which data of the OS program of the host device 2 has been stored. The method of
updating the data in the third partition 33 stores the Old Code 2 and the Old Code 4
which are data which is not updated, and the New Code 1 and the New Code 3 which
are data which is updated, both of which are stored in the third partition 33, in a
fourth partition 31 which is one of the partitions in which the data of the OS program
of the host device 2 which is stored in the third partition 33 can be stored, stores the
file allocation table (FAT) in the third partition 33 after the updating process, in the
system memory section 7, and performs the sequential write in which the file
allocation table which has been stored in the system memory section 7, as well as the
Old Code 2 and the Old Code 4 which are the data which is not updated, and the
New Code 1 and the New Code 3 which are the data which is updated, both of which
have been stored in the fourth partition 31, are sequentially written into the third
partition 33.

It should be noted that, in the memory system 10A, for example, it is
preferable that a flag 50 is put up during the process of updating the code partition 33,
that is, the updating flag 50 is set before the process of updating the data in the code
partition 33 is started, and the updating flag 50 is cleared when the updating process
has been completed. Then, in the memory system 10A, in the case where the host
device 2 is restarted, if the updating flag 50 in the code partition 33 has been put up,
that is, the updating flag 50 has been in a state of being still set, it is recognized that
the system has been brought down. Then, in the memory system 104, it is
preferable that the program of the boot loader has been configured so that the code
partition 33 is reinstalled without performing a process of starting the host device 2.

In other words, in the memory system 10A, a risk where the system becomes
unable to be restarted can be avoided by using the updating flag 50 in the code
partition 33.  In other words, the memory system 10A has a mechanism configured
to, if the update has not been able to be correctly performed during the process of
updating the code partition 33, stop the startup of the system and restore the system.

If the boot code which is stored in a second partition 35 has not been able to

be read at the startup time, the memory system 10A described above reads the boot
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code which is stored in the work space 4. Moreover, if the startup has been
performed by reading the boot code which is stored in the work space 4, the memory
system 10A writes the boot code which is stored in the work space 4, into the second
partition 35. Moreover, the memory system 10A is the memory system 10A which
sets the updating flag 50 before the process of updating the data in the second
partition is started, and clears the updating flag 50 when the updating process has
been completed, and if the updating flag 50 has been set at the startup time of the
host device 2, does not perform the process of starting the host device 2, executes the
FAT generation and a process of the sequential write again, and subsequently starts
the host device.

Next, the protecting means of the memory device 1 will be described by using
Fig. 9. Fig. 9 is an explanatory diagram for explaining the protecting means of the
memory device 1.

In the memory device 1 in which the multiple partitions have been set, after a
process of the Configuration in which the partitions are assigned, a system file and an
application file for the memory device 1 are installed. Subsequently, the memory
device 1 is shipped and put into a state of being used by the user.

Moreover, as has been already described, the boot partition 34 and the code
partition 33 of the memory device 1 are also updated while being used by the user.

However, in order to stabilize the memory system 10, although a
configuration of the partitions can be changed in a development stage, it is preferable
that the user cannot needlessly change the configuration of the partitions after the
shipping.  Also for the boot partition 34 or the code partition 33, for the purpose of
preventing the tampering by the virus or the like, the memory device 1 preferably has
a write protection function.

In other words, the memory device 1 has two different protecting means of
Configuration Protection (CP) and System Write Protection (SWP), and performs
protection for the configuration of the partitions, and the boot partition 34 or the code
partition 33, with the respective protecting means. For example, the memory device

1 can set the protection for the configuration of the partitions, and the boot partition



WO 2009/116195 PCT/JP2008/066617
-18 -
34 or the code partition 33, respectively, by setting the two protecting means as
follows, that is, two parameters.

Configuration Protection (CP) CP = 0: reconfiguration enabled

CP = 1: reconfiguration disabled

System Write Protection (SWP)  SWP = 0: Write enabled

SWP = 1: Write disabled

Hereinafter, according to Fig. 9, the protecting means of the memory device 1
will be described.

Fig. 9(1) shows the memory section 3A of the memory device 1 in an initial
state where the partitions have not been cut.

Fig. 9(2) shows the memory section 3 in a state where the configuration of the
partitions has been set by the Configuration process. The configuration of the
partitions has been written into the information partition 36 with the partition number
of 15. After the configuration of the partitions has been completed, CP =1 is set
(Set Configuration Protection) with a command.

Fig. 9(3) shows the memory section 3 in which the system has been installed
and the data has been written into the boot partition 34 and the code partition 33. If
necessary, the data is also written into the data partitions 31 and 32. Then, the
memory device 1 is shipped in a state where SWP = 1 has been set (Set System
Write Protection) with a command.

Fig. 9(4) shows that, if the configuration of the partitions is desired to be
changed before the shipping, clearing as CP = 0 (Re-Configuration) can be
performed by a special command sequence.

Fig. 9(5) shows the memory section 3A of the memory device 1 in the state of
being used by the user.

Fig. 9(6) shows the memory section 3A of the memory device 1 in a state
where, if the process of updating the boot partition 34 or the code partition 33 has
become necessary, clearing as SWP = ( (Clear System Write Protection) has been

performed by one special command sequence and thereby the writing has been
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temporarily permitted.  After the process of updating the boot partition 34 or the
code partition 33, the SWP is returned to SWP = 1.

The memory device 1 has the SWP which is first protecting means configured
to disable the reconfiguration of the divided memory section 3, and second protecting
means CP configured to disable the writing into the respective partitions.
Consequently, the memory device 1 has advantages as follows.

In the case where a device maker performs the Configuration process for the
partitions in the memory device 1 and performs the shipping, if the device maker
ships the memory device 1 with CP = 1, the reconfiguration of the configuration of
the partitions of the memory device 1 can be disabled.

The device maker (eSD device maker) passes a device with CP=0to a
system vendor, and the system vendor executes the Configuration process for the
partitions and subsequently performs the shipping with CP = 1.  After the shipping,
the reconfiguration of the memory section 3 is disabled. The device maker has
means configured to clear CP =1, and thereby can control a re-Configuration process
performed by the system vendor, that is, whether or not the reconfiguration is
permitted, or the number of times of the reconfiguration.

The memory device 1 can prevent the tampering, by shipping the memory
device 1 with setting of SWP =1. The device maker also enables the partitions to
be updated by implementing means configured to perform the clearing as SWP = 0,
in the memory device 1.  Setting statuses of the respective protecting means of the
memory device 1, that is, a security level can be controlled by the clearing means.

As described above, the memory device 1 is the memory device 1 connectable
to the host device 2, including the memory section 3 which can store the data
configured to start the host device 2 and has been divided into the partitions 31 to 36
having the multiple different attributes including the boot attribute in which data of
the boot code configured to start the host device 2 is stored, and the code attribute in
which the data of the OS program of the host device has been stored; first protecting
means configured to disable the change of the configuration of the partitions in the

divided memory section; and second protecting means and third protecting means
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configured to disable the writing into each of the partitions, the first protecting means
being protecting means which is unique and settable for an individual memory
device 1, the second protecting means being unique protecting means which is set for
the individual memory device 1 or in which a clearing method can be individually set
for the partitions with the boot attribute and the code attribute, and the third
protecting means being common protecting means which can be set with a command
having single setting clearing means.

The memory system 10 can disable the reconfiguration of the partitions, and
can prevent the system program from being tampered by the virus or the like.

As described above, the memory system of the present invention is as follows.

A memory system including a host device and a memory device which is
connectable to the host device and has a memory section and a memory controller,
wherein:

the memory section can be divided into partitions having multiple different
attributes; and

from among multiple different writing methods of writing the data into the
partition,

one of the writing methods which has been selected depending on the attribute
of the partition is used to perform an updating process.

Having described the preferred embodiments of the invention referring to the
accompanying drawings, it should be understood that the present invention is not
limited to those precise embodiments and various changes and modifications thereof
could be made by one skilled in the art without departing from the spirit or scope of
the invention as defined in the‘appended claims.

The present application is based upon and claims the benefit of priority from
Japanese Patent Application No. 2008-74258 filed in Japan on March 21, 2008, and
the disclosure thereof has been incorporated in the description, the claims and the

drawings of the present application by reference.
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CLAIMS

1. A data updating method which is stored in a memory device which is
connectable to a host device and has a memory section and a memory controller,
wherein:

the memory section has a first memory section which can be divided into
partitions having multiple different attributes, and a work space which is managed by
the memory controller; and

from among multiple different writing methods of writing data into the
partition, one of the writing methods which has been selected depending on the

attribute of the partition is used to perform an updating process.

2. The data updating method according to claim 1, wherein:
the memory device can store and update the data configured to start the host

device, in any of the partitions.

3. The data updating method according to claim 1, wherein:

a first partition which is one of the partitions is a partition having an
information attribute, in which existence or nonexistence information, attribute
information and size information on each of the multiple partitions have been stored;
and

the information in the first partition corresponds to the selected one of the

writing methods.

4. The data updating method according to claim 1, wherein:

a method of updating data in a second partition which is the partition having a
boot attribute as the attribute, in which the data of a boot code configured to start the
host device is stored, includes:

sequential write of sequentially writing data which is not updated and data

which is updated, both of which are stored in the second partition, into the work
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space having a size in which the data which is stored in the second partition can be
stored;

normal termination confirmation of confirming that the writing into the work
space has been normally terminated;

replacement of, if it has been able to confirm at the normal termination
confirmation that the writing has been normally terminated, replacing the work space
and the second partition with each other by the memory device; and

updating process stop of,, if it has not been able to confirm at the normal
termination confirmation that the writing has been normally terminated, stopping the

updating process and discarding the data recorded in the work space.

5. The data updating method according to claim 1, wherein:

the host device has a system memory section;

a third partition which is one of the partitions is a partition having a code
attribute as the attribute, in which a system management program and system data of
the host device have been stored; and

a method of updating data in the third partition includes:

storing the data in the third partition which has been updated, in a fourth
partition which is one of the partitions in which a size of the third partition can be
stored,;

FAT generation of storing a file allocation table in the third partition after the
updating process, in the system memory section; and

sequential write of sequentially writing the file allocation table which is stored
in the system memory section and the third partition data which has been updated

and is stored in the fourth partition, into the third partition.

6. The data updating method according to claim 1, wherein:

the memory section is a NAND-type flash memory.

7. The data updating method according to claim 1, wherein:
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the memory section is a NAND-type flash memory for multi-valued
recording; and
a physical characteristic of the partition, the attitude of which is different, is
different.

8. The data updating method according to claim 7, wherein:

the physical characteristic is managed and controlled by the memory
controller, and is at least one of a time required for writing the data into the partition,
a time required for reading the data, the number of times in which the data can be
written, the number of times in which the data can be read, and reliability of the

stored data.

9. A host device configured to perform a data updating method according to
claim 4, wherein:

at a time of startup,

if a second partition boot code which is stored in the second partition has not
been able to be read,

a fifth partition boot code which is stored in a fifth partition is read.

10. The host device according to claim 9, wherein:

if the startup has been performed by reading the fifth partition boot code
which has been stored in the fifth partition,

the second partition boot code which has been stored in the second partition is

written into the second partition again.

11. A memory system configured to perform a data updating method
according to claim 5, comprising:

an updating flag which is managed by the memory controller, wherein:
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before the sequential write is started for the third partition, the updating flag is
set, and when the updating process has been completed, the updating flag is cleared;
and

if the updating flag has been set when the data in the third partition is read for
starting the host device, the memory controller notifies the host device of a read
error;

thereby stops a process of starting the host device;

executes the FAT generation and the sequential write again; and

subsequently restarts the host device.

12. A memory device connectable to a host device, comprising:

a memory section which can store data configured to start the host device and
has been divided into partitions having multiple different attributes including a boot
attribute in which data of a boot code configured to start the host device is stored,
and a code attribute in which data of an OS program of the host device has been
stored;

a first protecting unit which is configured to disable change of a configuration
of the partitions in the divided memory section, and is a protecting unit which is
unique and settable for the memory device;

a second protecting unit which is configured to disable writing into each of
the partitions, and is a unique protecting unit which is set for the memory device or
in which a clearing method can be individually set for the partitions with the boot
attribute and the code attribute; and

a third protecting unit which is configured to disable the writing into each of
the partitions, and is a common protecting unit which can be set with a command

having single setting clearing unit.

13.  The memory device according to claim 12, wherein:

the memory section is a NAND-type flash memory.
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14. The memory device according to claim 12, wherein:
the memory section is a NAND-type flash memory for multi-valued
recording; and

a physical characteristic of the partition, the attitude of which is different, is
different.

15. The memory device according to claim 14, wherein:

the physical characteristic is at least one of a time required for writing the data
into the partition, a time required for reading the data, the number of times in which
the data can be written, the number of times in which the data can be read, and

reliability of the stored data.
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