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(57) Abrege(suite)/Abstract(continued):

plurality of classes, (4) forming the bit string during the partitioning, (5) for each of the plurality of classes, factoring each of the
polynomials and, so as to define a set of irreducible polynomials, collecting these factors in registers defined for each of the plurality
of classes, (6) wrapping the values of the registers from the plurality of classes by means of an enumeration, (/) organizing the

enumerations and the bit strings into a knapsack, and, finally, (8) performing an exponentiation in a group to obtain the hash value
or the MAC value.
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ABSTRACT

A secure hashing method is providsd consisting of: (1) representing an initial sequence of bits as
a specially constructed set of polynomials as described herein, (2) transformation of this set by
masking, (3) partitioning the transformed set of polynomials into a plurality of classes, (4)
forming the bit string during the partitioning, (5) for each of the plurality of classes, factoring
each of the polynomials and, so as to define a set of irreducible polynomials, collecting these
factors in registers defined for each of the plurality of classes, (6) wrapping the values of the
registers from the plurality of classes by means of an enumeration, (7) organizing the

enumerations and the bit strings into a knapsack, and, finally, (8) performing an exponentiation
in a group to obtain the hash value or the MAC value.
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METHOD, SYSTEM AND COMPUTER PROGRAM FOR
POLYNOMIAL BASED HASHING AND MESSAGE AUTHENTICATION CODING

PARATE GENERATION OF SPECTRUMS

Field of Invention

The present invention relates generally 10 data communication and storage. More specifically,
the present invention relates to systems and method for improving the security associated with
data integrity and authentication.

Background of Invention

A hash function is best understood as a map that sends binary strings of arbitrary length to binary
strings of length 7 (or hash length).

H:{0,1}* — {0,1}°

This 7 value is fixed in advance. Commonly used hash functions have a 7 value that varies
from 32 to 512 [5).

A Message Authentication Code (or MAC) is a hash function that incorporates a key, namely:

H:{0,1}* xK — {0,1}°

where K is a key space. When a user sends data, the hash value, or MAC value of the data is

also calculated and appended to the message. The recipient can then verify the integrity of the .
data by recomputing the hash value or MAC value and comparing it with the one that was
appended to the message, thereby enabling the recipient, for example, to authenticate the

message.

One of the challenges in providing hash-based data integrity solutions is that the hash value
needs to be efficiently computable, and collisions should be improbable. Specifically, given a

binary string M, it should be computationally infeasible to find another string M', satisfying the
following equation:

HM) = H(M)
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Hash and MAC algorithms are extremely important and at the same time the most vulnerable
systems of network security [5]. If a hash or MAC value can be determined by an external
agency, a “collision” has occurred. If hash or MAC values are subject to collisions, the recipient
of data can never be certain that the data in question has not bee tampered with or corrupted. Its
collision resistance measures the value of a hash (MAC) algorithm. Since the algorithm produces
a string of fixed length from a message of any length, it is clear that there will be collisions.
However, a good hash algorithm is one for which it is computationally infeasible to ¢reate a

¢ollision.

In a recent dramatic development, all the main hash algorithms MD-5, RIPEMD, and the MAC
algorithm SHA-1 were compromised. Collisions were created for MD-5 and RIPEMD, and a
group of Chinese mathematicians managed to reduce the number of operations needed to realise
the brute-force attack on SHA-1 to a danger level. It should be noted that SHA-1 is the hash
algorithm currently recommended by the US government. Keeping in mind that a lot of different
securnity applications (Kerberos, MIME, IpSec, Digital Signatures and so forth) are using hash
algonthms (mainly SHA-1), there is an urgent ne¢ed to construct new hash algorithms.

All the main hash functions and secure functions, including those mentioned above, are referred
to as iterated hash functions. They are based on an idea proposed by Damgard-Merkle {10].
According to this idea, the hash function takes an input string of bits, and partitions it into fixed-
sized blocks of a certain size g. Then a compression function takes g bits of i-th partition and m
bits from the previous calculation and calculates m bits of j+1 iteration. The output value of the

last iteration (of size m) is the hash value.

Since it now appears to be easier to create a collision in existing main hash functions and secure

functions, the development of new hashing algorithms that would not be based on the Damgard-
Merkle approach, is extremely desirable.

Various authors have considered hash algorithms when a message t0 be hashed is presented as a
class of various algebraic objects - elements of fields, groups, etc. Hashing based on polynomial
rcpresentation is known. One of the most famous approaches is to present data as a collection of

polynomials over the field of a certain characteristic. Carter and Wegman [11] proposed the
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method of presenting a message as coefficients of a polynomial, and a certain point of evaluation

of the polynomial is used as a key,

Krovetz and Rogaway [7] considered a message as a collection of elements (mo, m,, ..., my) of a
certain field F. A hash value of the message is a point y € F, which is computed by calculation

in the field F of the value mpk” + m k™ + .. + m &’ for some keyk e F.

However, these approaches do not represent the data in terms of polynomials, nor do they

compute the hash value using the factorization of these polynomials.

There is a need therefore for methods, computer programs and computer systems that while
utilizing hash or MAC algorithms (in particular algorithms of the SHA family) are operable to
provide an improved level of security over existing methods, computer programs and computer
systems that implernent SHA type hash and MAC algorithms. There is a further need for the
methods, computer programs and computer systems that meet the aforesaid criteria and are
further easy to implement with existing technologies, and are computationally feasible.
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Summary of Invention

In one aspect of the present invention, a secure hashing method is provided consisting of: (1)
representing an initial sequence of bits as a specially constructed set of polynomials as described
herein, (2) transformation of this set by masking, (3) partitioning the transformed set of
5 polynomials into a plurality of classes, (4) forming the bit string during the partitioning, (5) for
each of the plurality of classes, factoring each of the polynomials and, so as to define a set of
irreducible polynomials, collecting these factors in registers defined for each of the plurality of
classes, (6) wrapping the values of the registers from the plurality of classes by means of an
enumeration, (7) organizing the enumerations and the bit strings into a knapsack, and, finally, (8)

10 performing an exponentiation in a group to obtain the hash value or the MAC value.

Step (8) above may consist of the calculation of @’ in the field F,., where a is a generator of the
multiplicative group F,, . Alternatively, one may consider Vy, where F is an elliptic curve over

F,. and v Is a generator of the group E(F,. ). In fact, both of these methods are special cases of a

more general scheme in which we consider any abstract cyclic group G with a generator g, We
15  assume that the numeration of the elements of G requires a binary string of the size 7and that the
discrete logarithm problem in G is difficult.

Because of the polynomial representation described above, in order to create a collision in
accordance with the secure hash function described above, an attacker would be required to solve
a collection of systems of non-linear iterated exponential equations over a finite field having
20 specific constraints. In the case of a MAC, this difficulty is combined with the difficulty of
opening the knapsack, and the difficulty of (a) solving the clliptic curve discrete logarithm

referred to below, or (b) the discrete logarithm problem in the finite field, and this further
contributes to the security of the method of the present invention.

As a result of the structure of the procedure, the resulting hash or MAC value has tha following
25 important attributes:

2) the length of the output can be changed simply by changing the final step:

b) the computation is a bit-stream procedure as opposed to a block procedure;
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¢) creating a collision requires the solution to several difficult mathematical problems; and

d) varying some parameters (the number of the bit strings, or the length of the bit strings, for
example) allows easy variation of the difficulty of creating a collision.

Brief Description of Drawings

A detailed description of the preferred embodiment(s) is(are) provided herein below by way of

example only and with reference to the following drawings, in which:

Figure 1 “Scheme of hashing with separate generation of spectrums” is a flowchart diagram

1llustrating the steps involved in the present invention in connection with secure hashing.

Figure 2 “Hashing with iterations™ is a flowchart diagram illustrating the steps involved in the
present invention with consideration of rounds (iterations) in the process of the calculation of a
hash value.

Figure 3 “Message authentication coding with iterations” is a flowchart diagram illustrating the
steps involved in the present invention with consideration of rounds (rterations) in the process of
the calculation of a MAC value.

In the drawings, preferred embodiments of the invention are illustrated by way of example. It is
to be expressly understood that the description and drawings are only for the purpose of
illustration and as an aid to understanding, and are not intended as a definition of the limits of the

invention.
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Detailed Description of the Invention

The secure hashing method more particularly consists of: (1) representing an initial sequence of
bits as a specially constructed set of polynomials as described herein, (2) transformation of this
set by masking, (3) partitioning the transformed set of polynomials into a plurality of classes, (4)
forming the bit string during the partitioning, (5) for each of the plurality of classes, factoring
each of the polynomials and, so as to define a set of irreducible polynomials, collecting these
factors in registers defined for each of the plurality of classes, (6) wrapping the values of the
registers from the plurality of classes by means of an enumeration, (7) organizing the
enumerations and the bit strings into a knapsack, and finally, (8) performing an exponentiation in
a group to obtain the hash value or the MAC value.

A number of notations used in this disclosure should be understood. M e £0,1}* shall represent
a sequence of bits, where {0,1}* is the set of all possible finite strings, |M| shall represent the
length of M in bits. As usual, M[X]M[]] is the concatenation of two bits from M, namely the 4-th

and /-th bits. We will write M(i, /) for the sequence of bits M[IIM[i + 1] ... M[j],if i <}, j < M| or
Mj1M[j-1) ... M[i] if j < i, i < |M|. By Mk, i]M{i, /] we denote the concatenation of two strings
Mk, i] and M[I, j]. If M and M, are two strings such that |[M] = M| then M @ M, is their bitwise

xor. For a sequence of bits M(7, j) denote by M (i, j) the complement string. Where there is no
danger of confusion, we will denote M(i, /) by M..

The method of the present invention uses polynomials of some fixed degree, say n. To make this
computationally efficient, we choose an » satisfying 4 < » <10, In this range, we can store a

lookup table to make factorization of polynomials very fast, We could choose a larger value of »
if we wished, provided we had more memory and computational power.

Irreducible polynomials of degree m are obtained as follows. For m > 1, the number of

irreducible polynomials of degree m over F, is given by the well-known formula

1 o
— mild)2
mJEM',ﬂ( )
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where p is the Mdbius function. For m = 0, we have 2 “polynomials”, namely the two elements
of the field. In particular, we have the following table of values for small values of m:

¢ | Number of irreducible polynomials
2

&
1

I N

Denote by J(n) the lexicographically ordered set of all irreducible polynomials of degree less

N ) o= E
i

than n with coefficients in F,, the finite field of two elements. Denote by irr(n) the cardinality
of J(n). Thus, irr(4) =7 and J&(4) is the following ordered list;

m Polynomia

For h €F,,, FCy(h, i) indicates the multiplicity of the i-th irreducible polynomial from J(») in
the factorization of #. For example, for n = 4, noting that the third element in J(4) 15 the
polynomial x and the fourth element is x + 1, we have

FCix"+x,1)=0, FCyx*+x,3)=1, FCi+x%4)=1,

It is evident that FCu(h, 1) = 1 if and only if » = 0 and FC,(h2)=1ifand only if » = 1. Later,
when it is clear from the context, we will omit » and simply write J and FC(h, ).
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It should be understood that for any polynomial # over F, of degree less than » denote by int(h)

an integer number represented by 4 as a binary number. For instance, inf(x’+x*+x) = 14 and
int(x* + 1) = 9. In general, if

_ n-1 h—2
h=a,x"" +ax" " +..+a_,

is a polynomial with coefficients ay,..., @, from E,, then let us define the integer @ by

i {0 ifa; =0inF,
a, =

1 Ifai=]1inF,.
Then,
intth) = @p2™" + &2 + .. +a,,2°
Padding

It should be understood that a sequence of bits could be empty or could be of a small size, and

therefore there may be a need for padding. Let M be any sequence of bits. Denote % = M|. As

M can be empty we describe the padding procedure, If k is greater than or equal to 4096 bits, the
sequence is not changed. Otherwise we pad M to 4096 bits sequence as follows, We choose the

smallest m such that the total number of the elements of a Gray code of size m, is bigger than
(4096-%)/m and, after that, we pad (4096-k) bits of M by the elements of a Gray code of size m.

Recall that a Gray code of size m is an ordering of the elements of {0, 1)” in such a way that
only one bit changes from one entry to the next. Thus,

00,01, 11, 10

15 a Gray code of size 2,

000, 001, 011, 010, 110, 111, 101,100

18 a Gray code of size 3 and

0000, 0001, 0011, 0010, 0110, 0111, 0101, 0100, 1100, 1101,
1111, 1110, 1010, 1011, 1001, 1000

1s a Gray code of size 4.
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Note that such padding requires knowing the size of a file beforehand. If we do not know the
size of a file, then by repeating the elements of a Gray code of such a size m so that the total
number of the elements of a Gray code is 4096, we can do the padding.

Splitting

Splitting is best understood as a stage in accordance with the present invention whereby the
string of bits is decomposed into smaller, overlaid bit segments or “classes”. This decomposition

can be achieved in a number of different ways: for example by means of random distribution or
other methods.

Let M be any sequence of bits. We assume that the size of M is at least 4096 bits, so the padding
of the initial string of bits has already been done if its size was less than 4096 bits, Denote k=

|M| and choose some #n;, 72, ..., 1, Where 4 € n; < 10. We split M into the set of the following

gequences:
(1) MO, M2, m~+1),..., Mk~n +1,%),
M(k—n +2, k) M[1], M (k- n +3, E)M(1,2), ..., MIKIM(1,n, — 1).

MU, m),MQ2,mp+1), ..., ME-n+1, k),
M (k—nm+2, k) M{1], M (k= nz +3, hHM(1,2), ..., MIKIM(1 ;2 — 1).

.......................................

M(,n)MQ2,n.+1),... Mlk—n,+ 1, k),
M (k—n.+ 2, k) M{1], M (k—n, +3, HM(1,2), ..., M[KIM(], n, — 1).

Note that any sequence M(Z, / + »; - 1) can be considered as a polynomial of degree less than n,

over K, , that is, if for some i < & — n; + 1 sequence M(i, i + n; - 1) is ay, ay, ..., Ay 15 then the

corresponding polynomial is

(2) ax"" +ax"*+. . +a
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Denote by S(M, n), S(M, n3), ..., S(M, n¢,) the given ordered sets (1) and note that any S(M, n))
contains k£ polynomials. Remark also that the just described procedure of forming the sequences
S(M, n; ), j =1, ... ¢ is a stream procedure. Of course, in practise, there is no need to consider all
sets S(M, n)) forj =1, ..., ¢, as the time of the calculation of a hash (or MAC) value in that case

5 will be increased, which will be discussed below.
Example I. As an example, consider the following sequence of bits A/ without padding:

011010

Let ny =4 and n; = 6. Let the procedure of forming sequences be S(M, 4) and S(Af, 6). So, the
elements of S(M, 4) are

10 P+ 2+, P+ x+ 1

while S(M, 6) contains elements
et R F R xR e Y xR

Now, we want to express relations between the elements of S(M, »)) for different /.

Consider some #;, j = 1, ..., ¢ and the corresponding sequence of polynomials S(M, »,). It is not
I5 hard to see that foranyi= 1, ..., k we get

(3) M, =AM] & BM:?-;z,
where
010 00
0 0 1 00
Pl 0 0 0O 00 ’
0 00

and

10
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0 0 0 .. 00

(000... 00
0O 0 0 .. 0O

0 0 0 .. 00
0 00 .. 10

are »; X n; matrices, M’ and M/, are transposed vectors.

Consider two sequences S(M,n, ), and S(M,n ), where n , <n, . Denote elements from

S(M,n, )and §(M,n, ) by M " and M," | correspondingly. Then the following hold:

@) M™ =DM ),
Ml‘?l' ~ 1)2(‘&{:',a )T,

lllllllllll llqov'olcllllilou.gruc,

M7y =D (M"Y,

where,g=n;, -n, , and

1 0 O 00
0 1 0 00
0

D, = 0 1 00 |

1]
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01 0 00
0 0 1 00
D, = 0 0 0 00,
0 0 0 .. 00
0 0 0..01.00
0 0 0..1..00
0 0 0 .. 00
0 w0
D, = 0 0 0’
0 0 0 .. 10
0 0 0 .. 0l

are n, X n, matrices and (M,”)" is a transposed vector M, .

5  Present one more way of splitting. We will refer it to as a contrary splitting.

Again, let M be any sequence of bits and we assume that it has the size at least 4096 bits.
Choose some n, n;,..., n,, where 4 < m;, £ 10, ¢ 2 2. Let us divide the set of the elements {»;
n3,.., N:} 1NtQ two parts, Ny and N3, As before, we split M into the set of the sequences in a form
(1) for the elements, say, from N,. At the same time, for the elements from N3, the splitting will

10 be different. Let us fix some »n from N;. Without loosing generality, we show how to organizc
the splitting for the fixed », the index of which will be omitted. So we form:

(1Y MKIM[k-1]. M[k-n+1], M[k-n]M[k-n-1].. M{k-2n+1],..., M[n-1] .. M{2]M[1],
Mn-2]M{[n-3].. M{1JM[E], M[n-3] .. M{IJM[k]M[k+1]. ... M{1]M[K] ... M{k-n+2].

Again, we generate the sequences (1°) for all the elements from Nz In contrary splitting, we
15  need to have at least one sequence in form (1°). Note that the division of the set {n, ny,..., ;)
into subsets Ny and N; can be done arbitrarily.

12
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Multiple Masking

The clements of the sets S(M, m), S(M, n), ..., S(M, nc) will be further transformed in
accordance with a multiple masking procedure. Masking is a transformation of the elements of
sequence (1). In fact, masking 1s a non-linear function that generates polynomials, having as
input polynomials that are obtained during the splitting. The main aim of masking is to provide &
non-linear transformation of the polynomials from 1. Such a transformation forces an attacker to
solve the system of non-linear equations in order to obtain the elements of sequence (1), based
on transformed polynomials. So, a non-linear function can be used for masking if the calculation
of values of the function is fast and results in a system of non-linear equations over the finite
fields, We have chosen a function that is quite fast and that results in a system of exponential
iterated equations. Below, we describe the construction of the function,

Based on the sequence of sets S(M, n1), S(M, n3), ..., S(M, n;) we prepere ¢ registers CUR, so

that, for any sequence S(M, m;), we associate sequence CUR™. We need to show how to
calculate the values of the registers and we describe the procedure for a fixed . Therefore, we

shall omit the upper index »; for CU R™ and instead of n;, we sometimes will use »,

We describe the calculation of the values of CUR iteratively, Let § and § be generators of
GF(2"). We set

CUR =M, ®56 8,
CURZ = M;.' e JW(M) 23 ﬂln(CUﬂ). :

CUR, = M, @ SEM:PnlM)Imed? o [ O(CUR, Ysin CUR, Dot 2

PRI SRR N OO N T IR IYRNNS P YR POYYPTYY

CUR, a M, @ §™MmrinM,-1)med?” gy g CUR . J+im{CUR.1)) mod 2"

fori=1,..,2"+1,

13
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For i=2" +2,...,k we calculate CUR, in accordance with

CUR{ — M @ é-(in‘riu.o-a)ﬂm(u., Ymod 2° @ﬁﬁﬂ‘(CURa..)*im(CUR#))modz‘
/

¥

where

d =i—2-int(M_), d,=i-2—in{CUR,_).

We stress that the procedure just described for calculating the values CUR, is, in fact, a stream

procedure.

We note that for the manipulations above, we are viewing F,, as a field and also as a vector

space over F,. Let f(x) be a polynomial so that there 1s an isomorphism of fields.

Denote by ¢, the isomorphism of vector spaces

BRI )— F

Let & and £ be generators of F,, corresponding to polynomials f(x) and g(x). We set

CUR =M, D¢,(5) D¢, (5),
CURi — M D ¢j’ (‘5’(""'( M,_ Jrint{ M,_» ))mod 2") B ¢ (ﬂ(im{ CUR,., Y+ind CUR,_5 )y mod 2“)
i - _
fori=1,..,2" +1.For i=2" +2,...,k we calculate CUR, in accordance with

L

CU.R, — M, &S ¢f (aﬁn‘(u:-a Hinl( M, ))"'0'52') = ¢g (ﬁ(im(CUR,..,)-riM(Cm,z ))mod 27 )

where

(5) d =i-2-int(M,,), d,=i-2—in(CUR_)

14
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As it was mentioned above, we calculate the values of registers CUR™ for all the elements of
the sequence S(M,n), S(M,n,),...,S(M,n ). Of course, for different n, we use different fields

Fw with the corresponding generators. Thus, we have prepared ¢ sets of collections of

polynomials
(6) CUR",CUR",...,CUR™ ,
where /=1,...,k. Itis clear that the combination of splitting and masking is a stream procedure.

Partitioning

50, ¢ sets of the sequences of polynomials (6) for i = 1, ..., k of the corresponding deprees are
~prepared. We choose some r; > 200. The value of 7, will define the number of classes, on which
we will split each sequence. On the other hand, », will also define the number of elements of a
knapsack that we are going to form. In order to construct the knapsack of a cryptographic
significance (for constructing, say MAC) we choose 7, not less than 200. Now we need to

distribute the elements of all the sequences (6) between the partitions. It can be done in many
ways.

One of the simplest ways of such a distribution is to assign the first k/r; elements to the first

partition, then next &/7; clements to the second partition and so forth. The last partition in that
case will contain &k mod r, polynomials.

Let us present another possibility of the partitioning. Firstly, we fix some number nm; of

polynomials from CU R ™ and associate them with the first partition. The next nm; polynomials

are associated with the second partition and so forth. In that case, we will have &/nnt ;) + 1

partitions for sequence CUR ™. Then, we consider nm; polynomials per partition for sequence
CUR ™, nmj polynomials in one partition for CUR ™ and g0 forth. In general, for a sequence

CUR™, we choose nm; polynomials in one partition, which means that the sequences of

polynomials (11) will be split into

kmm; + 1, Knmy + 1. Kom, + 1

15
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partitions, correspondingly.

For hardware implementation of the presented hash and MAC system, an :aﬁ‘:ciem way of
distributing the elements of sequences (6) between partitions can be defined as follows. We
choose some number z greater than or equal to 1 and assign the first z elements of the sequences
to the first partition, the next z elements to the second partition and so forth. When the last 7,-th
partition is considered we return to the very first partition and the next z elements we assign o it
then we use the second partition and so on. In the case of MAC number z can be defined by (part
of) a key.

Note that all the methods presented above of partitioning the polynomials from the sequences (6)
have one specific feature, namely, a few (neighbouring) polynomials can be assigned to one and
the same partition, say, in a framework of one iteration.

Now we want to present a few methods of the partitioning, usage of which will guarantee that
any two neighbouring elements cannot be sent to one and the same partition, during one

iteration.

The next few possibilities of partitioning are based on the calculation of special indices. We
calculate ¢ sets of indices in accordance with '

(7) ind,’ (1) =int(CUR™ +1) modr, +1,

ind,” (2) = (ind" (1) +in(CU R}’ ) + modr, +1

indy’ (f) = (indy’ (I— 1)+ int(CUR" ) + )mod r, +1

for j=1,..,¢,i=3,.,k. We need to assign to each value CUR" one of r; partitions, where
J=1 .., i=1, .,k For CUR" we calculate the value ind,” (i) in accordance with (7), and

the value will define the partition, to which CURY will be assigned.
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Consider a few more possibilities to construct the index of the partitioning

(8) ind)’ (1) = (int(CUR"” ©M,)+1)modr, +1 ,

ind, (2) = (ind, (1)+int(CU Ry ® M,)+1)modr, +1,

e vewmvecssnsiNltrrsesnratast i liosuvnenumantLitlrvanatacdindss YT an Rt 1o ke

5 ind,’ (i) = (indy' (i =1) +int(CUR," @ M,}+1)modr, +1,
or
) nd™ (1) = int(CURY) +int(M,) + 1) mod 7, +1,

indy’ (2) = (ind;’ (1) +int(CU Ry’ ) +int(M, )} +1)modr, +1,
10 ' ind;’ (i) = (indy’ (i — 1)+ int(CUR" ) +int(M,) + ) mod r;, +1;
(10) ind,’ (1) = (int(M,)+modr, +1,

indy (2) = (ind,’ (1) +int(M,) +1)mod r, +1,

ind,’ () = (ind,’ (i = 1) + int(M,) + ) mod , +1

15 and so on. Thus, any function of calculating the indices that involves in one way or another the

clements of the corrcsponding S(M,n;)) or CUR™ c¢an be used for defining the indices, When we

consider MAC, such a function can be dependent on a key.

We present one more method of partitioning the polynomials. We will refer to it as the
conditional distnbution.
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To every n;, associate two numbers ¢, >0 and g>0. Then, for any j, if M[1] is 1, we assign

CU R to partition g, , otherwise, to partition g;+ g; , and consider the calculated partition as the
current partition. Assume that the index of the current partition is 4. If, then, M/2] 15 1, we
assign C' U Ry to the partition A; + g, otherwise, polynomial CU R;’ will be sent to partition 4,
+ g;+ g, and so on. So, if on the /-th steps of the consideration the current partition partition aj,

then if M/i+1] is 1, we assign polynomial CU R, to partition w;+ g, otherwise, we send it to

partition w+ ¢, + g. If w4+ g, + g (or as+ g)) is greater than r;, where r; is the number of

partitions prepared for the sequence CU/ R, we start counting the indices of the partitions from

the very beginning. In the simplest case we set g, = g=1J.

Forming the bit strings

In a framework of the current subsection we will refer to tables, instead of partitions. We want to

show now how to construct special row matrices, which we will name the bit strings. Note that

the bit strings are constructed so as not to allow sending any two neighbouring pelynomials from

any sequence CUR™ to one and the same table.

Denote by 7h” the i —th table, related to sequence CUR™ and by Tb,’ let us denote the s—¢h,

element (entry) of the table, where 5= 0,...,.2"7 =1, = 1,...,c. In fact a table (or a partition) is a

row matrix containing 2" elements.

To each table T we associate, then, in general, 2" bit strings e™ of length sz™, that is, the

length of the bit strings for different sequences CUR™ can be different. Denote by

H"

e’, j=1..,c,i=1..r" s=1..2", the bit string that corresponds to the suitable element of

Ib,/ of table Th*. Denote, at last, by e/ (¢),1=0,..,sz™ the t—-¢h bit of the bit string .

Before the calculation all the bit strings set to 0.

We emphasize the fact that, in general, for different sequences CUR™ we generate different

numbers of tables " .
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We say that table 7h,/ is activated on the w—th step of the calculation, if the table was chosen

by, say, rule (7), that is, if on the w—th step for the corresponding j holds

u =ind,’ (w).

So, if the table Th'/ 1is activated on the w~th step, the element 75/, where v=CUR,’, will be

incremented by 1.

Denote

o _| Do (OCUR) +1)
A :

r

n,

Assume that on the w—1th step of the calculation the table 75’ is activated and the element

Th! of the table, where v=C UR:’ , is incremented by 1. Denote g = sk’ .
We want 1o describe the procedure of changing the values of the bit strings iteratively.

Let g <sz™ . Recalling that all the bits of all bit strings set to 0 before the calculation, we set
e,. (1)=1,
where s=v +1.

Let g > sz™ . We describe three ways of updating the bit strings in that case.

CASE 1. We calculate ¢’ =9 modsz™ and assume that before the activation of the table Th./,

the value of the bit ¢,/ (¢") was B. So, we compute the new value of the bit as follows

e (@)=B®1.
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CASE II. At the end of each iteration we provide intermediate calculations, save the results of
the calculation, set to 0 all bit strings e/, k=0,....,2", and start updating all the bit strings from

the very beginning. We will show below how to provide the calculation in that case.

CASE III. We carry out the factorization of the elements of the tables 75,7, i =1,...,r'/, calculate
the final integers, based on the intermediate values of factors and the bit strings, set all
considered tables and all bit strings e, k= 0,..,2" to 0, and start generating all the tables and

the bit strings from the very beginning. We will show later how to process the computation in

that case.

The bit strings play a role of the second, say, "time" dimension for the elements of the tables.
Indeed, when we activate the tables, we just increment their values and we do not have any idea

about the "time", when the activation took place. Using the bit strings, we fix the "time" of the

activation. Saying "time" we mean the value sh‘, defined above. In other words, we are

interested to know during which iteration of the distribution of elements of CUR™ between the
tables, that or another table was activating.

It is also very important that if we generate all bit strings e, for all s=1,...,2™ at least for one

fixed n,, we can restore the whole sequence CUR™ , based just on the bit strings and the values

of the corresponding tables. Note that such a restoration is impossible without this second “time"

dimension, that is, without the bit strings. Recall that the sequence CIU/R™ is uniquely related to
an 1nrtial file. Of course, we need in that case to use the procedure of updating the values of the
bit strings (and tables), described above as CASE I11.

In general, there is no need to generate all the bit strings e;”, for all s=1,....2", as it can reduce

the speed of the program and will require extra memory. There are possible a few variants of
collecting the bit strings.

We prepare just one bit string e, for each table Th" and when the table is activated (no matter

which exactly element of the table is incremented), the bit string is updated. In that case, of

20



10

15

20

CA 02546148 2006-05-09

course, we are not able to restore the initial sequence CUR™ , as we will not have the possibility
to detect at which "moment" different values of the table were incremented, but we save the

memory and time for the calculation of the final hash value,

n

At the same time we can prepare bit string e, for each table 75" and a few bit strings
e, ., k=1,..,y,, and we will update the bit strings directly just for those elements, for which we

prepare the corresponding bit strings, for the rest of the elements of the tables bit string e/ will
be updated. Such elements can be selected, say, during the process of forming the tables, So we
prepare a bit string e,J, and for the first x <2" elements of the tables we will generate the

corresponding bit strings. If some of the first elements are repeated, we choose the next

"available" element of the table. The number of the prepared bit strings and the elements of the
tables, for which the bit strings are prepared, for different tables (even for the same sequence

CUR™ ) can be different and can be defined by a key in the case of MAC. We can also consider
the situation when for different iterations the number of prepared bit strings will be different.

At last, all bit strings for all the elements of all the tables or of a part of the tables, excluding e

can be used. This is the case when the features of a file are collected in the most complete way.

When we finish the processing a file, the following methods of the calculation, based on a value

of the bit strings, can be considered. Let’s start with the case I of updating the bit strings.

At the end of the calculation we obtain e’ bit strings i =1,...,»", ke ®,, where ©, is the set of
the values of the table 75,”, for which the bit strings are generated, more precisely, if we form a

bit string for element 75,7, then ®, will contain element s+/. Itis clear that @ , contains at least

one clement 0. If we use just one bit string, namely, e we get

(11) BS™ (i) = int(e™).

In general, we compute

21



10

15

20

CA 02546148 2006-05-09

(12) BS™(i)= ) (x+1)int(e;’).

xe@,

CASE II. As we set to 0 all bit strings at the end of each iteration, we need to form BS™ which

is based on the intermediate values of the bit strings. Again, we fix some 7 and assume that the

number of iterations (the number of setting the bit strings to 0) is num ,- Denote by /BSi(u), u =

1,...,r; the intermediate values (integers) of the bit strings, calculated by (11) or (12) at the end
of k-th iteration, k = /,..., num, . In that case we get

(13) BS™ (i) = IBS,(i) + 2 * IBS, (i) +...+ num * IBS,,, (7).
We will use the integers BS™ (i), for i =1,...,7™ when we calculate the knapsack.

Factoring

For every sequence of polynomials CU R™ (that have already been distributed between

partitions and the corresponding tables), prepare new registers R, i=1, ...,r, k=1, ..., irr(ny),
J= 1, ..., ¢, where, again, irr(»n)) is the number of irreducible polynomials of degree less than n;.
So for the sequence of polynomials CU R™ we define »” partitions and any partition is

assoclated with irr(n;) registers, Set the initial value of all the registers equal to zero. The values
of the registers will be determined by means of factoring the polynomials of sequences (6) in the
following way.

On the i-th step, having calculated the value CU R, (which has been assigned to, say, partition

x), we increase the values of the registers R}’ by
FC, (CUR" k)

for k = 1, ..., irr(n}). The values of the registers R, of all the sequences (6) are the desired

features of initial sequence of bits (file) M. We will call values R} the spectrums,
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We describe one more algorithm of the factoring. We will call it the conditional factoring.

We prepare r; partitions and assume that each of the partitions "is responsible” for certain
section of a file. We can do it by means of certain formula, say, elements M;, Mzp,... and so on
form "the area of responsibility” of the first partition (assume that considered r; is equal to 200),
then M, Mjp,,... belong to the “area of responsibility” of the second partition and so forth. Such a

formula can be not that straightforward, that is, any easily calculated rule of the conditional

distribution can be considered. When we calculate CU/RY we also calculate the index of
partition to which it has to be assigned. Assume that partition ¢ is chosen. In this case, if M,
from the considered CU R™ belongs to the “area of responsibility ” of the ¢urrent partition, that

18, partition ¢, we multiply the corresponding factors, say, by 2 (in general, by any fixed number)

before adding it to the corresponding spectrum, otherwise we do not change it.

Enumerating the Spectrums

I. Cantor Enumeration

Cantor enumeration can be presented as a recursive function [4]
¢, iN* >N,

which enumerates any finite ordered sequences of integers. If d= 2 then for any pair of integers
< X,y > we have

(x+y)’+3x'+ _
> .

cz(xs y)=

Let n = ¢(x,y) for an arbitrary pair < x.y >. Then there exist two functions {(n) and »(n) such that
x =I(n) and y = r(n), where '

l(ﬂ)=?1-0.517 JSn;l l”- JSn-zbl l-l
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and

2

r(n)=[£—__1_“3”+1”1 —)(n)-1.

The functions c(xy), I(n) and r(n) are related by the following correspondences
e(f(n), r(m) = n, {c(xy)) =x, Kc(x%y)) = .
One can easily enumerate triples, quadruples of numbers and so on. Indeed,

c3(x1,X2,%3) = ca(ca(X1,%2), X3),

More generally, define
Cn+l(x|:rxls sy xn-l-l) a C.n(CZ(xIDxZ), x31 tevy xﬂ*l)'

Number

CnlX1,X25 110y Xn)

15 ¢called the Cantor number of the n-tuple
CXLoX2y v0es Xy =
Note that if

c"(xf7x2$ rany xﬂ) Ex)

then

'x,, = (%), Xp.1 = 7X), ..., X3 = rl...l(r), xy = ... 1[(x).

I Calculations of Cantor numbers of the Spectrums

Consider any sequence CU R™, for which we have already calculated spectrums Ry i= 1, ..., r,,
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J =1, ..,irr(ny), I = 1,..., ¢ (we omitted upper indices of the registers Ry here). Define now the
enumerating procedure of spectrums (registers) Ry, | £i<r, 1 <5 < irr(ny). If we compute

numbers E; for 1 <7 < r by means of direct enumerating, that is, as follows
Ec = crrr(n,) (Ril > R;l yrea Rnrr(n,))’

where ¢, , 1s the above-described Cantor enumeration function, we can obtain really huge

numbers. For instance, if we enumerate the following spectrum for » = 6 directly, that is, by
E=ce(5,3,161,139,37,21,13,9,6,3,2,2,3, 1, 4, 2)

we obtain the number in 32892 digits, which is unacceptable. Therefore we describe the
following enumerating procedure.

Consider any spectrum Spec; = (5, 52, ..., sy, where j =7, 10, 16, 25, 43, 71, 129, which, in
turn, corresponds to n; = 4,5,...,10.

CASE 1./ =7, We set

Ez=c(c(c(c(sy, s2), 83), (54, $5)), (56, 57)).

CASE 2./ =10 We set

Ep=c(clc(c(s;, s2), s3), C($y4, S5 )), c(c(ss S7), c(c( S S9), S10))).

CASE 3., =16. We set
E\y=c(c(c(s1, $2), c 83, 5¢), e(c(ss, 5¢), c( $7, 55))),

E\ =c(clc(so, 510), ¢ 811, $:12)), e(c(513. 514), € 815, 516))),

and finally

E,=c (EI.G' Elqs)-
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CASE 4. = 25, 43. We divide 25 and 43 elements of the spectrums into 7 and 10 groups,
correspondingly, in the following way. We take the first nine elements of Spec;s and compute

integers
c(s1, ¢(s2, $3)), ¢(54 (55, S¢)), c(s7. c(ss S9).

Then we divide 16 remaining elements of Spec;s into four groups by four elements in each group
and calculate four integers by

cle(sio Si1), (812, 513}, c(c(514, 318), (516 S17),

¢(c(513 Si9), c( 830, 521)), ©(C(522 823), ¢( S24, 525).

We eventually get seven integers, which will be enumerated as it was described in CASE 1.
Considering Specys we act in the same manner, just divide the ¢lements of the spectrum into 7
groups by 4 elements cach and 15 last elements by 5 elements each. Below we show how to

enumerate the group of five elements a, &, ¢, d, e. We set

e(e(a, ¢, ¢)),c(d, &)
We obtain ten integers and apply the procedure, described in CASE 2 above.

CASE 5.7 = 71, 129. Consider Spec;;. We divide the elements of the spectrum into 16 groups.
First nine groups contain 4 elements each and 7 remaining groups contain 5 elements each. We

have already shown how to enumerate a group of four or five elements. We get 16 integers and
apply the method of CASE 3.

All the elements of Spec; s are divided into 25 groups. The first 25 groups contain 5 elements

each and the last group contains 9 elements, which we enumerate in accordance with

cfee(a, c(b, d)), c(e, cff, h))), c(g (i, j))).

We get 24 integers, which we enumerate in accordance with the method of CASE 4.

As we calculate the enumeration procedure for every partition i =1, ..., 7y and for every sequence

CUR"™, I=1, ..., c we obtain 7; ¢ integers £,
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QOrganizing a Knapsack

As a result of enumeration we obtain integers £y, i = 1, ..., r,j = 1, ..., ¢. These integers are
associated with the corresponding tables that we obtain after the factorization. The bit strings
also are calculated for the tables and therefore we want to show how Ej; and the corresponding
bit strings should be combined. As the partitioning procedure and the procedure of collecting
factors can be realized in different ways, we will consider various possibilities of forming the
knapsack. In fact, we have to consider three cases that were described in the subsection

“Forming the bit strings”.

CASE I, 1I. As the bit strings already processed, that is, as integers BS'™ (7), =1,..,r, are

calculated for j =1, ..., ¢, we compute ¢ knapsacks

+BS" (7).

W

V, = E,, +BS" (1) + 2E,, + BS™(2)) + ..+ 1 (E

CASE III. We set to 0 all the bit strings and all the tables after updating the bit strings. Again, we

fix some j and assume that the number of iterations (the number of sctting the bit strings to 0) is

num,. Denote by IBSi(u), the intermediate values (integers) of the bit strings, calculated by (12)
or (13) at the end of A-th iteration, k = /, ..., num, , and by IE (u), where u = 1,...,.r, k= 1,...,

num the enumerations of the corresponding intermediate values of register R. Then we calculate

(remind that ; is fixed)

V, = IE,(1) + IBS,(1) + 2(IE, (2) + IBS,(2)) + ... + r, (B, (r, ) + IBS, (r,)) +
2(1E, (1) + IBS, (1)) + 3(IE; (2) + IBS,(2)) + ...+ (r, + )(IE, (r,) + IBS, (r,)) +

.......................................................................................................

+ 1t (1E pyp, (1) + IBS,,, (1) + (1 + ntim, Y(IE,, (2)+ IBSy (2)) +... +

ITHm num j

+(r, + num, —~1YIE,,,, (r,)+ IBS,.. (r,))

uumf

Keeping in mind the construction of all standard hash functions we can conclude that the
proposed hash function possesses the following specific feature.
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In the Damgard-Merkle construction, each block of fixed size is hashed and the calculated
intermediate hash value is combined with the next block. In the construction described above, we
have a different situation. Each block and associated bit string yields a factor table. Moreover,
the bit string is xor-ed to the bit string of the next block (see CASE I in “Forming the bit
strings™), and the factor table construction is iterated. Finally, we obtain a bit string and a

cumulative factor table.

Lxponentiation

Let, further, G be a cyclic group for which the discrete loganithm problem is hard, and assume

that g 1s a generator of . Let 7 be the size (in bits) of presentation of any element from G. We
define a general scheme of computing points H; of group G, basedon V;, i = 1,....c. We set

We show two examples of the calculation of H;, based on the above-described general scheme.
Example 1, Let 7be a length of a hash-value. Choose a primitive element

y € GF(2F)

Then values H; of G are defined by
(14) H;=y"

Example 2. Choose a GF(2°) and let £ be an elliptic curve over GF(2™) with good cryptographic
propertics [3]. Let ¥ be a generator of E(GF(2%)). Then the points H; of E(GF(2Y)) are calculated
by

(15) H=Vy

The Final Hash Value Calculation

Thus, we have ¢ elements H; = g" ofthe corresponding group G. We generate the final hash
value f7 of string of bits M in accordance with
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H=H)»x Hy x...x H,,

where x is the group operation. For instance, in the case of group E(GF(2%)) for some elliptic
curve £ over GF(2") we get

H=Hi+Hy+ ...+ ..

In that case, the x-coordinate of H is the final hash value of inital message (sequence of bits) M.

Message Authentication Coding

A secure hash function, or MAC is a map
H:{0,1}*xK — {0,1}",

where K 1s a key space. A key can be involved in the process of constructing a fingerprint in
some of the considered stages of generation of a hash value. The analysis of all the cases will be

done below,

We want to present some of the possibilitics of usage of a key. So, let X be a key. Using K as
input for an appropriate pseudo-random gencrator let us generate a sequence S of size &, where %

is the length (in bits) of initial sequence M. Denote by §) the i-th bit of sequence .

Key scheme on the stage of splitting

Assume that we have a key X of a size / (in bits) and denote by S;, i = 1,..../ the i-th bit of the

key. Below we describe various possibilities of implementing a key into the proposed
construction of a hash function.

A. At the stage of splitting for some fixed ;j we form the sequencc of polynomials S(M, »,) in the
following way. For any i we consider the value of S, If §) is equal to 1, we include element M,
into S(M, n;), otherwise, element A, is not included in S(M, ny).

B, We apply the same procedure of including elements M; into S(M, n;), depending on the value
of §;forallj=1, ..., ¢
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C. For some fixed ; for any i if S; is equal to 1, we include element M; into S(M, »;), otherwise,

instead of M, we include its negation, that is, element E

D. The procedure described in C is appliedto allj=1, ..., c.

E. Thej, for which we apply schemes A and D, is defined by a key X, that is, it is a part of the
key X,

F. In all considered schemes A —E, we use bits of a key X as elements of S,. In that case, we just

need to use &/l + 1 times key X, where /¢ is the length of X in bits.
We do not change any of the remaining stages of the generation of a fingerprint of M.

Key scheme on the stage of masking

A. For some fixedj and forany i = 1, ..., kif S, for instance, is 1, we calculate

CU Rﬂj — M @ a(iﬂ‘(uhl )*iﬁd(Mdl ))md 2'} @ ﬂ(i“l(“-UR:?l )-+mt(CU Rﬂ] )) mod 25}
i A |

IfS} 1S 0, then

CU R = M, ® S8 Minrnd(ba oz g’ (i CUR' WK CU Ry raod 2 '

B. We apply the procedure, describedin Atoallj=1,.... ¢c.
C. TheJ, for which we apply scheme A, is defined by a key X, that is, it is a part of a key X.
D, In the scheme A — E, we can use bits of a key X as elements of S..

We do not change any of the remaining stages of the generation of a fingerprint of M.

Key scheme on the stage of partitioning

We describe the scheme of involving a key on the stage of partitioning elements CU R,/ .
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A, Based on a key K, generate randomly & integers x; and form the following sequence of

Integers y;
k
y, = Zx, modr.
=1

For some fixedj, CU R/ is aSsigned to partition y+1,

5> B. Fix some; and consider 5. If Syis 1, we assign CU R|” to partition 1, otherwise, to partition
2. If then, S is 1, we assign CU R.’ to the current partition, that is, to partition 2, otherwise,

polynomial CU R;’ will be sent to partition 3 and so on. So, on the j-th steps of the

Ry

consideration, let the current partition be partition @, If Sis) is 1, we assign polynomial CU/ R",

to partition w, otherwise, we send it to partition w+1. If w+1 is greater than r, where #; is the
10 number of partitions, we start from the very bcgirjm'ng, that is, partition 1 will be chosen as
partition number w+1.

C. The procedures described in A and B are appliedto allj=1, ..., c.

D. Inschemes A and B, the fixed; is defined by a part of a key X.

We do not change any of the remaining stages of the generation of a fingerprint of M.
15 Key scheme on the stage of forming the bit strings

A. A key K defines the sequence of the elements for the corresponding tables for which we will
prepare the bit strings for a certain ;.

B. The same as A but for all ;.

C. A key K defines the tables, for which we will generate some fixed number of the bit strings
20 for the first coming elements for a certain j.

D, The same as C but for all ;.

We do not change any of the remaining stages of the generation of a fingerprint of Af.
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Analysis of Hash Function
Running Time

First of all, let us define the running time of the algorithm. The main problem in realizing the
algorithm is the factorizationof CUR™,i=1,...,k,j=1, ..., c. But for small », say »n < 10, we

do not have many irreducible polynomials, for instance, for » = 10, the number of the

polynomials 1s 127. Besides, first, we can just count all the elements of any partition. It means

that it is necessary to use more registers, that is, exactly 2 registers, and then we can use the

table of factors for all 2" elements. Since n is not large, the table is not large either.

In that case, to form the tables we need to calculate 2*(k-1)*n; xor operations, k*»; bit sums and

(k-1)*ny sums by modulo 2/, where j = 1, ..., ¢. To form the bit strings we need to perform

additionally (depending on the scheme of updating) at least & xor bit operations. We ignore the
time needed for the calculation of ¥; and the final hash value H.

It can immediately be seen that the greater ¢ the more time we need to generate a hash value.

Analysing the bit strings, we want to emphasize the fact that having the possibility to vary
different possibilities of the usage of the bit strings, we, in fact, obtain very fascinating
construction of the hash function with varying level of security.

T'o understand it, assume that we do not take into account the values of the bit strings and let's try

to analyze the possibility to generate two collided files, that is, two files with the same partition
tables, as the final hash value will directly depend on the values of the partition tables.

Consider a finite state machine (FSM) with the file to be hashed as input and a list of indices into
the partition tables as output. These indices indicate which partitions should be incremented as a

result of processing each bit, Note that in that case varying the order of these indices does not
change the resulting hash.

We only consider the possible states the machine may be in at the end of processing each bit.

Only CUR"™ and the current column in the partition table for every n» ; form the state space, while,
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for instance, the partition tables are not a part of the state of this machine. The machine may need
additional states to handle the intermediate stages of processing a single bit, but we ignore these.

Consider, for example, the case ¢ =2, say, n =4,n, =6. Assume also that the number of the

tables for cach of the cases n, and n, r $256. We need to cvaluate the number of states of the

FSM. So, we have that to represent CUR" and the table, to which it will be associated, we need 8

bits. Accordingly, to represent CUR® and the number of the corresponding table we need 6 and 8

bits, correspondingly.

It means that this FSM has at most 2* distinct states, which is not enough, as two collided files
can be generated in feasible time. We present here very rough calculation of the states of FSM.
(In fact, FSM has (tuch) more states, as any CUR, depends on the corresponding chain of CUR;
as well as any M; depends on a collection of M. ) However, again, we simplify the situation in

order to understand the influence of the bit strings.

The situation is absolutely different if we take into account the bit strings associated to each
table. Even considering just one bit string per table and, keeping in mind that the length of a bit

string is 200, we can conclude that the number of states of FSM is increased by 22 states.
Moreover, increasing the number of the bit strings, associated with the tables, we increase the
number of states of FSM. In other word, we can easily change the very important parameter - the
number of states of FSM, .associatéd with our hash function, which, in turn, means that the level
of security of the hash function c¢an be easily controlled and changed in accordance with

necessity,

Let's now estimate the number of bits of a hashed file that will be processed 1n a framework of
one brt string of the length sz™ before its updating. If +™ is 2 number of tables for considering

sequence CUR™ | then, in average, using the distribution of the elements by means of indices (7)

r
2% /2

"portions™ of a file, each of which is #, bits of length, that is, we get in average

— (10), we will process
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bits. For example, if for », = 4, the number of tables is 200 and the length of the bit string 1s

200, we get

[2; ;Z]SZ"’H, =(200/8) *200+4 =20000.

5  That is, we are able to process an initial file, block by block having the block size about 20000

" bits. Recall that the block size of all the existing hash algorithms, including all algorithms of

SHA family, ts $12 bits. Moreover, every time (every updating) the length of the block size is
different, and, the most irnportant, it is unique, and regulated by specifics of a file wtself.

Simple calculations show that using the conditional distribution of the polynomials, say, for the
10 case g;= g= I, we can process the blocks of the size up to 120 000 — 140 000 bits.

Note also that we process all the blocks bit by bit, which is also different from all the existing
hash function, where the whole block has to be processed during an iteration. Finally, based on
expression 20, we can see that the length of the block depends on the number of tables and the
length of the bit strings. Varying these parameters allows us changing the length of the block

15  size, that is, changing the parameters of security of the hash function, as the bigger block the
more exactly, or carefully we can collect the specific features of an initial file.

Possible Attacks

To create a collision one has to know all the spectrums for all the partitions and for all s
J=1, ..., ¢. Besides, an attacker has to form the corresponding bit strings.

20  Analyse, first, the possibility to create a file with such a spectrum that coincidences with the

spectrum of the hashed file. Repeating all the stages of all the calculations can do it. Thus, one
can obtain the spegtrums

R'{l RN R

yrr{m }? “Nirr(ny Y309 Hrrmy)
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Taking into consideration expression for calculating the values of register CU R, that is, the

expressions

cCU R‘"“ =M(i,i+n— 1)@ 5:?‘“"'”“‘““" )mod 2" 45 ﬁ(‘“‘(amf-l W CU Ry, Yymod 2/ ’

where 6’,,, and ﬂ,,, are the corresponding generators of finite field GF(2™),/j=1, ..., ¢, we can
WT1te
- ) " r‘;{ -
CURY = i f]4 .. frperd’.
Here /i, /3, ..., ,,(,,j) , /= 1, ..., ¢ are the ordered irreducible polynomials of degree less than »,

with the multiplicities ¥,/ , ¥/, ..., Y,,,,l,,}, , that we obtain during the factorization of

polynomial CU R/ . We get, further

'j g )::‘:.' i » i ?. ”,
(16) SIS o foints? = MGy + 1= 1)@ & Hila dmedz™ g

D ﬂ(inl[C'URr-| MK CU Ry, ))mod 2™/

n, ?

where fori=1, ..., kandj=1, ..., ¢. Besides, we have

(17) Z}’I‘U_ 11 s ZYW =Ryl y0ns ZY:I,! =R,

kﬁ
12: in"I = Ryf seres ZY:;J =R:§,

f--k +1 !-k‘_’ +1

3!
n n, i — P " .1
Z 'an,) irr(n, )0 inﬂ(n',] Rz:rr{n,)’ °2 ZYH':'(»,) ‘Rﬂﬁr(n,

{m] fcﬁk| +l 3"*,_.' +1

Note that, &, k2 - k..., %~ k,.; are the numbers of polynomials in the corresponding partitions.
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So, to create a collision, one has to solve ¢ systems of non-linear iterated equations (16) with
additional constraints (17) with unknowns M;. Besides, all unknowns M; have to be related in

accordance with (3).

But the most important circumstance of the construction is that even if one manages to solve the
system of equations (16) for a particular fixed 7, that is, even if one manages to generate the

sequence M, that eventually gives the same point H; of group G, it is impossible to control the

rest of the ¢-1 systems, as all of the elements from different S(M, nj),j =1, ..., ¢ are related by
(4). Besides, the number of partitions for different j =1, ..., ¢ is different.

It means that even if one can find such a sequence of M, (which is different from the M;, i = 1,

..+, k) for a particular j, this will only result in the possibility of obtaining just one point Hj, while
the rest of the points — elements of group G — will be c¢alculated automatically and one does not
have any possibility 0 change them, because of the established relations (4) betweén the
elements from different S(M, »;), j =1, ..., ¢. It means that one does not have any systematic,
algorithmic possibility to control all the group elements H;, which eventually means that one
does not have any possibility to control changing the final hash value H.

We stress that the number of iterations of the proposed hash function is at least, two. So the
considered above system of non-linear equations, (which was written for the first iteration) must

be solved again, but just one needs to consider CUR, instead of M.

However, even overcoming all the problems, related to finding such a sequence of bits M" that

gives the same spectrum, does not allow creating a collision. The key point (on a top of solving
the collection of systems (16)) is the difficulty of the creation of such a sequence of bits M~ that

at the same time (on a top of satisfying the collection of systems (16)) gives the same collection
of the bit strings.

Analysis of MAC

In the case of MAC, one cannot restore all the spectrums as they are formed with the usage of a
key K. Therefore, there is only one way to obtain all the spectrums in order to consider all the
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systems of non-linear equations 16. Firstly, the discrete logarithm problem has to be solved in
order to find H. The, for instance, for the case of elliptic curve, taking into consideration that

H=H1+H2+ ...+Hc,

additionally an attacker needs to “guess” H), /3, ..., H.. If one even manages to find all H, j=
1, ..., c, he needs to open ¢ knapsack. Keeping in mind that since we use not less than 200
partitions, the difficulty of the opening one knapsack is

o).
The Key Attack

The key attack is also quite difficult to apply to the considered MAC function. Indeed, an
attacker has to perform around 2% attempts in order to carry the attack out, where /X is the size
of a key XK. If, for instance, /K = 160, it means that an attacker needs to provide around 2%
exponentiations.

In the case of usage, for example, NIST curves, times for the calculation of kP for the

corresponding curves are presented below. The calculations were made on a Pentium I, 400
MHz.

The data on the calculation of &P can be found in [9]

Nn. NIST Time
curve S
. K-163 1176
K-233 2243
3

K-283 3330

3 K-409 7611"'

From the table, it becomes clear that the attack can be hardly realized.
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Enhancing the Security

The hash function consists of at least two iterations. The security of the hash (and MAC)
function can be sharply increased by means of increasing the bit strings, as such an increasing

implies the increasing the number of states of (FSM).

Iterated masking; see the flow charts “Hashing with iterations™ and “Message authentication
coding with iterations™ also increases the resistance to creating a collision, as in that case, the
collection of the systems system of the corresponding non-linear iterated equations will be much
more difficult.

Imple¢ementation

As on¢ cxample, the method of the present invention can be readily implemented in a
Dynamically Linked Library or DLL which is linked to a computer program that utilizes an
algorithm that embodies the hash function or MAC function described above, for ¢xample, an
encryption, decryption or authentication utility that is operable to apply said algorithm.

The computer program of the present invention is therefore best understood as a computer
program that includes computer instructions operable to implement an operation consisting of the
calculation of the hash value or MAC value as described above.

Another aspect of the present invention is a computer system that is linked to a computer
program that is operable to implement on the computer system the transformation of a MAC-
value, in accordance with the present invention.

This invention will be of use in any environment where hash functions and MAC functions are

used for data integrity or authentication (digital signatures being an example).

An example is secure email. Several widely used systems for secure email (such as PGP and
S/MIME) use SHA-1 as the hash algorithm.

Another application is to secure Virtual Private Networks (VPNs) by operation of the present
invention. Such networks allow clients to use standard internet connections to access closed

private networks. The authentication of such networks is based on a protocol such as IPSec or
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SSL. In both cases, the authentication uses a MAC algorithm such as SHA-1. Thus,
vulnerability in SHA-1 will result in vulnerability of the VPN. By introducing a MAC algorithm

based on the above, these vulnerabilities are mitigated.

One more application is to secure Digital Signatures by operation of the present invention. One
of the algorithmic stages of any Digital Signatures ts hashing, In fact, a Digital Sipnatures
algorithm is usually applied to a hash (ot MAC) value of a file. And almost all Digital Signatures
algorithms now using SHA-1 as such a hash (or MAC) algorithm. And, again, vulnerability in
SHA-1 will result in vulnerability of all the Digital Sighatures algorithms.

As another example, the method of the present invention can be readily implemented in a
specially constructed hardware device. As discussed above, the bit stream specific is one of the
most important features of the present invention. It means that the hardware implementation of
the present invention is very convenient and easily realisable. Moreover, such a hardware
implementation of the present invention enables a dramatic increase in the speed of hashing, as
all the hardware implementations of stream algorithms are usually much faster than the
corresponding software implementations. We stress here that all the algorithms of the SHA
family (as well as the MD and RIPEMD families) are block-based algorithms and are not

convenient for hardware implementations.

An integrated circuit can be created to perform the calculations necessary to create a hash value
or MAC wvalue. Other computer hardware can perform the same function. Alternatively,

computer software can be created to program existing computer hardware to create hash or MAC
values.
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CLAIMS:
i. Computer software for performing a secure hashing method comprising the steps of:

(1) representing an initial sequence of bits as a specially constructed set of

polynomials;

5 (2) transformation of this set by masking:
(3) partitioning the transformed set of polynomials into a plurality of classes;
(4) forming the bit string during the partitioning;

(5) for each of the plurality of classes, factoring each of the polynomials and so as 10
define a set of irreducible polynomials and collecting these factors in registers defined
10 for each of the plurality of classes;

(6) wrapping the values of the registers from the plurality of classes by means of an

cnumeration;
(7) organizing the enumerations and the bit strings into a knapsack; and

(8) performing an exponentiation in a group to obtain the hash value or the MAC
15 value.

2. An integrated circuit adapted to create a hash value by performing the steps of:

(1) representing an initial sequence of bits as a specially constructed set of
polynormials;

(2) transformation of this set by masking;
20 (3) partitioning the transformed set of polynomials into a plurality of classes:

(4) forming the bit string during the partitioning:
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(5) for each of the plurality of classes, factoring each of the polynomials so as
to define a set of irreducible polynomials and collecting the factors in
registers defined for each of the plurality of classes;

(6) wrapping the values of the registers from the plurality of classes by

means of an enumetration;
(7) organizing the enumerations and the bit strings into a knapsack;

(8) performing an exponentiation in a group to obtain the hash value or the
MAC value,
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