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quest for a file via a network, determining whether the request for
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thorized user for the file, determining whether the request for the file
complies with a security policy associated with the network, and in
response to determining that the request for the file complies with
the security policy associated with the network, providing access to
the file to the authorized user.
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SECURE FILE ACCESS

Background

[06001] Multi-function devices often combine different components such as a
printer, scanner, and copier info a single device. Such devices frequently enable
network access to their functions, such as scanning documents to a file that may then
be refrieved from other network-connected devices, such as smariphones and

computers,

Brief Description of the Drawings

{0002] FIG. 1 is a block diagram of an example computing device for providing
sacure access o a file,
{0003] FIG. 2 is a block diagram of an example system for providing secure

access o 3 file.

[0004] FIG. 3 is a flowchart of an example method for providing secure access {o
a file.
{0005} Throughout the drawings, identical reference numbers designate similar,

but not necessarily identical, elements. The figures are not necessarily to scale, and
the size of some paris may be exaggerated {o more clearly illustrate the example
shown. Moreover the drawings provide examples and/or implementations consistent
with the description; however, the description is not limited to the sxamples and/or

implementations provided in the drawings.
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Detailed Description

{00086} Most multi-function-print devices (MFPs) provide several features,
including an option to scan a physical document and send it {0 a user-specified email
addrass. Other options may include printing, copying, faxing, document assembly, etc.
The scanning portion of an MFP may comprise an optical assembly focated within a
sealed enclosure. The sealed enclosure may have a scan window through which the
optical assembly can scan a document, which may be placed on a flatbed and/or
deliverad by a sheet feeder mechanism.

{0007] The optical assembly may caplure an image of the document for storage
in a digital file format. For example, the optical assembly may comprise a light source
and an image sensor. The image sensor may be a linear image sensor or an array of
image sensors that spans a width of a document {0 be scanned. The light source may
be a linear light source, such as a florescent tube, an array of light sources, such as a
series of light emitling diodes (LEDs), or a light guide with a point light sowce or
sources. The light source may emit light through the scan window onto the medium {o
be scanned while the image sensor caplures light reflecied by the medium through the
scan window. A lens or array of lenses, such as a rod lens array, may be provided to
focus light on the image sensor.

[0008] Once captured, the image of the document may be stored in g digital file
format such as a portable document format (PDF), a tagged image file format (TIFF),
JPEG, elc. Such files may be stored on the MFP and/or in another storage device,
such as a network-attached storage, external drive, cloud service, ete. The file may be
accessed in numerous ways, such as emailing to a user andior retrieved by following a
web-based link to the file's storage location.

{0009} The convenience of scanning to emall, however, has an inherent security
loophole as a rogue user in an office might scan a confidential document and send it to
an outside email address, such as g personal account or a competitor. Further, some
MFPs support network-connectivity such that applications may request refrieval of
scanned documents from rogue client devices, such as those located ouiside an

enterprise’s secure intemal network.
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{0010} Security policies may be put inta place to prevent such a rogue user from
capturing confidential information. A securily policy may be used {0 examine various
criteria around operations {o fransfer data, such as a file associated with a scanner’s
output, and determine whether any of those criteria comprise a risk of improper
exposure. For example, altempis to transfer a file via emall may be examined to
determine whether the recipient email address is associated with an approved domain
name and/or a specific approved user. For another example, requests 1o transfer the
file may determine whether the request is received from and/or comprnises a request to
daliver the file to an approved 1P address, such as an P address associated with an
approved network., Such approved networks may comprise, for example, specifically
delimifed subnets and/or networks whose 1P addresses resolve o approved domains
via a reverse-DNS (Domain Name Service) lockup operation. In some
implementations, the operation to transfer the file may only be approved under a
security policy if the requestor and/or recipient are associated with an 1P address that
resolves to the same domain name as an 1P address of the MFP that scanned the file.
[06011] FIG. 1 13 a block diagram of an example computing device 110 for
providing secure access {0 a file. Computing device 110 may comprise a processor 112
and a nor-transitory, machine-readable storage medium 114, Storage medium 114 may
comprise g plurality of processor-executable instructions, such as receive request
instructions 120, determine authorized user instructions 125, delermine security policy
compliance instructions 130, and provide access instructions 135, In some
implementations, instructions 120, 125, 130, 135 may be associated with a single
computing device 110 and/or may be communicatively coupled among different computing
devices such as via a direct connection, bus, or network.

6012} Processor 112 may comprise a central processing unit (CPUY, a
semiconductor-based microprocessor, a programmable component such as a complex
programmabile logic device (CPLD) andfor field-programmable gate array (FPGA), or
any other hardware device suitable for retrieval and execution of instructions stored in
machine-readable storage medium 114, In particular, processor 112 may felch, decods,
and execute instructions 120, 125, 130, 135.

s
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{00131 Executable instructions 120, 125, 130, 135 may comprise logic stored in
any portion andfor component of machine-readable storage medium 114 and executable
by processor 112, The machine-readable storage medium 114 may comprise both
volatile and/or nonvalatile memory and data sforage components. Volatile components
are those that do not retain data values upon loss of power. Nonvolatile components
are those that retain data upon a loss of power.

{0014} The machine-readable storage medium 114 may comprise, for example,
random access memory {(RAM), read-only memory (ROM), hard disk drives, solid-state
drives, USB flash drives, memory cards accessed via a memory card reader, floppy
disks accessed via an associated floppy disk drive, optical discs accessed via an optical
disc drive, magnetic {apes accessed via an appropriate tape drive, and/or other memory
components, and/or a combination of any two and/or more of these memory
components, in addition, the RAM may comprise, for example, static random access
access memory (MRAM) and other such devices. The ROM may comprise, for
example, a programmable read-only memory {PROM), an erasable programmable
read-only memory (EPROM), an electrically erasable programmable read-only memory
{EEPROM), and/or other fike memory device.

[0015] Receive request instructions 120 may receive a request 150 for a file 160
via a network 170, In some implementations, the request for the file 160 may comprise
a request {o send the file 160 to an email address. The file 180 may comprise, for
gxample, a scanned document file 160 captured by a printing device connected {o the
natwork. In some implamentations, a plurality of files 160 may be available, stored
jocally on device 110 and/or accessible via network 170. Network 170 may comprise
any of a number of communication types and profocols, such as ethernel, wireless,
radio, celiular, Bluetooth, the Internet, etc. For example, network 170 may comprise an
office intranet utilizing wireless communications and/or wired communications. In some
implementations, network 170 may raprasent a direct communication path between a
request originating device and device 110, such as a USE cabls.

[00186]} Request 150 may comprise information about the file 160 to be requested,
a user associated with making the request 150, and a user associated with receiving the
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file 160, In some sxamples, the user making the request 150 may be the same as the
user to receive the file 160. In other examples, the user may make the request 150 for
the file 160 on behalf of another recipient user.

[0017] Determine authorized user instructions 125 may determine whether the
request 150 for the file 160 is associated with an authorized user for the file 160. In
some implementations, instructions 125 may comprise instructions to determine
whether the request 150 is received from a user identifier associated with an authorized
domain name. For example, requests for file 160 may only be authorized by users
having an email address and/or other identifier associated with a domain name {e.g.,
“company.com”} configured by an administrator of device 110 as authorized. The
requesting user may be required o enter their email address and/or other credentialg,
such as by logging in to device 110 and/or another application that may create the
request, s0 as to provide the domain name.

[0018] In some implementations, instructions 125 may comprise instructions o
determine whether an email address of a user associated with the request 150
comprises a same domain as an email address associated with the scanned document
file 160. For example, the email address may be associated with the scanned
document file 160 by the printing device in conjunction with a scan operation {o capture
the scanned document file 160, The email address associated with the scanned file
160 may therefore be associated with an emall address of a user who performead the
scan operation. In such an example, instructions 125 may determine whether the email
address of the user making the request 150 for the file 160 and the email address of the
user responsible for creating the file 160 are associated with the same domain name.
[0019] Determine security policy compliance nstructions 130 may, in response o
determining that the request 150 for the file 160 is associated with the authorized user
for the file 160, determine whether the request 150 for the file 160 complies with a
security policy associated with the network. In some implementations, instructions 130
may comprise instructions to determine whether the request 150 is received from an
approved network address and/or to determine whether the request 150 is associated
with a network address sharing a domain name with the network. For example, request

150 may be received from an application connected {0 network 170, which may
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comprise an intermnal corporate network. Instructions 130 may determine that the P
address from which request 150 is received is in the same internal network, such as in
the same private subnet, as device 110. In some implementations, instructions 130
may comprise instructions to determine whether an email address in a request 150 to
send the file 160 o the email address comprises an authorized domain name.

{0020] in some implementations, the instructions {0 determine whether the
request 150 is received from the network address sharing the domain name with the
network comprise instructions to perform a reverse lookup on the network address and
a reverse lookup on a second network address associated with the file 160. For
gxample, request 150 may come in via the internet from a public IP address. By
performing a reverse-DNS lookup on the public 1P address, instructions 130 may
determine whether the public 1P address is associated with an approved domain name.
The 1P address may be routed through a reverse Domain Name System {DNS) lookup
operation 1o identify a domain name associated with the [P address using pointer (PTR)
records maintained according to the DNS standard. Once the domain name has been
identified, instructions 130 may determine whether that domain name, wholly and/or
partially, is approved for requesting and/or receiving the file 160. For example, the
security policy may require that the reverse domain name at least partially match the
domain name associated with a reverse DNS lookup of the IP address associated with
device 110, In an example, device 110 may result in a reverse domain name lookup of
“printer? 7 site’ company.com” while the request may be receivad from an {P address
resolving, via reverse lookup, 10 “userb4321. mobileapps.sited .company.com”. The
security policy may be configured fo require only that the "company.com’ portion of the
domain names match and/or may require that further portions of the domain name
match. in this example, the securily policy may determine that a request from

“ sited company.com’ is not alifowed to request files from a device with a partial domain
name of ™ site7.company.com”.

[ao21] Provide access instructions 135 may, in response to defermining that the
request 150 for the file 160 complies with the secunty policy associated with the
network, provide access io the file 160 to the authorized user. For example, providing

access may comprise allowing the user to refrieve the file {0 another device, such as by
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emat, network transfer, and/or direct connection {e.g., to a USB drive). For another
example, providing access may comprise allowing the user to print a copy of the file.
[0022] FIG. 2 1s a block diagram of an example apparatus 200 for providing
secure access {0 a file 260. Apparatus 200 may comprise a multi-function printer device
202 comprising a scanner 204, a display 206 o provide a user interface 208, a storage
medium 210, and a processor 212. Device 202 may comprise and/or be associated with,
for example, a general andfor special purpose computer, server, mainframe, desktop,
laptop, tablet, smart phone, game console, printer, multi-function device, and/or any cther
system capable of providing computing capability consistent with providing the
implementations described herein. Device 202 may store, in storage medium 210, a
request engine 220, a policy engine 225, and a file access engine 230.

[0023] Each of engines 220, 225, 230 may comprise any combination of hardware
and programming 1o implement the functionalities of the respective engine. In examples
described herein, such combinations of hardware and programming may be implemented
in a number of different ways. For example, the programming for the engines may be
processor executable instructions stored on a non-fransitory machine-readabie slorage
medium and the hardware for the engines may include a processing resource 10 execute
those instructions. In such examples, the machine-readable storage medium may store
instructions that, when executed by the processing resource, implement engines 220, 225,
230, In such examples, device 202 may comptise the machine-readable storage medium
storing the instructions and the processing resource o execute the instructions, or the
machine-readable storage medium may be separate but accessible {0 apparatus 200 and
the processing resource.

[0024] Scanner 204 may capture a digital representation of a document in a file
260. For example, device 202 may comprise a scanner component operable 1o capture
a digital representation of a physical document. Such a scanner component may
comprise a camera andfor a sheel-fed, flat-bed, and/or drum scanner. The scanner
may, for example use a charge-coupled device {CCD), a photomultiplier tube (PMT),
and/or a contact image sensor (CI8) as an image sensor.

[0025] Display 206 may provide user interface 208 to receive a recipient email

address for the file 260, For example, a control panel may be coupled 1o device 202 1o
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provide an electronic user interface, such as via a capacitive touch screen. The user
interface may allow a user to select options for various operations on device 110 and
may comprise an authentication interface that allows the user to enter credentials
andfor provide some form of authentication {e.g., RFID tag, biomelric scan, efc.). The
usear may enter a destination email address for file 260 resuiting from the scanner
operation.

[0026] Request engine 220 may receive a request for the file 260. In some
implementations, the request for the file 260 may comprise a request {o send the file
160 1o an email address. The file 260 may comprise, for example, a scanned document
file 160 captured by a printing device connected {o the network. in some
implementations, a plurality of files 260 may be available, stored locally on device 202
and/or accessible via a network.

[0027] The request may comprise information about the file 260 to be requested,
a user associated with making the request, and a user associated with receiving the file
260. In some examples, the user making the request may be the same as the user {o
receive the file 260. in other examples, the user may make the request for the file 260
on behalf of another recipient user.

{0028] Policy engine 225 may determine whether the request complies with &
security policy, wherein the security policy comprises at least one of the following: a
valid network address, a valid email address and a valid network domain name. For
example, policy engine 280 may execute instructions 125 to determine whether the
request for the file 260 is associated with an authorized user for the file 260 andior
detarmine whather the request for the file 260 complies with a security policy associated
with the network.

{0029} Determine authorized user instructions 125 may determine whether the
request for the file 260 is associated with an authorized user for the file 260, In some
implementations, instructions 125 may comprise instructions to determine whether the
request is receivad from a user identifier associated with an authorized domain name.
For example, requests for file 260 may only be authorized by users having an email
address and/or other identifier associated with a domain name (e.g., “company.com”)

configured by an administrator of device 202 as authorized. The requesting user may
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be requirad to enter their email address and/or other credentials, such as by logging in
to device 202 and/or another appiication that may creale the request, so as {o provide
the domain name.

[0030] In some implementations, instructions 125 may comprise insfructions o
determine whather an email address of a user associated with the request comprises a
same domain as an email address associated with the scanned document file 260. For
example, the email address may be associated with the scanned document fite 260 by
the printing device in conjunction with a scan operation to capture the scanned
document file 260, The email address associated with the scanned file 160 may
therefore be associated with an email address of a user who performed the scan
operation. In such an exampie, instructions 125 may determine whether the email
address of the user making the request for the file 280 and the email address of the
user responsible for creating the file 260 are associated with the same domain name.
[0031] Determine secunty policy compliance instructions 130 may, in response to
determining that the request for the file 260 is associated with the authorized user for
the file 260, determine whether the request for the file 260 complies with a security
policy associated with the network. in some implementations, instructions 130 may
comprise instructions {o determine whether the request is received from an approved
network address and/or to determing whether the request is associated with a network
address sharing a domain name with the network. For example, request may be
received from an application connectad {o a network, which may comprise an internal
corporate network. instructions 130 may determine that the 1P address from which
request is received s in the same internal network, such as in the same private subnet,
as device 110. In some implementations, instructions 130 may comprise instructions {o
determine whether an email address in a request {0 send the file 260 o the email
address comprises an authonized domain name.

[0032] In some implementations, the instructions o determine whether the
request is receivad from the network address sharing the domain name with the
network comprise instructions to perform a reverse lookup on the network address and
a reverse lockup on a second network address associated with the file 260. For

gxample, request may come in via the Internet from a public IP address. By performing

9
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a reverse-DNS lookup on the public IP address, instructions 130 may determine
whether the public IP address is associated with an approved domain name. The P
address may be routed through a reverse Domain Name System (DNS) lookup
operation o identify a domain name associated with the [P address using pointer (PTR)
records maintained according to the DNS standard. Once the domain name has been
identified, instructions 130 may determine whether that domain name, wholly andfor
partially, is approved for requesting and/or receiving the file 260. For example, the
security policy may require that the reverse domain name at jeast partially match the
domain name associated with a reverse DNS lookup of the 1P address associated with
device 202. In an example, device 202 may result in a reverse domain name lockup of
*orinter? 7 .site? .company.com” while the request may be received from an {P address
rasolving, via reverse lookup, 0 "userb4321.mobileapps sited company.com”. The
security policy may be configured 10 require only that the “company.com” portion of the
domain names match and/or may require that further portions of the domain name
match. in this example, the securily policy may determine that a request from

** sited.company.com’” is not allowed o request files from a device with a partial domain
name of " site7.company.com”.

[0033] File access engine 230 may, in response to determining that the request
complies with the security policy, provide access o the file 260. For example, providing
accass may comprise allowing the user 1o retrieve the file to another device, such as by
amail, network transfer, and/or direct connection {8.g., o a USB drive). For another
gxample, providing access may comprise allowing the user {0 print a copy of the file.
[0034] FIG. 3 is a flowchart of an example method 300 for secure access fo a file.
Although execution of method 300 is described below with reference to computing device
110, other suitable components for execution of method 300 may be used.

[0035] Method 300 may begin at stage 305 and advance {o stage 310 where
device 110 may receive a request for a file from the user. For example, receive request
instructions 120 may receive & request 150 for a file 160 via a network 170, Insome
implementations, the request for the file 160 may comprise a request to send the file
160 to an emaif address. The file 160 may comprise, for example, a scanned document

file 160 captured by a printing device connacted 1o the network. In some

16
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implementations, a plurality of files 160 may be available, stored locally on device 110
and/or accessible via network 170. Network 170 may comprise any of a number of
communication types and protocols, such as ethernet, wireless, radio, cellular,
Bluetooth, the Internet, etc. For example, network 170 may comprise an office intranet
utilizing wireless communications and/or wired communications. In some
implementations, network 170 may represent a direct communication path between a
request originating device and device 110, such as a USB cable.

{00386} Request 150 may comprise information about the file 160 to be requested,
a user associated with making the request 150, and a user associated with receiving the
filte 160. In some examples, the user making the request 150 may be the same as the
user to receive the file 160. In other examples, the user may make the request 150 for
the file 160 on behalf of ancther recipient user.

[0037] Method 300 may then advance o stage 315 where computing device 110
may determine whether the request from the user complies with g security policy for a
natwork address associated with the request. In some implemaentations, determining
whether the request from the user complies with the security policy for the network
address associated with the request comprises determining whether the network
address resolves o an approved domain name. For example, the approved domain
name may comprise a domain name assoctated with a scanning device associated with
capturing a8 document to store as the available file. Such a domain-name may be
identified, for example, via a reversa-lookup operation on the natwork address of the
scanning device and/or the network address associated with the request.

[0038] For example, determine security policy compliance instructions 130 may
determine whather the reguest 150 for the file 160 complies with a security policy
associated with the nstwork. In some implementations, instructions 130 may comprise
instructions to determine whether the request 150 is received from an approved network
address and/or 1o determine whether the request 150 is associated with a network
address sharing a domain name with the network. For example, request 150 may be
received from an application connected to network 170, which may comprise an internal
corporate network. instructions 130 may determine that the IP addrass from which

request 150 is received is in the same internal network, such as in the same private
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subnet, as device 110. In some implementations, instructions 130 may comprise
instructions to determine whether an email address in a request 150 to send the file 160
to the email address comprises an authorized domain name.

[0039] In some implementations, the instructions 1o determine whether the
requast 150 is received from the network address sharing the domain name with the
network comprise instructions o perform a reverse lookup on the network address and
a reverse fookup on a second network address associated with the file 160, For
example, request 150 may come in via the intemet from a public {P address. By
performing a reverse-DNS lookup on the public IP address, instructions 130 may
determine whether the public IP address is associated with an approved domain name.
The 1P address may be routed through a reverse Domain Name System {(DNS) fookup
operation to identify a domain name associated with the P address using pointer (FTR)
records maintained according to the DNS standard. Once the domain name has been
identified, instructions 130 may determine whether that domain name, wholly and/for
partially, is approved for requesting and/or receiving the file 160. For example, the
security policy may require that the reverse domain name at least partially maich the
domain name associated with a reverse DNS lookup of the IP address associated with
device 110. In an example, device 110 may resull in a reverse domain name lookup of
“printer? 7 site/ company.com” while the request may be received from an {P address
resolving, via reverse lookup, 1o “userd4321. mobileapps. sited company.com”. The
sacurity policy may be configured to require only that the “company.com” portion of the
domain names match and/or may require that further portions of the domain name
match. in this example, the security policy may determine that a request from

** sited.company.com’ is not alfowed to request files from a device with a partial domain
name of ** site7.company.com”.

[0040]) In response o determining that the request from the user complies with
the securily policy, method 300 may then advance {o stage 320 where computing
device 110 may provida access to the file. In some implementations, providing access
to the file may comprise emailing the file to the user at an emall address comprising the
approved domain name. For example, provide access instructions 135 may, in response

to determining that the request 150 for the file 160 complies with the security policy

12
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assaociated with the network, provide access 1o the file 160 to the authorized user. For
example, providing access may comprise allowing the user to retrieve the file to another
device, such as by email, network transfer, and/or direct connection {e.g., to a USB
drive). For another example, providing access may comprise allowing the user {o print
a copy of the file.

{0041] Method 300 may then end at stage 350.

{0042} in the foregoing detailed description of the disclosure, reference is made
to the accompanying drawings that form a part hereof, and in which is shown by way of
Hustration how examples of the disclosure may be practiced. These examples are
described in sufficient detail to allow those of ordinary skill in the art to practice the
exampies of this disclosure, and it is 1o be understood that other examples may be
utitized and that process, slectrical, and/or structural changes may be made without
departing from the scope of the present disclosure.
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What is claimed:

1. A non-transitory machine-readable storage medium having stored thergon
machine-readable instructions executable to cause a processor {o:

receive a request for a file via a network;

determine whether the request for the file is associated with an authorized user for
the file;

in response o determining that the request for the file is associated with the
authorized user for the file, determine whether the request for the file complies with a
security policy associated with the network; and

in response to determining that the request for the file complies with the security
policy associated with the network, provide access o the file to the authorized user.

2. The medium of claim 1, whereint the instructions {o determine whether the
request for the file complies with the security paolicy associated with the natwork comprise
instructions to determine whether the request is received from an approved network
address,

3, The medium of claim 1, wherein the instructions to determine whether the
request for the file complies with the security policy associated with the network comprise
instructions o determine whether the request is received from a network address shating
a domain name with the network.

4. The madium of claim 3, wherein the instructions to determine whether the
request is received from the network address sharing the domain name with the network
comprise instructions to perform a reverse lookup on the network address and a reverse
lookup on a second network address associated with the file.

5. The medium of claim 1, wherein the request for the file comprises a request

to send the file to an email address.

8. The medium of claim 5, wherein the instructions o defermine whether the

14
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request for the file complies with the security policy associated with the natwork comprise
instructions o determine whether the email address in the request to send the file
comprises an authorized domain name.

7. The medium of claim 1, wherein the instructions to determine whether the
request for the file is associated with the authorized user for the file comprise instructions
to determine whether the request is received from g user identifier associated with an

authorized domain name.

8. The medium of claim 1, wherein the file comprises a scanned documaent file
captured by a printing device connecled to the network,

a. The medium of claim 7, wherein the instructions {o delermine whether the
request for the file is associated with the authorized user for the file comprise instructions
to determine whether an email address of a user associated with the request comprises
a same domain as an email address associated with the scanned document file.

10, The medium of claim 8, wherein the email address is associated with the
scannad document file by the printing device in conjunction with a scan operation {o

capture the scanned document file.

ooy
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11, A method comprising:

receiving a request for a file from the user;

determining whether the request from the user complies with a security policy for
a network address associated with the request;

in response to determining that the request from the user complies with the security

policy, providing access to the file.

12.  The method of Claim 11, wherein determining whether the request from the
user complies with the security policy for the network address associated with the request
comprises determining whether the network address resolves {0 an approved domain

name.
13. The method of Claim 12, wherein the approved domain name comprises a
domain name associated with a scamnning device asscctated with capturing a document

to store as the available file.

14.  The method of Claim 12, wherein providing access {o the file comprises

emailing the file to the user at an email address comprising the approved domain name.

16
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15, An apparatus, comprising:

a scanner configured to capture a digital representation of a document in a file;

a display to provide a user interface o receive a recipient email address for the
file;

a storage medium to store the file; and

a processor to execute machine-readable instructions comprising:

a request engine {o receive a request for the file,

a policy engine o determine whether the request comphes with a secunity
policy, wherein the security policy comprises at least one of the following: a valid
network address, a valid email address and a valid network domain name, and

a file access engine to, in response {0 determining that the request complies

with the security policy, provide access to the file.

ooy
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