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includes selectively initiating corrective action based at least in part on a comparison of the first set with the second set.



DETERMINING CONNECTIVITY INFORMATION FOR A STORAGE DEVICE

Background

[0001] A computer may access a storage area network (SAN) for purposes of storing

and retrieving large amounts of data. The typical SAN includes a consolidated pool

of mass storage devices (magnetic tape drives, hard drives, optical drives, and so

forth); and the SAN typically provides relatively high speed block level storage, which

may be advantageous for backup applications, archival applications, database

applications and other such purposes.



Brief Description of the Drawings

[0002] Fig 1 is a schematic diagram of a computer system according to an

example implementation.

[0003] Figs. 2 and 3 are flow diagrams depicting techniques to determine

connectivity information for a storage device of a storage area network (SAN)

according to example implementations.

[0004] Fig. 4 is a flow diagram depicting a technique to detect and report a failed

connection path according to an example implementation.

[0005] Fig. 5 is a schematic diagram of a storage device of Fig. 1 according to an

example implementation.



Detailed Description

[0008] Referring to Fig. 1, in accordance with example implementations, a

computer system 100 includes host resources 102 and storage resources 150 that

may be configured in numerous ways to provide datacenter or cloud services for

clients (not shown). As examples, the computer system 100 may provide such

services as Software as a Service (SaaS), Infrastructure as a Service (laaS) or

Platform as a Service (PaaS). For the example of Fig. 1, the storage resources 150

include P physical storage devices 154 which are identified by reference numerals

154-1 , 154-2. . . 1 54-P in Fig. 1) ; and the host resources 102 include N hosts 110

(hosts 110-1 , 110-2. . . 1 10-N-1 and 110-N, being depicted as examples in Fig. 1) . In

general, the computer system 100 may be locally disposed at a given site or may be

geographically distributed at multiple locations, depending on the particular

implementation.

[0009] Clients (not shown in Fig. 1) of the system 100, such as thin clients,

tablets, portable computers, smartphones, desktop computers, and so forth may

access (via a network fabric not shown in Fig. 1) the computer system 100 for

purpose of using the hosted services. Depending on the particular service for a

given client, one or multiple storage devices 154 may be pooled together. Moreover,

a given host 110 may be shared by clients, a given storage device 154 may be

shared by multiple clients, and so forth.

[001 0] As depicted in Fig. 1, the storage resources 150 are part of a storage area

network (SAN) 120. The SAN 120 has several points where network connections

are made; and in general, a new connection is formed whenever a given network

device (a host 110 or storage device 154, as examples) is attached, or coupled, to

the SAN 120. The computer system 100 may have hundreds of storage devices 154

and may also have a relatively large number of hosts 110 . Due to the resulting

complexity of the computer system 100, a given host 110 may miss a network

notification that a new storage device 154 has been attached and as a result, the

host 110 may fail to connect to the storage device 154. Moreover, a given host 110

may miss a momentary disconnection with a storage device 154 and fail to



reconnect to the device 154 when the device 154 becomes available. It is also

possible that the same result may occur due to other causes (hardware or software

defects, for example). It is noted that these are merely examples of points of the

SAN 120 where network connections are made.

[001 1] One solution for a host 110 failing to connect to a storage device or for the

failure of a connection in the SAN 120 preventing such a connection, is for a human

storage administrator to perform relatively complex troubleshooting for purposes of

identifying the underlying cause of the connectivity problem. In this troubleshooting,

if a new storage device 154 is attached and the connections do not work correctly,

then an assumption may be incorrectly made that the newly-attached storage device

154 is faulty, even though another problem of the SAN 120 may be preventing the

connection.

[001 2] In accordance with example systems and techniques that are disclosed

herein, the storage device 154 is constructed to initiate and perform a connectivity

analysis so that this connectivity analysis may be used (by a human storage

administrator or by an automated component, as examples) to resolve the

connectivity problem relatively quickly and accurately. As a result, replacement of a

non-defective storage device 154 may be avoided.

[001 3] More specifically, referring to Fig. 1 in connection with Fig. 2 , in

accordance with example implementations, a given storage device 154 is

constructed to perform a technique 200 for purposes of initiating and performing a

connectivity analysis for the device 154. Pursuant to the technique 200, the storage

device 154 undertakes measures to determine (block 202) one or multiple network

devices that should be coupled to the storage device 154. The storage device 154

further undertakes measures to determine (block 204) a second set of one or

multiple network devices that are coupled to the storage device 154. Based at least

in part on the difference(s) between the first and second lists, the storage device 154

selectively initiates corrective action, pursuant to block 206. As further described

herein, this corrective action may include, as examples, generating a report

identifying the network device(s) that should be but are not coupled to the storage



device 154; communicating an alert message to a storage administrator; alerting a

connectivity analysis or repair engine; and so forth.

[0014] Referring back to Fig. 1, as a more specific example, in accordance with

example implementations, the computer system 100 may contain switch fabric 124,

which, in general, represents the network cables, switches, gateways, bridges,

routers and so forth that couple the storage devices 154 to the hosts 110 . The

switch fabric 124 may contain one or multiple types of network fabric, such as a local

area network (LAN) fabric, wide area network (WAN) fabric, Internet-based fabric,

Fibre Channel (FC) fabric, Small Computer System Interface (SCSI) fabric, Fibre

Channel over Ethernet (FCOE), a combination of one or more these fabrics, and so

forth.

[001 5] For the following example implementation, at least one of the storage

devices 154 contains a connectivity analysis and reporting engine 160, or "engine

160." In accordance with example implementations, the engine 160 is constructed to

use a management interface (a management application programming interface

(API), for example) of the SAN 120 for purposes of acquiring connectivity information

data for the storage device 154 and use the acquired connectivity information data to

at least make a preliminary analysis of any connectivity issues associated with the

storage device 154.

[001 6] More specifically, although a management interface may be used by

network components (a switch, for example) of the SAN 120 other than the storage

devices 154 to initiate logins with the storage devices 154, in accordance with

example implementations, the engine 160 makes use of the management interface

to initiate a connection with the SAN 120 for purposes of accessing the SAN's

network management functions. In this manner, in accordance with example

implementations, the engine 160 may initiate a connection between the storage

device 154 and the SAN 120 using, for example, a port login request for a FC SAN.

[001 7] As a more specific example, in accordance with example implementations,

the switch fabric 124 may include a switch 130 that provides a network management

service, such as a "Nameserver" service 132, which may be accessed by the engine

160 for purposes of acquiring connectivity information. In this manner, the switch



130 contains a memory 134 that stores connectivity data 136 that is acquired by the

Nameserver service 132 and which identifies the network devices that should be

coupled to the storage device 154, among other connectivity data. The engine 160

accesses the Nameserver service 132 to retrieve the connectivity information data

136.

[001 8] In accordance with example implementations, the storage device 154

contains a hardware interface 155 that is constructed to receive connections from

host computers. The interface 155 is further constructed to initiate connections,

such as initiating a connection to a switch, and in accordance with further example

implementations, the interface 155 is constructed to recover a lost connection to a

host by reinitiating the connection. As an example, the interface may be constructed

from logic that forms state machines to receive and initiate connections, according to

the protocol that is used by the switch fabric 124.

[001 9] In accordance with example implementations, after retrieving the

connectivity information data 136, the engine 160 parses the data 136 for purposes

of building a table of network devices that should be (according to the data 136)

coupled to the storage device 154. Using this constructed table, the engine 160

compares the network devices that should be coupled to the storage device 154 with

a list of network devices that actually are coupled to the storage device 154. In this

manner, in accordance with example implementations, the list of network devices

that are actually coupled to the storage device 154 may be stored in an internal

memory of the storage device 154.

[0020] By comparing the list of network devices that are coupled to the storage

device 154 with the list of network devices that should be coupled to the storage

device 154, the engine 160 identifies any differences and flags these differences as

potential connectivity issues. Moreover, in accordance with example

implementations, the engine 160 may generate data (data representing a

connectivity report, for example) that highlights any connectivity issues that are

identified by the engine's analysis.

[0021] The engine 160 may initiate one or multiple corrective actions based on

the detected differences between which network devices should be coupled to the



storage device 154 and which network devices are coupled to the storage device

154. For example, in accordance with some implementations, in response to

detecting discrepancies, the engine 160 generates an alert message that is

communicated via the switch fabric 124 to a monitoring station 114 for the SAN 120.

In accordance with example implementations, in response to receiving the alert

message, the monitoring station 114 generates an alert message 115 (an SMS

message, an electronic message (email), multiple different type messages and so

forth) to a storage administrator so that the administrator may take the appropriate

action(s). In further implementations, the monitoring station 114 may communicate

an alert message to an automated component for purposes of addressing the

connectivity issue. Moreover, in accordance with example implementations, the

engine 160 may store or communicate data representing a report that identifies any

potential connectivity issues. This report data may accompany the alert message; or

in accordance with further example implementations, the engine 160 may store data

representing the report in a memory of the storage device 154 for subsequent

retrieval by a storage administrator, for example.

[0022] Thus, referring to Fig. 3 in conjunction with Fig. 1, in accordance with

example implementations, the engine 160 may perform a technique 300. Pursuant

to the technique 300, the engine 160 uses (block 302) a storage device of a storage

network to initiate a connection to the storage network (using the interface 155, for

example) for purposes of accessing (block 304) management functions to retrieve

connectivity information data. The engine 160 then parses (block 306) the retrieved

connectivity information data to build a table of one or multiple network devices that

should be coupled to the storage device 154. The engine 160 further retrieves

(block 308) connectivity data from an internal memory of the storage device 154 to

compare the network device(s) that are coupled to the storage device 154 with the

network device(s) that should be coupled to the storage device. The engine 160

selectively communicates (block 3 10) an alert to a management station based at

least in part on this comparison.

[0023] In accordance with further example implementations, the engine 160

performs a corrective action that includes identifying one or possibly multiple



connection paths that caused the failure of the storage device 154 to be coupled to a

given network device. For example, in accordance with example implementations,

the engine 160 may attempt to connect to a given network device and collect a

record detailing the step(s) in which the connection process that succeeded and the

step(s) in which the connection process failed.

[0024] As a more specific example, in accordance with example implementations,

the engine 160 is constructed to detects "hops" in which a connection request may

be communicated through multiple connection paths, or points, to a given network

device. In this manner, by analyzing the hops, the engine 160 may generate a report

identifying connection path(s) in which the request failed. If a request is successful

for a given connection path, then the problem may have been automatically resolved

or at least the physical connections that are part of the successful connection path

may be eliminated as the source of the problem.

[0025] Thus, referring to Fig. 4 in conjunction with Fig. 1, in accordance with

example implementations, the engine 160 performs a technique 400 that includes

attempting (block 402) to communicate with a network device that should be coupled

to the storage device 154 but is not coupled to the storage device 154. The engine

160 determines (block 404) which connection path(s) failed based at least in part on

hops data. From this information, the engine 160 may generate (block 406) a report

identifying the failed connection path(s).

[0026] Referring to Fig. 5 , in accordance with example implementations, the

storage device 154 is a sequential access medium device, such as a magnetic tape

drive, and as such, the device 154 includes a bay to receive removable media, such

as a physical magnetic tape cartridge 550. It is noted that the storage device 154

may be a storage device other than a magnetic tape drive or a sequential access

medium device, in accordance with further example implementations.

[0027] In general, the storage device 154 is a physical machine that includes

actual hardware and actual machine executable instructions, or "software." For

example, the hardware may include a controller 520 that, in general, controls the

overall operations of the device 154. The controller 520 may include one or multiple

processors 522 (one or multiple central processing units (CPUs), microcontrollers,



processing cores, and so forth), as well as a memory 524 (a non-transitory memory,

such as semiconductor storage, optical storage, and so forth) that may store data,

program instructions and so forth for processing by the processor(s) 522. Through

the execution of the machine executable instructions, the controller 520 forms an

instance of the connectivity analysis and reporting engine 160, in accordance with

example implementations.

[0028] For the example implementation of Fig. 5 , the storage device 154 includes

a drive interface 540 for purposes of writing data to and reading data from the

physical cartridge 550. In this regard, the drive interface 540 may include such

features as motors coupled to reels of the physical tape cartridge 550, read

elements, write elements, servo elements and various other components, such as

sense amplifiers, positioners, pulse detectors, error correction code (ECC) engines,

and so forth, as can be appreciated by the skilled artisan.

[0029] Among its other features, the storage device 154 may include a read data

path 530, a write data path 532, a drive motor interface 534, and one or multiple

interfaces 155 (for redundancy purposes) that, as described above, may be coupled

to the switch fabric 124 to receive as well as initiate connections for the storage

device 154..

[0030] Among the advantages of the systems and techniques that are disclosed

herein, storage devices may be used to automatically initiate and perform

connectivity analyses for purposes of detecting and reporting connectivity issues

more rapidly, thereby preventing lengthy and costly service events and customer

escalations. Other and different advantages may be achieved using the systems

and techniques that are disclosed herein in accordance with further example

implementations.

[0031] While the present invention has been described with respect to a limited

number of embodiments, those skilled in the art, having the benefit of this disclosure,

will appreciate numerous modifications and variations therefrom. It is intended that

the appended claims cover all such modifications and variations as fall within the

true spirit and scope of this present invention.



What is claimed is:

1. A method comprising:

in a storage device coupled to a storage network, determining connectivity

information for the storage device, wherein determining the connectivity information

comprises determining a first set of at least one network device that should be

coupled to the storage device and determining a second set of at least one network

device that is coupled to the storage device; and

selectively initiating corrective action based at least in part on a comparison of

the first set with the second set.

2 . The method of claim 1, wherein determining which network device

should be coupled to the storage device comprises using the storage device to

initiate a connection with the storage network.

3 . The method of claim 1, wherein determining which network device

should be coupled to the storage device comprises retrieving connectivity

information data from the storage network.

4 . The method of claim 3 , wherein determining which network device

should be coupled to the storage device further comprises parsing the connectivity

information data and building a table to identify the at least one device of the first list.

5 . The method of claim 1, wherein determining the second list comprises

retrieving connectivity information from an internal memory of the storage device.

6 . The method of claim 1, wherein selectively initiating the corrective

action comprises communicating an alert message to a system monitoring station.



7 . The method of claim 1, further comprising:

attempting to communicate over multiple connection paths to at least one

device that is not coupled to the storage device but should be coupled to the storage

device and generating a report identifying at least one of the multiple connection

paths that failed.

8 . The method of claim 7 , wherein generating the report comprises

analyzing hops associated with the multiple connection paths.

9 . An article comprising a non-transitory computer readable storage

medium to store instructions that when executed by a computer cause the computer

to:

initiate a connection from a storage device to a storage network;

access at least one management function of the storage network to retrieve

first connectivity information data for the storage device, the first connectivity

information indicating at least one device that should be coupled to the storage

device;

retrieve second connectivity information data from an internal memory of the

storage device, the second connectivity information indicating at least one device

that is coupled to the storage device;

identify at least one device that should be coupled to the storage device but is

not coupled to the storage device based on the first connectivity information and the

second connectivity information; and

selectively communicate an alert to a management station for the storage

network based at least in part on the identification.

10 . The article of claim 9 , the storage medium storing instructions that

when executed by the computer cause the computer to communicate with a service

provided by a switch of the storage network.



11. The article of claim 9 , the storage medium storing instructions that

when executed by the computer cause the computer to attempt to communicate over

multiple connection paths to at least one device that is not coupled to the storage

device but should be coupled to the storage device and generating a report

identifying at least one of the multiple connection paths that failed.

12 . A storage device comprising:

storage media interface;

a network interface; and

a controller to:

initiate a connection with a storage network using the network interface

to determine connectivity information for the storage device, wherein determining the

connectivity information comprises determining a first set of at least one network

device that should be coupled to the storage device and determine a second set of

at least one network device that is coupled to the storage device; and selectively

initiate corrective action based at least in part on a comparison of the first set with

the second set.

13. The apparatus of claim 12 , wherein the network interface:

accepts network connections for the storage device; and

initiates a network connection for the storage device to determine the first set

of at least one network device that should be coupled to the storage device.

14. The storage device of claim 12 , wherein the storage network comprises

a storage area network (SAN).

15. The storage device claim 12 , further comprising a memory, wherein the

controller determines which devices should be coupled to the storage device based

at least in part on data retrieved from the memory.
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