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destination server according to the
destination server-side address
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with the destination server-side according
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after SSIDs in all the messages received
from the destination server-side at the
establishment stage of the OPENVPN
connection with the destination server-side
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messages to the client
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(57) Abstract: An embodiment of the present application proposes a proxy method, a server and a client for an SSLVPN, and a pro-
cessing method thereof, for reduction of IP resource consumption. In the present invention, a proxy server generates a PSID, and es-
tablishes an OPENVPN connection with a client according to the PSID; parses a message transmitted by the client to obtain a des-
tination server-side address, wherein the message contains IP address information of the server; establishes a TCP connection with
the destination server according to the destination server-side address; establishes an OPENVPN connection with the destination
server-side according to a CSID acquired from the client, and, after SSIDs in all the messages received from the destination server-
side at the establishment stage of the OPENVPN connection with the destination server-side are replaced with the PSID, transmits
the messages to the client. By adding information processing at the establishment stage of the OPENVPN connection between the
SSLVPN proxy server and client and the destination server-side, IP resource consumption is reduced.
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2%) M, JUILAE SSLVPN & WAL MINET 1, £ TCP (Transmission
Control Protocol, A&fmail i) ARBLER KT, (L4 F i H RS i
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H fs it iR 5 673, S2BL T F6F TCP AYE AT A SSLVPN QT AR 45 2% .
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4y SSLVPN AT AR 4% 2% .
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B 4 7 T A B SRt  SSLVPN AREEHR 95 s A A BT VA R 7~ = A5
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WREHT R ThEe, B ai i s o) N SRR N 1Y, 22 Ve Rl DUGRIIE . AQBE
AR %5 B A I AR fR €, A TCP [ E T #E4T TCP BRI E K

ARAEREREN N, WE 2 B, H34E SSLVPN fJEEE, SSLVPN Client
(BT ¥ Server (JR45-48) S & JaibAT TCP | , TCP A& G

B 47 OPENVPN @ 2 ¥ %, OB &£ % S omwm K&
“ P_CONTROL_HEAD RESET CLIENT V2 ” , F& % &% ¥ & %

“P_CONTROL_HEAD RESET SERVER”. %% F ¥ 5 B 55 i 4% 5 A2 i CSTD (5% F7 i 2
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(Transport Layer Security Protocol, L& EM) HMAE. FEREN

% S K% Client Hello SHRSS SedmibAT AL IERE, X TFERONWISC. IRssas
Ui iU B 2 5 KAk Server Hello MAEFEEHM . RS IEIEF A AR EHIE L ) H
BB — AN INEEEIE VPN (Virtual Private Network, BEAUE FHINES) o %) i
15 MR 55 S ) A2 EL A s BRI RT3 T 12000 R 1 HEAT AR

B2t SSLVPN A7 A S BRI B [, 52 3% R0 0 28 R 2 B R,
FooE Pt SR FEI 2 Bgenn . AERAER ADN IEM &S BTE, Al DU S Mg s
) 35 58 A AR E PR M. (B I B TCP ARBE A7 20™ By 3% 1P BEUR CATa
SCATIAR), WA R W P —ANI8 FH I SSLVPN AR AR 45 4% SR A v DL ) 8

NG 1P BRI SRR R, AR FEEHR MR AT 1L Wi )
FER EANIF ) VPN 257 s i) H AR R 2, SSLVPN %% 7 s A e 55 4 i 41 47
{5 AF VPN AREE, B STD CEilbnil) ffa) .

1. EFXil@ 1, SSL/TLS Hristh SNI (Server Name Indication, HR%%
SRR Y T BONIE IR T7 2, A3 RS HTTPS B0, ££ Client Hello
IR SCE T BIAERA T U5 M £ MR 4 . B0 sslvpn. test. com. AN A5 A H
HU bk SNT FBANE], HONWI SO B AR AE SSLVPN RSl i 33 R R A i SNT
FB o ARAFIFIXAS SNT F Bt AT SSLVPN 22 i A i 25 4 it 1) H B b ik
FERIARIR, AR udliAN T SNT =B, HAR AT LA -

Secure Sockets Layer
TLSv1 Record Layer: Handshake Protocol: Client Hello
Content Type: Handshake (22)
Version: TLS 1.0 (0x0301)
Length: 287
Handshake Protocol: Client Hello
Handshake Type: Client Hello (1)

Length: 283
Version: TLS 1.2 (0x0303)
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Random
Session ID Length: 0
Cipher Suites Length: 110
Cipher Suites (55 suites)
Compression Methods Length: 1
Compression Methods (1 method)
Extensions Length: 132
Extension: server_name
Type: server_name (0x0000)
Length: 23
Server Name Indication extension
Server Name list length: 21
Server Name Type: host_name (0)
Server Name length: 18
Server Name: www.cloudminds.com
{B&, SSL/TLS RUEESLIERRM Bt A §- OPENVPN fENLIEREZ JE i), BN
RACHE R 55 23 AN 5018 H fyHhhk A1, OPENVPN 8 5 EF2 @& A IR . &8 okt
ITIE 2R SSL E#LEERE . ALy 1 Mg OPENVPN ZENLIEFEA A M8, $2H
TTVERR LR R 25
2. W 3 Pron, BT OPENVPN #STEEREMY B, %5/ o 5 IS5 4 o 2% 1 A2
J% CSID 5 SSID, H. OPENVPN BEAT =X 32 FAIMS i, VPNPROXY AR 55 & it 5 %5
J i EAT OPENVPN BEAT#EHE, > Proxy Session ID, fij#% PSID (/X
B UEARIRD, 1% PSID AIBENLAERG, R SCPR i B4 A R EE A, @
b PSID AR E SSID 5% P umifAT BT 1S . £E%5 P i 5 VPN ARBEEE 7. OPENVPN
HER )G, B)me ik Client Hello BB SCFE AT SSL &%, T
#7 T SNI 7B, ARFEHR S5 #8%F Client Hello R SCHEAT WS AT, AT H SNIT
TB FEX NI HEAT DNS fifirds#idl, SRECEIH 8 1P sl ARG 4%
HAT DL BOE AR S5 2l AT TCP @7 HE, TCP B 2 5, VPNARELH
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i CSID 5 M 55 #8 st b AT OPENVPN #7453 I FLIE IR S5 s o K 1%
FLIEMT SSID 45 VPN AREEARSS 48, WK EHEA SSID REE i e B8
FUR SRR, FRUEENT . ATl VPN AREIARSS SR S A — AN B T
e AL AE 75 BEKE K 11 AR 5% 4% 1Y) OPENVPN BT 2 22 B A B A RSB SSTD & 4k
N PSID Ja FER 4% ) S o 832 VPN ARTE A 95 5 4 4k B4 TCP Hdla ik SCHY e
K, MILTHMEREG. XML T8 A R SSLVPN AR AR SS & 1 1]

M SSLYPN ARFRAR S5 as i A ), FARER TV an& 4 s, A4

BB 101, AR PSID, AR4EIZ PSID 5% /1 it iEAT OPENVPN #2574,

IR 102, FRITIZR T i R Ik BT SCIREH i 55 245 it ) Hi

IR 103, M3 4R Z H ARS8t A hE S5 i2% H B IR S5 85 3EAT TCP 8 3545

ABR 104, R MIZK A CSID 51% H AR S5 45 3 dE 4T OPENVPN
AL, FERAE S X H RIIRSS S EAT OPENVPN 7B B B K
9% H 05 5% 253 A BB RS0 i SSTD Bk i% PSTD J ROB 4% 5 1 3

BRI RER 102 fiR i FTaR g S i A AR SO H B IS5 i Y
Bk L4

MAZ5 0 I hel To #RICH T HY SNT, 2% SNT #%1% H 1) A 55 4 i 7

1—‘:‘5.

R 1% SNT #5747 1% H RS54 i 145 B R BT H 0% I 2% 245 st F .-

MSSLVPN 2 F s B FR B2, e )7 s A BT a0 B 5 s, A

AUR 201, IR H RS S 1S B

WU 202, ¥FTIR HRIIRSS S S RS SSL/TLS Bhistakord, FH4%
IR AR SC & 1% 45 SSLYPN AR T AR 45 4% .

AR, PR 202 TRk H IR S5 400 S B ORI S 28
Fo: Kz HRIRS S8 pE B S AE P hello SCHH) SNT FBHF RIX L
ZARHAR 2545 -

% B3 Szt o A SSLVPN ARFRAE M AN & 6 FT s
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Fh R g o fRA 4 R

%5 1. SSLVPN % /13 1 97 ] SSLVPN AR FIAR %5 8%, F£7E Client Hello £
H 57T SNT;

%' 2. SSLVPN ARBEAR 5545 1R A FF M AT SNI, FRHU SSLVPN server 1843,
FA A H DNS AR 45 2%

P’ 3+ AHh DNS B 45 28R [0] SSLVPN i 5525 (1) 1P Hbbik;

Jw'5 4. SSLVPN AREEAR S #44H % 1P Huhik 5 SSLVPN HR 5548 s 3 7% %,
H e GEE .

BT A — R IR S A HRAE S T s S T b SSLVPN AR B AR SS 45,
H T X 8 A% A e 1) R ) JER P — b SSLVPN FOAREE 7 vEA AL, TR IX 26 5 4%
H SN AT LA WG SE 0, B 2 A AS PR

7 s, A HE SEHEA ) SSLVPN BACRE R 55 4 ELdE -

AT, F T AT FITIR 255 i 1K PR AR SR R H PR R 95 ot i 4

2 R, F T AR TR AR il R RS B 5 i L R

Wi 45 geeefbith, FT 5Pk SSLVPN H (RS se s g v, kST

IR H R 55 st st T SRR B WO B Rk B BT H B8 R 55 dbs s 44 S A A
55 dr o W bR VA i Jo RIR 45 FITIR %5 ) Ui o

YERN—ASERER], ARG 45 ol DUEHE T IR

BT R A AR 701, F AR 21 bR iR PSTD;

%5 OPENVPN #idk 702, FIFHR3EFTi& PSID 5%/ iidk T OPENVPN 27
U7

bR 703, FMENT IR RS e A I BOFR SCIR A H A ik 5% 45 i O 3
hk;

TCP BLHe 704, FTHE4E ik H AR 55 &5 o ik 5 ik H AR 95 ds kAT
P L TCP # Y

5 . OPENVPN #ifl 705, HIJ-HR4 M PTid % ) sim kA5 5 25 ) i 2> 1l bn 1A
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CSID 5Tk H BN SS 233 HEAT OPENVPN ST 344, HW/E 5 Ak H A9 IRSS 2%
B AT OPENVPN SN2 FERE T A BRIk B ATk H RS 43l ) 4 s S
IR 25 g 2 TE AR IR SSID B i frid PSID Ja KIAZE BTk 5 7 i o

BE—0 L, METASEE 703 AT TR 2 7 g A 1A PR AR SO H AR 55 s v
AL b4 45 -

MR 2 i R IE B hello $RICHENT HI AR 5545 2 PRIB7R NI, Brik SNI
TR H ARG d5 i (S R

TR FTR SNT #5717 (4 Fridk H A AR 25 85 o AR 15 2 SRERIT IR H A R 55 455 i 7
Huhk

FH, MRELSAGPRIRAE A 701 /T DUF T BERLA e FTig PSID.

TR AW, AR S A s S ik T SSLVPN /Y% o,
TAX e A% AR o O BBl SSLVPN [ %% /1 i b BT v AR AL, R) b
WA B S AT A2 W7 VE RS, HE 2 A TEA

W 8 iz, A HIE S Y SSLVPN B2 /oy, R4

FEREUE R 801, FH T 34F H AR SS 45 3 BUAS B

ROEBEH 802, HTH#HTik H RS &5 915 B 5 AN SSL/TLS BsdR 3¢
H, FoR TR IR R %4 SSLVPN ARHLAR 45 2% .

HARHL, A HE S BT 9 SSLYPN % P i B 9 BifoR, FTid R sk
802 f.HE:

EEEANEIG 901, A THE H RS 430 15 B 5N hello R i)
i 55 45 2 FrdE7m SNT 7B

RILFTT 902, FTHITIRS P hel lo R IELT SSLYPN ACRE AR 55 45 .
RGN RN RSB, A BER S g T3 0o T, B R4,
BTN e DRI, AR B R R S8 A A S ] L 5 AR S
B A SRR A T T ) SR i R . T HL, AR HRE e R — AN S E A
b S A TSN AT AR AR R THEHL AT I AF o CEFEEANR T
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kS CD-ROM. YA AF B as4s) LS T EEHLER 7 S B oK

BT Rk, AR e T M SSLVPN ACEAR 55 &%
1000, i 10 fiw, B4 WOREIG 1001, A TEIRECR: FN 5 1003,
TG AFEES 1005, A TKIEAEME N0 1003 BIFE P HAT 1 SCHTIR 1Y)
SSLVPN AR J7 1

AL, A HIE S S SR AL — 0 SSLVPN 2 3 1100, @1l 11 s, 6
. WOk T 1101, I TEEENCR: FAE B 1103, H TR &R ALFLES
1105, FHTHKEEAFMEN BT 1103 IR IAT EOCHTIR Y SSLVPN 25 )7 i kb B 7
e

A HE RS A FE a7k W (RGO, M EPRE T -
A RS BRI/ B M R AR o BB AT T SEALRE T 4 & S A AR
A/ ST AERE AR TR/ BOTHE . DL TR/ BT M R R
M/ SITHEREE o AR AR S S LR PP 2 BB A T BNl L T EL.
N 20 A BB s ] 2 PR 00 A PR 2% PR AR LS DL A — ML, A5 I8
LTS B A AT g R R Ak B B AL BEESTAT 4R 2 7 A H T S IR R
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.

X BT BN T 1 2t AT AR AR AE R 51 T T S LB L Al m) g R A 0 A L i
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PR B R A

1. —®h SSLVPN (REE 7, HAFEE T, 4.

A ARBE 2 TERR I, AR TR A2l bR R 5 2 7 i VL

AT IR 2 P i AR HIAR S, SRECH AR SS A8 s i) TP Mk, b, prik
2% 0 AR AR S AL R S5 A Y TP kS B

5Tk SSLVPN H AR S5 s i @208 HE, Ik 5 iR H R 5% & i 22 57
FEHT BRI B K B P Ik H A AR 55 48 i B4R S TP RO IR &5 s Tl AR s, By
PITIAAREE 25 AR 1R G AR 45 T IR 25 /7 i o

2+ GOARIER | TR 7V, HRHIEAE T, AR Tk B S th bR RS
5% LR, A

P A AR BE 2 1E bR IR A PSID, #8408 Ik PSID 5% 7 i idk4T OPENVPN £
SR

3y WIBCHIEEK 1 Id R T, HRHEAE T, ikl ik 25 7 i Rk Y
R, FREUH R AR S & i ) ik, G195 -

MR 2 i R IE B hello $RICHENT HI AR 5545 2 PRIB7R NI, Brik SNI
o ik H A AR 25 & 0 O 45 2.

ARAE IR SNT #5747 10 ik H ) Hik 55 & o 45 B 3R BUITIA H AR 55 s o 1)
Hhhik

4. GOBURIEEK 1 B3 ik 77k, HRMIEAE T, Ik 5Pk H ik S &=
Ui LR, S

ARHE Ik H A Bk 55 5 v 7 Sk 55 BITak H F0) He 95 ds EAT A% vz il Bl TCP
AT

R MR %5 P i SRS 2 P i & R iR CSID 5 ik H B R 9% 28t gk AT
OPENVPN #3735 .
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5y WIRLRIEEK 2 AR BTV, FLRHMEAE T, K5k H B IRSs d i g o7
TR BRI B 0K B Bk B AR S5 #5 o B RS IR GG S aid bR i, Bk
NFTRABE S AE R R Ja KRS IR 4 P o, AT

¥ 55 FT ik H OB IR SS 23347 OPENVPN B 3 RER B, 42U Bk H P ik
I 0 R 55 i i 1) 4 AR SO R AR 55 28 218 AR IR SSTD Bl finid PSID J5 R ik
245 iR 25 7 3 o

6. WIBCHEER 2 Frik f)75%, HAFEAE T, Pk A sl PSTD A5

BEBLA R PSTD, ERARHE S5 A i PSTD.

v P SSLVPN & P b BE 7, HRHIEAE T, B4

AT H B AR Ss a8 0 kA

W ik H IR S5 2% B945 B 5 N SSL/TLS Wi scr, IR I &k
4y SSLVPN AT AR 4% 2% .

8+ WIBCHELK 7 ik ry 77k, HARHMEAE T, Frik ¥ prik B i) & i
ks B 5N SSL/TLS HhiddRk e, ads:

¥ BTk H B HRSS 3 S5 B SN hello RO AR SS $e 2 FR48 7R SNT F

9. — % SSLVPN ARH IR 5 4%, FLRFIEAE T, B4

ARPEL bR A st H AR AR B 2 A bR RS

AT, F T AT TR 25 P il I AR AR SCERERH B R 55 s i ) bl
o, ik ) S AR RO TP AL ik S5 4R Y TP kS R

P AR, R TR AR A 2l R U B 5 S i L

WR2% B He, F T 5 0T3A SSLVPN H (R4S S s ar 4, I 5T

IR H R 55 st st T SRR B WO B Rk B BT H B8 R 55 dbs s 44 S A A
Faseiibnil, B OB ABE 2GRS RS KL LS FTIR 2 Ui o

10, AR 2R 9 AR RS &5, HRRIEAE T, PnAARBLE1d R A AR i)
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By, AR TEARE R, B PSID.
v IOBURIEEK 10 AR IR SS &, FURHMIEAE T, TR P ol e i,

A

%5 OPENVPN #&3e, Bl F-HE38 Frik PSID 5% /13 k47 OPENVPN #3734

12, WIBCHEER 9 IR R IR SS &5, FLRMEAE T, It i, it prik
2% 2 0 R AR AR SO B H AR 55 s s e ik, BT

MR 2 i R IE B hello $RICHENT HI AR 5545 2 PRIB7R NI, Brik SNI
TR H ARG d5 i (S R

ARAE IR SNT #5747 10 ik H ) Hik 55 & o 45 B 3R BUITIA H AR 55 s o 1)
Huhk

13, WAUREESR 9 PR RIIR S48, FLRHEE T, A IR S5 48 AR,
A

TCP B, F TR #E Arik H AR 45 g o i kil 5 ik B AR S5 S AT 4% 46
Pl P TCP # STEEHE ;

5 OPENVPN il H-FHEHE TR 2 ) s 3R A5 25 ) S 2 1l bR il CSTD
50Tk H B AR 55 S5 i AT OPENVPN # 37 3%:4%

14, GAURIEER 13 IR AR SS &5, FRFEAE T, Pk 35 — OPENVPN #&dk,
WH T

¥ 55 FT ik H OB IR SS 23347 OPENVPN B 3 RER B, 42U Bk H P ik
H B0 B 55 45 o ) A 4R S0 B AR 55 2 22 15 AR iR SSTD B el ik PSID Ji5 ik
245 iR 25 7 3 o

15, AR 2R 9 IR AR IR S5 o5, HARFRAE T, Pk ACH 1l bRk
A BRI E B 2B ARG R, B BEVLAE TR PSID, BRI
1% PSID,

16, ——H SSLVPN ¢ fFraiy, JRREAE T, .

5 RIREUER L, T3R5 SSLVPN H fHR 55 24 45 2 s
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ROEBHL, HTH A B iR e 5 B 5 N SSL/TLS Bl scHh,
W FTIR R SC R %4y SSLVPN AREE AR 45 4%

17, GOBURSEK 16 Ak o, FORMEA T, IR ROR A

BERENEIG, HTHINAHRRS &mAEESA hello HICTHHINR
F e AR R SNL B Kk G, R TRPTIAZ F i hello K IRES
R ACEE AR 55 25

18, —Fi SSLVPN MBI ST 4%, FAFIEAE T, B4

Wk BTG, H TR IOK

FAEN T, H T AR

KEFELS, TR T IR AE A N o R P BT WBUR 2k 1 & 6 (R — Tl
FITIA ) SSLVPN AREE 72

19, —H SSLVPN & fraiy, JRREAE T, A

Wk BTG, H TR IOK

FAEN T, H T AR

REFRES, F TR IR A6 A 0 R T $AT WBCR) 22k 7 B 8 Firidk i
SSLVPN % 7 st A BE 7 ¥ o
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