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A MEIHOD 1O PROVIDEANONYMOUS CAILMODEIN
A THECOMMUNICATION SYSITEM

HHD OF THE PRESENTSYSIEM:
The present invention generally relates to ¢communic ations using
telecommunication devices in telecommunication networks, and more

specifically to enhanced communications services.

BACKGROUND OFTHE PRESENT SYSTEM:

Telecommunication devices, such as mobile or landlne phones,
have become mmportant devices in our daily life. A mobile phone or
device isgenerally a subscrnberto a telecommunication networkin order
to enjoy communication services, such as voice, data, etc. A mobile
user is generally identified using an Intemational Mobile Subscnber
Identity, or IMSL The mobile IMSIlis a unique number associated with all
GSM (Global System for Mobile ¢ ommunications) and Universal Mo bile
Telecommunications System (UMTS) network mobile phone users. & is
stored in the SubscrberIdentity Module (SIM) inside the phone. The SIM is
actually unique to one subscrnberand cames information to identify that
subscrnberin his home netwoik, i.e. the network he is a subscrberof. This
nformation includes among other things the IMSI and further
authentication data. The SIM is generally provided by the network
operator when a user gets his subscrption, and cormesponds on this
network to a unique MSISDN (Mobile Station Intemational Subscnber
Direc tory Number) which is actually the mobile device phone numberin
this ne two rk.

A landline, main line or fixed-line is a telephone line which travels
through a solid medium, either metal wire or optical fiber. This is

distinguished from a mobile cellular ine mentioned here above, where
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the medium used is the airwaves. A landline telecommunication device
can be a hardwired phone or a wireless phone, both connected to a
base device connected to the PSIN (Public Switched Telephone
Network). Iandline devices are also associated to phone number in the
PSIN.

When placing a call from a caling party to a called party
(respectively named here after the caller and callee), the caller phone
number may be presented to the callee device foridentification of the
caller. The callerphone numberis generally referred to asthe CalerIDor
CID in short. Presenting the CallerID is a faidy recent service provided by
mostifnotallnetworkoperatorsto theirsubscrbers. Forinstance Caller ID
presentation is a service offered by the PSIN today. CIIP (Callng Line
Identification Presentation), a similar service offered for GSM mobile
devices, isdescribed in the document 3GPP (3rd Generation Partne rship
Project) TS23.081. Different solutions are available to transmit the caller ID
mformation to the callee device, forinstance an SS7 (Signaling System 7)
message for PSIN lines or an SIP (Session hitiation Protocol) message
setup in GSM and UMTS networks for Voice overIP. When a contact list is
available on the callee device, the contact name associated to the
mcoming CallerID may be presented to the callee in place of the Caller
ID.

Caller IDs, when refeming to phone numbers either for landline or
mobile telecommunication devices, are defined according to
standardized numbers recommended by IU-T (Telecommunication
Standardization Sector) in the rcommendation E164 (Public
telecommunic ation numbernng plan). As they are unique to a given
telecommunication device, they can be referred to asglobally outable
numbers, ie. they can be dialed from any other telecommunication

device to reach the given telecommunic ation device.
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The Caller ID presentation can be problematic when the caller
wants to keep his numbersecret, forinstance when the callerand callee
are two members of a social network who meet over their common
mte re sts.

Social networks, available through mobile networks and over the
mtemet, are increasingly successful communication platforms. Members
of a social network generally identify themselves through a login or
pseudonym that maintains their true identity secret from other members.
In some mstances, it can be useful for two members to talk over the
phone and getto know each other. A problem arises when the members
need to exchange contact information as they are at risk of providing
their phone numberto an untrustworthy member. Members may not be
comfortable with sharng their private phones numbers. This is all the
more important when the socialnetworkisa dating network

Some platforms offer "click to call’ services which allows members
to speakto each other. The two membersneed to be connected to the
social group simultaneously and the communication is established
through the telecommunication device each memberused to log in to
the social network. When the device isa computer, the memberoruser
cannot move away from the computeras the computermicrophone has
a limited range. Furthermmore, such a solution cannot be used forlandline
phones.

Anothersolution is for the caller to hide his Caller ID to the callee.
Nevertheless, he will need to convince the callee to share his phone
number, which isnot a satisfac tory situation for him.

Thday there is stil a need for a simple solution that allows two
parties to preserve their anonymity when calling each other. There is a
further need for a solution that is accessible regardless of the type of

telecommunication devicesinvolved in the call
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SUMMARY OF THE PRESENT SYSTEM AND MEIHOD:

It is an object of the present system, processor and method to
overcome disadvantagesand/ormake improvements in the priorart.

T that extent, the present method proposes a method for
providing an anonymous call mode between a first and a second end
points, each end point being characterzed by a comesponding true
calleridentification (CID), the true CIDs being used in a call to identify a
callerand a callee of the call, the method compnsing the actsof:

- generating a first and second fake CIDs, respectively for the first
and second end points, when receiving a confimation message that
both the first and second end points requested the anonymous call
mode,

-providing to each end point the otherend point fake CID,

- intercepting a first call from the first end point to the second end
point when identifying in the first call the second fake CID as a callee
CID,

- processing a second call to the second end point using the first
fake CIDasa calerCID,

- joining the first and second callsto generate a call from the first
end point to the second end point, thereby hiding the true CIDs to both
end points.

Thanks to the present method, the user of the first end point will
only place a call using the contact information, ie. the second fake
Caller ID, he/she knows forthe userofthe second end point. The second
userwill receive a call with a CallerID conmesponding to fake CallerID of
the first end point. The true CallerID of both users are neverrevealed to
the other user, thanks to the three stage calling process (first call and
second cal, and joining of the two calls). Such a process is pemnitted
once both users have requested the anonymouscallmode and the fake

CallerIDs have been generated.
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The present system also relates to a service node for providing an
anonymous call mode between a first and a second end points, each
end point being characterzed by a comesponding true caller
ide ntification (CID), the true CIDs being used in a call to identify a caller
and a callee, the service node being amanged to:

- generate a first and second fake CIDs, respectively for the first
and second end points, when receiving a confimation message that
both the first and second end points requested the anonymous call
mode,

-provide to each end point the otherend point fake CID,

- intercept a first call from the first end point to the second end
point when identifying in the first call the second fake CID as a callee
CID,

-processa second call to the second end point using the fist fake
CIDasa callerCID,

- join the first and second callsto generate a call from the first end
point to the second end point, thereby hiding the true CIDs to both end
points.

A telecommunication system in accordance with the present
system may compunse:

-a first and a second end point, each of the end points being
characterized by a conmesponding true calleridentification (CID), the true
CIDsbeing used in a callto identify a callerand a callee ofthe call,

-a social network server, hosting a social network each userof an
end point is a member of, the social network server being amanged to
offer the activation of an anonymous call mode to the users of the first
and second end points,

-a service node for providing an anonymous call mode between

the first and a second end points, the service node being amanged to:
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-generate a fist and second fake CIDs, respectively for the first
and second end points, when receiving from the social network servera
confimation message that both the fiust and second end points
activated the anonymouscallmode,

-provide to each end point the otherend point fake CID,

-intercept a first call from the first end point to the second end
point when identifying in the first call the second fake CID as a callee
CID,

-processa second callto the second end point using the first fake
CIDasa callerCID,

- join the first and second callsto generate a call from the first end
point to the second end point, thereby hiding the true CIDs to both end
points.

An application embodied on a computer rradable medium in
accorance with the present system may be amanged to provide an
anonymous call mode between a first and a second end point, each
end point being characternzed by a comesponding true caller
identification (CID), the true CIDs being used in a call to identify a caller
and a callee in a call, the application comprnising:

-a portion to generate a first and second fake CIDs, respectively
for the first and second end points, when receiving a confiimation
message that both the first and second end points requested the
anonymouscallmode,

-a portion to provide to each end point the other end point fake
CID,

-a portion to intercept a first call from the first end point to the
second end point when identifying in the first callthe second fake CID as
acalee CID,

-a portion to processa second callto the second end point using

the first fake CID asa callerCID,
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-a portion to join the first and second callsto generate a call from
the first end point to the second end point, thereby hiding the true CIDs
to both end points.

BRIEF DESCRIPIION OF THE DRAWINGS:

The present system, call management node and method are
explained in furtherdetail, and by way of example, with reference to the
accompanying drawings wherein:

HG. 1 shows an illustrative embodiment ofthe present system;

HG. 2 is a flow chart illustrating an embodiment of the present
method;

HG. 3 shows anotherillustrative embodiment of the pre sent system;
and,

HG. 4 is anotherillustrative embodiment ofthe present system.

DEIATTED DESCRIPTION OF THE PRESENTSYSIEM AND MEIHOD:

The following are descrptions of exemplary embodiments that
when taken in c o njunc tion with the drawing s will demonstrate the above
noted featuresand advantages, and introduce furtherones.

In the following description, forpurmposesofexplanation ratherthan
limitation, specific details are set forth such as architecture, interfaces,
techniques, etc., forillustration. However, it will be apparent to those of
ordinary skill in the art that other embodiments that depart from these
details would stilbe understood to be within the scope of the appended
claims.

Moreover, for the purpose of clanty, detailed descrptions of well-
known devices, systems, and methods are omitted so asnot to obscure
the descrption of the present system. Furthemmore, routers, servers,

nodes, base stations, gateways or other entities in a telecommunic ation
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network are not detailed astheirimplementation isbeyond the scope of
the present system and method.

For purposes of simplifying a descrption of the present system, the
terms "operatively coupled”, "coupled”, and formatives thereof as utilized
herein refer to a connection between devices and/or portions thereof
that enables operation n accordance with the present system. For
example, an operative coupling may include one or more of a wired
connection and/ora wireless connection between two ormore devices
that enables a one and/or two-way communication path between the
devicesand/orportions thereof Forexample, an operative coupling may
mclude a wired and/or wireless coupling to enable communication
between a social network serverand one ormore userdevices. A further
operative coupling, n accordance with the present system may include
one ormore couplngs between two ormore userdevices, such as via a
telecommunication network in accordance with an embodiment of the
present system.

Unless specified otherwise, the exemplary embodiment here after
will be descrbed in its application to mobile devices charactenzed by
the CallerID as provided by the Telecommunication Netwoik (Telco) the
users are subscrbers of. This Caller ID willbe refenred to as the primary or
true CallerID and conesponds to the unique number MSISDN or mobile
phone number, ie. the number through which the device can be
reached. This illustration is in no way a limitation of the scope of the
present method and system astelecommunication devices such as fixed
devices or communication devices behind a PBX (Prvate Branch
eXchange) may implement the present teachings. Vanations to the
present system wil be detailed later on when one or both the parties
nvolved in the anonymous callare not subscrberof the Telco providing

the present method.
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Furthemore, what will be referred to as a "call' in this description
may be a standard voice call or any other communication session
established between a first party, referred to as the first user, or caller,
and another party refemred to as the second user, or callee. One will
understand of course that the callis placed more precisely between the
users telecommunication devices, i.e. the calling device and the called
device, forinstance a video callbetween the first and second users, or
data exchange between devices. Fach side of the call in the
tele c o mmunic ation ne two rk will be referred to as
a branch or a leg of the call The call may also be refemred to as a
communic ation path between the two devices. When a communication
path isset up between both calling and called devices, different entitie s
of the present telecommunication system are involved and this path
generally involvesa two levelexchange mechanism:

-a signalng level comesponding to the signaling (or set up)
messages exchanges through the network entities between the two
devices,

-a media levelforhandling data, voice, etc.

Furthermore, the calling and called devices willalso be referred to
asend pointsasthey represent both ends to the communication path.

In addition, it should be expressly understood that the drawings are
mcluded forilustrative purposes and do not represent the scope of the
present system.

HG. 1 shows an exemplary embodiment of the present system. A
first telecommunication device, or first end point, 101 is illustrated as a
mobile device comprsing a SIM with information to identify itself in its
network 160. The first device 101, belonging to a first user A, is further
characternzed by a first Caller ID NUM_A, which conesponds to its primary
Caller ID. In the exemplary embodiment of a GSM or UM'TS netwo1k, a

device is associated to the unique IMSI in its subscnber network as
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explained before. The CallerID is generally the MSISDN associated to this
IMSL Depending on the type of networkthe CallerID could be a different
identifier for the caling device. & could be for instance metadata
associated to the user, like a picture ordetails information about this user
such asa name and address, depending on the possibility offered by the
network as well as the consent of the user. The term Caller ID wil
encompass these different possibilities. When placing a call, the first
device isreferred to asthe calling device.

A second device 102 orsecond end point is also provided in the
present network. When receiving the call, the second device wil be
referred to as the called device. The second device 102 belongs to a
second userB and is furthercharacterzed by a second Caller ID NUM_B,
which comesponds to its primary Caller ID. When a callis placed from
userA to userB, userA isthe caller while userBisthe callee.

The present system also comprses a telecommunication network
160, or Telco, both users are subscrnbers of. One mobile switc hing center
(MSC) 110 is provided to handle communications between users of
network 160. A database 115 is associated to MSC 110 for stonng
mformation about subscrbers of Telco 160, and more specifically about
users A and B.

A social network (or community) server 150 is also provided in the
present system for offering a social network platform to users, whether
subscnbers of Telco 160 or not, to exchange information about
themselves, common subjects of interest, news, sports ... The social
network may comprse communities like Myspace™, Facebook™,
communities hosting blogs from users, etc. Such social network servers
are generally accessible overthe Intemet. Users may need to register to
a social network to become a memberin orderto receive or define a

usemame, a profile to betterdescnber himselff herself, etc. In the present
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fllustration of FIG. 1, both users A and Bare members of a dating social
networkcalled dateme.com hosted on the socialnetwork server 150.

A partnership is also provided in the present system between Tlco
160 and the social network 'This partnership, as illustrated here after,
ensures that relevant user information is passed on from the social
network server 150 to the Telco 160 and subsequently to the users when
bothrequest an anonymouscallmode according to the present system.

HG. 2 is a flow chart illustrating an exemplary embodiment of the
present method, wherein the first device places an anonymous call to
the second device using the present method.

Ih a preliminary act 200, both users A and Bregister with the server
150 to become members of the social group dateme.com. They may
register either through their respective first and second devices or
through other devices with access to the intemet. To that extend, they
may define a personal profile, choose a usemame, etc. The use mame is
generally a unique identifierto login to the social netwoik server 150. This
can be an email address for instance (like with Facebook™) or a
usemame chosen by the userhimself provided it hasnotbeen allocated
before. User A and user B get to know each other through their online
ac tivity with the social group and decide to call each other using the
anonymouscallmode enabled with the present system.

The anonymous callmode may forinstance be activated through
mutual invitations like the friend invitation cumently available on most
social networks. The activation may be on a request/confiomation basis,
Le. one of the users, say user A, will send a request to the other user B,
who can either accept the request or declne it. Both users A and B
requesting the anonymous call mode may also trgger its activation
simultane o usly.

Provided one of the users does not accept or request the mode

(answerno to act 210), the users A and Bwill not enjoy the possibility of
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caling each other anonymously. When the anonymous call mode is
activated (answer Yes to act 210), a confirmation message, ¢ ompnsing
relevant user information or data, is passed on between the social
network server 150 and Rlco 160, c onfiiming that both users A and Bare
"paired"” with the anonymous call mode of the present system. 'The
partnership mentioned here above allows the transfer of such a
confiimation message.

Relevant user information is information that pemnits TRlco 160 to
identify users from the social network who requested the anonymouscall
mode of the present system. Such relevant user information may be for
mstance:

- the userCallerID provided both users A and Bregistered with the
socialnetwork serverusing theirCallerID forTelco 160,

- their unique ide ntifier with the social netwoik, provided Telco 160
can retreve the comesponding subscnber. The anonymous call mode
according to the present system may be offered to members of the
social network through subscnbing to a comesponding service provided
by Telco 160. Upon subscrbing to the service, users may have to provide
the name of the social network as well as their usemame, so that Telco
160 can subsequently match the relevant user information provided in
the confimation message with the usemames as provided by users A
and Bwhen subscnbing to the service.

Otheruserdata such astheiractualname, a membership number
etc. are readily available to the man skilled in the art foridentification by
Telco 160 ofthe anonymouscallmode requesters.

Once both users A and Bhave been identified, in a furtheract 220,
a fake Caller ID is generated for both users A and B, respectively
FAKE NUM_A and FAKE NUM_B. In the present system, the fake Caller ID

of a userisused asthe contact data forthe user, ie. that it willbe used
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as the callee CID. As such this ID is unique as it is used in the present
system to contacta user.

The fake Caller ID may be generated in different ways. n an
additional embodiment of the present system, the fake Caller ID is
retrieved from a poolofavailable (i.e. non allocated) CallerIDs stored in
database 115. Once the fake Caller IDs are allocated to both users A
and B, Rlco 160 may store in a table the conespondences between the

actualand fake CallerIDs:

Social First
Second
netwok user HFirst user Second user | Anonymo us
user
Caller fake CID fake CID callmode
CID
D
Dateme | NUM_A | FAKE NUM_A | NUM_B | FAKE NUM_B Active
Dateme | NUM_A | FAKE NUM_A | NUM_C | FAKE NUM_C Active
Facebook | NUM_A | FAKE NUM_A | NUM_D | FAKE NUM_D Active
Facebook | NUM_D | FAKE NUM_D | NUM_B | FAKE NUM_B | Canceled
Facebook | NUM_A | FAKE NUM_A | NUM_E | FAKE NUM_E Active

Table 1: conespondencesstored by Telco

As illustrated here after, the association of the different Caller IDs
and fake CallerIDs foreach couple of users will allow to guarantee an
anonymous call between these users. The anonymous call mode
column is defined as "active" when a confirmation message from the
socialnetwork server 150 hasbeenreceived forboth users A and B.

In an altemative embodiment of the present system, both fake
CallerIDs may be generated through reversible func tions using NUM_A,
NUM_Band the social netwo rk:
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fake CID ofcallee = FUNCTION (callerCID, callee CallerID, social
ne two rk)

wherein:

-callee isuser Bwhen calleris user A i.e. user A is the recipient of
the fake CID of callee, and reversely.

- the function FUNCTION isreversible, ie. Telco - upon interc e pting
a callto a fake CallerID - can retrieve the true caller CID and calee
CID and the socialnetwork both usersare membersof.

This altemative embodiment is suitable when both users are
subscribers of Telco 160. hdeed the fake Caller IDs do not need to
match standardized numbers as recommended by IIU-T in the
recommendation E164, and hence do notneed to be globally routable
numbers. Forinstance, a fake CallerID could be a 12 digit number: XX
YYYYYY 77777, wherein:

-XX is an identifier for one of the social networks which partner
with Telco 160,

- YYYYYY is a number representing the caller, ie. the user who is
the recipient of, i.e. who willreceive the fake CallerID,

- 777777, is a number representing the callee, ie. the real user
behind the fake CallerID.

Othermethods are readily available to the man skilled in the art to
generate fake Caller IDs that associate in a reversible mannerboth users
A and B prmary Caller IDs and the social network. Each fake Caller ID,
FAKE NUM_A foruser Band FAKE NUM_B for user A, will also be used to
check the cument status of the anonymous call mode between both
users, asexplained lateron.

In a furtheract 230, the fake CallerID of one end point is provided
to the other end point. n other words, FAKE NUM_A is provided to the
second telecommunication device 102 of user B while FAKE NUM_B is

provided to the first telecommunication device 101 of user A. 'The
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provision may be camed out through a short message such asan SMSor
MMS, orany othertype of data transfer. SMSis a convenient support asit
allows for mobile phones an update of the mobile phone contact list
(also referred to as address book). The new entry will compnse for
mstance the name of the userasidentified on the social group, ie. the
name used by user B to present himself/herself to user A, and the
comesponding fake Caller ID, i.e. FAKE NUM_B. Thbles 2 and 3 here after
fllustrate the update of both users' contact list:

UserBsphone

AddressbookofuserB

Usemame

A

FAKE NUM_A

Table 2: userBaddressbookupdated through SMS
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UserA'sphone
AddressbookofuserA

Use mame
FAKE NUM_B
B
Use mame
FAKE NUM_C
C
Use mame
D FAKE NUM_B

Table 3: userA addressbookupdated through SMS

In an altemative embodiment according to the present system,
both the generating of the fake Caller IDs and their provision to both
users may be camed out by the social network serwer itself. In the
agreements between Telco 160 and the social network platform 150,
these acts may be allocated to the social network itself. The fake Caller
IDs, once generated, will then also be provided to the Telco so that it
can process any subsequent anonymous callsbetween both users A and
B.

Subsequent acts 240 to 265 comrespond to an actualcall using the
anonymous call mode. The herwafter call will be descnbed with user A
calling userB. The present teachingsare of course transposable to userB
caling user A. h a call between a caller and a callee, the caller and
callee CIDsare respectively used to identify the callerand the callee, ie.
they are passed on as parameters in the call signaling messages
between the calling device, the Telco and the called device.

With a contact information for user Bin his’her telecommunication

device, user A can prceed with calling user B using the number
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associated to user Bin hivheraddress book, i.e. FAKE NUM_B. A node in
Telco 160, such as MSC 110, isaware of allcall signaling me ssages within
the network of Telco 160, and as such, can interceptin a furtheract 240
a fist call from the first end point to the second end point, when
id e ntifying in this first call the second fake CID FAKE NUM_B as the callee
CID. The first call corresponds to the first leg of the anonymous call
between both users A and B. Whether the callee number belongs to a
specific pool of numbers or has been generated using reversible
functions, orany methods as mentioned before, MSC 110 can identify a
fake Caller ID in the fust call issued from the first end point. The first call
also comprses NUM_A asthe caller CID.

With the first call, MSC 110 c an id e ntify:

-thatuserAisplacing a call,

-to a fake Caller ID that actually belongs to user B (using the
reverse function ortable 1),

-both users having requested an anonymous call mode through
the socialnetwork dateme.com.

In an additional act 245, prior to processing the anonymous call
mode, MSC 110 may venfy if the anonymous call mode is still activated
between both users. Indeed, user B may have in the mean time
requested the cancellation of the anonymous call mode. To do so,
he/she may for instance cancel the mode associated to user A on his
buddy lLst attached to his’her profile in the social network. Other
deactivation of the mode may be readily available to the man skilled in
the art. Once the deactivation is completed on the social network, an
update (deactivation message) is sent from social network 150 to Telco
160 so as to update the status of the anonymous call mode between
both users. n the exemplary embodiment of Thble 1, the last column
gives the cunent status of the anonymous callmode between two users.

As seen with user C and userD, it hasbeen cancelled by one of the two
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users. With the exemplary embodiment of the XX YYYYYY ZZ777Z numbe 1s,
the identification of the social network through XX will allow MSC 110 to
check the most up to date status of the anonymouscallmode between
userA and userB, asidentified through YYYYYY and ZZ7777 re spec tive ly.

In the more genernc exemplary embodiment, wherein the fake
CallerID is given by a reversible function, the social network component
will cause the reverse function to retum a "FAISE' result when Telco 160
has received a deactivation message for the anonymous call mode
between both users A and B.

If the anonymous call mode is no longeractivated (answer No to
act 245), the call wilnot follow through and will end in a furtheract 265.
Provided the anonymouscallmode isstil active (answerYes to act 245),
MSC 110 will process a second call to the second end point, using the
first fake CID FAKE NUM_A as the caller Caller ID and the primary Caller
ID NUM_B for the callee Caller ID. 'This second call comesponds to the
second leg of the anonymous call between both users A and B. When
receiving the second call (perceived as a regularcall from user Bside),
user B will see an incoming call from user A, as identified from user B
address book (as illustrated with Thble 2), ie. with FAKE NUM_A as the
CallerID. He/she can immediately recognize the memberfrom the social
network with whom he/she requested the anonymouscallmode.

In a furtheract 260, MSC 110 will join the two calls, i.e. the first and
second legs of the anonymous call Thanks to the present system, Telco
160 performs a swap in the CallerIDs:

-fom an outgoing call (fist leg initiated from the first
telecommunication device 101) from NUM_A to FAKE NUM_B, to

-an incoming call (second leg, bound to the second

telecommunication device 102) from FAKE NUM_A to NUM_B.
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In accordance with the present system, one user need never
actually know the other users true number. In the present system, the
fake CallerID ofa userisboth used:

-asthe contactinformation to call the user,

-as an anonymous Caller ID to present himselff herself as the
memberfrom the social group, without giving out his’heractual number.

An inte re sting aspect with the additionalact 245 (is the anonymous
callmode still active ?) is the fact that the fake CallerIDscan be reused
assoonasa deactivation message isreceived by Telco 160. Provided for
mstance user Bdeactivated the anonymous call mode using the social
network platform, as user A and user Bare no longer "paired" with the
present anonymous call service, any subsequent attempt by user A to
call user B using FAKE NUM_B will fail (answer No to act 245). Telco 160
may reallocate the numberto anotheruser B involved with user A, or to
any othercouple of members from the social network, as long as Telco
160 can identify such a number as the callete CID in a call and retreve
the two users, and the socialnetworkinvolved.

As mentioned before, when both users A and B are subscnbers of
Telco 160, fake Caller IDs do not need to be globally mutable numbers.
In the event one if not two of the users are not subscrnbers, as the
anonymous callmode is hosted in Telco 160, the fake Caller IDs willneed
to be globally mutable numbersassociated with Telco 160 so that the first
call can be intercepted as intended to a number managed by Telco
160.

HG. 3 is an illustration of the different setup messages that may be
exchanged in the present system. Setup 1 conesponds to the registration
of users A and B with server 150 to become members of social network
dateme.com. Setup 2 comesponds to the confiimation message that
both users requested the anonymous call mode of the present system.

The setup 2 message may also be used when one of the two users
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deactivate the anonymous call mode. Both setup 3 and 4 messages
comespond to the transfer of the fake Caller IDs of a user to the other
user, i.e.:

-setup 3 message to send FAKE NUM_Band usemame Bto userA,

-setup 4 message to send FAKE NUM_A and usemame A to userB.

Setup 5 message willallow the processing of the first call from user
A intended to user B. Setup 6 message conesponds to the processing of
the second leg of the call, from user A presented with FAKE NUM_A, to
user B. Asa consequence, a communication path (dashed lne) will be
generated in an anonymousway between both users A and B.

In the hereabove illustrations, telecommunication devices 101 and
102 were illustrated as mobile devices, such as PDAs, cellular phones,
smart phones and the likes. The present teachings can be readily
mplemented with either one, or both, of the first and second
telecommunication devicesbeing a landline phone.

In the present illustration, MSC 110 is a node from Telco 160
implementing the present method. One may note that MSC 110 may
comprnse one or more parns and that illustrating the MSC 110 as
comprnsing one part is in no way limiting as these more parts could be
hosted by one or more other nodes orservers of TRlco 160, these parts
being operatively coupled to each other. n accordance with a further
embodiment of the present system, another coupled node other than
MSC 110 in Rlco 160 may readily implement the method according to
the present system, provided it can intercept the first call, process the
second call and join these two calls. Such a node or the MSC, when
implementing the present method may be seen as a serwice node
offering the anonymouscallmode.

The present system also brnngs enhanced anonymity as the user

doesnot have to give his true Caller ID. Furthemrmore, as the anonymous
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callmode may be available on a payment basis, identification of a user,
and/orofthe socialnetworkmay allow furtherbillings of the service.

HG. 4 shows a system 400 in accordance with an embodiment of
the present system. The system 400 includesa service node 490 ho sting the
present anonymous call mode. Serice node 490 has a processor 410
operationally coupled to a memory 420, a renderng device 430, such as
one ormore of a display, speaker, etc., a userinput device 470, such asa
sensor panel, a keyboard, trackball and the likes, and a connection 440
operationally coupled to otherentities and nodesofTelco 160 (not shown
n FG. 4). The connection 440 may be an operable connection between
the service node 490 and anothernode orserverthat has similarele ments
as service node 490, such as a web server hosting one or more social
ne two rks.

The memory 420 may be any type of device for storing forinstance
the application data related to the operating system of the service node,
as well as to application data m accordance with the present method.
The application data are received by the processor 410 for ¢ onfigunng
the processor 410 to perform operation acts in accordance with the
present system. The operation acts include receiving the confimation
message, generating the fake Caller IDs and processing the fist and
second callsto ensure an anonymouscallbetween two uses A and Bwho
requested the anonymouscallmode ofthe present system.

The user input 470 may include a sensor panel as well as a
keyboard, mouse, trackball, touchpad or other devices, which may be
stand alone orbe a partofa system, such aspartofa personalcomputer
(e.g.,desktop computer, laptop computer, etc.) personal digital a ssistant,
mobile phone, converged device, or other rendenng device for
communic ating with the processor410 via any type of coupling, such asa
wired or wireless coupling. The user input device 470 is operable for

mteracting with the processor410 including interaction within a paradigm
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of a GUland/orother elements of the present system, such as to enable
entiyofdata by anoperator.

Cleady the service node 490, the processor 410, memory 420,
rendernng device 430 and/or user input device 470 may all or partly be
portions of a computer system or otherdevice, and/orbe embedded in
one ormore sewers.

The system, device and method descrnbed herein address problems
in prior art systems. In accordance with an embodiment of the present
system, the telecommunication devices 101 and 102 may interact with
sewvice node 490 to enjoy an anonymous call mode in accordance with
the present system. As may be readily appreciated, one ormore of the
userdevices (ie., fist device 101, second device 102) may also include a
conmesponding processor, memotry, renderng device, user mput device
and operable couplng as the serice node 490 and as such, the
descrption of operation, etc. of the service node 490 should be
understood to encompassa descrption of illustrative operable portionsof
the users devices, suitably coupled and configured for operation in
accordance with the present system.

The methods of the present system are particulady suited to be
camed out by a computer software program, such program containing
modules conesponding to one or more of the individual steps or acts
descnbed and/orenvisioned by the present system. Such program may of
course be embodied in a computerreadable medium, such as an
mtegrated chip, a perpheraldevice ormemory, such as the memory 420
orothermemory coupled to the processor410.

The computerreadable medium and/or memory 420 may be any
recordable medium (e.g., RAM, ROM, removable memory, CD-ROM, hard
drnves, DVD, floppy disks or memory cards) or may be a transmission
me dium utilizing one ormore of rmdio frequency (RF) coupling, Bluetooth
coupling, infrared coupling, etc. Any medium known ordeveloped that
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can store and/or transmit information suitable for use with a computer
system may be used as the computerreadable medium and/or memory
420.

Additional memones may also be used. These memones configure
processor410 to implement the methods, operational acts, and func tions
disclosed herein. 'The operation acts may include controling the
rendenng device 430 to render elements n a form of a GUI and/or
controling the rendenng device 430 to render other information in
accordance with the present system.

Moreover, the term "memory"” should be construed broadly enough
to encompass any information able to be read from or wrtten to an
address in the addressable space accessed by a processor. With this
definition, mformation on a network is still within memory 420, forinstance,
because the processor410 may retrieve the information from the network
for operation in accordance with the present system. For example, a
portion ofthe memory asunderstood herein may reside asa portion of the
content providers, and/orthe userdevice.

The processor 410 is capable of performing operations in response
to mcoming confimation messages and first calls and executing
instruc tions stored in the memory 420. The processor 410 may be an
application-specific or generaluse integrated circuit(s). Further, the
processor 410 may be a dedicated prwcessor for peroming in
accordance with the present system or may be a generalpurpose
prwocessor wherein only one of many functions operates for peforming in
accordance with the present system. The prwocessor 410 may operate
utilizng a program portion, multiple program segments, or may be a
hardware device utilizing a dedicated ormulti-purpose integrated c irc uit.

Fnally, the above discussion is intended to be merly ilustrative of
the present system and should notbe construed as limiting the appended

claims to any particular embodiment or grmup of embodiments. Thus,
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while the present system hasbeen descrnbed with reference to exemplary
embodiments, including userinterfaces, it should also be appreciated that
numerous mo difications and altlemative embodiments may be devised by
those having ordinary skill in the art without departing from the broader
and intended spmt and scope of the present system as set forth in the
claims that follow. Further, while exemplary user nterfaces are provided
to faciltate an understanding of the present system, otheruserintefaces
may be provided and/or elements of one user interface may be
combined with another of the userintefacesin accordance with further
embodiments of the pre sent syste m.

The section headings included herein are intended to faciltate a
review but are not intended to limit the scope of the present system.
Accordingly, the specifications and drawings are to be regarded in an
fllustrative manner and are not intended to limit the scope of the
appended claims.

In interpre ting the appended claims, it should be understood that:

a) the words "comprnsing” or "including" do not exclude the
presence of otherelementsoractsthan those listed in a given claim;

b) the word "a" or"an" preceding an element doesnot exclude
the presence of a plurality of suc h e le me nts;

c) any reference signsin the claims do not limit theirscope;

d) several "'means’ may be represented by the same item or
hardware orsoftware implemented struc ture orfunc tion;

e) any of the disclosed elements may be comprsed of
hardware portions (e.g., mcluding discrete and integrated electronic
circ uitry), software portions (e.g., computer programming), and any
combination thereof;

f) hardware portions may be comprsed of one or both of
analogue and digital portions;

g) any of the disclosed devices or portions thereof may be
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combined together or separated into further portions unless specifically
stated otherwise;

h) no specific sequence of acts or steps is intended to be
required unless specifically indicated; and

1) the term "plurality of' an element includes two ormore of the
claimed element, and doesnot imply any particularrange of numberof
elements; thatis, a plurality of elements may be asfew astwo elements,

and may include an immeasurable numberof ele ments.
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CIAIMS
Whatisclaimed is:
1. A method for providing an anonymous call mode between a first

and a second end point, each end point being characternzed by a
comesponding true calleridentification (CID), the true CIDsbeing used in
a callto identify a callerand a callee ofthe call, the method c o mprnsing
actsof:

-generating a first and second fake CIDs, respectively for the first
and second end points, when receiving a confimation message that
both the first and second end points requested the anonymous call
mode,

-providing to each end point the otherend point fake CID,

-intercepting a first call from the first end point to the second end
point when identifying in the first call the second fake CID as a callee
CID,

-processing a second call to the second end point using the first
fake CIDasa calerCID,

- joining the first and second calls to generate a call from the first
end point to the second end point, thereby hiding the true CIDs to both

end points.

2. The method of claim 1, further compnsing, after the act of
mtercepting a first call, an actof verfying that the anonymouscallmode

isstillactive between the callerand the callee.

3. The method of claim 1, wherein the confimation message
originates from a socialnetworkusersofeach end point are membersof,
the confiimation message being issued when both users activated the

anonymouscallmode.
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4, The method of claim 1, wherein the fake CID of an end point is a
reversible func tion of the true CIDs of the first end point, the second end

point, and the socialnetwork

5. The method of claim 4, wherein the anonymous call mode is
hosted by a telecommunication network (Telco), one of the end points is
not a subscnber of, the first and second fake CIDs comesponding to

globally omutable numbersattached to the Telco.

6. The method of claim 4, wherein the anonymous call mode is
hosted by a telecommunication network (Telco), both end points are

subscrbersof.

7. A service node forproviding an anonymous callmode between a
first and a second end point, each end point being charactenzed by a
comesponding true calleridentification (CID), the true CIDsbeing used in
a callto identify a callerand a callee, the service node being amanged
to:

-generate a fist and second fake CIDs, respectively for the first
and second end points, when receiving a confimation message that
both the first and second end points requested the anonymous call
mode,

-provide to each end point the otherend point fake CID,

-intercept a first call from the first end point to the second end
point when identifying in the first call the second fake CID as a callee
CID,

-processa second callto the second end point using the first fake

CIDasa callerCID,



10

15

20

25

WO 2010/076771 PCT/IB2009/056040

28

- join the first and second callsto generate a call from the first end
point to the second end point, thereby hiding the true CIDs to both end

points.

8. The service node of claim 7, further amanged to verfy that the
anonymous call mode is still active between the caller and the callee
after intercepting the first call from the first end point to the second end

point.

9. The service node of claim 7, wherein the fake CID of an end point
isa reversible function of the true CIDs of the first end point, the second

end point, and the socialnetwork

10. A telecommunication system comprnsing:

-a first and a second end point, each of the end points being
characterized by a conmesponding true calleridentification (CID), the true
CIDsbeing used in a callto identify a callerand a callee ofthe call,

-a social network server, hosting a social network each userof an
end point is a member of, the social network server being amanged to
offeractivation of an anonymous call mode to the users of the first and
second end points,

-a service node for providing an anonymous call mode between
the first and a second end points, the service node being amanged to:

-generate a fist and second fake CIDs, respectively for the first
and second end points, when receiving from the social network servera
confimation message that both the fiust and second end points
activated the anonymouscallmode,

-provide to each end point the otherend point fake CID,
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-intercept a first call from the first end point to the second end
point when identifying in the first call the second fake CID as a callee
CID,

-processa second callto the second end point using the first fake
CIDasa callerCID,

-join the first and second callsto generate a call from the first end
point to the second end point, thereby hiding the true CIDs to both end

points.

11. 'The system of claim 10, wherein the social network serveris further
amanged to send to the serwice node a deactivation message when one
ofthe usersrequested the deactivation of the anonymouscallmode, the
service node being further amanged to terminate any fist call from the
first end point to the second end point once the deactivation message

hasbeenreceived.

12. 'The system of claim 10, wherein the fake CID of an end point is a
reversible func tion of the true CIDs of the first end point, the second end

point, and the socialnetwork

13. An application embodied on a computer rradable medium and
amanged to provide an anonymous call mode between a first and a
second end points, each end point being charactenzed by a
comesponding true calleridentification (CID), the true CIDsbeing used in
a call to identify a caller and a callee in a call, the application
compursing :

-a portion to generate a first and second fake CIDs, respectively

for the first and second end points, when receiving a confiimation
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message that both the first and second end points requested the
anonymouscallmode,

-a portion to provide to each end point the other end point fake
CID,

-a portion to intercept a first call from the first end point to the
second end point when identifying in the first callthe second fake CID as
acalee CID,

-a portion to processa second call to the second end point using
the first fake CID asa callerCID,

-a portion to join the first and second callsto generate a call from
the first end point to the second end point, thereby hiding the true CIDs
to both end points.

14. 'The application of claim 13, further compumnsing a portion to venfy
that the anonymous call mode is still active between the caller and the
callee after intercepting the first call from the first end point to the

second end point.
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