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(57) ABSTRACT 

Processing relating to maintenance of a monitoring Subject 
device is performed by detecting by a computer an IP 
address of an electronic device connected to a LAN, auto 
matically referring to communication protocol Specification 
data indicating a communication protocol with the electronic 
device indicated in remote maintenance management data 
provided in advance or obtained from the electronic device, 
and performing a communication with the electronic device 
by using Said communication protocol and the IP address 
indicated by the communication protocol Specification data. 
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FIG. 15 

21a, 22a 

4 IP ADDRESS 

4 2 Trao TRANSMISSION DESTINATION 
TABLE 

4 3 AUTOMATIC SETTING VARIABLE 

FIG. 16 

proV1TrapDestTable 
proVTrapestEntry 

GD INDEX NO. proVTrapDestidx Integer32 
(2) Trap TRANSMISSION proV1TrapDestAddress paddress (Read-Write) 

DESTINATION ADDRESS 
(3) STATUS OF ENTRY proVTrapDestEntryStatus Integer32 (Read-Write) 
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FIG. 17 

VALUE MEANINGS 

1 (VALID) VALID 

RECQUEST TO ADD LINE ENTRY 
2 (CREATE REGUEST) (FROMMANAGER TO AGENT) 

INDICATING ENDING OF LINE ENTRY 
GENERATING OPERATION 

(FROM AGENT TO MANAGER) 

4 (INVALID) (NVALID (NOT GENERATED IN THIS STATE) 

P N 5 (FIXED) INDICATING THAT EPERESS S SET BEING 

3 (UNDER CREATION) 
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FIG. 18 

STARTING UPOR REBOOTING, 
INTIALIZING 

ST11 

OMPATIBEQAUTOMAC NO 

YES 
ST13 

AUTOMATIC SETTIN Off 
(VARIABLE) = ON? 

On 

CORRESPONDING TO AUTOMATIC 
SETTING OF ASMISSION DESTINATIONA 

ST16 

IP ADDRESS 
OF DEVICE IS CHANGED 

FROM PREVIOUS 
TIME? 

NO 

YES ST18 

INTIALIZING TABLE AND 
SETTING ENTRY BELOW 
ON FISRT LINE INDEX-1, 
TREE TRANSMISSION 

DESTINATION ADRESSEO.0.0.0. 
ENTRYSTATUS=1 (VALID) 

ST15 

ST12 

Trap TRANSMISSION DESTINATION 
ADDRESS IS ALWAYS FIXED. 
ENTRY STATUS IS ALL FIXED. 

ST14 

FXING Trap TRANSMISSION 
DESTINATION ADDRESS 

ENTRY STATUS IS ALL FIXED 

ST17 

INITIA ZATION OF TABLE IS NOT 
PERFORMED AND TABLE SETAT 
STARTING UP IN PREVIOUS TIME 

IS USED AS IT IS 

ST19 

MANAGER AUTOMATICALLY 
SETS Trap TRANSMISSION 
DESTINATION ADDRESS 
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FIG. 20 

INDEX ADDRESS ENTRY STATUS 

FIRST LINE 0.0.0.0 5(FIXED) 

FIG. 21 

NDEX ADDRESS ENTRY STATUS 

FIRST LINE XXXXXXXX 5(FIXED) 

SECOND LINE YYYYYYYY 5(FIXED) 
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INDEX ADDRESS ENTRY STATUS 

FIG.22A 

FIG.22B 
SECOND LINE YYYYYYYY 1 (VALID) 

INDEX ADDRESS ENTRY STATUS 

FIG. 23A 

INDEX ADDRESS ENTRY STATUS 

FIRST LINE XX.XXXX.XX 5(FIXED) 

SECOND LINE YYYYYYYY 5(FIXED) 
FIG. 23B 
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INDEX ADDRESS ENTRY STATUS 

FIG. 26A FIRST LINE XXXXXXXX 1 (VALID) 
3(UNDER 

SECOND LINE O.0.0.0 CREATION) 

INDEX ADDRESS ENTRY STATUS 

FIG. 26B FIRST LINE XXXXXXXX 1 (VALID) 
3(UNDER 

SECOND LINE YYYYYYYY CREATION) 

INDEX ADDRESS ENTRY STATUS 

FIG. 26C FIRST LINE XX.XX.XX.XX 1 (VALID) 
SECOND LINE YYYYYYYY 1 (VALID) 
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FIG. 29 

ST61 
NECESSIY TO TRANSMITTING 

Trap IS GENERATED IN 
DEVICE (AGENT) 

ST63 
ST62 

ADDRESS ON FIRST LINE YES Trap IS NOT TRANSMITTED ENDING PROCESSENG. 
INTABLE IS O.O.O.O 2 (Trap IS NOT USED IN DEVICE) 

NO 

ST64 ST65 

STATUS ON FIRST LINE YES TRANSMITTING Trap TO ADDRESS 
IS 5(FIXED) OR 1 (VALID)? WRITEN ON FIRST INE 

NO 

sigged ENDING PROCESSING 

STATUS OF LINES 
5(FIXED) OR 1 (VALID) AND 
ADDRESS IS NOT 0.0.0.0? 

TRANSMITTING Trap TO 
ADDRESS WRITTEN ON LINE 
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ELECTRONIC DEVICE MONITORING METHOD, 
ELECTRONIC DEVICE, COMPUTER, AND 

PROGRAM THEREOF 

TECHNICAL FIELD 

0001. The present invention relates to an electronic 
device monitoring method, an electronic device, a computer 
and the program for performing processing for monitoring 
and maintenance of an electronic device connected via a 
network, Such as a domestic LAN and the Internet, etc. 

BACKGROUND ART 

0002. In a TCP/IP network system, a condition of an 
electronic devices, Such as a rooter and a computer, con 
nected to a network is monitored and controlled via the 
network, for example, by using the SNMP (Simple Network 
Management Protocol). 
0003) In some of the TCP/IP network systems, a com 
puter operates monitoring and maintenance of an electronic 
device, etc. via a network by using the HTTP (HyperText 
Transfer Protocol), the FTP (File Transfer Protocol) and the 
Telenet, etc. being high in Security comparing with the 
SNMP 

0004 Conventionally, after a computer obtains data of an 
electronic device in an operating state by using the SNMP 
protocol, a user Separately starts up a Web browser and 
obtains information, Such as an IP address of the electronic 
device, a communication protocol for communicating with 
the electronic devices, an access path (URL: Uniform 
Resource Locator) in a memory region of the electronic 
device, etc. to communicate with other electronic devices 
and to perform communication and processing relating to 
maintenance of the electronic device. 

0005 The communication protocol used by the electronic 
device for its maintenance differs in Some cases depending 
on respective electronic devices. 
0006. In that case, if an administrator of the computer as 
a monitoring device Sets to the computer communication 
protocols used for notifications between respective elec 
tronic devices, the load on the administrator becomes heavy, 
which is disadvantageous. 
0007 Also, as explained above, conventionally, a process 
of obtaining an operating condition of an electronic device 
3 by using the SNMP protocol and a process of maintenance 
of the electronic device 3 by using the Web browser have to 
be performed Separately. Thus, there is a problem that 
monitoring and maintenance cannot be performed integrally 
and a load on the user is large. 
0008. In the SNMP communication, when abnormality or 
an event arises in the electronic device, the electronic device 
generates a Trap to notify the State to the computer. 
0009 For that purpose, it is necessary that an IP address 
of the computer to which the Trap is transmitted is set to the 
electronic device. 

0.010 Conventionally, the user sets the IP address as the 
transmission destination of the Trap by means of inputting to 
the electronic device. 

0.011 AS explained above, however, there is a problem 
that it is time consuming and inconvenient for the user to 
input to the electronic device the IP address as a transmis 
Sion destination of the Trap. 
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0012. Also, when the electronic device is portable and 
connected to a plurality of computers, the user has to input 
to the electronic device the IP address as a transmission 
destination of the Trap each time, which is particularly 
inconvenient. 

0013 When the Ipv6 will be widely used in the future, it 
is anticipated that household electronic appliances and por 
table terminal devices utilizing the IP protocol will increase, 
but it is reluctant to do the time consuming Setting WorkS 
when using the SNMP in the electronic devices. 

DISCLOSURE OF INVENTION 

0014. The present invention was made in consideration 
on the above problems and has as an object thereof to 
provide an electronic device monitoring method, an elec 
tronic device, a computer and its program capable of auto 
matically Setting to a computer a communication protocol 
used between the computer and an electronic device to be 
monitored when performing maintenance of the electronic 
device. 

0015. Also, an object of the present invention is to 
provide an electronic device monitoring method, an elec 
tronic device, a computer and its program capable of inte 
grally performing monitoring and maintenance of the above 
electronic device. 

0016. Also, an object of the present invention is to 
provide an electronic device monitoring method, an elec 
tronic device, a computer and its program capable of Saving 
a trouble of the user at the time of Setting to the electronic 
device an IP address as a transmission destination of a Trap. 

0017. To attain the above objects, an electronic device 
maintenance method of the first invention is an electronic 
device maintenance method for performing maintenance of 
an electronic device by a computer via a network, compris 
ing a first Step that the computer obtains remote maintenance 
management data indicating a communication protocol used 
in a communication relating to maintenance of the electronic 
device from the electronic device via the network, and a 
Second Step that the computer performs processing relating 
to maintenance of the electronic device by performing a 
communication with the electronic device by using the 
communication protocol indicated by the remote mainte 
nance management data obtained in the first Step. 

0018 Preferably, an electronic device maintenance 
method of the first invention further includes a third step 
that, when connection by the electronic device to the net 
work is recognized, the computer obtains identification data 
of the recognized electronic device on the network; and in 
the Second step, the computer performs the communication 
with the electronic device by further using the identification 
data obtained in the third Step. 
0019 Preferably, in an electronic device maintenance 
method of the first invention, in the first Step, the computer 
obtains from the electronic device the remote maintenance 
management data indicating correspondence between a kind 
of one or a plurality of functions relating to the maintenance 
and the communication protocol used in communication 
relating to the function; and in the Second Step, the computer 
performs communication relating to the Specified kind of 
function by using the communication protocol correspond 
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ing to the Specified kind of function with the electronic 
device based on the remote maintenance management data. 

0020 Preferably, an electronic device maintenance 
method of the first invention further includes a sixth step that 
the computer automatically writes to the electronic device 
identification data for identifying the computer on a network 
as transmission destination data, and a Seventh Step that the 
electronic device transmits an interruption Signal to the 
computer by using the transmission destination data written 
in the Sixth Step when the electronic device becomes a 
predetermined condition. 

0021. A computer of the second invention is a computer 
for performing maintenance of an electronic device via a 
network, comprising an interface for performing a commu 
nication with the electronic device via the network, a 
memory means for Storing remote maintenance management 
data indicating a communication protocol used in a com 
munication relating to maintenance of the electronic device 
obtained from the electronic device via the interface; and a 
control means for performing processing relating to main 
tenance of the electronic device by performing a communi 
cation with the electronic device via the interface by using 
the communication protocol indicated by the remote main 
tenance management data Stored in the memory means. 

0022. An electronic device of the third invention is an 
electronic device Subjected to maintenance by a computer 
via a network, comprising an interface for performing a 
communication with the computer via the network, a 
memory means for Storing remote maintenance management 
data indicating a communication protocol used in a com 
munication relating to maintenance by the computer; and a 
control means for transmitting the remote maintenance 
management data to the computer via the interface and 
performs a communication relating to the maintenance with 
the computer by using the communication protocol indicated 
by the remote maintenance management data in accordance 
with a request from the computer. 

0023) A program of the fourth program is a program 
executed by a computer for performing maintenance of an 
electronic device via a network, comprising a first Step for 
receiving remote maintenance management data indicating a 
communication protocol used in a communication relating 
to maintenance of the electronic device from the electronic 
device via the network, a Second Step for Storing the remote 
maintenance management data received in the first Step in a 
memory means provided to the computer; and a third Step 
for processing relating to maintenance of the electronic 
device by performing a communication with the electronic 
device via the network by using the communication protocol 
indicated by the remote maintenance management data 
Stored in the memory means. 

0024. A program of the fifth invention is a program 
executed in an electronic device Subjected to maintenance 
by a computer via a network, comprising a first Step for 
transmitting to the computer via the network remote main 
tenance management data indicating a communication pro 
tocol used in a communication relating to maintenance of 
the electronic device with the computer; and a Second Step 
for performing communication relating to the maintenance 
with the computer by using the communication protocol 
indicated by the remote maintenance management data. 
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BRIEF DESCRIPTION OF DRAWINGS 

0025 FIG. 1 is a view of the overall configuration of a 
communication System according to a first embodiment of 
the present invention. 
0026 FIG. 2 is a view of the configuration of a computer 
and a device to be monitored shown in FIG. 1. 

0027 FIG. 3 is a view for explaining SNMP communi 
cation processing. 
0028 FIG. 4 is a view for explaining remote mainte 
nance management data Stored in a private MIB shown in 
FIG 3. 

0029 FIG. 5 is a view for explaining kinds of functions 
in the remote maintenance management data shown in FIG. 
4. 

0030 FIG. 6 is a view for explaining service levels in the 
remote maintenance management data shown in FIG. 4. 
0031 FIG. 7 is a view for explaining an example of the 
remote maintenance management data shown in FIG. 4. 
0032 FIG. 8 is a flowchart for explaining an operation 
example of the communication system shown in FIG. 1. 
0033 FIG. 9 is a view for explaining a process that a user 
of a computer Selects a maintenance function on a Screen in 
FIG 8. 

0034 FIG. 10 is a view for explaining a display format 
of status data on the screen of the computer in FIG. 8. 
0035 FIG. 11 is a view for explaining a display on the 
Screen of the computer at the time of downloading Software 
in FIG. 8. 

0036 FIG. 12 is a view of the overall configuration of a 
communication System of a Second embodiment of the 
present invention. 
0037 FIG. 13 is a view of the configuration of the 
computer and electronic device shown in FIG. 12. 
0038 FIG. 14 is a view for explaining the SNMP com 
munication processing. 
0039 FIG. 15 is a view for explaining data to be stored 
in a ROM/RAM and an HDD of the electronic device shown 
in FIG. 13. 

0040 FIG. 16 is a view for explaining a Trap transmis 
Sion destination table shown in FIG. 15. 

0041 FIG. 17 is a view for explaining meanings of 
values of Statuses of the Trap transmission destination table 
shown in FIG. 16. 

0042 FIG. 18 is a flowchart for explaining processing at 
the time of Starting up, rebooting or initializing the elec 
tronic device shown in FIG. 12. 

0043 FIGS. 19A to 19F are views for explaining pro 
cessing conditions of the electronic device in response to 
requests by the computer. 

0044 FIG. 20 is a view for explaining the case where an 
automatic setting variable shown in FIG. 15 is off. 
004.5 FIG. 21 is a view for explaining the case of setting 
the Trap transmission destination table on the electronic 
device Side. 
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0046 FIGS. 22A and 22B are views for explaining the 
case where the automatic setting variable shown in FIG. 15 
shifts from off to on. 

0047 FIGS. 23A and 23B are views for explaining the 
case where the automatic setting variable shown in FIG. 15 
shifts from on to off. 

0.048 FIG. 24 is a flowchart for explaining an operation 
example of the communication system shown in FIG. 12 
when an SNMP manager sets to the electronic device an IP 
address of the computer as a Trap transmission address in a 
State wherein a Trap transmission address of an entry on the 
first line in the Trap transmission destination table is “0. 0. 
0. O” and a status thereof is “valid'. 

0049 FIG. 25 is a flowchart for explaining an operation 
example of the communication system shown in FIG. 12 at 
the time an SNMP manager of another computer sets to the 
electronic device the IP address of the computer as a Trap 
transmission address in the State wherein a Trap transmis 
sion address of an entry on the first line of the Trap 
transmission destination table is not “0. 0. 0. 0” (a state 
wherein an IP address of the computer is already set). 
0050 FIGS. 26A, 26B and 26C are views for explaining 
conditions of the Trap transmission destination table in the 
operation example shown in FIG. 25. 
0051 FIG. 27 is a flowchart for explaining the case 
where an address change request from the SNMP manager 
of the computer is generated almost Simultaneously with an 
address change request of an address generated from an 
SNMP manager of another computer to an entry on the first 
line of the Trap transmission destination table. 
0.052 FIG. 28 is a flowchart for explaining an operation 
example of the case where an adding request of an entry on 
the Second line in the Trap transmission destination table is 
generated from another computer almost Simultaneously 
with that from the computer. 
0053 FIG. 29 is a flowchart for explaining the operation 
example of the case where abnormality or an event arises in 
the electronic device shown in FIG. 12, so a necessity arises 
that the electronic device transmits a Trap to the computer. 

BEST MODE FOR CARRYING OUT THE 
INVENTION 

0.054 Below, a communication system according to 
embodiments of the present invention will be explained. 
0055) First Embodiment 
0056 FIG. 1 is a view of the overall configuration of a 
communication System 1 according to the present embodi 
ment. 

0057. As shown in FIG. 1, in the communication system 
1, for example, a computer 2 as a device to be monitored and 
an electronic device 3 as a device to be monitored are 
connected in a predetermined area 6 via a network, Such as 
a LAN (Local Area Network) 5 and the Internet. 
0.058 Here, the computer 2 corresponds to a computer of 
the present invention and the electronic device 3 corre 
sponds to an electronic device of the present invention. 
0059. The computer 2 and the electronic device 3 have a 
function of performing processing relating to the SNMP as 
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a connectionless type network management protocol oper 
ating on a UDP transport layer of the TCP/IP. 
0060. In the communication system 1 shown in FIG. 1, 
the computer 2 and the electronic device 3 perform an 
SNMP communication, define a communication protocol, 
etc. used for realizing a remote maintenance (monitoring) 
function in respective MIBs of the computer 2 and the 
electronic device 3, and perform remote maintenance by 
using the definition. 
0061 Note that in the present specification, the mainte 
nance also includes monitoring. 
0062. As a result, a load at the time the user performs 
remote maintenance of the electronic device 3 by using the 
computer 2 is reduced. 
0063 Computer 2 
0064 FIG. 2 us a view of the configuration of the 
computer 2 and the electronic device 3 shown in FIG. 1. 
0065. As shown in FIG. 2, in the computer 2, for 
example, a ROM/RAM 11, an HDD 12, a KB 1/F 13, a 
DP IF 15, a LAN I/F 17 and a CPU 18 are connected via 
an internal bus 19. 

0066 Here, the LAN I/F 17 corresponds to an interface 
means of the computer of the present invention, the ROM/ 
RAM 11 and the HDD 12 correspond to a memory means of 
the computer of the present invention, and the CPU 18 
corresponds to a control means of the computer of the 
present invention. 
0067. The ROM/RAM 11 stores a program for realizing 
a variety of functions provided by the computer 2 including 
an SNMP processing function. 
0068 The HDD 12 stores various data used in processing 
in the computer 2. 

0069. Also, as will be explained later on, a remote 
maintenance management table received (inputted) from the 
electronic device 3 via the LAN 5 is written in the ROM/ 
RAM 11 or/and the HDD 12. 

0070 The KB I/F 13 is connected to an operation means 
(a specifying means of the present invention), Such as a 
keyboard KB14 and a mouse. 
0.071) The DP IF 15 is connected to a display DP16 (a 
display means of the present invention), etc. 
0072) The LAN I/F 17 is connected to the LAN 5. 
0073. The CPU 18 realizes a variety of functions, such as 
an SNMP processing function and a remote maintenance 
function, for example, based on a program read from the 
ROM/RAM 11. 

0074 Electronic Device 3 
0075). As shown in FIG. 2, in the electronic device 3, for 
example, a ROM/RAM 21, an HDD 22, an I/O 23, a 
LAN I/F 26 and a CPU 27 are connected via an internal bus 
28. 

0076. Here, the LAN I/F 26 corresponds to an interface 
means of the electronic device of the present invention, the 
CPU 27 corresponds to a control means of the electronic 
device of the present invention, and the ROM/RAM 21 and 
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the HDD 22 correspond to a memory means of the electronic 
device of the present invention. 

0077. In the present embodiment, the electronic device 3 
is for example a television device, an audio device, lighting 
and other electronic devices. 

0078. The ROM/RAM 21 stores a program for realizing 
a variety of functions provided by the electronic device 3 
including an SNMP processing function. 

007.9 The HDD 22 stores various data used by process 
ing in the electronic device 3. 
0080. Also, the ROM/RAM 21 and/or the HDD 22 store 
a remote maintenance management table used in remote 
maintenance by the computer 2. 

0081. The remote maintenance management table will be 
explained in detail later on. 

0082 The I/O 23 is connected to a control panel 24 and 
an electric circuit/mechanic unit 25, etc. 

0083) The LAN I/F 26 is connected to the LAN 5. 
0084. The CPU 27 realizes a variety of functions, such as 
an SNMP processing function, for example, based on a 
program read from the ROM/RAM 21. 
0085 SNMP Communication Processing 
0.086 Next, SNMP communication processing per 
formed between the computer 2 and the electronic device 3 
shown in FIG. 1 will be explained. 
0087 FIG. 3 is a view for explaining the SNMP com 
munication processing. 

0088 FIG. 3 is a view for explaining the SNMP com 
munication processing performed between the computer 2 
and the electronic device 3. 

0089. The CPU 18 of the computer 2 executes a program 
(a program of the fourth invention) read from the ROM/ 
RAM 11 or the HDD 12 and realizes an SNMP manager 80. 

0090 Also, the CPU 27 of the electronic device 3 
executes a program (a program of the fifth invention) read 
from the ROM/RAM 21 or the HDD 22 and realizes an 
SNMP agent 81. 

0091 Also, the ROM/RAM 21 or the HDD 22 of the 
electronic device 3 Stores, for example, data of a private 
MIB (Management Information Base) 82 and a MIB II 83. 
0092. The private MIB 82 is an MIB peculiar to a vender 
originally defined for the vender of the electronic device 3 
for managing products of the own company. 

0093. In the present embodiment, the remote mainte 
nance management data 85 explained above is Stored in the 
private MIB 82. 

0094) The MIB II 83 is an MIB wherein management 
information of a TCP/IP level is defined. 

0.095 The SNMP agent 81 obtains information to be 
managed and notifies the information to the SNMP manager 
80 by using a network management protocol of the SNMP. 
Information needing to be managed is Stored in the private 
MIB 82 and/or MIB II 83 of the electronic device 3. 
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0096. Also, in the present embodiment, as shown in FIG. 
3, also the MIB 84 of the computer 2 stores the remote 
maintenance management data 85. 
0097) Data of the MIB 84 is stored in the ROM/RAM 11 
and/or the HDD 12 of the computer 2 shown in FIG. 2. 
0098. The SNMP agent 81 transmits information in the 
private MIB 82 and/or the MIB II 83 to the SNMP manager 
80 based on a request from the SNMP manager 80. Note that 
when an irregular event occurs, Such that the electronic 
device 3 reboots, the SNMP agent 81 transmits a Trap to the 
SNMP manager 80. 
0099 A request of obtaining or setting a value of an 
object to be managed is given from the SNMP manager 80 
to the SNMP agent 81 and the SNMP agent 81 responds to 
the request. Also, the SNMP agent 81 notifies the irregularity 
or an event arisen in the electronic device 3 to the SNMP 
manager 80. To realize the functions, five operations below 
are regulated in the SNMP 
0100 GET REQUEST: reading data stored in an MIB 
variable specified from the private MIB 82 and/or the MIB 
II 83 

0101 GETNEXT REQUEST: reading next data of a 
specified MIB variable by following a procedure of the 
private MIB 82 and/or the MIB II 83 
0102) SET REQUEST: setting an MIB variable to speci 
fied data 

01.03 GET RESPONSE: a response from the SNMP 
agent 81 to a request 
0104 Trap: notifying arising of abnormality and an event 
from the SNMP agent 81 to the SNMP manager 80 
01.05) The private MIB 82 and the MIB II 83 store 
definition of an object (an amount or a field) provided by the 
SNMP agent 81 to the SNMP manager 80. The object 
defined by the private MIB 82 and the MIB II 83 is arranged 
in unit of a group and relates to respective layerS or a 
protocol in a protocol Stack of a certain group, while other 
group as a whole relates to a System. 
0106) The private MIB 82 and the MIB II 83 is added an 
object identifier to uniquely identify any management object 
and the object identifier has a tree Structure Starting from a 
root element. 

0107. In the present embodiment, when the electronic 
device 3 is connected to the LAN 5 shown in FIG. 1, the 
SNMP manager 80 of the computer 2 shown in FIG. 3 
automatically recognizes (discovery) the electronic device 3 
and automatically registers an IP address and a host name of 
the electronic device 3, for example, to the MIB 84 by the 
“Plug and Play”. 

0108) Remote Maintenance Management Data 85 
0109 Below, the remote maintenance management data 
85 stored in the private MIB 82 of the electronic device 3 
and the MIB 84 in the computer 2 explained above will be 
explained in detail. FIG. 4 is a view of the configuration of 
the remote maintenance management data 85. 
0110. As shown in FIG. 4, the remote maintenance 
management data 85 has one or a plurality of entries each 
comprising an Index number “proV1 Remote Maintedx” 
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which is data indicating an index number for Specifying an 
entry, “proV1 Remote MainteFunction” (maintenance func 
tion specification data of the present invention) which is data 
indicating a kind of a function of remote maintenance, 
“proV1Remote MainteProtoType” (communication protocol 
Specification data of the present invention) which is data 
indicating a kind of a communication protocol used in a 
communication between the computer 2 and the electronic 
device 3 at the time of performing remote maintenance by 
using the function, “proV1Remote MainteProtoVer” which 
is data indicating a version of the communication protocol, 
“proV1Remote MaintePath” (path specification data” which 
is data indicating an acceSS path to a memory region of the 
ROM/RAM 21 or the HDD 22 storing data or a program 
relating tO the remote maintenance, and 
“proV1Remote MainteSvcLevel” (use authority data of the 
present invention) which is data indicating a service level for 
Specifying perSons to be permitted to use or disclosed the 
function. 

0111. The data “proV1 Remote MainteFunction” indicat 
ing a kind of a function of the remote maintenance is a 32-bit 
integer type. 

0112) The SNMP manager 80 of the computer 2 refers to 
the data “proV1 Remote MaintePunction” in accordance with 
an instruction (specification) inputted for example from the 
keyboard 14, reads a program of a specified function from 
the ROM/RAM 11 or the HDD12 and executes. 

0113. The data “proV1 RemoteMainteFunction” indicates 
a kind of a function to which, for example, each of values 
“01", “02, “11”, “12, “21”, “31, “41”, “42:43, “51”, 
“61”, “62”, “71”, “72” and “81” corresponds as shown in 
FIG 5. 

0114. Here, values “01” and “02” indicate a function 
relating to monitoring. The value "01" indicates a function 
for monitoring a predetermined item of the MIB II 83 of the 
electronic device 3 shown in FIG. 3, and the value "02' 
indicates a function for monitoring a predetermined item of 
the private MIB 82 of the electronic device 3 shown in FIG. 
3. 

0115) Also, values “11”, “12”, “21”, “31”, “41”, “42", 
“43”, “51”, “61”, “62”, “71”, “72” and “81” indicate func 
tions relating to the maintenance. 
0116 For example, the value “11” indicates a function 
that the SNMP81 notifies an error or a warning to the SNMP 
manager 80 by using an e-mail. 

0117 The value “12” indicates a function that the SNMP 
manager 80 operates the electronic device 3 by using an 
e-mail. 

0118. The value “21” indicates a function that the SNMP 
manager 80 refers to a status indicating a condition of the 
electronic device 3 stored in the private MIB 82 and/or the 
MIB II 83 and/or other database or a file. 

0119) The value “31” indicates a function that the SNMP 
manager 80 collects record data (log) of processing in the 
electronic device 3 stored in the private MIB 82 and/or the 
MIB II 83 and/or other data base or a file. 

0120) The value "41" indicates a function that the SNMP 
manager 80 refers to and changes a predetermined Set value 
and composition information of the electronic device 3. 
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0121 The value “42” indicates a function that the SNMP 
manager 80 downloads a predetermined set value of the 
electronic device 3 to the electronic device 3. 

0122) The value “43” indicates a function that the SNMP 
manager 80 uploads a predetermined Set value of the elec 
tronic device 3. 

0123. The value "51" indicates a function that the SNMP 
manager 80 executes diagnosis processing of the electronic 
device 3. 

0124. The value “61” indicates a function that the SNMP 
manager 80 downloads for example software used by pro 
cessing in the SNMP agent 81 to the electronic device 3. 

0125) The value “62” indicates a function that the SNMP 
manager 80 uploads a predetermined software from the 
electronic device 3. 

0126 The value “71” indicates a function that the SNMP 
manager 80 resets or reboots the electronic device 3. 

0127. The value “72” indicates a function that the SNMP 
manager 80 Switches various modes Set in the electronic 
device 3. 

0128. Also, the value "81" indicates a function that for 
example the SNMP manager 80 controls predetermined 
processing performed in the electronic device 3. 
0129. The data “proV1 RemoteMainteProtoType” is a 
number indicating a kind of a communication protocol used 
in a communication between the computer 2 and the elec 
tronic device 3 at the time of performing remote mainte 
nance by using a corresponding function as explained above. 
A port number is used as the number. 
0130. The SNMP manager 80 of the computer 2 refers to 
the data “proV1 Remote MainteProtoType' corresponding to 
a specified function in response to an instruction (specifi 
cation) inputted for example from the keyboard 14, uses a 
communication protocol Specified thereby and performs 
communication with the electronic device 3. 

0131) The data “proV1 RemoteMainteProtoType” indi 
cates, for example, a value “80” when the HTTP is used, a 
value “20” when the FTP is used, a value “23” when the 
TELENET is used, a value “25” when the SMTP (Simple 
Mail Transfer Protocol) is used, a value "110" when the 
POP3 is used and a value “161 when the SNMP is used as 
a communication protocol. 

0132) The data “proV1Remote MainteProtoVer” indicates 
a version of a corresponding communication protocol and 
has a value indicating the version as explained above. 

0133) The data “proV1RemoteMaintePath” indicates a 
path to access first at the time of accessing to the electronic 
device 3 by using an access path to a memory region of the 
ROM/RAM 21 or the HDD 22 storing data or a program 
used in a corresponding function, that is the HTTP (Web 
Browser) or the FTP (FTP client) as explained above. 
0134) For example, when an IP address of the electronic 
device 3 is “ 192.168. 10. 101” and a path in the electronic 
device 3 to acceSS at the time of executing a Setup change 
function is “/setup”, the data “proV1 Remote MaintePath” 
indicates “/setup”. 
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0135) The SNMP manager 80 of a specific vender oper 
ates to access for example to an URL “http://192.168. 10. 
101/setup' by a browser by combining information of the IP 
address and the path. 
0136. The SNMP manager 80 refers to 
“proV1 Remote MaintePath” corresponding to a specified 
function in accordance with an instruction (specification) 
inputted for example from the keyboard 14 and, by follow 
ing a path Specified thereby, makes an access to a memory 
region of the electronic device 3 during processing relating 
to the Specified function. 
0137) The data “proV1 Remote MainteSvcLevel” indi 
cates a number of a Service level for Specifying perSons to 
whom the corresponding function is permitted to be used or 
disclosed, that is, a Service level of a remote maintenance 
function as explained above. 
0.138. The SNMP manager 80 refers to 
“proV1 Remote MainteSvcLevel” corresponding to a speci 
fied function in accordance with an instruction (specifica 
tion) inputted for example from the keyboard 14 and, by 
following a Service level Specified thereby, judges perSons to 
whom the corresponding function is permitted to be used or 
disclosed. 

0139 Specifically, the data 
“proV1 Remote MainteSvcLevel” indicates being used only 
by a production division of the electronic device 3 when at 
a level “0” as shown in FIG. 6. Also, when at a level “1”, 
it indicates being able to be used by the above production 
division and service footholds (sales) in the vender. Also, at 
a level “2”, it indicates being able to be used by the above 
Service footholds (sales) and Service footholds (agents) 
outside the vender. When at a level “3”, it indicates being 
able to be used by the above production division, the above 
Service footholds (sales), the Service footholds (agents) 
outside the Vender and a manager on the customer Side. 
When at a level “4”, it indicates being able to be used by the 
above production division, the above service footholds 
(sales), the Service footholds (agents) outside the vender, a 
manager on the customer Side and general users. 
0140 Below, an example of the remote maintenance 
management data 85 shown in FIG. 4 will be explained. 
0141 FIG. 7 is a view for explaining an example of the 
remote maintenance management data 85 shown in FIG. 4. 
0142. As shown in FIG. 7, in this example, the remote 
maintenance management data 85 comprises Seven entries, 
each of which is added an Index number from “1” to “7”. 

0143 An entry having an Index number “1” is set “01” 
indicating a monitoring function of the MIB II 83 as 
“proV1 Remote MaintePunction”, “161” indicating the 
SNMP as “proV1 RemoteMainteProtoType”, “100” as 
“proV1RemoteMainteProtoVer”, and a level “3” as 
“proV1RemoteMainteSvcLevel”. 
0144. Also, an entry having an Index number “2” is set 
“02' indicating a monitoring function of the private MIB 82 
as “proV1 Remote MaintePunction”, “ 161 indicating the 
SNMP as “proV1 RemoteMainteProtoType”, “100” as 
“proV1RemoteMainteProtoVer” and a level “3” as 
“proV1RemoteMainteSvcLevel”. 
0145 Also, an entry having an Index number “3” is set 
“21 indicating a function of referring to a status of the 
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electronic device 3 as “proV1 Remote MaintePunction”, “80” 
indicating the HTTP as “proV1RemoteMainteProtoType", 
“110” as “proV1 Remote MainteProtoVer”, “/service/status” 
as “proV1Remote MaintePath” and a level “1” as 
“proV1 RemoteMainteSvcLevel”. 
0146 Also, an entry having an Index number “4” is set 
“31 indicating a function of collecting record data (log) of 
the electronic device 3 as “proV1 RemoteMaintefunction”, 
“20 indicating the FTP S 
“proV1 RemoteMainteProtoType", “/var/log” S 
“proV1 RemoteMaintePath” and a level “1” as 
“proV1 RemoteMainteSvcLevel”. 
0147 Also, an entry having an Index number “5” is set 
"41" indicating a function of referring to or changing a Set 
value or composition information of the electronic device 3 
as “proV1 Remote MaintePunction”, “80” indicating the 
HTTP as “proV1Remote MainteProtoType”, “110” as 
“proV1 RemoteMainteProtoVer', “/setup” S 
“proV1 RemoteMaintePath” and a level “3” as 
“proV1 RemoteMainteSvcLevel”. 
0.148 Also, an entry having an Index number “6” is set 
“51 indicating a function of executing diagnosis processing 
of the electronic device 3 S 
“proV1 RemoteMainteFunction”, “80” indicating the HTTP 
S “proV1 RemoteMainteProtoType", “110 S 
“proV1 RemoteMainteProtoVer', “/service/diag” S 
“proV1 RemoteMaintePath” and a level “1” as 
“proV1 RemoteMainteSvcLevel”. 
0149. Also, an entry having an Index number “7” is set 
“61” indicating a function of downloading software to the 
electronic device 3 as “proV1 Remote MaintePunction”, “20” 
indicating the FTP as “proV1Remote MainteProtoType', 
“/temp/firmware” as “proV1 RemoteMaintePath” and a level 
“1” as “proV1 RemoteMainteSvcLevel”. 
0150 Below, an operation example of the communica 
tion system 1 shown in FIG. 1 will be explained. 

0151) 
example. 

0152 Step ST1: 
0153. When the electronic device 3 is connected to the 
LAN 5 shown in FIG. 1, the SNMP manager 80 shown in 
FIG.3 realized as a result that the CPU 18 of the computer 
2 executes a predetermined program obtains an IP address or 
a host name of the electronic device 3 by “discovery” 
(automatic recognition) and Stores the same for example in 
the MIB 84 of the computer 2. 
0154) Step ST2: 
0155 The SNMP manager 80 transmits a request “GET 
REQUEST" regulated by the SNMP communication to the 
SNMP agent 81 of the electronic device 3 from the LAN I/F 
17 shown in FIG. 2 via the LAN 5. 

0156 Due to this, the SNMP agent 81 shown in FIG. 3 
realized as a result that the CPU 27 of the electronic device 
3 executes a predetermined program reads the remote main 
tenance management data 85 stored in the private MIB 82 
and transmits the remote maintenance management data 85 
from the LAN I/F 26 shown in FIG.2 to the computer 2 via 
the LAN 5. 

FIG. 8 is a flowchart for explaining the operation 
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O157 The computer 2 stores the remote maintenance 
management data 85 received from the electronic device 3 
in the MIB 84 shown in FIG. 3. 

0158 Step ST3: 
0159) The SNMP manager 80 executes the GUI (Graphi 
cal User Interface) and displays on the display 16 shown in 
FIG. 2, for example, a screen 100 of a maintenance menu 
shown in FIG. 9 in accordance with the remote maintenance 
management data 85 stored in the MIB 84 in the step ST2. 
0160 Step ST4: 
0.161. After a user of the computer 2 specifies an icon 
corresponding to the electronic device 3 for example on the 
screen 100 shown in FIG. 9, the user specifies an item 
corresponding to the maintenance function and Successively 
Specifies an item corresponding to Status reference. 
0162. Due to this, the SNMP manager 80 reads a program 
corresponding to the Status reference function from the 
ROM/RAM 11 or the HDD 12 shown in FIG. 2 and executes 
the same, performs communication with the SNMP agent 81 
via the LAN 5, receives status data (status data of the present 
invention) of the electronic device 3 and displays for 
example a screen 101 shown in FIG. 10 in accordance 
therewith on the display 16. 
0163 At this time, communication is performed between 
the SNMP manager 80 and the SNMP agent 81 by using the 
HTTP as a communication protocol based on information, 
Such as a kind of a protocol in the remote maintenance 
management data 85 shown in FIG. 7. 
0164) Step ST5: 
0.165. The user of the computer 2 successively specifies 
an item corresponding to log collection for example on the 
Screen 100 shown in FIG. 9. 

0166 Due to this, the SNMP manager 80 reads a program 
corresponding to a log collective function from the ROM/ 
RAM 11 or the HDD 12 shown in FIG. 2 and executes the 
same, performs communication with the SNMP agent 81 via 
the LAN 5, receives record (log) data from the electronic 
device 3 and displays a Screen in accordance therewith on 
the display 16. 

0167 At this time, communication between the SNMP 
manager 80 and the SNMP agent 81 by using the FTP as a 
communication protocol is performed based on information, 
Such as a kind of a protocol in the remote maintenance 
management data 85 shown in FIG. 7. 
0168 Step ST6: 
0169. The user of the computer 2 successively specifies 
an item corresponding to Software download for example on 
the Screen 100 shown in FIG. 9. 

0170 Due to this, the SNMP manager 80 displays a 
screen 102 shown in FIG. 11 on the display 16, reads 
predetermined software (program) from the ROM/RAM 11 
or the HDD 12 shown in FIG. 2 in response to an operation 
on the screen 102 by the user, performs communication with 
the SNMP agent 81 via the LAN 5 and downloads the read 
Software to the electronic device 3. 

0171 At this time, communication is performed between 
the SNMP manager 80 and the SNMP agent 81 by using the 
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FTP as a communication protocol based on information, 
Such as a kind of a protocol in the remote maintenance 
management data 85 shown in FIG. 7. 
0172) Step ST7: 
0173 The SNMP agent 81 of the electronic device 3 
executes the software downloaded in the step ST6 after 
performing initialization processing. 
0174 Step ST8: 
0175. The SNMP manager 80 executes a program for 
example relating to a variety of functions shown in FIG. 5, 
monitors and controls an operation (processing) of the 
electronic device 3. 

0176 AS explained above, according to the communica 
tion System 1, the computer 2 performs a communication 
with the electronic device 3 by using a communication 
protocol corresponding to a kind of a function to be executed 
(specified) based on information, Such as a kind of a protocol 
indicated by the remote maintenance management data 85 
received from the electronic device 3. 

0177 As a result, it becomes unnecessary for the admin 
istrator of the computer 2 to Set the communication protocol 
used in the communication with respective electronic 
devices 3 and the load is reduced. 

0.178 Also, the electronic device 3 is capable of perform 
ing communication with the computer 2 by using a com 
munication protocol Suitable to itself. 
0179 Also, according to the communication system 1, by 
holding the above remote maintenance management data 85 
in the electronic device 3 and the computer 2 and performing 
monitoring and maintenance of the electronic device 3 based 
on the remote maintenance management data 85 by the 
computer 2, monitoring and maintenance of the electronic 
device 3 by the computer 2 can be integrally performed and 
a load on the user of the computer 2 can be reduced. 
0180 Namely, it becomes unnecessary for the user of the 
computer 2 to inquire an IP address, communication proto 
col of the electronic device 3 and an access path to the 
memory region of the electronic device 3 prior to the 
maintenance of the electronic device 3. 

0181 Second Embodiment 
0182 FIG. 12 is a view of the overall configuration of a 
communication System 1a of a Second embodiment of the 
present invention. 

0183 As shown in FIG. 12, in the communication sys 
tem 1a, for example computers 2a and 2b and an electronic 
device 3a are connected via a LAN (Local Area Network) 5 
in an area 6a. 

0.184 Also, the computers 2a and 2b and the electronic 
device 3a performs communication via the LAN 5 in the 
area 6a. 

0185. Here, the computers 2a and 2b correspond to the 
computer of the present invention and the electronic device 
3a corresponds to the electronic device of the present 
invention. 

0186 The computers 2a and 2b and the electronic device 
3a have a function of performing processing relating to the 
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SNMP as a connectionless type network management pro 
tocol operating on a UDP transport layer of the TCP/IP. 
0187. The computers 2a and 2b have for example all the 
configuration of the computer 2 of the first embodiment. 
0188 Also, the electronic device 3a has for example all 
the configuration of the electronic device 3 of the first 
embodiment. 

0189 In the communication system 1a shown in FIG. 12, 
the computers 2a and 2b and the electronic device 3a 
perform SNMP communication and when abnormality or an 
event occurs in the electronic device 3a, the electronic 
device 3a transmits a Trap (an interruption signal of the 
present invention) to the computers 2a and 2b and notifies 
the fact. 

0190. In the electronic device 3a, a Trap transmission 
destination table for managing transmission addresses of the 
Trap is prepared. 

0191 In the present embodiment, the computers 2a and 
2b automatically write own IP addresses to the Trap trans 
mission destination table of the electronic device 3a. 

0192 Computers 2a and 2b 
0193 FIG. 13 is a view of the configuration of the 
computer 2a and the electronic device 3a shown in FIG. 12. 
0194 Note that the computer 2b has basically the same 
configuration as that of the computer 2a. 

0195 As shown in FIG. 13, in the computer 2a, for 
example a ROM/RAM 11a, an HDD 12a, a KB I/F 13a, a 
DPI/F 15a, a LAN I/F 17a and a CPU 18a are connected 
via an internal bus 19a. 

0196. Here, the LAN I/F 17a corresponds to an interface 
means of the computer of the present invention and the CPU 
18a corresponds to a control means of the computer of the 
present invention. 
0197) The ROM/RAM 11a stores a program for realizing 
a variety of functions provided by the computer 2a including 
the SNMP processing function. 
0198 The HDD 12a stores various data used by process 
ing in the computer 2a. 

0199 The KB I/F 13a is connected an operation means, 
Such as a keyboard KB 14a and a mouse. 
0200. The DPI/F 15a is connected to a display DP 16a. 
0201 The LAN I/F 17a is connected to the LAN 5. 
0202) The CPU 18a realizes a variety of functions, such 
as the SNMP processing function, for example, based on a 
program read from the ROM/RAM 11a. 

0203 Electronic Device 3a) 
0204 As shown in FIG. 13, in the electronic device 3a, 
for example, a ROM/RAM 21a, an HDD 22a, an I/O 23a, 
a LAN I/F26a and a CPU 27a are connected via an internal 
bus 28a. 

0205 Here, the LAN I/F 26a corresponds to the inter 
face means of the electronic device of the present invention, 
the CPU 27a corresponds to the control means of the 
electronic device of the present invention and the ROM/ 
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RAM 21a and the HDD 22a correspond to the memory 
means of the electronic device of the present invention. 
0206. In the present embodiment, the electronic device 
3a is for example a television device, an audio device, 
lighting and other electronic devices. 
0207. In the ROM/RAM 21a, a program for realizing a 
variety of functions provided by the electronic device 3a 
including the SNMP processing function is stored. 
0208. In the HDD 22a, various data used by processing 
in the electronic device 3a is Stored. 

0209 The I/O 23a is connected to a control panel 24a and 
an electric circuit/mechanic unit 25a, etc. 

0210. The LAN I/F 26a is connected to the LAN 5. 
0211 The CPU 27a realizes a variety of functions, such 
as the SNMP processing function, based on a program read 
from the ROM/RAM 21a. 

0212 SNMP Communication Processing 
0213 Next, the SNMP communication processing per 
formed between the computer 2a and the electronic device 
3a shown in FIG. 12 will be explained. 
0214 FIG. 14 is a view for explaining the SNMP com 
munication processing. 
0215 FIG. 14 is a view for explaining the SNMP com 
munication processing performed between the computerS2a 
and 2b and the electronic device 3a. 

0216) The CPU 18a of the computer 2a executes a 
program (a program of the fourth invention) read from the 
ROM/RAM 11a or the HDD 12a to realize the SNMP 
manager 80a. 

0217. Also, the CPU 27a of the electronic device 3a 
executes a program (a program of the fifth invention) read 
from the ROM/RAM 11a or the HDD 12a to realize the 
SNMP agent 81a. 

0218. Also, the HDD 22a of the electronic device 3a 
stores for example data of the MIB (Management Informa 
tion Base) 82a. 
0219. The SNMP agent 81a obtains information to be 
managed and notifies the information to the SNMP manager 
80a by using a network management protocol of the SNMP. 
The information needing to be managed is stored in the MIB 
82a as a database. 

0220) The SNMP agent 81a transmits information in the 
MIB 82a to the SNMP manager 80a based on a request from 
the SNMP manager 80a. Note that when an irregular event 
occurs, such that the electronic device 3a reboots, the SNMP 
agent 81a transmits a Trap to the SNMP manager 80a. 
0221) A request for obtaining and Setting a value of an 
object to be managed is given from the SNMP manager 80a 
to the SNMP agent 81a, and the SNMP agent 81a responds 
to the request. Also, the SNMP agent 81a notifies abnor 
mality and an event occurred in the electronic device 3a to 
the SNMP manager 80a. To realize the functions, five 
operations below are regulated in the SNMP 

0222 GET REQUEST: reading data stored in an MIB 
variable specified from the MIB 82a 
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0223 GETNEXT REQUEST: reading next data of a 
specified MIB variable by following a procedure of the MIB 
82a 

0224) SET REQUEST: setting an MIB variable to speci 
fied data 

0225 GET RESPONSE: a response from the SNMP 
agent 81a to a request 
0226 Trap: notifying an occurrence of abnormality and 
an event from the SNMP agent 81a to the SNMP manager 
80a 

0227. The MIB 82a stores definition of an object (an 
amount or a field) provided by the SNMP agent 81a to the 
SNMP manager 80a. The object defined by the MIB 82a is 
arranged in unit of a group and relates to respective layers 
or a protocol in a protocol Stack of a certain group, while 
other group as a whole relates to a System. 
0228. The MIB 82a is added an object identifier to 
uniquely identify any management object and the object 
identifier has a tree Structure Starting from a root element. 
0229. As shown in FIG. 15, in the ROM/RAM 21a or the 
HDD 22a, an IP address 41, a Trap transmission destination 
table 42 (table data of the present invention) and an auto 
matic setting variable 43 of the electronic device 3a are 
Stored. 

0230 Here, the Trap transmission destination table 42 is 
Stored in the MIB 82a. 

0231. In the present embodiment, the SNMP agent 81a of 
the electronic device 3a and the SNMP managers 80a of the 
computers 2a and 2b shown in FIG. 14 negotiate via the 
LAN 5 and automatically set (the Plug and Play) the Trap 
transmission destination table stored in the MIB 82a. 

0232 Trap Transmission Destination Table 42 
0233 FIG. 16 is a view for explaining the Trap trans 
mission destination table 42. 

0234. As shown in FIG. 16, the Trap transmission des 
tination table 42 is named “proV1TrapDestTable” and com 
posed of a plurality of entries “proV1Trap DestEntry”. 
0235. Each entry “proV1Trap DestEntry” is composed for 
example of 32 bits of an integer type index number 
“proV1TrapDestidx”, a Trap transmission destination 
address “proV1TrapDestAddress” in which an IP address is 
Stored (transmission destination data of the present inven 
tion), and a status of the entry “proV1TrapDestStatus” 
(status data of the present invention). 
0236 FIG. 17 is a view for explaining a value of the 
status of the entry “proV1TrapDestStatus' shown in FIG. 16 
and meaning thereof. 

0237 As shown in FIG. 17, when the status 
“proV1TrapDestStatus” is “1”, it indicates “valid', when 
“2, it indicates a State of an adding request of a line entry 
from the SNMP manager 80a to the SNMP agent 81a, when 
"3”, it indicates ending of an operation of generating a line 
entry from the SNMP agent 81a to the SNMP manager 80a, 
when “4”, it indicates invalidity of the entry, and when “5”, 
it indicates that an IP address 41 is set being fixed. 
0238 Below, processing at the time of starting up, reboo 
ting or initializing the electronic device 3a will be explained. 
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0239) 
ing. 

0240 Step ST11: 
0241 The SNMP agent 81a shown in FIG. 14 judges 
whether the electronic device 3a is a device compatible to 
automatic Setting or not, and proceeds to processing of the 
step ST13 when judged to be compatible to automatic 
Setting, while not, proceeds to processing of the Step ST12. 

0242 Step ST12: 

0243 The SNMP agent 81a sets the status of the all 
entries “EntryStatus” of the Trap transmission destination 
table 42 shown in FG 16 to be fixed. 

0244 Step ST13: 
0245. The SNMP agent 81a judges whether the automatic 
setting variable 43 shown in FIG. 15 is at “ON” (indicating 
automatic setting) or not, and proceeds to processing of the 
Step ST15, while not, proceeds to processing of the Step 
ST14. 

0246 Step ST14: 

0247 The SNMP agent 81a sets the status of the all 
entries “EntryStatus” of the Trap transmission destination 
table 42 shown in FG 16 to be fixed. 

FIG. 18 is a flowchart for explaining the process 

0248 Step ST15: 
0249. Thereby, the SNMP agent 81a corresponds to auto 
matic Setting of the Trap transmission destination table 42. 

0250) Step ST16: 

0251) The SNMP agent 81a judges whether the IP 
address 41 of the electronic device 3a has changed from the 
previous time of being Started up, rebooted or initialized, 
and proceeds to processing of the Step ST18 when judged to 
be changed, while not, proceeds to processing of the Step 
ST17. 

0252) Step ST17: 

0253) The SNMP agent 81a does not initialize the Trap 
transmission destination table 42 and uses what Set at the 
previous Starting up as it is. 

0254 Step ST18: 

0255. The SNMP agent 81a initializes the Trap transmis 
Sion destination table 42. 

0256 Namely, the SNMP agent 81a sets an entry of the 
Trap transmission destination table 42 to a first line and Sets 
Index=1, a Trap transmission destination address=0.0.0.0 
(initial state), and an “EntryStatus'=1 (valid). 
0257 Step ST19: 

0258 As will be explained later on, continued from the 
step ST18, the SNMP manager 80a shown in FIG. 14 
performs the automatic Setting of the Trap transmission 
destination table 42. 

0259 Below, processing at the time that the SNMP agent 
81a shown in FIG. 14 receives a request“SetRequest” from 
the SNMP manager 80a will be explained. 
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0260 FIG. 19 is a view for explaining the processing. 

0261. As shown in FIG. 19A, before processing, when 
the SNMP agent 81 a receives a “SetRequest” 
(proV1Trap DestEntryStatus, n, 1) from the SNMP manager 
80a in a state that Index=n already exists in the Trap 
transmission destination table 42 and the “EntryStatus'=1 
(valid), an entry of the Index=n in the Trap transmission 
destination table 42 is left as it is. Then, the SNMP agent 81a 
transmits to the SNMP manager 80a “GetResponse' indi 
cating that normal processing has performed. 

0262. As shown in FIG. 19B, before processing, when 
the SNMP agent 81a receives “SetRequest” 
(proV1Trap DestEntryStatus, n, 1) from the SNMP manager 
80a in a state that Index=n already exists in the Trap 
transmission destination table 42 and “EntryStatus'=3 
(underCreation), an entry of the Index=n in the Trap trans 
mission destination table 42 is validated. Then, the SNMP 
agent 81a transmits to the SNMP manager 80a “GetRe 
Sponse' indicating that normal processing has performed. 

0263. After the processing, the “EntryStatus” of the entry 
of the index=n in the Trap transmission destination table 42 
is Set from “3’ to “1”. 

0264. As shown in FIG. 19C, before processing, when 
the SNMP agent 81a receives “SetRequest” 
(proV1Trap DestEntryStatus, n, 1) from the SNMP manager 
80a in a state that Index=n already exists in the Trap 
transmission destination table 42 and the “EntryStatus'=4 
(invalid) or 5 (fixed), the Trap transmission destination table 
42 is not changed. 

0265 After the processing, the Trap transmission desti 
nation table 42 is not changed. 

0266. As shown in FIG. 19D, before processing, when 
the SNMP agent 81a receives from the SNMP manager 80a 
“SetReuest” (proV1TrapDestEntryStatus, n, 2) indicating 
adding of an entry in a State a line of Index=n does not exist 
in the Trap transmission destination table 42, the SNMP 
agent 81a adds a new entry (line) having a Trap transmission 
address=0, 0, 0, 0 in the Trap transmission destination table 
42. Then, the SNMP agent 81a transmits to the SNMP 
manager 80a "GetResponse' indicating that normal proceSS 
ing has performed. 

0267. After the processing, the “EntryStatus” of the 
added entry in the Trap transmission destination table 42 is 
Set to be “3’. 

0268 As shown in FIG. 19E, when the SNMP agent 81a 
receives from the SNMP manager 80a “SetRequest” 
(proV1Trap DestEntryStatus, n, 2) in a state that Index=n 
already exists in the Trap transmission destination table 42, 
"GetResponse' indicating an error is transmitted because the 
entry already exists. 

0269. After the processing, values in the Trap transmis 
Sion destination table 42 are not changed. 

0270. As shown in FIG. 19F, when the SNMP agent 81a 
receives from the SNMP manager 80a “SetRequest” 
(proV1Trap DestEntryStatus, n, 3), “SetRequest” 
(proV1Trap DestEntryStatus, n, 4) and “SetRequest” 
(proV1Trap DestEntryStatus, n, 5) regardless of a state 
before the processing, "GetResponse' indicating an error is 
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transmitted from the SNMP agent 81a to the SNMP manager 
80a. In this case, values of the Trap transmission destination 
table 42 are not changed. 

0271 Below, a case where the automatic setting variable 
43 shown in FIG. 15 is at “OFF' will be explained. 

0272. In this case, as shown in FIG. 20, a Trap trans 
mission destination address of an entry of INDEX=1 in the 
Trap transmission destination table 42 is set to “O. O. O. O” 
and the status of the entry is set to “5 (fixed)”. 

0273 Below, a case where the Trap transmission desti 
nation table 42 is set on the electronic device 3a side will be 
explained. 

0274. In this case, for example, as shown in FIG. 21, 
“XX. XX. XX. XX' as an IP address of the computer 2a is 
set as a Trap transmission address of an entry of INDEX=1 
in the Trap transmission destination table 42, and the Status 
is set to “5 (fixed)". Also, “YY. YY. YY. YY” as an IP 
address of the computer 2b is Set as a Trap transmission 
address of an entry of INDEX=2 in the Trap transmission 
destination table 42, and the status is set to “5 (fixed)”. 
0275 Below, a case where the automatic setting variable 
43 is switched from “OFF" to “ON” will be explained. 

0276 For example, as shown in FIG. 22A, when the 
automatic setting variable 43 is switched from “OFF' to 
“ON” at the time the Trap transmission destination table 42 
is in the state as explained in FIG. 21, as shown in FIG. 
22B, the Statuses of entries on the first and Second lines are 
both rewritten to “1 (valid)”. 
0277 Below, a case where the automatic setting variable 
43 is switched from “ON” to “OFF' will be explained. 

0278 For example, as shown in FIG. 23A, when the 
automatic setting variable 43 is switched from “ON” to 
“OFF' at the time the Trap transmission destination table 42 
is in the state as explained in FIG. 22B, as shown in FIG. 
23B, the statuses of the entries on the first and second lines 
are both rewritten to “5 (fixed)”. 
0279 Below, an operation example of the communica 
tion system 1a shown in FIG. 12 will be explained. 

0280 First Operation Example 

0281. In this operation example, the case will be 
explained where in a State that a Trap transmission address 
of the entry on the first line in the Trap transmission 
destination table 42 is “O. O. O. 0' and the status is "1 
(valid)", the SNMP manager 80a sets an IP address of the 
computer 2a as the Trap transmission address to the elec 
tronic device 3a. 

0282 FIG. 24 is a flowchart for explaining the operation 
example. 

0283) Step ST21: 

0284. The SNMP manager 80a realized by the CPU 18a 
of the computer 2a shown in FIG. 13 generates a request 
“SetRequest” (proV1Trap DestAddress. 1), XX. XX. XX. 
XX) and transmits the same from the LAN I/F 17a to the 
electronic device 3a via the LAN 5. 
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0285) Step ST22: 
0286 The SNMP agent 81a realized by the CPU 27a of 
the electronic device 3a shown in FIG. 13 makes an access 
to the ROM/RAM 21a or the HDD 22a in response to the 
request received from the SNMP manager 80a via the 
LAN I/F 26a shown in FIG. 13 in the step ST21 and 
changes the Trap transmission address of the first entry in the 
Trap transmission destination table 42 shown in FIG. 16 to 
“XX. XX. XX. XX. 

0287. Thereby, “XX. XX. XX. XX” as an IP address 
(identification data of the computer in the present invention) 
of the computer 2a is automatically Set to the first entry in 
the Trap transmission destination table 42. 
0288 Step ST23: 
0289. The SNMP agent 81a transmits a response “Get 
Response' indicating that normal processing has completed 
from the LAN I/F 26a to the computer 2a via the LAN 5. 
0290 Second Operation Example 
0291. In this operation example, the case will be 
explained where in a State that a Trap transmission address 
of the entry on the first line in the Trap transmission 
destination table 42 is not “0.0.0.0” (a state the IP address of 
the computer 2a is already set), the SNMP manager 80a of 
the computer 2b sets an IP address of the computer 2b as the 
Trap transmission address to the electronic device 3a. 
0292 FIG. 25 is a flowchart for explaining the operation 
example. 
0293 Step ST31: 
0294 The SNMP manager 80a realized by the CPU 18a 
of the computer 2b shown in FIG. 13 generates a request 
“SetRequest” (proV1TrapDestEntryStatus. max(index)+1), 
2) and transmits the same from the LAN I/F 17a to the 
electronic device 3a via the LAN 5. 

0295) Step ST32: 
0296) The SNMP agent 81a realized by the CPU 27a of 
the electronic device 3a shown in FIG. 13 makes an access 
to the ROM/RAM 21a or the HDD 22a in response to the 
request received from the SNMP manager 80a via the 
LAN I/F 26a shown in FIG. 13 in the step ST31 and 
prepares an entry having a status of "3 (under Creation) as 
shown in FIG. 26A on the second line in the Trap trans 
mission destination table 42 shown in FIG. 16. 

0297 Step ST33: 
0298. The SNMP agent 81a transmits a response “Get 
Response' indicating that normal processing has completed 
from the LAN I/F 26a to the computer 2b via the LAN 5. 
0299 Step ST34: 
0300. The SNMP manager 80a of the computer 2b gen 
erates a request “SetRequest” (proV1TrapDestAddress. 
max(index)+1), YY. YY. YY. YY) and transmits the same 
from the LAN I/F 17a to the electronic device 3a via the 
LAN 5. 

0301 Step ST35: 
0302) The SNMP agent 81a of the electronic device 3a 
shown in FIG. 13 makes an access to the ROM/RAM 21a 
or the HDD 22a in response to the request received from the 
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SNMP manager 80a via the LAN I/F26a shown in FIG. 13 
in the step ST34 and sets “YY. YY. YY. YY” to a Trap 
transmission address of the Second entry in the Trap trans 
mission destination table 42 as shown in FIG. 26B. 

0303) Thereby, “YY. YY. YY. YY” as the IP address of 
the computer 2b is automatically Set to the Second entry in 
the Trap transmission destination table 42. 
0304) Step ST36: 
0305) The SNMP agent 81a transmits a response “Get 
Response' indicating that normal processing has completed 
from the LAN I/F 26a to the computer 2b via the LAN 5. 
0306 Step ST37: 
0307 The SNMP manager 80a of the computer 2b gen 
erates a request “SetRequest” (proV1Trap DestEntryStatus. 
max(index)+1, 1) and transmits the same from the 
LAN I/F 17a to the electronic device 3a via the LAN 5. 
0308) Step ST38: 
0309 The SNMP agent 81a makes an access to the 
ROM/RAM 21a or the HDD 22a in response to the request 
received from the SNMP manager 80a via the LAN I/F26a 
shown in FIG. 13 in the step ST37 and sets the status on the 
Second line in the Trap transmission destination table 42 to 
“1 (valid)” as shown in FIG. 26C. 
0310. Thereby, the IP address of the computer 2b set to 
the Trap transmission destination table 42 becomes valid as 
the Trap transmission address. 
0311 Step ST39: 
0312 The SNMP agent 81a transmits a response “Get 
Response' indicating that normal processing has completed 
from the LAN I/F 26a to the computer 2b via the LAN 5. 
0313 Note that an entry including an IP address auto 
matically set from the SNMP manager 80a to the Trap 
transmission destination table 42 is written to the ROM/ 
RAM 21a or the HDD 22a after the automatic setting 
processing is completely ended. 
0314. Third Operation Example 
0315. In this operation example, the case will be 
explained where an address change request of an address is 
generated from the SNMP manager 80a of the computer 2b 
almost simultaneously with an address change request from 
the SNMP manager 80a of the computer 2a to the entry on 
the first line in the Trap transmission destination table 42. 
0316) 
example. 

0317 Step ST41: 
0318. The SNMP manager 80a of the computer 2a trans 
mits a request “GetRequest” from the LAN I/F 17a to the 
electronic device 3a via the LAN 5 shown in FIG. 13 and 
confirms that the Trap transmission address of the entry on 
the first line in the Trap transmission destination table 42 is 
“0.0.0. O” and the status is “1 (valid)”. 
0319 Step ST42: 
0320. The SNMP manager 80a of the computer 2b trans 
mits a request “GetRequest” from the LAN I/F 17a to the 
electronic device 3a via the LAN 5 shown in FIG. 13 and 

FIG. 27 is a flowchart for explaining the operation 
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confirms that the Trap transmission address of the entry on 
the first line in the Trap transmission destination table 42 is 
“0.0.0. O” and the status is “1 (valid)”. 
0321) Step ST43: 
0322 The SNMP manager 80a of the computer 2a gen 
erates a request “SetRequest” (proV1Trap DestAddress. 1), 
XX. XX. XX. XX) and transmits the same from the 
LAN I/F 17a to the electronic device 3a via the LAN 5. 
0323) Step ST44: 
0324) The SNMP agent 81a of the electronic device 3a 
makes an access to the ROM/RAM 21a or the HDD 22a in 
response to the request received from the SNMP manager 
80a of the computer 2a via the LAN I/F26a shown in FIG. 
13 in the step ST43 and changes the Trap transmission 
address of the first entry in the Trap transmission destination 
table 42 shown in FG 16 to “XX. XX. XX. XX. 

0325 Thereby, “XX. XX. XX. XX” as an IP address of 
the computer 2a is automatically Set to the first entry in the 
Trap transmission destination table 42. 
0326 Step ST45: 
0327. The SNMP agent 81a transmits a response “Get 
Response' indicating that normal processing has completed 
from the LAN I/F 26a to the computer 2a via the LAN 5. 
0328) Step ST46: 
0329 Continuously, the SNMP manager 80a of the com 
puter 2b generates a request "SetRequest' 
(proV1Trap DestAddress. 1), YY. YY. YY. YY) and trans 
mits the same from the LAN I/F17a to the electronic device 
3a via the LAN 5. 

0330 Step ST47: 
0331. The SNMP agent 81a transmits a response “Get 
Response” indicating an error from the LAN I/F26a to the 
computer 2b via the LAN 5. 
0332 AS explained above, according to the communica 
tion System 1a, even when an address change request of an 
address is generated from the SNMP manager 80a of the 
computer 2b almost simultaneously with an address change 
request from the SNMP manager 80a of the computer 2a to 
the entry on the first line in the Trap transmission destination 
table 42, the IP address of the computer 2a which generated 
the address change request first can be set as the Trap 
transmission address and the address change request of the 
computer 2b made after that can be processed as an error. 
0333) Fourth Operation Example 
0334. In this operation example, the case where an add 
ing request of an entry on the Second line in the Trap 
transmission destination table 42 is generated from the 
computer 2b almost simultaneously with that from the 
computer 2a will be explained. 

0335 FIG. 28 is a flowchart for explaining the operation 
example. 

0336 Step ST51: 
0337 The SNMP manager 80a of the computer 2a gen 
erates a request “SetRequest” (proV1Trap DestEntryStatus. 
2, 2) from the LAN I/F 17a to the electronic device 3a via 
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the LAN 5 and transmits the same from the LAN I/F 17a to 
the electronic device 3a via the LAN 5. 

0338 Step ST52: 
0339) The SNMP agent 81a of the electronic device 3a 
makes an access to the ROM/RAM 21a or the HDD 22a in 
response to the request received from the SNMP manager 
80a of the computer 2a via the LAN I/F26a shown in FIG. 
13 in the step ST51 and adds a second entry in the Trap 
transmission destination table 42 shown in FIG. 16. 

0340 Step ST53: 
0341 The SNMP agent 81a transmits a response “Get 
Response' indicating that normal processing has completed 
from the LAN I/F 26a to the computer 2a via the LAN 5. 
0342 Step ST54: 
0343 Continuously, the SNMP manager 80a of the com 
puter 2b generates a request "SetRequest' 
(proV1TrapDestEntryStatus. 2, 2) from the LAN I/F 17a to 
the electronic device 3a via the LAN 5 shown in FIG. 13 
and transmits the same from the LAN I/F 17a to the 
electronic device 3a via the LAN 5. 

0344) Step ST55: 
0345 The SNMP agent 81a of the electronic device 3a 
transmits a response “GetResponse' indicating an error from 
the LAN I/F 26a to the computer 2b via the LAN 5 in 
response to a request received from the SNMP manager 80a 
of the computer 2b via the LAN I/F 26a shown in FIG. 13 
in the step ST51. 
0346 AS explained above, according to the communica 
tion System 1a, in the case where an adding request of the 
Second entry in the Trap transmission destination table 42 is 
generated from the computer 2b almost simultaneously with 
that from the computer 2a, entry adding processing can be 
performed for the request from the computer 2a and the 
request from the computer 2b can be processed as an error. 
0347 Fifth Operation Example 
0348. In this operation example, the case where abnor 
mality or a predetermined event occurs in the electronic 
device 3a, consequently, the electronic device 3a needs to 
transmits a Trap to the computers 2a and 2b will be 
explained. 

0349) 
example. 

0350 Step ST61: 
0351 When the SNMP agent 81a realized as a result that 
the CPU 27a of the electronic device 3a shown in FIG. 13 
executes a program judges that a State Satisfying a condition 
to transmits a Trap is obtained in the electronic device 3a, it 
proceeds to processing in the Step ST62. 

0352 Step ST62: 
0353. The SNMP agent 81a judges whether the Trap 
transmission address Set to the first line in the Trap trans 
mission destination table 42 is “O. O. O. O” or not and 
proceeds to processing of the Step ST63 when judged to be 
“O. O. O. O” while not, proceeds to processing of the step 
ST64. 

FIG. 29 is a flowchart for explaining the operation 
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0354) Step ST63: 
0355 The SNMP agent 81a ends the processing without 
transmitting a Trap. 
0356) Step ST64: 
0357 The SNMP agent 81a judges whether or not the 
Status of the entry on the first line in the Trap transmission 
destination table 42 is “5 (fixed)” or “1 (valid)” and proceeds 
to processing of the step ST65 when judged to be “5 (fixed)” 
or “1 (valid)”, while not, proceeds to processing of the Step 
ST66. 

0358 Step ST65: 
0359 The SNMP agent 81a reads a Trap transmission 
address stored in the entry on the first line in the Trap 
transmission destination table 42 and transmits a Trap from 
the LAN I/F 26a to the computer 2a or 2b via the LAN 5 
shown in FIG. 13 by using the Trap transmission address as 
an address. 

0360 Step ST66: 
0361) The SNMP agent 81a judges whether a next line 
(entry) exists in the Trap transmission destination table 42 or 
not and proceeds to processing of the step ST67 when 
judged existing, while not, ends the processing. 
0362 Step ST67: 
0363 The SNMP agent 81a judges whether the status of 
the next line in the Trap transmission destination table 42 is 
“5” or “1” and the Trap transmission address is not “0.0.0. 
0', and proceeds to processing of the step ST68 when judged 
to be not “0.0.0.0', while otherwise, returns to processing 
of the step ST66. 
0364) Step ST68: 
0365. The SNMP agent 81a reads a Trap transmission 
address Stored in an entry on the above mentioned next line 
in the Trap transmission destination table 42 and transmits a 
Trap from the LAN I/F26a to the computer 2a or 2b via the 
LAN 5 shown in FIG. 13 by using the Trap transmission 
address as an address. 

0366 AS explained above, according to the communica 
tion system 1a, the IP address of the computers 2a and 2b as 
a transmission destination of the Trap can be automatically 
Set to the electronic device 3a, So a trouble of a user can be 
reduced. 

0367 Also, according to the communication system 1a, 
even in the case where a request of adding entry or writing 
an address in the Trap transmission destination table 42 is 
generated from a plurality of computers 2a and 2b to the 
electronic device 3a, processing can be appropriately per 
formed in an order the requests are received. 
0368. The present invention is not limited to the above 
embodiments. 

0369 For example, in the above embodiments, the case 
where one computer 2 and one electronic device 3 were 
connected to the LAN 5 as shown in FIG. 1 and the case 
where two computerS2a and 2b and one electronic device 3a 
were connected to the LAN 5 as shown in FIG. 12 were 
explained as examples, but the number of the electronic 
devices and the computers connected to the LAN 5 may be 
any. 
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INDUSTRIAL APPLICABILITY 

0370. The present invention can be applied to an elec 
tronic device monitoring method, etc. for performing pro 
cessing of monitoring and maintenance of an electronic 
device connected via a network, Such as a domestic LAN 
and the Internet. 

1. An electronic device maintenance method for perform 
ing maintenance of an electronic device by a computer via 
a network, comprising: 

a first Step that Said computer obtains remote maintenance 
management data indicating a communication protocol 
used in a communication relating to maintenance of 
Said electronic device from Said electronic device via 
Said network, and 

a Second Step that Said computer performs processing 
relating to maintenance of Said electronic device by 
performing a communication with Said electronic 
device by using Said communication protocol indicated 
by Said remote maintenance management data obtained 
in Said first Step. 

2. An electronic device maintenance method as Set forth 
in claim 1, further comprising 

a third Step that, when connection by Said electronic 
device to Said network is recognized, said computer 
obtains identification data of the recognized electronic 
device on Said network; and 

in Said Second step, said computer performs said commu 
nication with Said electronic device by further using 
Said identification data obtained in Said third Step. 

3. An electronic device maintenance method as Set forth 
in claim 1, wherein 

in Said first Step, Said computer obtains from Said elec 
tronic device Said remote maintenance management 
data indicating correspondence between a kind of one 
or a plurality of functions relating to Said maintenance 
and Said communication protocol used in communica 
tion relating to the function; and 

in Said Second Step, Said computer performs communica 
tion relating to Said Specified kind of function by using 
Said communication protocol corresponding to Said 
Specified kind of function with Said electronic device 
based on Said remote maintenance management data. 

4. An electronic device maintenance method as Set forth 
in claim 3, wherein 

in Said Second Step, Said computer displayS on a display 
means of Said computer a Screen for allowing to specify 
Said function indicated by Said remote maintenance 
management data and performs a communication with 
Said electronic device relating to Said Specified function 
in accordance with Said Screen. 

5. An electronic device maintenance method as Set forth 
in claim 1, wherein 

in Said first Step, Said computer obtains from Said elec 
tronic device Said remote maintenance management 
data indicating correspondence between a kind of a 
plurality of functions relating to Said maintenance, Said 
communication protocol used in a communication 
relating to Said respective plurality of functions, and 



US 2004/0049575 A1 

use authorization data regulating respective use autho 
rization of Said plurality of functions, and 

in Said Second step, Said computer performs a communi 
cation relating to Said Specified function by using Said 
communication protocol corresponding to Said Speci 
fied kind of said function with said electronic device 
based on Said remote maintenance management data. 

6. An electronic device maintenance method as Set forth 
in claim 1, wherein 

in Said first Step, Said computer obtains from Said elec 
tronic device Said remote maintenance management 
data further indicating path Specification data indicat 
ing a path to a directory Storing data or a program 
relating to Said maintenance in a memory means of Said 
electronic device; and 

in Said Second Step, Said computer Specifies a path indi 
cated by Said path Specification data in Said memory 
means and makes an access to Said memory means 
based on Said remote maintenance management data. 

7. An electronic device maintenance method as Set forth 
in claim 1, further comprising 

a fourth Step that Said electronic device transmits condi 
tion data indicating a condition of the electronic device 
to Said computer via Said network; and 

a fifth Step that Said computer display on a display means 
a Screen in accordance with Said condition data 
received in Said fourth Step. 

8. An electronic device maintenance method as set forth 
in claim 1, further comprising 

a Sixth Step that Said computer automatically writes to Said 
electronic device identification data for identifying the 
computer on a network as transmission destination 
data; and 

a Seventh Step that Said electronic device transmits an 
interruption Signal to Said computer by using Said 
transmission destination data written in Said Sixth Step 
when the electronic device becomes a predetermined 
condition. 

9. An electronic device maintenance method as Set forth 
in claim 8, wherein 

in Said Seventh Step, Said electronic device notifies to Said 
computer Said predetermined condition together with 
Said interruption Signal. 

10. An electronic device maintenance method as set forth 
in claim 8, further comprising 

an eighth Step that Said electronic device Stores Status data 
indicating whether the transmission destination data 
can be rewritten by making to correspond to Said 
transmission destination data written in Said Sixth Step; 
and 

a ninth Step that Said computer rewrites Said transmission 
destination data corresponding to Said Status data under 
a condition that the Status data indicates that rewriting 
is possible. 

11. An electronic device maintenance method as Set forth 
in claim 10, wherein 

in Said eighth Step, Said electronic device Storestable data 
having one or a plurality of entries composed of Said 
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transmission destination data and Said Status data cor 
responding to the transmission destination data; and 

Said electronic device maintenance method further 
includes 

a tenth Step that Said computer requires adding of Said 
entry to Said electronic device, and 

an eleventh Step that Said electronic device adds Said 
new entry to Said table data in response to Said 
request in Said tenth Step. 

12. An electronic device maintenance method as Set forth 
in claim 8, wherein Said electronic device can be set one 
mode Selected from a first mode for permitting to write Said 
identification data of Said computer as Said transmission 
destination data from Said computer and a Second mode for 
forbidding to write Said identification data from Said com 
puter. 

13. An electronic device maintenance method as Set forth 
in claim 10, wherein in the case that identification data for 
identifying Said computer on Said network after Starting up, 
restarting or initializing in the previous time, Said electronic 
device permits said computer to write Said identification data 
after changed as Said transmission destination data corre 
sponding to Said Status data under a condition that Said Status 
data indicates that rewriting is possible. 

14. A computer for performing maintenance of an elec 
tronic device via a network, comprising: 

an interface for performing a communication with Said 
electronic device via said network, 

a memory means for Storing remote maintenance man 
agement data indicating a communication protocol 
used in a communication relating to maintenance of 
Said electronic device obtained from Said electronic 
device Via Said interface; and 

a control means for performing processing relating to 
maintenance of Said electronic device by performing a 
communication with Said electronic device via Said 
interface by using Said communication protocol indi 
cated by Said remote maintenance management data 
Stored in Said memory means. 

15. A computer as set forth in claim 14, wherein said 
control means, when recognizing connection by Said elec 
tronic device to Said network, obtains identification data of 
the recognized electronic device on Said network via Said 
interface, Stores the same in Said memory means, and 
performs Said communication with Said electronic device by 
further using the identification data. 

16. A computer as Set forth in claim 14, further comprising 
a specification means, wherein 

Said memory means Stores Said remote maintenance man 
agement data further comprising maintenance function 
Specification data indicating a kind of one or a plurality 
of functions relating to Said maintenance, and 

Said control means refers to Said maintenance function 
Specification data and performs said communication 
relating to a specified function among Said one or a 
plurality of functions indicated by the maintenance 
function specification data with Said electronic device. 

17. A computer as Set forth in claim 16, further comprising 
a display means, wherein 
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Said control means displays on Said display means a 
Screen for allowing to specify one or a plurality of 
functions indicated by Said maintenance function Speci 
fication data and performs said communication relating 
to a function Specified by Said Specification means with 
Said electronic device in accordance with Said Screen. 

18. A computer as set forth in claim 14, wherein 
Said memory means Stores said remote maintenance man 

agement data further comprising use authorization data 
regulating use authorization of the function for respec 
tive functions indicated by Said maintenance function 
Specification data; and 

Said control means refers to Said use authorization data 
and performs Said communication relating to the Speci 
fied function with Said electronic device under a con 
dition that a perSon Specified the function has use 
authorization of the function. 

19. A computer as set forth in claim 14, wherein 
Said memory means Stores said remote maintenance man 

agement data further including path Specification data 
indicating a path to a directory Storing data or a 
program relating to Said maintenance in a memory 
means of Said electronic device; and 

Said control means refers to Said path Specification data 
and makes an access to Said memory means of Said 
electronic device by Specifying a path indicated by Said 
path Specification data in a memory means of Said 
electronic device. 

20. A computer as set forth in claim 14, further comprising 
a display means, wherein 

Said interface means receives condition data indicating a 
condition of Said electronic device from the electronic 
device Via Said network, and 

Said control means displays on Said display means a 
Screen in accordance with Said condition data. 

21. A computer as Set forth in claim 14, wherein Said 
control means makes an access from Said interface means 
Via Said network to a memory means of Said electronic 
device Storing transmission destination data Specifying a 
transmission destination of an interruption signal to be sent 
and writes identification data for identifying the computer on 
the network as Said transmission destination data when said 
electronic device becomes a predetermined condition. 

22. A computer as Set forth in claim 21, wherein 
when Said memory means of Said electronic device Stores 

Status data indicating whether the transmission desti 
nation data can be rewritten by making to correspond to 
Said transmission destination data, 

Said control means writes Said identification data as Said 
transmission destination data corresponding to the Sta 
tuS data to Said memory means of Said electronic device 
Via Said interface under a condition that Said Status data 
indicates that rewriting is possible. 

23. An electronic device Subjected to maintenance by a 
computer via a network, comprising: 

an interface for performing a communication with Said 
computer via Said network, 

a memory means for Storing remote maintenance man 
agement data indicating a communication protocol 
used in a communication relating to maintenance by 
Said computer; and 
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a control means for transmitting Said remote maintenance 
management data to Said computer Via Said interface 
and performs a communication relating to Said main 
tenance with Said computer by using Said communica 
tion protocol indicated by Said remote maintenance 
management data in accordance with a request from 
Said computer. 

24. An electronic device as set forth in claim 23, wherein: 

Said memory means Stores transmission destination data 
indicating a transmission destination of an interruption 
Signal to be sent when said electronic device becomes 
a predetermined condition and is written by Said com 
puter via Said interface identification data for identify 
ing the computer on Said network as Said transmission 
destination data; and 

Said control means notifies a condition of the electronic 
device by transmitting Said interruption signal to Said 
computer via Said interface based on Said transmission 
destination data Stored in Said memory means when 
Said electronic device becomes Said predetermined 
condition. 

25. An electronic device as set forth in claim 24, wherein 

Said memory means Stores Status data indicating whether 
the transmission destination data can be rewritten by 
making to correspond to Said transmission destination 
data; and 

Said control means permits Said computer to write iden 
tification data of the computer as said transmission 
destination data corresponding to the Status data under 
a condition that Said Status data indicates that rewriting 
is possible. 

26. An electronic device as set forth in claim 25, wherein: 

Said memory means Stores table data having one or a 
plurality of entries composed of Said transmission 
destination data and Said Status data corresponding to 
the transmission destination data; and 

Said control means adds a new entry to Said table data in 
accordance with the request when receiving a request to 
add said entry from Said computer via Said interface. 

27. An electronic device as set forth in claim 25, wherein 
Said control means, when identification data for identifying 
Said computer on Said network is changed after Starting up, 
restarting or initializing Said electronic device in the previ 
ous time, permits Said computer to write Said identification 
data as Said transmission destination data corresponding to 
Said Status data under a condition that Said Status data 
indicates that rewriting is possible. 

28. An electronic device as set forth in claim 27, wherein 
Said control means, when transmission destination data 
Stored in Said memory means indicates a predetermined 
initial value and Said Status data corresponding to the 
transmission destination data indicates that rewriting is 
possible, permits Said computer to write identification data 
of the computer as Said transmission destination data cor 
responding to the Status data. 

29. A program executed by a computer for performing 
maintenance of an electronic device via a network, com 
prising: 

a first Step for receiving remote maintenance management 
data indicating a communication protocol used in a 



US 2004/0049575 A1 

communication relating to maintenance of Said elec 
tronic device from Said electronic device via Said 
network; 

a Second Step for Storing Said remote maintenance man 
agement data received in Said first Step in a memory 
means provided to Said computer; and 

a third Step for processing relating to maintenance of Said 
electronic device by performing a communication with 
Said electronic device via Said network by using Said 
communication protocol indicated by Said remote 
maintenance management data Stored in Said memory 
CS. 

30. A program as Set forth in claim 29, further comprising: 
a fourth Step, when recognizing connection by Said elec 

tronic device to Said network, for obtaining identifica 
tion data of the recognized electronic device on Said 
network via Said network and Stores the same in Said 
memory means, and 

wherein in Said third Step, Said communication is per 
formed with Said electronic device by further using Said 
identification data obtained and Stored in Said memory 
means in Said fourth Step. 

31. A program as set forth in claim 29, wherein 
in Said first Step, said remote maintenance management 

data indicating correspondence between a kind of one 
or a plurality of functions relating to Said maintenance 
and Said communication protocol used in a communi 
cation relating to the function is received from Said 
electronic device via Said network; and 

in Said third Step, based on Said remote maintenance 
management data, a communication relating to Said 
Specified kind of function is performed with Said elec 
tronic device by using Said communication protocol 
corresponding to a specified kind of Said function. 

32. A program as Set forth in claim 29, wherein in Said 
third Step, a Screen for allowing to specify Said function 
indicated by Said remote maintenance management data is 
displayed by a display means of Said computer and com 
munication relating to Said Specified function is performed 
with Said electronic device in accordance with Said Screen. 

33. A program as set forth in claim 29, wherein in said first 
Step, Said remote maintenance management data indicating 
correspondence between a kind of one or a plurality of 
functions relating to Said maintenance, Said communication 
protocol used in a communication relating to Said plurality 
of functions and use authorization data regulating respective 
use authorization of Said plurality of functions is received 
from Said electronic device via Said network, and 

in Said third Step, based on Said remote maintenance 
management data, a communication relating to Said 
Specified function is performed with Said electronic 
device by using Said communication protocol corre 
sponding to Said Specified kind of Said function under 
a condition that a perSon Specified Said function has use 
authorization of the function. 

34. A program as set forth in claim 29, wherein 

in Said first Step, said remote maintenance management 
data further indicating path Specification data indicat 
ing a path to a directory Storing data or a program 
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relating to Said maintenance in a memory means of Said 
electronic device is received via Said electronic device 
via Said network, and 

in Said third Step, based on Said remote maintenance 
management data, an access is made to Said memory 
means by Specifying a path indicated by Said path 
Specification data in Said memory means. 

35. A program as Set forth in claim 29, further comprising 
a fourth Step for making an access via Said network to a 
memory means of Said electronic device for Storing trans 
mission destination data indicating a transmission destina 
tion of an interruption Signal to be sent when Said electronic 
device becomes a predetermined condition and writes iden 
tification data for identifying Said computer on the network 
as Said transmission destination data. 

36. A program as set forth in claim 35, wherein in said 
fourth Step, in the case where said memory means of Said 
electronic device Stores Status data indicating whether the 
transmission destination data can be rewritten by making to 
correspond to Said transmission destination data, Said iden 
tification data of Said computer is written to a memory 
means of Said electronic device as Said transmission desti 
nation data corresponding to Said Status data under a con 
dition that the Status data indicates that rewriting is possible. 

37. A program executed in an electronic device Subjected 
to maintenance by a computer via a network, comprising 

a first Step for transmitting to Said computer via Said 
network remote maintenance management data indi 
cating a communication protocol used in a communi 
cation relating to maintenance of Said electronic device 
with Said computer; and 

a Second step for performing communication relating to 
Said maintenance with Said computer by using Said 
communication protocol indicated by Said remote 
maintenance management data. 

38. A program as Set forth in claim 37, further comprising: 
a third Step that identification data of Said computer on 

Said network is written to a memory means of Said 
electronic device by Said computer as transmission 
destination data of an interruption Signal; and 

a fourth Step for transmitting Said interruption Signal to 
Said computer by using the transmission destination 
data Stored in the memory means of Said electronic 
device in Said third Step when Said electronic device 
becomes a predetermined condition. 

39. A program as set forth in claim 38, wherein 
in Said third Step, Status data indicating whether the 

transmission destination data can be rewritten is Stored 
in Said memory means by making to correspond to Said 
transmission destination data; and 

Said program further comprises a fifth Step, under a 
condition that Said Status data indicates that rewriting is 
possible, for permitting Said computer to write identi 
fication data of the computer as Said transmission 
destination data corresponding to the Status data. 

40. A program as Set forth in claim 38, further comprising 
a sixth Step, in the case Said memory means Storestable data 
having one or a plurality of entries composed of Said 
transmission destination data and Said Status data corre 
sponding to the transmission destination data, when receiv 
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ing a request for adding Said entry from Said computer, for 
adding Said new entry to Said table data in response to the 
request. 

41. A program as Set forth in claim 38, further comprising 
a Seventh Step, when identification data for identifying Said 
computer on Said network is changed after Starting up, 
restarting or initializing Said electronic device in the previ 
ous time, for permitting Said computer to write Said identi 
fication data as Said transmission destination data corre 
sponding to Said Status data under a condition that Said Status 
data indicates that rewriting is possible. 
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42. A program as Set forth in claim 41, wherein in Said 
Seventh Step, when transmission destination data Stored in 
Said memory means indicates a predetermined initial value 
and Said Status data corresponding to the transmission des 
tination data indicates that rewriting is possible, writing 
identification data of Said computer as Said transmission 
destination data corresponding to the Status data is permitted 
to Said computer. 


