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1. 

TRUSTED COMMUNICATION SESSION AND 
CONTENT DELIVERY 

BACKGROUND 

Service providers can provide content to users from a vari 
ety of content providers. Service providers may provide the 
content to users according to a variety of restrictions. Restric 
tions can be based on agreements with content providers or 
based on policies internal to the service provider. Providing 
content based on these restrictions presents various technical 
problems. Thus, there is a need for more sophisticated meth 
ods and systems for providing content based on restrictions. 

SUMMARY 

It is to be understood that both the following general 
description and the following detailed description are exem 
plary and explanatory only and are not restrictive, as claimed. 
Provided are methods and systems for configuring a network. 
In one aspect, an example method can comprise receiving a 
first token and an encryption key from a first device. A second 
token can be received from a second device. A determination 
can be made as to whether the first token matches the second 
token. Configuration information can be provided to the sec 
ond device if the second token matches the first token. The 
configuration information can comprise information for con 
necting to a proxy configured on the first device. A request for 
content can be received from the proxy on behalf of the 
second device. The request for content can comprise the 
encryption key. 

In another aspect, an example method can comprise estab 
lishing a communication session with a first device based on 
user information provided by and/or provided to the first 
device (e.g., by a user). A first token and a request for a signed 
security certificate can be received from a second device. The 
request for the signed security certificate can comprise an 
encryption key. A second token can be received from the first 
device based on the communication session. A determination 
can be made as to whether the second token matches the first 
token. The encryption key can be associated with the first 
device if the second token matches the first token. Configu 
ration information can be provided to the first device for 
connecting to a proxy on the second device. A request for 
content can be received from the proxy based on the encryp 
tion key. 

In another aspect, an example method can comprise pro 
viding a first token and an encryption key to a first device. A 
signed security certificate based on the encryption key can be 
received from the first device. A second token can be provided 
to a user. A request to connect to a proxy can be received from 
a second device based on the second token matching the first 
token. A proxy service can be provided to the second device 
based on the signed security certificate. 

Additional advantages will be set forth in part in the 
description which follows or may be learned by practice. The 
advantages will be realized and attained by means of the 
elements and combinations particularly pointed out in the 
appended claims. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The accompanying drawings, which are incorporated in 
and constitute a part of this specification, illustrate embodi 
ments and together with the description, serve to explain the 
principles of the methods and systems: 
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2 
FIG. 1 is a block diagram illustrating an example system 

for providing content; 
FIG. 2 is a diagram illustrating an example process for 

configuring a network; 
FIG.3 is a diagram illustrating another example process for 

configuring a network; 
FIG. 4 is a flowchart illustrating an example method for 

configuring a network; 
FIG. 5 is a flowchart illustrating another example method 

for configuring a network; 
FIG. 6 is a flowchart illustrating yet another example 

method for configuring a network; and 
FIG. 7 is a block diagram illustrating an example comput 

ing system in which the present methods and systems can 
operate. 

DETAILED DESCRIPTION 

Before the present methods and systems are disclosed and 
described, it is to be understood that the methods and systems 
are not limited to specific methods, specific components, or to 
particular implementations. It is also to be understood that the 
terminology used herein is for the purpose of describing 
particular embodiments only and is not intended to be limit 
ing. 
As used in the specification and the appended claims, the 

singular forms “a” “an.” and “the include plural referents 
unless the context clearly dictates otherwise. Ranges may be 
expressed hereinas from “about one particular value, and/or 
to “about another particular value. When such a range is 
expressed, another embodiment includes from the one par 
ticular value and/or to the other particular value. Similarly, 
when values are expressed as approximations, by use of the 
antecedent “about it will be understood that the particular 
value forms another embodiment. It will be further under 
stood that the endpoints of each of the ranges are significant 
both in relation to the other endpoint, and independently of 
the other endpoint. 

“Optional' or “optionally’ means that the subsequently 
described event or circumstance may or may not occur, and 
that the description includes instances where said event or 
circumstance occurs and instances where it does not. 

Throughout the description and claims of this specifica 
tion, the word “comprise' and variations of the word, such as 
“comprising and "comprises.” means “including but not lim 
ited to and is not intended to exclude, for example, other 
components, integers or steps. “Exemplary' means “an 
example of and is not intended to convey an indication of a 
preferred or ideal embodiment. “Such as is not used in a 
restrictive sense, but for explanatory purposes. 

Disclosed are components that can be used to perform the 
disclosed methods and systems. These and other components 
are disclosed herein, and it is understood that when combi 
nations, Subsets, interactions, groups, etc. of these compo 
nents are disclosed that while specific reference of each vari 
ous individual and collective combinations and permutation 
of these may not be explicitly disclosed, each is specifically 
contemplated and described herein, for all methods and sys 
tems. This applies to all aspects of this application including, 
but not limited to, steps in disclosed methods. Thus, if there 
are a variety of additional steps that can be performed it is 
understood that each of these additional steps can be per 
formed with any specific embodiment or combination of 
embodiments of the disclosed methods. 
The present methods and systems may be understood more 

readily by reference to the following detailed description of 
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preferred embodiments and the examples included therein 
and to the Figures and their previous and following descrip 
tion. 
As will be appreciated by one skilled in the art, the methods 

and systems may take the form of an entirely hardware 
embodiment, an entirely software embodiment, or an 
embodiment combining software and hardware aspects. Fur 
thermore, the methods and systems may take the form of a 
computer program product on a computer-readable storage 
medium having computer-readable program instructions 
(e.g., computer Software) embodied in the storage medium. 
More particularly, the present methods and systems may take 
the form of web-implemented computer software. Any suit 
able computer-readable storage medium may be utilized 
including hard disks, CD-ROMs, optical storage devices, or 
magnetic storage devices. 

Embodiments of the methods and systems are described 
below with reference to block diagrams and flowchart illus 
trations of methods, systems, apparatuses and computer pro 
gram products. It will be understood that each block of the 
block diagrams and flowchart illustrations, and combinations 
of blocks in the block diagrams and flowchart illustrations, 
respectively, can be implemented by computer program 
instructions. These computer program instructions may be 
loaded onto a general purpose computer, special purpose 
computer, or other programmable data processing apparatus 
to produce a machine. Such that the instructions which 
execute on the computer or other programmable data process 
ing apparatus create a means for implementing the functions 
specified in the flowchart block or blocks. 

These computer program instructions may also be stored in 
a computer-readable memory that can direct a computer or 
other programmable data processing apparatus to function in 
a particular manner, Such that the instructions stored in the 
computer-readable memory produce an article of manufac 
ture including computer-readable instructions for implement 
ing the function specified in the flowchart block or blocks. 
The computer program instructions may also be loaded onto 
a computer or other programmable data processing apparatus 
to cause a series of operational steps to be performed on the 
computer or other programmable apparatus to produce a 
computer-implemented process Such that the instructions that 
execute on the computer or other programmable apparatus 
provide steps for implementing the functions specified in the 
flowchart block or blocks. 

Accordingly, blocks of the block diagrams and flowchart 
illustrations Support combinations of means for performing 
the specified functions, combinations of steps for performing 
the specified functions and program instruction means for 
performing the specified functions. It will also be understood 
that each block of the block diagrams and flowchart illustra 
tions, and combinations of blocks in the block diagrams and 
flowchart illustrations, can be implemented by special pur 
pose hardware-based computer systems that perform the 
specified functions or steps, or combinations of special pur 
pose hardware and computer instructions. 
The present disclosure relates to configuring one or more 

networks for delivery of content. In one aspect, the content 
can be associated with restrictions. For example, a restriction 
can comprise a limitation on a geographic location where the 
content can be received. For example, the restriction may 
prevent the user from receiving content outside of a customer 
premises (e.g., or outside of a range of a user location). For 
example, a user can be restricted from accessing content 
outside of a home location. In one aspect, a user device can 
communicate with a content provider through an intermedi 
ary device. The intermediary device can be configured to 
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4 
function as both a gateway and as a proxy. The intermediary 
device can be located at the customer premises or other 
known location. In one aspect, the user device can enter into 
an authenticated communication session with the content 
provider. Then the intermediary device can generate a token 
(e.g., any arbitrary sequence of numbers, characters, letters, 
and/or symbols). The intermediary device can provide a copy 
of the token to the content provider along with a certificate 
signing request to enable encryption. Upon receiving a signed 
certificate from the content provider, the intermediary device 
can provide a copy of the token to the user device or the user 
(e.g., who can provide the token to the user device). 
The user device can provide the token to the content pro 

vider. If the token received from the user device matches the 
token received from the intermediary device, the content pro 
vider can provide to the user device a host name identifying 
the proxy configured on the intermediary device. The user 
device can then send requests for content through the proxy to 
the content provider. The content provider can provide the 
content to the proxy configured on the intermediary device. 
Since the intermediary device is at a known location (e.g., 
whether presumed or actual), the content provider can pro 
vide the content through the proxy to allow a user to access 
content according to location restrictions. Furthermore, the 
content provider can deny requests for the content that do not 
pass through the proxy, thereby preventing access to content 
at unknown locations. 

FIG. 1 is a block diagram illustrating an example system 
100 for providing content. Those skilled in the art will appre 
ciate that present methods may be used in Systems that 
employ both digital and analog equipment. One skilled in the 
art will appreciate that provided herein is a functional descrip 
tion and that the respective functions can be performed by 
Software, hardware, or a combination of Software and hard 
ware. In one aspect, the system 100 can comprise a first device 
102, a second device 104, and a third device 106. The first 
device 102 can be communicatively coupled to the second 
device 104 through a first network 108. The second device 
104 can be communicatively coupled to the third device 106 
through a second network 110. Additionally, the first device 
102 can be communicatively coupled to the third device 106 
through the first network 108, the second device 104, and the 
second network 110. 

In one aspect, the first network 108 and/or the second 
network 110 can comprise a packet Switched network (e.g., 
internet protocol based network), a non-packet Switched net 
work (e.g., quadrature amplitude modulation based network), 
and/or the like. The first network 108 and second network 110 
can comprise one or more wide area networks and/or local 
area networks. As an example, the first network 108 can 
comprise a wide area network, such as the Internet. The 
second network 110 can comprise a local area network, Such 
as a home network located at a user premises. The first net 
work 108 and/or the second network 110 can comprise net 
work adapters, Switches, routers, and the like connected 
through wireless links (e.g., radio frequency, satellite) and/or 
physical links (e.g., fiber optic cable, coaxial cable, Ethernet 
cable). In one aspect, the first network 108 and/or the second 
network 110 can be configured to provide communication 
from telephone, cellular, modem, and/or other electronic 
devices to and throughout the system 100. 

In one aspect, the first device 102 can be configured to 
provide content 112 to devices, such as the second device 104 
and/or the third device 106. For example, the first device 102 
can be configured to receive requests for content from the 
second device 104 and/or the third device 106. The content 
112 can comprise text, images, audio, video, interactive 
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media, and the like. For example, the content 112 can com 
prise streaming media, Such as streaming audio, streaming 
video, and the like. The content 112 can be provided by the 
first device 102 as content streams, as individual assets, and 
the like. The content 112 can be provided based one or more 
criteria as described in further detail herein. For example, the 
content 112 can be provided based on user information, an 
authenticated communication session, expiration criteria, 
matching criteria (e.g., matching tokens), and the like. 

In one aspect, the first device 102 can comprise an authen 
tication unit 114 configured to authenticate a user and/or a 
device. For example, the authentication unit 114 can be con 
figured to establisha communication session between the first 
device 102 and the third device 106. In one aspect, the first 
device 102 can provide content 112 based on the communi 
cation session. In another aspect, the communication session 
can be an authenticated communication session. For 
example, the communication session can be based on user 
information received from the third device 106. User infor 
mation can comprise, for example, a user name and a pass 
word. The authentication unit 114 can verify that the user 
information matches user information in a user database 116. 
For example, the user database 116 can comprise a plurality 
of data entries associated with users. In the user database 116, 
one or more users can be associated with one or more user 
names, passwords. identifiers, account information (e.g., 
name, payment information, user device identifiers, address 
information, Subscription plans), user preferences, and the 
like. In one aspect, the communication session can be based 
on a secure communication protocol (e.g., a protocol that uses 
encryption), such as Hypertext Transfer Protocol Secure (HT 
TPS). For example, the first device 102 can provide a HTTPS 
cookie to the authenticated device. As another example, the 
first device 102 can provide credentials (e.g. username and 
password) over an encrypted channel. An example encrypted 
channel can be an HTTPS based connection with Basic or 
Digest Authentication. As another example, the first device 
102 can provide a client certificate during an SSL handshake 
to provide an encrypted, mutually-authenticated HTTPS 
channel. As yet another example, the first device 102 can 
provide a digital signature, such as a signature based on 
OAuth protocol or other authentication protocol. 

In one aspect, the first device 102 can comprise a first 
security unit 118. The first security unit 118 can be configured 
to enable trusted relationships between the first device 102 
and one or more devices on the first network 108 and/or the 
second network 110. For example, the first security unit 118 
can be configured to enable an encrypted communication 
session between the first device 102 and the second device 
104 and/or third device 106. The first device 102 can receive 
a request for a signed security certificate (e.g., a certificate 
signing request). The request for the signed security certifi 
cate can comprise an encryption key, Such as a public encryp 
tion key. The request for a signed security certificate can 
comprise a host name of a proxy. In another aspect, the 
request for a signed security certificate can be provided with 
other information (e.g., provided at the same time or in Suc 
cession). Such as a host name of a proxy. For example, the host 
name can identify the proxy provided by the proxy unit 126 of 
the second device 104. In one aspect, the first security unit 
118 can process the request for the signed security certificate. 
For example, the first security unit 118 can generate a signed 
security certificate. The signed security certificate can com 
prise information, Such as a certificate identifier, an encryp 
tion algorithm identifier, time values (e.g., origination date, 
expiration date), a device identifier, a host name or common 
name, an organization name, an issuer identifier, a user iden 
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6 
tifier, one or more digital signatures, and the like. After gen 
erating the signed security certificate, the first security unit 
118 can return the signed security certificate to the device that 
provided the request for the signed security certificate. Addi 
tionally, the first security unit 118 can associate information 
(e.g., encryption key) from the request for the signed security 
certificate with a user and/or a device providing the request 
for a signed certificate. As another example, the first security 
unit 118 can associate the encryption key with the host name 
of the proxy. 

In one aspect, the first security unit 118 can also be con 
figured to receive one or more tokens from the second device 
104 and/or the third device 106. A token can comprise a set of 
numbers, letters, symbols, a combination thereof, and the 
like. For example, the token can comprise any random or 
arbitrary set of numbers, letters, symbols, and the like. The 
first security unit 118 can be configured to associate one or 
more devices and/or users with another device based on a 
token. For example, the first device 102 can receive a first 
token from the second device 104. The first device 102 can 
receive a second token from the third device 106. The first 
security unit 118 can be configured to compare the first token 
and the second token. For example, the first security unit 118 
can be configured to compare a set of numbers, letters, sym 
bols, and/or the like of the first token to a set of numbers, 
letters, symbols, and/or the like of the second token. If the first 
token matches (e.g., has a threshold amount of equivalency, or 
satisfies an equality operation) the second token, then the first 
security unit 118 can associate the second device 104 and the 
third device 106. 

In one aspect, the first security unit 118 can be configured 
to determine an expiration time for the first token and/or the 
second token. For example, an expiration time associated 
with the first token and/or the second token can be received by 
the first device 102 from the second device 104 and/or the 
third device 106. As a further example, the expiration time can 
comprise an expiration time of the security certificate. As 
another example, the expiration time can be based on a time 
the first token and/or the second token was received at the first 
device 102. For example, if the first token and/or the second 
token was received more than a specified amount of time in 
the past, then the first security unit 118 can determine that the 
first token and/or the second token is expired. As yet another 
example, the first token and/or the second token can comprise 
the expiration time. As an illustration, a specified set of num 
bers, characters, symbols, or the like in the token can indicate 
an expiration time. For example, the last X (e.g., where X is a 
specified number of character) number of characters of the 
token can comprise an expiration time. 

In one aspect, the first security unit 118 can compare the 
expiration time to a current time. If the current time is deter 
mined to be after the expiration time, the first security unit 118 
can determine that the first token and/or the second token are 
expired. If the first token and/or the second token are deter 
mined to be expired, the first security unit 118 can deem the 
match of the first token and the second token to fail or other 
wise indicate that the first token and/or the second token are 
expired. In another aspect, the first security unit 118 can 
determine that the first token and/or the second token are 
expired based on other criteria. For example, the first token 
and/or the second token can be deemed to be expired if data in 
the first token and/or the second token is corrupted, the token 
fails specified criteria (e.g., the token is not from the expected 
device), and/or the like. 

In one aspect, the first security unit 118 can be configured 
to associate a token with an encryption key. For example, the 
first security unit 118 can associate a token received from a 
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device with an encryption key received from the same device. 
As an illustration, the first device 102 can associate the first 
token received from the second device 104 with an encryption 
key received from the second device 104. In one aspect, the 
first security unit 118 can be configured to associate a user of 5 
the third device 106 with an encryption key based on the first 
token and the second token matching. For example, if the first 
token and the second token match, then the first security unit 
118 can associate the second token with the encryption key 
associated with the first token. As an illustration, the second 10 
token can be received from the third device 106 as part of a 
communication session. The communication session can be 
associated with a user. Accordingly, the security unit 118 can 
associate the encryption key (e.g., based on the match) with 
the communication session and/or the user associated with 15 
the communication session. 

In one aspect, the first device 102 can comprise a configu 
ration unit 120 configured to provide configuration informa 
tion. For example, the configuration unit 120 can provide 
configuration information based on a matching of the first 20 
token and the second token. The configuration information 
can comprise, for example, the host name of a proxy (e.g., 
proxy server), the routing address of the proxy, the media 
access control address of the proxy, encryption information, 
proxy settings, and/or the like. The first device 102 can pro- 25 
vide the configuration information to the second device 104 
and/or the third device 106. 

In one aspect, the first device 102 can comprise a permis 
sions unit 122. The permissions unit 122 can manage permis 
sions and other criteria associated with providing content 30 
112. For example, the permissions unit 122 can indicate that 
some content can only be provided to a requesting device if 
additional criteria are satisfied. For example, content 112 can 
be associated with geographic restrictions. For example, in 
Some scenarios, content 112 can be restricted to consumption 35 
at a user premises, such as a home location. In order to ensure 
that a user is receiving content at a specified location, the 
content 112 can be associated with a particular device. As a 
further example, the content 112 can be associated with a 
proxy at the device. As an illustration, the permissions unit 40 
122 can specify that the content 112 can be accessed through 
the device and/or through the proxy at the device. In one 
aspect, the permissions unit 122 can be configured to Verify 
that the requesting device and/or associated user account 
using the device satisfies the criteria associated with the con- 45 
tent 112. If the criteria are satisfied, the permissions unit 122 
can allow the device to receive the requested content 112. 
As previously noted, the system 100 can comprise a second 

device 104. The second device 104 can be configured to 
request and receive content 112 from the first device 102. The 50 
second device 104 can be communicatively coupled to the 
first device through the first network 108. The second device 
104 can be communicatively coupled to a third device 108 
through a second network 110. The second device 104 can be 
configured to facilitate communication between the first 55 
device 102 and the third device 106. For example, the second 
device 104 can comprise a communication unit 124. In one 
aspect, the communication unit 124 can configure the second 
device 104 as a network router, a network switch, a network 
gateway, or other similar device. For example, the communi- 60 
cation unit 124 can be configured to receive network packets 
from the third device 106 and route the packets to the first 
device 102. As an illustration, the third device 106 can trans 
mit user information (e.g., with a request for a communica 
tion session) to the second device 104. The second device 104 65 
can determine, based on a network protocol, that the user 
information is configured to be routed to the first device 102. 

8 
Accordingly, the communication unit 124 can be configured 
to identify the destination. Then, the second device 104 can 
provide the user information to the destination (e.g. the first 
device 102). The communication unit 124 can be configured 
to route any kind of information in a network packet to any 
device accessible through the first network 108, the second 
network 110, or other network communicatively coupled to 
the second device 104. 

In one aspect, the second device 104 can comprise a proxy 
unit 126 configured to provide one or more proxy services, 
Such as a proxy server. For example, the proxy unit 126 can be 
configured to function as an intermediary between a request 
ing device and a receiving device. As a further example, the 
proxy unit 126 can be configured to modify network packets 
to prevent the receiving device from discovering the identity 
of the transmitting device based on the network packet. As 
another example, the proxy unit 126 can be configured to 
modify a network packet Such that the packet's origination 
address is associated with the second device 104 rather than 
the device from which the network packet was received by the 
second device 104. The proxy unit 126 can be associated with 
a host name. For example, the host name can be a network 
address or name associated with a network address (e.g., 
through a local or remote naming server). In one aspect, the 
proxy unit 126 can operate a proxy server associated with the 
host name. For example, the host name can be used to direct 
a network packet to the proxy server configured on the second 
device 104. 

In one aspect, the second device 104 can comprise a second 
security unit 128. The second security unit 128 can be con 
figured to initialize a security communication channel 
between one or more other devices. For example, the second 
security unit 128 can be configured to determine (e.g., iden 
tify, generate, locate) one or more encryption keys. In one 
aspect, the second security unit 128 can be configured to 
determine an encryption key pair. For example, the second 
security unit 128 can determine a public encryption key and a 
private encryption key. For example, the second security unit 
128 can be configured to generate the encryption key pair 
based on an encryption algorithm. In another aspect, the 
second security unit 128 can be configured to identify an 
encryption key pair from a list, a database, or other resource 
on the second device 104 or other device. In one aspect, the 
public encryption key can be configured for encrypting infor 
mation. In another aspect, the private encryption key can be 
configured for decrypting information encrypted by the pub 
lic encryption key. For example, the public encryption key 
can be mathematically related to the private encryption key. 

In one aspect, the second security unit 128 can be config 
ured to generate a certificate signing request. In one aspect, 
the certificate signing request can comprise an encryption 
key, such as a public encryption key. The certificate signing 
request can be a request for a signed certificate based on the 
encryption key. In one aspect, the certificate signing request 
can comprise other information, such as network identifiers, 
host names, affiliation identifiers, geographic information, 
contact information and the like. In response to the certificate 
signing request, the second security unit 128 can be config 
ured to receive a signed security certificate. The signed secu 
rity certificate can comprise an encryption key, such as a 
public encryption key. The signed security certificate can 
comprise information, such as a certificate identifier, an 
encryption algorithm identifier, time values (e.g., origination 
date, expiration date), a device identifier, a host name or 
common name, an organization name, an issuer identifier, a 
user identifier, one or more digital signatures, and the like. As 
an illustration, the second device 104 can be configured to 
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provide a certificate signing request to the first device 102. In 
response, the first device 102 can be configured to provide the 
second device 104 a signed security certificate. 

In one aspect, the second security unit 128 can be config 
ured to generate a token. A token can comprise a set of 5 
numbers, letters, symbols, and the like. For example, the 
token can comprise any random or arbitrary set of numbers, 
letters, symbols, and the like. The second security unit 128 
can be configured to use the token to facilitate the formation 
of a trusted relationship between two devices. For example, 
the second security unit 128 can be configured to use the 
token to facilitate the formation of a trusted relationship 
between the first device 102 and the third device 106. As an 
illustration, the second device 102 can provide the token (e.g., 
or a first copy of the token) to the first device 102. For 
example, the token can be provided to the first device 102 with 
the certificate signing request. The second device 104 can 
provide the token (e.g., a second copy of the token) to the third 
device 106. As an example, in response to receiving a signed 
certificate from the first device 102, the second device 104 can 
provide the token to the third device 106. 

In another aspect, the second device 104 can comprise 
interface elements 130 configured to provide an interface 
with a user. For example, the interface element 130 can com 
prise one or more buttons, displays, lights, and the like. As an 
illustration, the interface elements can comprise a configura 
tion button. For example, the configuration button can be a 
pairing button for pairing devices together. In response to the 
configuration button being pressed by a user, the second 
device 104 can perform one or more operations. For example, 
the second device 104 can be configured to determine encryp 
tion keys, to generate a certificate signing request, to provide 
the certificate signing request to another device, and the like. 
As another example, the interface elements 130 can comprise 
a display. The display can provide information to a user. For 
example, the display can provide the token to a user. The user 
can view the token on the display. Then, the user can provide 
the token to the third device 102. 
As previously noted, the system 100 can comprise a third 

device 106. In one aspect, the third device 106 can comprise 
a user interface 132. The user interface 132 can be configured 
to receive information from a user. For example, the user 
interface 132 can be configured to receive user information 
(e.g., user name, password), a token, configuration informa 
tion, and the like. In another aspect, the user interface 132 can 
be configured to provide content 112 to a user. For example, 
the user interface 132 can comprise one or more applications, 
Such as a web browser, a mobile application, an applet, a stand 
alone application, and the like. As an illustration, the user 
interface 132 can comprise an application configured to 
receive content 112 from the first device 102. For example, 
the user interface 132 can be configured to receive content 
112 based on a trusted relationship with the first device 102. 
For example, the trusted relationship can be based on an 
authenticated communication session, an encrypted commu 
nication session, the exchange of one or more certificates, an 
exchange of one or more encryption keys, communication 
through a proxy (e.g. proxy server configured on second 
device 104), and/or the like. 

In one aspect, the third device 106 can be configured to 
provide the user information to one or more other devices, 
such as the first device 102. For example, the third device 106 
can be configured to transmit the user information as one or 
more network packets through the second device 104 to the 
first device 102. In one aspect, the second device 104 can 
operate as a gateway for the purpose of transmitting the user 
information to the first device 102. For example, the commu 
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10 
nication unit 124 of the second device 104 can route the user 
information to the first device 104. The network packets (e.g., 
transmitting the user information) received by the first device 
102 can comprise an origination address indicating that the 
network packets originated from the third device 106. In some 
scenarios, the second device 104 can use network address 
translation Such that the origination address indicates the 
second device 104 instead of the third device 106. In response 
to providing the user information, the third device 106 and the 
first device 102 can establish a communication session. 

In one aspect, the third device 106 can provide the token to 
the first device 102 through the communication session. For 
example, the user interface 132 can be configured to prompt 
a user for a token. The user can receive the token from the 
second device 104 (e.g., by pressing abutton and viewing the 
button on a display). Then, the third device 106 can transmit 
the token to the first device 102 through the second device 
104. For example, the third device 106 can transmit the token 
as one or more network packets. The communication unit 124 
can receive the network packets comprising the token and 
route the network packets to the first device 102. When the 
first device 102 receives the network packets, the network 
packets can indicate the network packets originated from the 
third device 106. 

In one aspect, the third device 106 can be configured to 
receive a host name of a proxy. In response to receiving a 
matching second token and first token, the first device 102 can 
provide the host name of a proxy to the third device 106. The 
proxy can be configured, for example, on the second device 
104. For example, the proxy can be provided by the proxy unit 
126 of the second device 104. In one aspect, the user interface 
132 can be configured to connect to the proxy. For example, 
the user interface 132 can request content from the first device 
102 through the proxy. 

FIG. 2 is a diagram illustrating an example process 200 for 
configuring a network. The process 200 illustrates interac 
tions between a user, an application, a gateway (e.g., home 
gateway), and a data center (e.g., server). It should be noted 
that these devices are for convenience of illustration and that 
other types of devices are contemplated in various implemen 
tations. At step 202, a user can attempt to register or log in to 
an account at the application. At Step 204, the application can 
prompt the user for user information (e.g., credentials such as 
user name and password). At step 206, the user can provide 
user information (e.g., credientials) to the application. At step 
208, the application can provide the user information to a data 
center. In one aspect, the application can provide the user 
information through the gateway to the data center. For 
example, the gateway can forward network packets compris 
ing the user information to the data center. The data center can 
authenticate the user information. For example, the data cen 
ter can verify that the user information matches user infor 
mation at the data center. At step 210, if the user information 
is authenticated, the data center can provide information to 
the application. For example, the data center can provide a 
HyperText Transfer Protocol Secure (HTTPS) cookie. The 
HTTPS cookie can facilitate a communication session (e.g., 
authenticated communication session) between the applica 
tion and the data center. At step 212. the application can 
request a token from the user. For example, the application 
can request a PIN (personal identification number). It should 
be noted that even though FIG. 2 illustrates the use of a PIN, 
other types of tokens are contemplated. At step 214, the user 
can instruct the home gateway to initiate a pairing operation. 
For example, the user can press a button or otherwise interact 
with the home gateway to instruct the gateway to initiate the 
pairing operation. In some implementations, the application 
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can instruct the gateway to initiate pairing without user 
instruction. Then, the gateway can generate a token. For 
example, the gateway can generate a random PIN. The gate 
way can also generate one or more encryption keys, such as an 
SSL keypair, and a certificate signing request. 
At step 216, the home gateway can provide registration 

information to the data center for pairing the home gateway 
with a user and/or user device. For example, the home gate 
way can provide a certificate signing request and a first copy 
of the token to the data center. In one aspect, the certificate 
signing request can comprise a public encryption key. Upon 
receiving the registration information, the data center can 
associate (e.g., bind) the public encryption key with the token. 
The data center can generate a signed security certificate. In 
one aspect, the data center can determine an expiration time. 
For example, the expiration time can be provided in the reg 
istration information. As another example, the expiration 
time can be a predefined amount of time after the arrival of the 
registration information. 

At step 218, the data center can provide the signed security 
certificate to the home gateway. At step 220, the home gate 
way can provide a second copy of the token to the user. For 
example, the homegateway can display the token on a display 
element of the home gateway. As another example, the home 
gateway can transmit the token to the application. At step 222, 
the user can provide the token to the application. At step 224, 
the application can provide the second copy (e.g., or a copy 
thereof based on user input) of the token to the data center. 
The data center can verify that the first copy of the token 
matches the second copy of the token. The data center can 
identify the public encryption key based on the second copy 
of the token matching the first copy of the token. The data 
center can associate (e.g., bind) the user providing the second 
copy of the token with public encryption key. The data center 
can create a domain name system (DNS) entry associating a 
host name of a proxy with the gateway. At step 226, if the first 
copy of the token matches the second copy of the token, then 
the data center can provide the host name of a proxy to the 
application. The application can use the host name to connect 
to a proxy at the home gateway. At step 228, the application 
can indicate to the user that the configuration process (e.g., 
pairing operation is complete). The application can then be 
used to access content at the data center or other device 
through the proxy. 

FIG.3 is a diagram illustrating an example process 300 for 
configuring a network. The network can comprise a first 
device, second device, and a third device. As an illustration, 
the first device can be a user device. The second device can 
comprise a gateway, a router, a modem, a proxy, or other 
similar network device. The third device can comprise a con 
tent device. Such as a server. 

At step 302, a first device can provide encryption informa 
tion to a second device. The encryption information can com 
prise, for example, encryption algorithm version information 
(e.g., Secure Sockets Layer, Transport Layer Security), 
cipher information, and the like. At step 304, the second 
device can provide encryption information to the first device. 
For example, the second device can respond with a selected 
encryption algorithm, ciphers, and the like. At step 306, the 
second device can provide identification to the first device. 
For example, the identification can be a network identifier or 
host name. At step 308, the second device can provide a 
certificate chain to the first device. For example, a certificate 
chain can comprise a sequence of signed certificates that 
allows the receiving device to establish an unbroken line of 
trust. As a further example, the certificate chain can comprise 
digital signatures from an intermediate certificate authority 
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and top-level certificate authority. As an illustration, a public 
certificate can be accompanied by two digital signatures, one 
from an intermediate certificate authority (e.g. Verifying the 
public certificate) and one from a top-level certificate author 
ity (e.g., verifying the intermediate certificate authority). The 
first device can validate that the certificate was signed by the 
third device and matches a proxy host name. At step 310, the 
first device can provide a pre-master key to the second device. 
At step 312, the first device can provide an instruction to the 
second device that an initialization process is complete. For 
example, the first device can indicate that a handshake is 
complete. At Step 314, the second device can send an 
acknowledgment that the initialization process is complete. 
For example, the second device can indicate that the hand 
shake is complete. At step 316, the first device can provide a 
request for content based on an authenticated communication 
session. For example, the request can be based on an authen 
ticated HyperTextMarkup Protocol (HTTP) communication 
session. 
At step 318, the second device can provide an encryption 

version (e.g., SSL version) and a list of known ciphers to the 
third device. At step 320, the third device can provide an 
encryption version (e.g., SSL version) and ciphers. At step 
322, the third device can provide identification information to 
the second device. For example, the identification informa 
tion can comprise a network identifier, a host name, or the 
like. At step 324, the third device can provide a certificate 
chain to the second device. At step 326, the second device can 
provide a pre-master key and a client certificate to the third 
device. The third device can determine the proxy's identity 
based on the client certificate. At step 328, the second device 
can provide an instruction that the security handshake is 
complete. At step 330, the third device can provide an 
acknowledgment that the security handshake is complete. At 
step 332, the second device can provide an authenticated 
HTTP request to the third device. In one aspect, the second 
device can provide the authenticated HTTP request to the 
third device through a proxy service (e.g., proxy server) con 
figured on the second device. In one aspect, the authenticated 
HTTP request can comprise a request for content. In another 
aspect, the third device can determine a user requesting con 
tent based on the authenticated HTTP request. For example, 
the third device can receive an HTTPS cookie identifying at 
least one of a user and or an authenticated communication 
session based on verified user information. The third device 
can also determine the identity (e.g., and an assumption of 
location) of the second device via the client certificate pre 
sented in step 326. At step 334, the third device can provide a 
response to the proxy service on the second device. For 
example, the third device can provide the requested content. 
At step 336, the second device can provide the response from 
the third device to the first device. 

FIG. 4 is a flowchart illustrating an example method 400 
for configuring a network. The network can comprise a first 
device and a second device. In one scenario, the first device 
and the second device can be located in a local area network. 
For example, the first device can be configured as a gateway 
for a first application on the second device. As another 
example, the first device can be configured as the proxy for a 
second application on the second device. As a further 
example, the first device can be configured as both a proxy 
and a gateway for the first application and/or the second 
application. In one aspect, the second device can be a user 
device. Such as a mobile phone, a Smart device (e.g., Smart 
phone, Smart glasses, Smart watch), a computer station, a 
laptop device, a tablet computer, a television, a digital stream 
ing device, and the like. 
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At step 402. a request for a communication session can be 
received from the second device. For example, the request can 
comprise user information, such as a user name and pass 
word. In one aspect, the communication session can be an 
authenticated communication based on the user information 
matching stored user information. 

At step 404, a first token and second token can be generated 
at the first device. For example, the first token and second 
token can be generated after receiving a request to pair the 
second device with the first device. In one aspect, the request 
to pair the second device with the first device can be received 
from a user. For example, the user can press a button (e.g., 
pairing button) on the first device. As another example, the 
second device can send an instruction to the first device to 
generate one or more tokens. In one aspect, a token can 
comprise a set of numbers. letters, symbols, and the like. For 
example, the token can comprise any random or arbitrary set 
of numbers, letters, symbols, and the like. In one aspect, the 
first device can generate a token, and the first token can be a 
first copy of the token and the second token can be a second 
copy of the token. 

At step 406, a first token and an encryption key can be 
received from the first device. In one aspect, the encryption 
key can comprise a public encryption key. For example, the 
first device can determine (e.g., identify, generate) a pair of 
encryption keys. The pair of encryption keys can comprise a 
public encryption key and a private encryption key. The pri 
vate encryption key can be configured to unencrypt the infor 
mation encrypted using the public encryption key. In one 
aspect, the first token can be received from the first device 
with (e.g., or as part of) a request for the signed security 
certificate. For example, the request for the signed security 
certificate can comprise the encryption key. 

At step 408, a signed security certificate can be generated. 
For example, an encryption key can be digitally signed with 
another encryption key. As an illustration, a private encryp 
tion key can be used to sign a public encryption key received 
by the first device. The public encryption key and the private 
encryption key can be included in the signed security certifi 
Cate. 

At step 410, a second token can be received from a second 
device. For example, the first device can provide the second 
token to the second device. As another example, the first 
device can provide the second token to user, and the user can 
provide the token to the second device. The second device can 
then provide the second token. 

At step 412, it can be determined if at least one of the first 
token and the second token is expired. For example, at least 
one of the first token and the second token can be configured 
to expire after a specified time period. In one aspect, the first 
token and/or second token can comprise information indicat 
ing an expiration date. As a further example, the first token 
can be received at a first time and the second token can be 
received at a second time. An expiration time can be associ 
ated with the first token based on the first time. For example, 
the expiration time can be a predetermined time after the first 
time. If the second time is after the expiration time, then it can 
be determined that the first token and/or second token is 
expired. If the first token and/or the second token is expired, 
the method 400 can end. If the first token and/or the second 
token is determined to not be expired, then the method 400 
can proceed to step 414. 

At step 414, it can be determined if the first token matches 
the second token. For example, the first token can be com 
pared to the second token. If the first token is equal to or 
otherwise equivalent to the second token, then the first token 
can be determined to match the second token. If the first token 
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does not match the second token, then the method 400 can 
end. If the first token is determined to match the second token, 
then the method 400 can proceed to step 416. 
At Step 416, configuration information can be provided to 

the second device. In one aspect, the configuration informa 
tion can comprise information for connecting to a proxy 
configured on the first device. For example, the configuration 
information can comprise a host name of the proxy. The host 
name can allow devices to locate and/or communicate with 
the proxy. In one aspect, the proxy can be a proxy server or 
other service on the first device. The proxy can be configured 
to receive network packets from the second device. The proxy 
can be configured to modify the network packets such that 
information indicating that the second device originated the 
network packets is removed from the network packets. 
At step 418, a request for content can be received from the 

proxy on behalf of the second device. In one aspect, the 
request for content can comprise the encryption key. In 
another aspect, the request for content can be based on the 
communication session. For example, the request can be pro 
vided through the communication session. As a further 
example, the request can be provided with an HTTPS cookie 
or other HTTP based information. 
At step 420, content can be provided to the second device. 

For example, content can be provided through the proxy on 
the first device. The content can be provided based on a 
Hypertext Transfer Protocol Secure connection. In one 
aspect, the content can comprise streaming media, Such as 
streaming audio, streaming video, and the like. The content 
can also comprise other audio, video, images, text, files, elec 
tronic messages, and the like. 

FIG. 5 is a flowchart illustrating another example method 
500 for configuring a network. In one aspect, the network can 
comprise a first device and a second device. The first device 
and the second device can be located in a local area network. 
In one aspect, the second device can be configured as a gate 
way for a first application on the first device. In another 
aspect, the second device can be configured as a proxy for a 
second application on the first device. As a further example, 
the second device can be configured as both a proxy and a 
gateway for the first application and/or the second applica 
tion. In one aspect, the first device can be a user device. Such 
as a mobile phone, a Smart device (e.g., Smartphone, Smart 
glasses, Smart watch), a computer station, a laptop device, a 
tablet computer, a television, a digital stream device, and the 
like. 
At step 502, a request for a communication session can be 

received. For example, the request can be received from the 
first device. For example, the request can be for an authenti 
cated communication session. 
At step 504, a communication session can be established. 

For example, the communication session can be established 
with the first device. As a further example, the communica 
tion session can be established based on user information 
provided to and/or provided by the first device. The commu 
nication session can be established based on the user infor 
mation provided to and/or provided by the first device match 
ing stored user information. For example, the user 
information can be received by the first device from a user, 
and the first device can provide the user information. 
At step 506, a first token and a second token can be gener 

ated at the second device. In one aspect, the first token and 
second token can be generated after the second device 
receives a request to pair the second device with the first 
device. For example, the first token and second token can be 
generated after receiving a request to pair the second device 
with the first device. In one aspect, the request to pair the 
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second device with the first device can be received from a 
user. For example, the user can press a button (e.g., pairing 
button) on the second device. As another example, the first 
device can send an instruction to the second device to gener 
ate one or more tokens. In one aspect, a token can comprise a 
set of numbers, letters. Symbols, and the like. For example, a 
token can comprise any random or arbitrary set of numbers, 
letters, symbols, and the like. In one aspect, the second device 
can generate a token, and the first token can be a first copy of 
the token and the second token can be a second copy of the 
token. 

At step 508, a first token and a request for a signed security 
certificate can be received from the second device. The 
request for the signed security certificate can comprise an 
encryption key. In one aspect, the encryption key can com 
prise a public encryption key. For example, the second device 
can determine (e.g., identify, generate) a pair of encryption 
keys. The pair of encryption keys can comprise a public 
encryption key and a private encryption key. The private 
encryption key can be configured to unencrypt the informa 
tion encrypted using the public encryption key. 

At step 510, a signed security certificate can be generated. 
For example, an encryption key can be digitally signed with 
another encryption key. As an illustration, a private encryp 
tion key can be used to sign a public encryption key received 
by the second device. The public encryption key and the 
private encryption key can be included in the signed security 
certificate. 
At step 512, a second token can be received from the first 

device based on the communication session. For example, the 
second token can be provided through the communication 
session. As a further example, the second token can be pro 
vided based on an HTTPS connection. For example, the sec 
ond token can be provided with an HTTPS cookie or other 
HTTP related information. 
At step 514, it can be determined if at least one of the first 

token and the second token is expired. For example, at least 
one of the first token and the second token can expire after a 
specified time period. In one aspect, the first token and/or 
second token can comprise information indicating an expira 
tion date. As a further example, the first token can be received 
at a first time and the second token can be received at a second 
time. An expiration time can be associated with the first token 
based on the first time. For example, the expiration time can 
be a predetermined time after the first time. If the second time 
is after the expiration time, then it can be determined that the 
first token and/or second token is expired. If the first token 
and/or the second token is expired, the method 500 can end. If 
the first token and/or the second token is determined to not be 
expired, then the method 500 can proceed to step 516. 

At step 516, it can be determined if the second token 
matches the first token. If the first token is equal to or other 
wise equivalent to the second token, then the first token can be 
determined to match the second token. If the first token does 
not match the second token, then the method 500 can end. If 
the first token is determined to match the second token, then 
the method 500 can proceed to step 518. 

At step 518, the encryption key can be associated with the 
first device and/or a user at the first device. For example, the 
encryption key can be associated with the second device (e.g. 
because the encryption key was received in the request for the 
signed certificate). Since the first token received from the first 
device matches the second token received from the second 
device, the encryption key associated with the second device 
can be associated with the first device and/or a user at the first 
device. 
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At step 520, configuration information can be provided to 

the first device for connecting to a proxy on the second device. 
For example, the configuration information can comprise a 
host name of the proxy. The host name can allow devices to 
locate and/or communicate with the proxy. In one aspect, the 
proxy can be a proxy server or other service on the second 
device. The proxy can be configured to receive network pack 
ets from the first device. The proxy can be configured to 
modify the network packets Such that information indicating 
that the first device originated the networkpackets is removed 
from the network packets. In one aspect, providing the con 
figuration information to the first device can be provided with 
the signed security certificate. 
At step 522, a request for content can be received from the 

proxy. The request for content can be based on the encryption 
key. In one aspect, the request for content can be based on the 
communication session. For example, the second device can 
receive the request for content from the first device. In one 
aspect, the encryption key can be provided from the proxy 
with the request for content. In one aspect, the content can 
comprise streaming media, Such as streaming audio, stream 
ing video, and the like. The content can also comprise other 
audio, video, images, text, files, electronic messages, and the 
like. 
At step 524. content can be provided to the first device 

through the proxy on the second device. For example, the 
content can be provided to the first device based on a Hyper 
text Transfer Protocol Secure connection. The HTTPS con 
nection can be a network connection between the first device 
and a device providing the content. 

FIG. 6 is a flowchart illustrating yet another example 
method 600 for configuring a network. In one aspect, the 
network can comprise a first device, a second device, and a 
third device. In one aspect, the method 600 can be performed 
by one or more of the first device, second device, and the third 
device. As an example, the method 600 can be performed by 
the third device. The second device and the third device can be 
located in a local area network. The first device can be located 
in a remote network (e.g., a wide area network, content dis 
tribution network, content access network, the Internet). The 
first device can be accessible to the third device through the 
remote network. As an illustration, the third device can be 
configured as a gateway and/or a proxy. In one aspect, the 
second device can be a user device. Such as a mobile phone, a 
Smart device (e.g., Smartphone, Smart glasses, Smart watch), 
a computer station, a laptop device, a tablet computer, a 
television, a digital streaming device, and the like. 
At step 602, a request can be received for a token. For 

example, the request can be based on a request to pair with a 
device (e.g., the second device). In one aspect, the request to 
pair with the device can be received from a user. For example, 
the user can press a button (e.g., pairing button). As another 
example, the second device can send an instruction to gener 
ate one or more tokens. 
At step 604. a first token and a second token can be gener 

ated (e.g., by the third device). For example, the first token 
and second token can be generated after receiving the request 
to pair with a device (e.g., the second device). In one aspect, 
a token can comprise a set of numbers, letters, symbols, and 
the like. For example, a token can comprise any random or 
arbitrary set of numbers, letters, symbols, and the like. In one 
aspect, a token can be generated. The first token can be a first 
copy of the token, and the second token can be a second copy 
of the token. 
At step 606. at least one of the first token and the second 

token can be associated with an expiration date. For example, 
at least one of the first token and the second token can expire 
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after the expiration period. For example, the first token and/or 
the second token can comprise information indicating an 
expiration date. The information can be inserted, appended, 
or otherwise added to the first token and/or the second token. 
In another aspect, the information indicating an expiration 
date can be generated when the first token and/or second 
token is generated. As a further example, the first token can be 
provided to a first device at a first time and the second token 
can be provided to the first device (e.g., through the second 
device) at a second time. An expiration time at the first device 
can be associated with the first token based on the first time. 
For example, the expiration time can be a predetermined time 
after the first time. 
At step 608, a signed security certificate can be requested 

(e.g., by the third device). For example, the first token can be 
provided to the first device with the request for the signed 
security certificate. 
At step 610, the first token and the encryption key can be 

provided. For example, the first token and the encryption key 
can be provided to the first device. In one aspect, the first 
token and the encryption key can be provided with the request 
for the signed security certificate. For example, the request for 
the signed security certificate can comprise the encryption 
key. In one aspect, the encryption key can comprise a public 
encryption key. For example, a pair of encryption keys can be 
determined (e.g., identified, generated). The pair of encryp 
tion keys can comprise a public encryption key and a private 
encryption key. The private encryption key can be configured 
to unencrypt the information encrypted using the public 
encryption key. In one scenario, step 610 can be performed 
with step 608. 

At step 612, a signed security certificate based on the 
encryption key can be received from the first device. For 
example, the signed security certificate can comprise the 
encryption key. The signed security certificate can comprise 
another encryption key, Such as a public encryption key asso 
ciated with the first device. 
At step 614, the second token can be provided to a user. For 

example, the second token can be provided to the user through 
a user interface. Such as a display (e.g., light emitting diode 
display, liquid crystal display). As another example, the sec 
ond token can be provided to a device associated with (e.g., 
operated by, accessible to) a user. As an illustration, the sec 
ond token can be provided to the second device. In one aspect, 
providing the second token to the user can comprise provid 
ing the second token to a device (e.g., the second device) 
associated with the user regardless of whether the device 
associated with the user communicates the second token to 
the user. 

At step 616, a proxy service can be provided. For example, 
the proxy service can be provided to the second device. As a 
further example, the proxy service can be accessed by the 
second device based on a host name. The host name can allow 
devices to locate and/or communicate with the proxy. In one 
aspect, the proxy can be a proxy server or other similar ser 
vice. The proxy can be configured to receive network packets 
from the second device. The proxy can be configured to 
modify the network packets Such that information indicating 
the second device originated the network packets is removed 
from the network packets. 

In one aspect, the proxy service can be provided to the 
second device based on the signed security certificate. For 
example, network packets received from the second device 
can be provided to the first device with the signed security 
certificate. 
At step 618, a request to connect to a proxy (e.g., the proxy 

service) can be received. For example, the request can be 
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received from the second device. In one aspect, the request 
can be based on the second token matching the first token. For 
example, the first device can receive the first token and the 
second token. The first device can determine if the first token 
matches the second token. If the first token matches the sec 
ond token, then the first device can provide configuration 
information to the second device. In one aspect, the configu 
ration information can comprise information for connecting 
to the proxy. For example, the configuration information can 
comprise a host name of the proxy. If the first token does not 
match the second token or if the first token and/or second 
token is otherwise deemed as expired, then the method 600 
can end. 
At step 620, content can be provided from the first device to 

the second device through the proxy service based on a 
Hypertext Transfer Protocol Secure connection between the 
first device and second device. For example, the proxy service 
can be provided for a first application on the second device. In 
one aspect, the content can comprise streaming media, Such 
as streaming audio, streaming video, and the like. The content 
can also comprise other audio, video, images, text, files, elec 
tronic messages, and the like. 
At step 622, a gateway service can be provided for a second 

application on the second device. In one aspect, an authenti 
cated communication session can be facilitated between the 
first device and the second device for the first application 
based on the gateway service. In another aspect, the gateway 
service can be provided to the first application on the second 
device. For example, the second device can provide user 
information to the first device through the gateway service. 
The second device can also receive the configuration infor 
mation from the first device through the gateway service. 

In an exemplary aspect, the methods and systems can be 
implemented on a computer 701 as illustrated in FIG. 7 and 
described below. By way of example, the first device 102. 
second device 104, and/or third device 106 of FIG. 1 can be a 
computer as illustrated in FIG. 7. Similarly, the methods and 
systems disclosed can utilize one or more computers to per 
form one or more functions in one or more locations. FIG. 7 
is a block diagram illustrating an exemplary operating envi 
ronment for performing the disclosed methods. This exem 
plary operating environment is only an example of an oper 
ating environment and is not intended to Suggest any 
limitation as to the scope of use or functionality of operating 
environment architecture. Neither should the operating envi 
ronment be interpreted as having any dependency or require 
ment relating to any one or combination of components illus 
trated in the exemplary operating environment. 
The present methods and systems can be operational with 

numerous other general purpose or special purpose comput 
ing system environments or configurations. Examples of well 
known computing systems, environments, and/or configura 
tions that can be suitable for use with the systems and meth 
ods comprise, but are not limited to, personal computers, 
server computers, laptop devices, and multiprocessor sys 
tems. Additional examples comprise set top boxes, program 
mable consumer electronics, network PCs, minicomputers, 
mainframe computers, distributed computing environments 
that comprise any of the above systems or devices, and the 
like. 
The processing of the disclosed methods and systems can 

be performed by software components. The disclosed sys 
tems and methods can be described in the general context of 
computer-executable instructions, such as program modules, 
being executed by one or more computers or other devices. 
Generally, program modules comprise computer code, rou 
tines, programs, objects, components, data structures, etc. 
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that perform particular tasks or implement particular abstract 
data types. The disclosed methods can also be practiced in 
grid-based and distributed computing environments where 
tasks are performed by remote processing devices that are 
linked through a communications network. In a distributed 5 
computing environment, program modules can be located in 
both local and remote computer storage media including 
memory storage devices. 

Further, one skilled in the art will appreciate that the sys 
tems and methods disclosed herein can be implemented via a 
general-purpose computing device in the form of a computer 
701. The components of the computer 701 can comprise, but 
are not limited to, one or more processors 703 or processing 
units, a system memory 712, and a system bus 713 that 
couples various system components including the processor 
703 to the system memory 712. In the case of multiple pro 
cessors 703, the system can utilize parallel computing. 
The system bus 713 represents one or more of several 

possible types of bus structures, including a memory bus or 20 
memory controller, a peripheral bus, an accelerated graphics 
port, and a processor or local bus using any of a variety of bus 
architectures. By way of example, such architectures can 
comprise an Industry Standard Architecture (ISA) bus, a 
Micro Channel Architecture (MCA) bus, an Enhanced ISA 25 
(EISA) bus, a Video Electronics Standards Association 
(VESA) local bus, an Accelerated Graphics Port (AGP) bus, 
and a Peripheral Component Interconnects (PCI). a PCI-Ex 
press bus, a Personal Computer Memory Card Industry Asso 
ciation (PCMCIA), Universal Serial Bus (USB) and the like. 30 
The bus 713, and all buses specified in this description can 
also be implemented over a wired or wireless network con 
nection and each of the Subsystems, including the processor 
703, a mass storage device 704, an operating system 705, 
network configuration software 706, network configuration 
data 707, a network adapter 708, system memory 712, an 
Input/Output Interface 710, a display adapter 709, a display 
device 711, and a human machine interface 702, can be con 
tained within one or more remote computing devices 714a, b, c 40 
at physically separate locations, connected through buses of 
this form, in effect implementing a fully distributed system. 

The computer 701 typically comprises a variety of com 
puter readable media. Exemplary readable media can be any 
available media that is accessible by the computer 701 and 45 
comprises, for example and not meant to be limiting, both 
Volatile and non-volatile media, removable and non-remov 
able media. The system memory 712 comprises computer 
readable media in the form of Volatile memory, Such as ran 
dom access memory (RAM), and/or non-volatile memory, 50 
such as read only memory (ROM). The system memory 712 
typically contains data such as network configuration data 
707 and/or program modules such as operating system 705 
and network configuration software 706 that are immediately 
accessible to and/or are presently operated on by the one or 55 
more processors 703. 

In another aspect, the computer 701 can also comprise 
other removable/non-removable, volatile/non-volatile com 
puter storage media. By way of example, FIG. 7 illustrates a 
mass storage device 704 that can provide non-volatile storage 60 
of computer code, computer readable instructions, data struc 
tures, program modules. and other data for the computer 701. 
For example and not meant to be limiting, a mass storage 
device 704 can be a hard disk, a removable magnetic disk, a 
removable optical disk, magnetic cassettes or other magnetic 65 
storage devices, flash memory cards, CD-ROM, digital ver 
satile disks (DVD) or other optical storage, random access 
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memories (RAM), read only memories (ROM), electrically 
erasable programmable read-only memory (EEPROM), and 
the like. 

Optionally, any number of program modules can be stored 
on the mass storage device 704, including by way of example, 
an operating system 705 and network configuration software 
706. Each of the operating system 705 and network configu 
ration software 706 (or some combination thereof) can com 
prise elements of the programming and the network configu 
ration software 706. Network configuration data 707 can also 
be stored on the mass storage device 704. Network configu 
ration data 707 can be stored in any of one or more databases 
known in the art. Examples of Such databases comprise, 
DB2R, Microsoft(R) Access. Microsoft(R) SQL Server, 
Oracle(R), mySQL, PostgreSQL, and the like. The databases 
can be centralized or distributed across multiple systems. 

In another aspect, the user can enter commands and infor 
mation into the computer 701 via an input device (not shown). 
Examples of Such input devices comprise, but are not limited 
to, a keyboard, pointing device (e.g., a “mouse'), a micro 
phone, a joystick, a scanner, tactile input devices such as 
gloves, and other body coverings, and the like These and other 
input devices can be connected to the one or more processors 
703 via a human machine interface 702 that is coupled to the 
system bus 713, but can be connected by other interface and 
bus structures, such as a parallel port, game port, an IEEE 
1394 Port (also known as a Firewire port), a serial port, or a 
universal serial bus (USB). 

In yet another aspect, a display device 711 can also be 
connected to the system bus 713 via an interface, such as a 
display adapter 709. It is contemplated that the computer 701 
can have more than one display adapter 709 and the computer 
701 can have more than one display device 711. For example, 
a display device can be a monitor, an LCD (Liquid Crystal 
Display), or a projector. In addition to the display device 711, 
other output peripheral devices can comprise components 
Such as speakers (not shown) and a printer (not shown) which 
can be connected to the computer 701 via Input/Output Inter 
face 710. Any step and/or result of the methods can be output 
in any form to an output device. Such output can be any form 
of visual representation, including, but not limited to, textual, 
graphical, animation, audio, tactile, and the like. The display 
711 and computer 701 can be part of one device, or separate 
devices. 
The computer 701 can operate in a networked environment 

using logical connections to one or more remote computing 
devices 714a,b,c. By way of example, a remote computing 
device can be a personal computer, portable computer, Smart 
phone, a server, a router, a network computer, a peer device or 
other common network node, and so on. Logical connections 
between the computer 701 and a remote computing device 
714a,b,c can be made via a network 715, such as a local area 
network (LAN) and/or a general wide area network (WAN). 
Such network connections can be through a network adapter 
708. A network adapter 708 can be implemented in both 
wired and wireless environments. Such networking environ 
ments are conventional and commonplace in dwellings, 
offices, enterprise-wide computer networks, intranets, and 
the Internet. 

For purposes of illustration, application programs and 
other executable program components such as the operating 
system 705 are illustrated herein as discrete blocks, although 
it is recognized that Such programs and components reside at 
various times in different storage components of the comput 
ing device 701, and are executed by the data processor(s) of 
the computer. An implementation of network configuration 
software 706 can be stored on or transmitted across some 
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form of computer readable media. Any of the disclosed meth 
ods can be performed by computer readable instructions 
embodied on computer readable media. Computer readable 
media can be any available media that can be accessed by a 
computer. By way of example and not meant to be limiting, 
computer readable media can comprise “computer storage 
media' and “communications media.’ “Computer storage 
media comprise volatile and non-volatile, removable and 
non-removable media implemented in any methods or tech 
nology for storage of information Such as computer readable 
instructions, data structures, program modules, or other data. 
Exemplary computer storage media comprises, but is not 
limited to, RAM, ROM, EEPROM, flash memory or other 
memory technology, CD-ROM, digital versatile disks (DVD) 
or other optical storage, magnetic cassettes, magnetic tape, 
magnetic disk storage or other magnetic storage devices, or 
any other medium which can be used to store the desired 
information and which can be accessed by a computer. 
The methods and systems can employ artificial intelligence 

techniques such as machine learning and iterative learning. 
Examples of Such techniques include, but are not limited to, 
expert systems, case based reasoning, Bayesian networks, 
behavior based AI, neural networks, fuzzy systems, evolu 
tionary computation (e.g. genetic algorithms), Swarm intelli 
gence (e.g. ant algorithms), and hybrid intelligent systems 
(e.g. Expert inference rules generated through a neural net 
work or production rules from statistical learning). 

While the methods and systems have been described in 
connection with preferred embodiments and specific 
examples, it is not intended that the scope be limited to the 
particular embodiments set forth, as the embodiments herein 
are intended in all respects to be illustrative rather than restric 
tive. 

Unless otherwise expressly stated, it is in no way intended 
that any method set forth herein be construed as requiring that 
its steps be performed in a specific order. Accordingly, where 
a method claim does not actually recite an order to be fol 
lowed by its steps or it is not otherwise specifically stated in 
the claims or descriptions that the steps are to be limited to a 
specific order, it is no way intended that an order be inferred, 
in any respect. This holds for any possible non-express basis 
for interpretation, including: matters of logic with respect to 
arrangement of steps or operational flow; plain meaning 
derived from grammatical organization or punctuation; the 
number or type of embodiments described in the specifica 
tion. 

It will be apparent to those skilled in the art that various 
modifications and variations can be made without departing 
from the scope or spirit. Other embodiments will be apparent 
to those skilled in the art from consideration of the specifica 
tion and practice disclosed herein. It is intended that the 
specification and examples be considered as exemplary only, 
with a true scope and spirit being indicated by the following 
claims. 
What is claimed is: 
1. A method, comprising: 
receiving a first token and an encryption key from a first 

device; 
receiving a second token from a second device; 
determining if the first token matches the second token; 
providing configuration information to the first device if 

the first token matches the second token, wherein the 
configuration information comprises information for 
connecting to a proxy configured on the first device; and 

receiving a request for content from the proxy on behalf of 
the second device, wherein the request for content com 
prises the encryption key. 
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2. The method of claim 1, further comprising receiving a 

request for a communication session from the second device, 
wherein the request for content is based on the communica 
tion session. 

3. The method of claim 1, further comprising generating a 
signed security certificate, wherein the first token is received 
from the first device with a request for the signed security 
certificate, and wherein the request for the signed security 
certificate comprises the encryption key. 

4. The method of claim 1, wherein the first device and the 
second device are located in a local area network, and wherein 
the first device is configured as a gateway for a first applica 
tion on the second device, and wherein the proxy configured 
on the first device is configured for a second application on 
the second device. 

5. The method of claim 1, wherein at least one of the first 
token and the second token expires after a specified time 
period, and wherein the method further comprises determin 
ing if at least one of the first token and the second token is 
expired. 

6. The method of claim 1, further comprising generating 
the first token and the second token at the first device after 
receiving a request to pair the second device with the first 
device. 

7. The method of claim 1, further comprising providing 
content to the second device through the proxy on the first 
device based on a Hypertext Transfer Protocol Secure con 
nection. 

8. A method, comprising: 
establishing a communication session with a first device 

based on user information provided by the first device; 
receiving a first token and a request for a signed security 

certificate from a second device, wherein the request for 
the signed security certificate comprises an encryption 
key: 

receiving a second token from the first device based on the 
communication session; 

determining if the first token matches the second token; 
associating the encryption key with the first device if the 

first token matches the second token; 
providing configuration information to the first device for 

connecting to a proxy on the second device; and 
receiving a request for content from the proxy based on the 

encryption key. 
9. The method of claim 8, further comprising receiving a 

request for the communication session from the first device, 
wherein the request for content is based on the communica 
tion session. 

10. The method of claim 8, further comprising generating 
the signed security certificate, wherein the configuration 
information is provided with the signed security certificate to 
the first device. 

11. The method of claim 8, wherein at least one of the first 
token and the second token expires after a specified time 
period, and wherein the method further comprises determin 
ing if at least one of the first token and the second token is 
expired. 

12. The method of claim 8, wherein the first token and the 
second token are generated at the second device after the 
second device receives a request to pair the second device 
with the first device. 

13. The method of claim 8, wherein the encryption key 
comprises a public encryption key. 

14. The method of claim 8, further comprising providing 
content to the first device through the proxy on the second 
device based on a Hypertext Transfer Protocol Secure con 
nection. 
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15. A method, comprising: 
providing a first token and an encryption key to a first 

device; 
receiving, from the first device, a signed security certificate 

based on the encryption key: 
providing a second token to a user; 
receiving, from a second device, a request to connect to a 

proxy based on the second token matching the first 
token; and 

providing a proxy service to the second device based on the 
signed security certificate. 

16. The method of claim 15, further comprising requesting 
a signed security certificate, wherein the first token is pro 
vided to the first device with the request for the signed secu 
rity certificate, and wherein the request for the signed security 
certificate comprises the encryption key. 

17. The method of claim 15, wherein providing the proxy 
service comprises providing the proxy service for a first appli 
cation on the second device, and wherein the method further 
comprises providing a gateway service for a second applica 
tion on the second device. 

18. The method of claim 15, further comprising associating 
at least one of the first token and the second token with an 
expiration date, wherein at least one of the first token and the 
second token expires after the expiration period. 

19. The method of claim 15, further comprising generating 
the first token and the second token after receiving a request to 
pair with the second device. 

20. The method of claim 15, further comprising providing 
content from the first device to the second device through the 
proxy service based on a Hypertext Transfer Protocol Secure 
connection between the first device and second device. 
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