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Method And Apparatus For Supporting A Computer-Based Product

Background
F000 1 The invention generally relates to a method and apparatus for supporting a

computer-based product.

[0002] Traditional computer-based products incur failures due to such events as parts
fatling; hardware and/or software being misconfigured; the hardware and/or software being
complex; and the unpredicted behavior or use of the products in unplanned ways. These
failures typically result in incidents, which are traditionally handled by call centers, customer
engineers and parts replacement organizations. The traditional approaches for handling
mcidents have become significantly costly and complex, as information technology products
are becoming increasingly complex and are ubiquitously being used in modern lives.
Moreover, the incidents may be reported in an inconsistent way, which results in "noisy” data
about the incidents being generated by the products; a lack of organized knowledge about
incidents for the human operators at the call centers; and in general, the inability to plan and

execute support for the products in a cost-ctfective manner.

Brict Diescription Of The Drawing

{00063] Fig. 1. is an illustration of the lifecycle of an incident according to an

embodiment of the invention.

[0004] Fig. 2 is a schematic diagram of a service support network according to an

embodiment of the invention.

[0005] Fig. 3 is a flow diagram depicting a technique to design a service support network
based on a mixture of product-based, automation-based and human-based service

components according to an embodiment of the invention.

[0006] Fig. 4 13 an illustration of graphs of the predicted cost versus service period for
different service level agreements and product designs according to an embodiment of the

invention.
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00071 Fig. 5 is an illustration of present and future preventive, reactive and deferred

components of service support for incidents according to embodiment of the invention.

[0008] Fig. 6 is a flow diagram depicting a technique to determine features of a service
level agreement and a computer-based product to minimize the total service cost according to

an embodiment of the invention.

[0009] Fig. 7 is a flow diagram depicting a technique to select incident diagnoses as

candidates for automation according to an erabodiment of the nvention.

[0010] Fig. § is a flow diagram depicting a technique to assess the confidence level of a

human-assisted incident diagnosis according to an embodiment of the invention.

[0011 Fig. 9 is a flow diagram depicting a technigue to adjust the degree in which the

diagnosis of an incident is automated according to an embodiment of the invention.

F0012] Fig. 10 is a schematic diagram of a computer according to an embodiment of the

invention,

Detatled Description

[0013] It is inevitable that information technology (IT) products (i.c., computer-based
products) may fail. As non-limiting exaraples, these products may include servers, storage in
data centers, laptops, printers, personal digital assistants (PDAs}, mobile telephones, etc. The
failures may be attributable to materials and parts, misconfigurations, software bugs,
incompatibilitics, etc. In addition, products may not be used 1n the manner in which they
were designed. A substantial amount of time, money and effort may be invested in the design
for reliability; but incidents still happen, and as a result, the cost to alleviate them may be

substantial, such as in the range of billions of dollars for an extensive suite of products.

00141 Traditionally, the manufacturer of the product may establish a support network of
call centers, customer engineers and parts to scrvice the incidents. For purposes of reducing
the service-related cost, various optimizations may be introduced. In this regard, products
may be designed with increased redundancy or resilicnce to enable "self-healing,” which

means that the product at least temporarily diagnoses and fixes the problem that is caused by
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the incident. For example, a particular product may include redundant memory partitions,
server blades, storage devices, etc., which allow the product to fail over to one of these
redundant devices should the primary device fail. Self-healing may also be accomplished
through, for example, software that downloads a patch or a replacement software module that
is activated should a primary software modale of the product fail. Other ways to decrease the
costs that are associated with servicing incidents involve educating customers to enable self-

roitigation and automating service delivery to reduce the amount of human engageroent.

100151 Referring to Fig. 1, in general, a life cycele 10 of an incident includes the
following phases: a detection phase 12; a diagnosis phase 14; a mitigation phase 16; and a
restoration phase 18, Historically, most automation has taken place in the detection phase 12,
with some automation occurring in the mitigation 16 and restoration 18 phases. Automation
in the diagnosis phase 14 has traditionally been the most difficult to automate. As described
further below, 1ncident service may be reactive, which means service occurs to repair or
replace the defective component shortly after the occurrence of the incident; preventive,
which means the service predates the incident; or deferred to a later time. Each approach

may be automated or not.

[0016] Described herein are approaches that are directed to reducing the costs associated
with servicing mcidents and managing the service of the incidents. These approaches are
described in connection with a service support network 50, which is depicted in Fig. 2. The
service support network 50 has both automated and human-based, non-automated

components.

(00171 More specifically, the service support network 50 includes various computer-

?

based product systems 100 (i.e., exemplary "computer-based products"™), which are in
communication {via network fabric 75) with automated and human-based components of a
support system. For this example, the product systems 100 are physical machines, such as
laptops, desktops, storage centers, servers, ctc., as non-limiting examples. It is noted that the

product systems 100 may be a mixture of different types of supported products.

(0018} As examples, the network fabric 75 may contain various networks, such as a local

arca network (LAN), a wide area network (WAN), the Internet or any other type of
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communication link. It ts noted that the network fabric 75 may include system buses or fast

mterconnects, which are not depicted in Fig, 2.

(00191 The product systems 100 may be used in a wide variety of applications, and, in
general, each product system 100 roay be used 1n a different application. Although three
product systems 100 are depicted in Fig. 2 for purposes of example, it is understood that the
product systems 100 may contain fewer or more than three physical machines, depending on

the particular embodiment of the invention.

00201 As further non-limiting examples, each of product systems 100 may be a
computer, communication module or any other type of machine. In this regard, in the context
of this application, cach product system 100 is a "physical machine,” which means that the
machine 18 an actual roachine that is made of software and hardware. Although cach of the
product systems 100 is depicted 1n Fig. 2 as being contained within a box, a particular
product system may be a distributed machine, which has multiple modes that provide a

distributed and parallel processing systern.

[0021] For an exemplary product system 100a that is depicted in Fig. 2, the product
system 100a includes such hardware 104, as one or more central processing units {CPUs)
106, a mernory 108, storage 107, a display 110, a network interface 112 and various other
components, as can be appreciated by one of skill in the art. The product system 100 also
includes software 120, which may mclude, as examples, an operating system 122, one or
more preventive maintenance schedulers 124; one or more incident reporters 126 to
automatically report incidents and obtain corresponding solutions to resolve the incidents;
one or more self healing modules 128; one or more applications 125; and one or more
application services 123; etc. Each of these software components, when executed by one or
more of the CPUs 106, may cause the CPU(s) to perform certain functions related to the
servicing of the product system 100a, as further described below. It is noted that the above-
described hardware 104 and software 120 illustrate onc out of many possible examples of
configurations for the product system 100, as other and/or different configurations are

contemplated in accordance with many possible embodiments of the invention.

[0022] When an incident occurs on a given product system 100, three types of support

arc avatlable for handling the incident: product-based support 200 that is provided by the
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product system 100 itself; automated-based support 202 that is provided by an automated
backend of a support entity (an entity cstablished by the manufacturer, for cxample); and

human-based support 204, which may also be provided by the sapport entity.

100231 As an example, upon the occurrence of an incident, a given product system 100
may initiate a self healing operation (an example of the product support component), such as
failing over to a redundant component of the systern 100; or the given product system 100
may comrmunicate with the support entity for purposes of prompting a diagnosis of the
underlying problem and obtaining a potential solution to the diagnosed problem. I the
product-based support 200 is not used or does not work, the incident s handled by the
support entity. The communication with the support entity may involve some degree of

human-based support 204 and/or some degree of automation-based support 202.

(00241 In accordance some embodiments of the invention, the service support network
50 on the support entity side includes various call center systems 150 (part of the human-
based support 204), with each systern 150 being associated, for exaraple, with one or more
human operators 151, In this regard, each call center system 150 may include hardware 154
and softwarc 158, for purposes of allowing the hurman operators 151 to receive input data that
describe symptoms of associated incidents describing the incident and allow the operators
151 to perform research (via a knowledge databasc 170, for example} for purposes of
diagnosing the underlying problems and providing corresponding solutions to this problem.
In accordance with some embodiments of the invention, the incident reporters 126 of the
product systems 100 provide uniform reporting of the incidents so that incidents that share
the same set of symiptoms (i.e., the same type of incident) are automatically reported using
the same incident reporting data. Thercfore, uniform, "non-free” data describes the incident;

and may be used for searches and logging of solutions in the knowledge database 170.

{0025] In addition to interacting with a buman operator, a particular jncident may be
handled 1n an automated fashion by the autorated support 202, In this regard, as further
described below, in accordance with some embodiments of the invention, the support
network 50 includes an automation orchestration engine 176 that processes incidents in an
automated fashion. In accordance with some embodiments of the invention, the automation
orchestration engine 176 may include hardware 178 {one or more CPUs, memory, etc.) and

software 180, which 1s executed by one or more CPUs of the hardware 178 for purposes of
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automatically diagnosing an underlying problem that caused an incident reported by an
mcident reporter 126 and possibly presenting a solution to resolve the incident. In
accordance with some embodiments of the imvention, the automation orchestration engine
176 may access the knowledge database 170 for purposes of diagnosing the underlying

problem and deterroining the solution to the problem.

[0026] Among its other featares, the service support network 50 may also include an
analysis engine 190, which automatically controls the routing of the incidents that are
reported to the support entity so that cach incident 1s handled by the automation support 202,
the human support 204 or a combination thereof. As described further below, the analysis
engine 190 considers certain incidents to be handled in an automated fashion, certain
incidents to be handed using human tnput, and certain incidents to be handled in a semi-

automated fashion; and the engine 190 routes the handling of these incidents accordingly.

F00271 The analysis engine 190, in general, contains hardware 192 {one or more CPUs,
roemory, storage, etc.) and software 194, which contains a filter 196 to select which incident
reports are handled by the automation orchestration engine 176 and which incident reports
are handled by the human-based call center system 150, In accordance with some
embodiments of the invention, as described below, the analysis engine 190 monitors incident
analyscs by the human operators 151 for purposcs of gradually automating these analyses and
thus, transferring the handling of the automated incidents to the automation orchestration
engine 176, Conversely, as described below, the analysis engine 190, in accordance with
some ernbodirnents of the invention, in response to relatively poor performance by automated
methods, may transfer the handling of incidents to the human operators 151, and thus, may
downgrade the handling of particular incidents from being automated fo being handled by the

human operators 151,

[0028] The specific mixture of the product-based 200, automation-based 202 and
human-based 204 components of the service support generally affects the total cost of
servicing a given product system 100. The optimum mixture, which results in the lowest
service support cost for a given product system 100 may be a function of a number of
parameters, including the geographic location where compouents are located, the specific

features of the product system 100, cte.
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00291 Referring to Fig. 3 tn conjunction with Fig. 2, in accordance with some
embodiments of the invention, a technique 250 may be used for purposcs of designing the
product system 100 and support network 50 in general, so that the mixture product-based,
human-based and automated-based service components is cost-optimized. More specifically,
in accordance with sorne embodiments of the invention, the technique 250 includes
determining (block 254) a mixture of product-based, automation-based and human-based
components, which are used to support a new compuier-based product. Based on this
determined mixture, features are selectively incorporated into the product to skew the futare
support delivery toward the determined mixture, pursuant to block 258, Furthermore, based
on this determined mixture, automation-based support is allocated (block 262) for the support
organization based on the determined mixture; and additionally, the hurnan-based support

ray be allocated, pursuant to block 266, based on this determined mixture.

[0030] As a more specific example, a particalar computer-based product and the
resources of the service support entity may be located in a geographic area that is associated
with a relatively low cost of labor. Thus, for this scenario, the cost of using human operators
to diagnosis incidents and provide corresponding solutions, as well as the cost to employ
consulting product engineers are relatively low, as compared to the costs of investing
significant resources into the product or into automated support. More specifically, for the
relatively low wage labor market, human involvement is preferred, in that less resources are
invested into the automated sapport and the various redundant components that may

otherwise be installed in the product system 100.

F0031] Conversely, for an arca with a relatively higher cost of labor, the mixture may be
chosen to increase the antomation-based support 202 and product-based support 200, while
decreasing the level of human-based support 204. For example, for the latter scenario of a
high wage market, the product system 100 may be designed with redundant memory
partitions, redundant back planes, redundant drives, etc.; and a significant investment may be
rmade in the automation-based support 202, as compared to the human-based support 204, As
a result of this design, future support of the product is skewed toward the automation-based
support 202 and product-based support 200 and skewed away from the human-based support

204. This is to be compared to the forroer lower wage warket scevario, in which future
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product support is skewed toward the human-based support 204 and away from the

automation-based 202 and product-based 200 support.

F0032] In accordance with some embodiments of the invention, the technique 250 may
be performed at least in part by a computer 600 (see Fig. 10), which includes at least one
CPU that executes software (stored as program instructions 608 in a memory 610 of the
computer 600, for example) to identity features for the product systern 100 based on various
factors, such as labor costs, the cost of automated support services, the cost of redundant
components, etc. The computer 600 may display the results of the technique 250 on a display

612 of the computer 600, for example.

[0033] In accordance with some embodiments of the invention, the service support that
is provided by a support entity may be governed by a service level agreement (SLA). The
SLA sets forth various aspects of the service to be provided by the support entity, and the

SLA may be associated with penalty costs, which are attributed to SLA non-compliance.

[0034] In accordance with embodiments of the invention, the cost of supporting a given
product system may be minimized through principles of risk manageroent by decomposing
the service support cost into preventive, reactive and deferred cost components. In this
regard, as a non-limiting example, the total annual cost may be modeled as follows:

Total Annualized Cost=

(ProbOSLANon-Compliance)x(SLAPenaltvPerHour)x8 760 HoursPer Yr

+{PredictNumOfSvcEventsPer Yrix(AvgCostPerSveEventPerSveContractType)  Eq. 1

+AverageCostPerYrToDeploySpares (it any)
[0035] In accordance with embodiments of the invention, in Eq. I, continuous time
Markov chains are used to evaluate the probability of not mecting the conditions that are
specified in the SLA. The result is then combined with the SLA non-comipliance penalty cost
to generate the resulting annualized SLA non-compliance penalty cost. Next, an annualized
service cost 18 determined by multiplying the number of predicted service events per year
times the average service event cost, which corresponds to cach of the types of service
contracts offered. Additionally, the annualized cost of adding redundant components may be
calculated. The total annualized cost may then be calculated by adding up the three types of

costs indicated above. The total annualized cost may then be graphically displayed so that
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various tradeoffs between the preventive, reactive and deferred cost components may be

analyzed for purposes of determining predicted cost for a targeted SLA.

[0036] As an example, Fig. 4 depicts an illustration 280 of a predicted total annual cost
versus service period for no, one and two server blade spare configurations for a product
system 100. Graphs 282a, 282b and 282¢ depict total annual costs for a relatively high SLA
comphiance penalty cost for no spares (282a), one spare (282b) and two spares (282¢). As
can be seen, for the relatively high SLA penalty cost, the total cost is minimized by

incorporating two scrver blade spares into the product systern 100,

[00371 For a relatively lower SLA penalty, graphs 284a (no sparc), 284b {one spare) and
284c¢ (two spares), iHustrate that the total cost is also minimized using two redundant server
blades. The last exemplary scenario depicted 1n Fig. 4 occurs when there is no SLA penalty
cost. For this condition, the costs of the redundant server blades significantly atfects the total
cost. Thus, the lowest total cost 18 associated with the use of no spares, as indicated in graph
286a. This is to be corapared with the total costs for one (graph 286b) and two (graph 286¢)
spares, respectively. As can be scen for this example, minimizing the total cost is a function

of the SLA penalty cost and the cost of adding redundant components.

[0038] Additionally, the level of self healing components, as well as the cost associated
with preventative maintenance may, or may not result in the lowest cost, depending on the
particular SLA penalty cost. In general, changing redundancy levels may move appropriate

repair actions for failure classes between different service approaches.

[0039] Fig. 5 generally depicts an tllustration 300 of the use of preventive, reactive and
deferred components of service delivery. In particular, Fig. 5 depicts a scenario for a present
day time frame 304, a time frame 320 for one to three years into the future; and a time frame
350 for three to five years into the future. As shown, presently, for a human diagnosis, the
service delivery contfains significant percentage of reactive service 308, as compared to the
deferred 306 and preventive 310 services. This is also true in current automated service
dehiveries in which a significant portion is attributed to reactive service deliverics 314, as

compared to deferred 312 and preventive 316 service deliveries.
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0040 In the one to three year time frame 320, it is predicted that the diagnosis may be
pushed more toward the deferred service delivery. In this regard, for this time frame 320, for
the human diagnosis, a larger percentage of service deliveries are deferred dehiveries 322, and
the remaining deliveries are preventive 326 and reactive 324 deliveries. The same increase in
deferred service deliveries occur for the antomated diagnosis for the tivae frarae 320, as

indicated by the deferred 328, reactive 330 and preventive 332 service deliveries.

F0041] In the future, in the three to five year time frame 350, the reactive component
service delivery is projected to be the minimum componcent, and the deferred component is
predicted to be the most prevalent. In this regard, for human diagnosis, most of the service
delivery is predicted to be deferred 352, the smallest percentage is predicted to be reactive
324, and the remaining service delivery, preventive 356 service is predicted to fall in
between. For automated diagnoses, the largest percentage is predicted to be deferred service

delivery 358, with the remainder predicted to be preventive 362 and reactive 360.

100421 It is also noted from the illustration 300 of Fig. 5 that the level of automated
diagnoses is projected to increase over time, such that in the three to five year time frame
350, most of the diagnoses are predicted to be automated, as compared to the current trend in

which most of the diagnoses are performed by buman operators.

00431 Referring to Fig. 6, in conjunction with Fig. 2, in accordance with some
embodiments of the invention, a technique 400 may be performed for purposes of
determining features of a product system 100 and an SLA to service the product system 100
based on components of the total service support cost. It is noted that the technique 400 may
be performed, for example, by a CPU execcuting software that is stored on a computer system,
such as one or more CPUSs 604 of a computer 600 (Fig. 10) executing program instructions
608 that are stored 1n a memory 610 of the computer 600, for example. Pursuant to the
technique 400, a cost model is provided (block 404} to predict the total cost for supporting a
computer-based product in terms of the preventive, reactive and deferred components of the
total cost. Pursuant to block 408, features of the product and of the service agreement to
service the product are determined, which substantially minimize the total cost. Based on
these deterrined features, a product system roay then be built (block 412), and furthermore, a

service agreement may be constructed (block 416} based on the determined features.
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00441 in accordance with embodiments of the invention, knowledge may be
transparently captured from human operators 151 (sce Fig. 2) or users so that patterns may be
identified for use in automatically advising operators of harmful actions. This allows for

automatic preventive mitigations, such as alerts, or reactive mitigations.

[0045] The observed behavior of the human operators 151 may also be used to regulate
which incidents may automatically or semi-automatically be diagnosed. More specifically, in
accordance with embodiments of the invention, each call center system 150 includes an
operator monitor 160, which obscrves the operator(s) 151 that are associated with the system
150 using rules, troubleshooting traces, pattern matching, etc., as just a few examples. The
observation of the operators, coupled with the uniform incident-reporting data provided by
the incident reporters 126, allow the identification of diagnoses that may be subject to

automation.

[0046] More specifically, referring to Fig. 7 in conjunction with Fig. 2, in accordance
with some embodiments of the invention, the analysis engine 190 (see Fig. 2) may perform a
technique 430 that is depicted in Fig. 7 (via the CPU execution of the software 184, for
example). Pursuant to the technique 430, the analysis engine 190 observes the actions taken
by the human operators 151 related to diagnosing problems that cause incidents and possibly
providing sohutions to these diagnosed problems, pursuant to block 434, Through interaction
with the operator monitors 160, the analysis engine 190 is able to identify, pursuant to block
43, patterns in the diagnoses. Thus, due to the uniform input provided by the incident
reporters 126 (see Fig. 2), the analysis engine 190 is able to identify when operators
repeatedly diagnose the same problem for the same set of input data (i.c., for the same set of
symptoms). When the analysis engime 190 determines that a particular pattern occuarrence has
surpassed a given threshold {(block 442), the analysis engine 190 elevates the associated
diagnosis to be a potential candidate for antomation. In other words, the analysis engine 190
identifies the human-inveolved diagnosis and solution as being considered as to whether the
diagnosis/solution should be moved to the automation orchestration engine 176. The

candidate may be reported to a product expert at this time, pursuant to block 446.

00471 As described further below, identification of a diagnosis as being a candidate
does not necessarily mean that the diagnosis and solution are automated. Rather, by

identitying a candidate, certain confidence levels may then be evaluated to determimne if the



WO 2011/002464 PCT/US2009/049500

-12-

candidate is appropriate for automation. Furthermore, depending on the particular
cmbodiment of the invention, the candidate may not be fully automated even if certain
confidence levels are surpassed, in that the analysis ecngine 190 may gradually automate the
diagnosis/sclution. In this regard, initially, after a certain confidence level is surpassed, the
analysis engine 190 may automate a certain portion of the diagnosis/solution while still
involving a human operator 151 or customer engineer. As the associated confidence level
rises, the entire diagnosis/solution may eventually be automated and thus, be handled entively

by the automation orchestration engine 176,

[0048] It is noted that the identification of a diagnosis as being a candidate for
automation may be performed by a human operator in accordance with other cmbodiments of
the invention. In this regard, the human operator may identify a particular diagnosis as being
a candidate for automation based on the nature of the diagnosis, a pattern observed by the
human operator and/or other criteria. Thus, operators may create avtomated procedures and

ad them to the overall environment, in accordance with some embodiments of the invention.

[0049] Referring to Fig. 8 in conjunction with Fig. 2, in accordance with some
embodiments of the invention, the analysis engine 190 performs a technique 460 to determine
whether to automate the diagnosis /solution for an incident. Pursuant to the technique 460,
the analysis cngine 190 assesses (block 464) the confidence level of a given
diagnosis/solution and selectively changes the degree of automation of the diagnosis/solution

based on the confidence level, pursuant to block 46¥.

[0050] It is noted that the analysis engine 190 does not always necessarily increase the
degree of antomation. In this regard, in accordance with some ernbodirents of the invention,
the analysis engine 190 may gradually decrease the automation level of a entirely or partially
automated diagnosis/solution, should the associated confidence level significantly decrease.

Other variations are contemplated and are within the scope of the appended claims.

(0051} Thus, referring to Fig. 9, in accordance with some embodiments of the invention,
the antomation engine 190 may perform a technique 480. Pursuant to the technique 480,
such information as an wput from a product expert {(block 484}, input regarding the same
diagnosis and solution for the same incident by other human operators (block 488), etc.

Based on these various indicators of confidence, the analysis engine 190 1s able to derive a
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level of confidence for automation. Based on the measured confidence, the analysis engine
190 determines {(diamond 492) whether the level of automation should be mcrcased. 1f'so,
then the analysis engine 190 increases the automation, pursuant to block 496, Otherwise, the
analysis engine 190 determines (diamond 500) whether the antomation for the candidate
should be decreased; and if 50, the analysis engine 190 decreases the automation, pursuant to

block 504.

[0052] While the invention has been disclosed with respect to a imited number of
embodiments, those skilled m the art, having the benefit of this disclosure, will appreciate
numerous modifications and variations therefrom. It is intended that the appended claims
cover such modifications and variations as fall within the true spirit and scope of the

invention.
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What is claimed is:

I A method comprising:

determining a mixture of product-based, automation-based and human-based
components of service support to resolve future incidents occurring in a computer-based
product; and

based at least in part on the determined mixture, selectively incorporating features

into the product.

2. The method of claim 1, wherein the act of selectively incorporating comprises:
sclectively incorporating the features into the product to cause a future mixture of
product, automation and human components of an actual service support for the product to be

skewed toward the determined mixture.

3. The method of claim 1, further comprising:

based on the determined mixture, allocating avtomated support for the product.

4. The method of claim 1, further comprising:
based on the determined first mixture, allocating human support for the product by a

support organization.

3. The method of claim 1, wherein the act of selectively incorporating features

comprises selectively mcorporating redundant components inlo the product.

6. The method of claim 5, wherein the redundant components comprise one or more of
5 Kk

the following groups: storage devices, server blades, backplanes and memory partitions.

7. The method of claim 1, wherein the act of determining the mixture is further based at

least in part on a labor cost associated with a geographic region.

8. An article comprising a computer readable storage medium to store instructions that

when executed by the computer cause the computer to:
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determine how much support will be provided in the future for a computer-based
product by the product, an autornated support system of a support organization and human
operators of the support organization; and

based at least in part on the determined support, determine support features to be

included in the product.

9. The article of clair &, the storage medium storing instructions to cause the computer
to determine at least one of auntomation-based support and human-based support based at least

in part on the determined support.

10.  The article of claim 8, the storage medium storing mstructions to causc the computer
to determine redundant components to be included in the product based at least in part on the

determined support.

11 The article of claim 10, wherein the redundant components comprise one or more of

the following groups: storage devices, scrver blades, backplancs and memory partitions.

12. A product systom comprising:

redundant components;

at least one incident reporting engine to selectively communicate with human-based
support of a support organization and an automation-based support engine of the support
entity; and

a processor to selectively fail over to the redundant components and use the 1ncident
report or to communicate with the support entity in the event of an incident occurring in the
systent,

wherein a configuration of the redundant components is selected based on a
determined mixture of services to be provided by the product system, the human-based

support and the automation-based support cugine.

3. The system of claimn 12, wherein the configuration is based on a geographic region

which the product system is to be used.
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14.  The system of claim 12, wherein the configuration is selected to skew an actual

mixture of the services toward the determined mixture in the future.

15. The system of claim 12, wherein the redundant components comprise one or more of
o 3

the following groups: storage devices, server blades, backplanes and memory partitions.
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