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Description

Technical Field

�[0001] The present invention relates to operating sys-
tem functions and hardware implementation or acceler-
ation of such functions.

Background Art

�[0002] Operating systems in computers enable the
computers to communicate with external resources. The
operating system typically handles direct control of items
associated with computer usage including keyboard, dis-
play, disk storage, network facilities, printers, modems,
etc. The operating system in a computer is typically de-
signed to cause the central processing unit (CPU) to per-
forms tasks including the managing of local and network
file systems, memory, peripheral device drivers, and
processes including application processes. Placing re-
sponsibility for all of these functions on the CPU imposes
significant processing burdens on it, particularly when
the operating system is sophisticated, as, for example,
in the case of Windows NT (available from Microsoft Cor-
poration, Redmond, Washington), Unix (available from
many sources, including from SCO Software, Santa
Cruz, California, and, in a version called "Linux", from
Red Hat Software, Cambridge, Massachusetts), and
NetWare (available from Novell, Provo, Utah). The more
the burden is placed on the CPU to run processes other
than those associated with applications, the less CPU
time is available to run applications with the result that
performance of the applications may be degraded. In ad-
dition, the throughput of devices external to the CPU is
subject to the limitations imposed by the CPU when the
operating system places responsibility for managing
these devices on the CPU. Furthermore, reliability of the
overall software-�hardware system, including the CPU,
running the operating system, in association with the de-
vices, will depend, among other things, on the operating
system Owing to the inherent complexity of the operating
system, unforeseen conditions may arise which may un-
dermine stability of the overall software-�haz3ware sys-
tem.
�[0003] U.S. Patent No. 5,355,453, issued to Row et
al., discloses a network file server that includes multiple
network controller boards, one or more file controller
boards, one or more storage processor boards and one
or more host processors. Each of the boards includes a
microprocessor for performing tasks under the control of
a software program. The network controller boards, file
controller boards, storage processor boards and host
processors are all connected to a shared VME bus.
�[0004] Similarly, Jovanov et al. ("Hardware implemen-
tation of some DMBS functions using SPR," System Sci-
ences, 1992, pp. 328-337) describe a dedicated sorting
processor attached via a system bus to a CPU running
database management system software. The sorting

processor serves to accelerate some of the most fre-
quently used functions of an existing database manage-
ment system.
�[0005] Corominas et al. ("A VLSI Implementation of a
SMDS Attachment Unit over an ICI interface," Melecon
’96, 13 May 1996, pp. 373-376) describe a Metropolitan
Area Network ("MAN") protocol controller (which includes
an integrated circuit) located in a MAN network adapta-
tion unit that interfaces with a switched multi- �megabit da-
ta service network via a VME bus.
�[0006] Reference may also be made to the following:
Ponomarev, D.V., and Ghose, K., "A comparative study
of some network subsystems organizations", High Per-
formance Computing, 1998, 436-443; US- �A-�5,802,288,
which relates to integrated communications for pipelined
computers; and Vuillemin, J.E., et al, "Programmable ac-
tive memories: Reconfigurable systems come of age",
IEEE Transactions on VLSI Systems, 4, 1, 56-69, 1996.

SUMMARY OF INVENTION

�[0007] According to the invention there is provided ap-
paratus for handling service requests over a network as
further defined in claimed 1. Detailed embodiments of
the invention are defined in the dependent claims.

Brief Description of the Drawings

�[0008] The foregoing features of the invention will be
more readily understood by reference to the following
detailed description, taken with reference to the accom-
panying drawings, in which:�

Fig. �1 is a schematic representation of an embodi-
ment of the present invention configured to provide
network services, such as a file server or a web serv-
er,
Fig. 2 is a block diagram of the embodiment illustrat-
ed in Fig. 1;
Fig. 3 is a block diagram of the embodiment config-
ured as a file server;
Fig. 4 is a block diagram of the embodiment config-
ured as a web server;
Fig. 5 is the network subsystem of the embodiments
of Figs. 2-4;
Fig. 6 is a block diagram of the network subsystem
of Fig. 5;
Fig. 7 is a block diagram of the receive module of
the network subsystem of Fig. 6;
Fig. 8 is a block diagram of the transmit module of
the network subsystem of Fig. 6;
Fig. 9 is a block diagram illustrating use of the net-
work subsystem of Fig. 5 as a network interface
adaptor for use with a network node, such as a work-
station or server;
Fig. 10 is a block diagram of a hardware- �implement-
ed combination of the SMB service module 33 and
file system module 34 of Fig. 3 for use in an embod-
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iment such as illustrated in Fig. 3;
Fig. 11 is a block diagram of a hardware-�accelerated
combination of the SMB service module 33 and file
system module 34 of Fig. 3 for use in an embodiment
such as illustrated in Fig. 3;
Fig. 12A is a block diagram of a hardware-�imple-
mented service module such as item 33 or 43 in Fig.
3 or Fig. 4 respectively;
Fig. 12B is a block diagram of a hardware-�imple-
mented file module as item 34 or 44 in Fig. 3 or Fig.
4 respectively;
Fig. 12C is a detailed block diagram of the hardware-
implemented service subsystem of Fig. 10, which
provides a combined service module and file mod-
ule;
Fig. 13 is a detailed block diagram of the hardware-
accelerated service subsystem of Fig. 11;
Fig. 14 is a flow chart representing a typical prior art
approach, implemented in software, for handling
multiple service requests as multiple threads;
Fig. 15 is a flow chart showing the handling of mul-
tiple service requests, for use in connection with the
service subsystem of Fig. 2 and, for example; the
embodiments of Figs. 12 and 13;
Fig. 16 is a block diagram illustrating use of a file
system module, such as illustrated in Fig. 3, in con-
nection with a computer system having file storage;
Fig. 17A is a block diagram of data flow in the storage
module of Fig. 3;
Fig. 17B is a block diagram of control flow in the
storage module of Fig. 3;
Fig. 18 is a block diagram illustrating use of a storage
module, such as illustrated in Fig. 3, in connection
with a computer system having file storage; and
Fig. 19 is a block diagram illustrating scalability of
embodiments of the present invention, and, in par-
ticular, an embodiment wherein a plurality of network
subsystems and service subsystems are employed
utilizing expansion switches for communication
among ports of successive subsystems and/or mod-
ules.

Detailed Description of Specific Embodiments

�[0009] For the purpose of the present description and
the accompanying claims, the following terms shall have
the indicated meanings unless the context otherwise re-
quires:
�[0010] A "hardware-�implemented" subsystem means
a subsystem wherein major subsystem functions are per-
formed in dedicated hardware that operates outside the
immediate control of a software program. Note that such
a subsystem may interact with a processor that is under
software control, but the subsystem itself is not immedi-
ately controlled by software. "Major" functions are the
ones most frequently used.
�[0011] A "hardware- �accelerated" subsystem means
one wherein major subsystem functions are carried out

using a dedicated processor and dedicated memory,
and, additionally (or alternatively), special purpose hard-
ware; that is, the dedicated processor and memory are
distinct from any central processor unit (CPU) and mem-
ory associated with the CPU.
�[0012] "TCP/IP" are the protocols defined, among oth-
er places, on the web site of the Internet Engineering
Task Force, at www.ietf.org, which is hereby incorporat-
ed herein by reference. "IP" is the Internet Protocol, de-
fined at the same location.
�[0013] A "file" is a logical association of data.
�[0014] A protocol "header" is information in a format
specified by the protocol for transport of data associated
with the user of the protocol.
�[0015] A "SCSI-�related" protocol includes SCSL SCSI-
2, SCSI-�3, Wide SCSI, Fast SCSI, Fast Wide SCSI, Ultra
SCSI, Ultra2 SCSI, Wide Ultra2 SCSI, or any similar or
successor protocol. SCSI refers to "Small Computer Sys-
tem Interface", which is a standard for parallel connection
of computer peripherals in accordance with the American
National Standards Institute (ANSI), having a web URL
address at www.ansi.org.
�[0016] Reference to "layers 3 and 4" means layers 3
and 4 in the Open System Interconnection ("OSI") seven-
layer model, which is an ISO standard. The ISO (Inter-
national Organization for Standardization) has a web
URL address at www.iso.ch.�

Fig. �1 is a schematic representation of an embodi-
ment of the present invention configured to handle
service requests over a network. Thus this embodi-
ment includes configurations in which there is pro-
vided a file server or a web server. The embodiment
11 of the present invention is coupled to the network
10 via the network interface 13. The network 10 may
include, for example, communications links to a plu-
rality of workstations. The embodiment 11 here is
also coupled to a plurality of storage devices 12 via
storage interconnect 14. The embodiment 11 may
be hardware implemented or hardware accelerated
(or utilize a combination of hardware implementation
and hardware acceleration).
Fig. 2 is a block diagram of the embodiment illustrat-
ed in Fig. 1. The network subsystem 21 receives and
transmits network service requests and responses.
The network subsystem 21 is coupled to the service
subsystem 22, which satisfies the network service
requests. The network subsystem 21, the service
subsystem 22, or both subsystems may be either
hardware implemented or hardware accelerated.
Fig. 3 is a block diagram of the embodiment of Fig.
1, more particularly configured as a file server. The
network subsystem 31 receives and transmits net-
work service requests and responses. The network
subsystem 31 is coupled to the service subsystem
32 The service subsystem includes three modules:
the service module 33, the file system module 34,
and the storage module 35. The service module 33
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analyzes network service requests passed to the
service subsystem 32 and issues, when appropriate,
a corresponding storage access request. The net-
work service request may be conveyed in any of a
variety of protocols, such as CIFS, SMB, NFS, or
FCP. The service module 33 is coupled to the file
system module 34. If the network service request
involves a storage access request, the file system
module 34 converts requests for access to storage
by converting the request into a format consistent
with the file storage protocol (for example, HTFS,
NTFS, FAT, FAT16, or FAT32) utilized by the stor-
age medium. The storage module 35 converts the
output of the file system module 34 into a format
(such as SCSI) consistent with the bus requirements
for directly accessing the storage medium to which
the service subsystem 32 may be connected.
Fig. 4 is similar to Fig. 3, and is a block diagram of
the embodiment of Fig. 1 configured as a web server.
The network subsystem 41 receives and transmits
network service requests and responses. The net-
work subsystem 41 is coupled to the service subsys-
tem 42. The service subsystem includes three mod-
ules: the service module 43, the file system module
44, and the storage module 45. The service module
43 analyzes network service requests passed to the
service subsystem 32 and issues, when appropriate,
a corresponding storage access request. Here, the
network service requests is typically in the HTTP pro-
tocol. The service module 43 is coupled to the file
system module 44, which is coupled to the storage
module 45; the file system module 44 and the storage
module 45 operate in a manner similar to the corre-
sponding modules 34 and 35 described above in
connection with Fig. 3.
Fig. 5 is the network subsystem and service subsys-
tem of the embodiments of Figs. 2-4. The network
subsystem 51 receives encapsulated data from the
network receive interface 54 and de- �encapsulates
the data in accordance with the TCP/IP or other pro-
tocol bus 53. The network subsystem 51 is also cou-
pled to the peripheral component interconnect
("PCI") bus 53 to provide to a local processor (which
is also coupled to the PCI bus) to access data over
the network. The network subsystem 51 also trans-
mits the data to the service subsystem 52, and the
data to be transmitted may come from the network
receive interface 54 or the local processor via the
PCI bus 53. The service subsystem 52, in turn, op-
erates in a manner similar to the service subsystems
22, 32, and 42 Figs. 2, 3, and 4 respectively.
Fig. 6 is a detailed block diagram of the network sub-
system 51 of Fig. 5. The network subsystem of Fig.
6 includes a receiver module 614 (which includes a
receiver 601, receive buffer memory 603, and re-
ceive control memory 604) and a transmitter module
613 (which includes transmitter 602, transmit buffer
memory 605, and transmit control memory 606). The

processor 611 is used by both the receiver module
614 and the transmitter module 613. The receiver
601 receives and interprets encapsulated data from
the network receive interface 607. The receiver 601
de-�encapsulates the data using control information
contained in the receive control memory 604 and
transmit control memory 606 and stores the de-�en-
capsulated data in the receive buffer memory 603,
from where it is either retrieved by the processor 611
via PCI bus 613 or output to the receive fast path
interface 606. Memory 612 is used by processor 611
for storage of data and instructions.

�[0017] The transmitter 602 accepts transmit requests
from transmit fast path interface 610 or from the proces-
sor 611 via PCI bus 613. The transmitter 602 stores the
data in transmit buffer memory 605. The transmitter 602
encapsulates the transmit data using control information
contained in the transmit control memory 606 and trans-
mits the encapsulated data over the network via the net-
work transmit interface 609.
�[0018] Fig. 7 is a block diagram of the receive module
614 of the network subsystem of Fig. 6. Packets are re-
ceived by the receive engine 701 from the network re-
ceive interface 607. The receive engine 701 analyzes
the packets and determines whether the packet contains
an error, is a TCP/IP packet, or is not a TCP/IP packet.
A packet is determined to be or not to be a TCP/IP packet
by examination of the network protocol headers con-
tained in the packet. If the packet contains an error then
it is dropped.
�[0019] If the packet is not a TCP/IP packet then the
packet is stored in the receive buffer memory 603 via the
receive buffer memory arbiter 709. An indication that a
packet has been received is written into the processor
event queue 702. The processor 713 can then retrieve
the packet from the receive buffer memory 603 using the
PCI bus 704 and the receive PCI interface block 703.
�[0020] If the packet is a TCP/IP packet then the receive
engine 701 uses a hash table contained in the receive
control memory 604 to attempt to resolve the network
addresses and port numbers contained within the proto-
col headers in the packet into a number which uniquely
identifies the connection to which this packet belongs,
i.e., the connection identification. If this is a new connec-
tion identification, then the packet is stored in the receive
buffer memory 603 via the receive buffer memory arbiter
708. An indication that a packet has been received is
written into the processor event queue 702. The proces-
sor 713 can then retrieve the packet from the receive
buffer memory 603 using the PCI bus 704 and the receive
PCI interface block 703. The processor can then estab-
lish a new connection if required as specified in the
TCP/IP protocol, or it can take other appropriate action.
�[0021] If the connection identification already exists,
then the receive engine 701 uses this connection identi-
fication as an index into a table of data which contains
information about the state of each connection. This in-

5 6 



EP 1 188 294 B1

6

5

10

15

20

25

30

35

40

45

50

55

formation is called the "TCP control block" ("TCB"). The
TCB for each connection is stored in the transmit control
memory 606. The receive engine 701 accesses the TCB
for this connection via the receiver TCB access interface
710. It then processes this packet according to the
TCP/IP protocol and adds the resulting bytes to the re-
ceived byte stream for this connection in the receive buff-
er memory 603. If data on this connection is destined for
the processor 713 then an indication that some bytes
have been received is written into the processor event
queue 702. The processor can then retrieve the bytes
from the receive buffer memory 603 using the PCI bus
704 and the receive PCI interface block 703. If data on
this connection is destined for the fast path interface 608,
then an indication that some bytes have been received
is written into the fast path event queue 705. The receive
DMA engine 706 will then retrieve the bytes from the
receive buffer memory 603 and output them to the fast
path interface 608.
�[0022] Some packets received by the receive engine
701 may be fragments of IP packets. If this is the case
then the fragments are first reassembled in the receive
buffer memory 603. When a complete IP packet has been
reassembled, the normal packet processing is then ap-
plied as described above.
�[0023] According to the TCP protocol, a connection
can exist in a number of different states, including SYN_
SENT, SYN_ �RECEIVED and ESTABLISHED. When a
network node wishes to establish a connection to the
network subsystem, it first transmits a TCP/IP packet with
the SYN flag set. This packet is retrieved by the processor
713 since it will have a new connection identification. The
processor 713 will then perform all required initialization
including setting the connection state in the TCB for this
connection to SYN_�RECEIVED. The transition from
SYN_ �RECEIVED to ESTABLISHED is performed by the
receive engine 701 in accordance with the TCP/IP pro-
tocol. When the processor 713 wishes to establish a con-
nection to a network node via the network subsystem, it
first performs all required initialization including setting
the connection state in the TCB for this connection to
SYN_ �SENT. It then transmits a TCP/IP packet with the
SYN flag set. The transition from SYN_�SENT to ESTAB-
LISHED is performed by the receive engine 701 in ac-
cordance with the TCP/IP protocol.
�[0024] If a packet is received which has a SYN flag or
FIN flag or RST flag set in the protocol header, and if this
requires action by the processor 713, then the receive
engine 701 will notify the processor of this event by writing
an entry into the processor event queue 702. The proc-
essor 713 can then take the appropriate action as re-
quired by the TCP/IP protocol.
�[0025] As a result of applying the TCP/IP protocol to
the received packet it is possible that one or more packets
should now be transmitted on this connection. For exam-
ple, an acknowledgment of the received data may need
to be transmitted, or the received packet may indicate an
increased window size thus allowing more data to be

transmitted on this connection if such data is available
for transmission. The receive engine 701 achieves this
by modifying the TCB accordingly and then requesting a
transmit attempt by writing the connection identification
into the transmit queue 802 in Fig. 8 via the receiv-
er.transmit queue request interface 711.
�[0026] Received data is stored in discrete units (buff-
ers) within the receive buffer memory 603. As soon as
all the data within a buffer has been either retrieved by
the processor 713 or outputted to the fast path interface
608 then the buffer can be freed, i.e., it can then be reused
to store new data. A similar system operates for the trans-
mit buffer memory 605, however, in the transmit case,
the buffer can only be freed when all the data within it
has been fully acknowledged, using the TCP/IP protocol,
by the network node which is receiving the transmitting
data. When the protocol header of the packet indicates
that transmitted data has been acknowledged, then the
receive engine 701 indicates this to the free transmit buff-
ers block 805 in Fig. 8 via the receiver free transmit buff-
ers request interface 712.
�[0027] Additionally, it is possible for the receive engine
701 to process the upper layer protocol ("ULP") that runs
on top of TCP/LP as welLas TCP/IP itself. In this case,
event queue entries are written into the processor event
queue 702 and the fast path event queue 705 only when
a complete ULP protocol data unit ("PDU") has been re-
ceived; only complete ULP PDUs are received by the
processor 713 and outputted to the fast path interface
608. An example of a ULP is NetBIOS. The enabling of
ULP processing may be made on a per-�connection basis;
i.e., some connections may have ULP processing ena-
bled, and others may not.
�[0028] Fig. 8 is a block diagram of the transmit module
613 of the network subsystem of Fig. 6. Data to be trans-
mitted over the network using TCP/IP is inputted to the
transmit DMA engine 807. This data is either input from
the transmit fast path interface 610 or from the processor
713 via PCI bus 704 and the transmit PCI interface 808.
In each case, the connection identification determining
which TCP/IP connection should be used to transmit the
data is also input. As mentioned above, each connection
has an associated TCB which contains information about
the state of the connection.
�[0029] The transmit DMA engine stores the data in the
transmit buffer memory 605, adding the inputted bytes
to the stored byte stream for this connection. At the end
of the input it modifies the TCB for the connection ac-
cordingly and it also writes the connection identification
into the transmit queue 802.
�[0030] The transmit queue 802 accepts transmit re-
quests in the form of connection identifications from three
sources: the received transmit queue request interface
711, the timer functions block 806, and the transmit DMA
engine 807. As the requests are received they are placed
in a queue. Whenever the queue is not empty, a transmit
request for the connection identification at the front of the
queue is passed to the transmit engine 801. When the
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transmit engine 801 has completed processing the trans-
mit request this connection identification is removed from
the front of the queue and the process repeats.
�[0031] The transmit engine 801 accepts transmit re-
quests from the transmit queue 802. For each request
the transmit engine 801 applies the TCP/IP protocol to
the connection and transmit packets as required. In order
to do this it accesses the TCB for the connection in the
transmit control memory 606, via the transmit control
memory arbiter 803, and it retrieves the stored byte
stream for the connection from the transmit buffer mem-
ory 605 via the transmit buffer memory arbiter 804.
�[0032] The stored byte stream for a connection is
stored in discrete units (buffers) within the transmit buffer
memory 605. As mentioned above, each buffer can only
be freed when all the data within it has been fully ac-
knowledged, using the TCP/IP protocol, by the network
node which is receiving the transmitting data. When the
protocol header of the packet indicates that transmitted
data has been acknowledged then the receive engine
701 indicates this to the free transmit buffers block 805
via the receiver free transmit buffers request interface
712. The free transmit buffers block 805 will then free all
buffers which have been fully acknowledged and these
buffers can then be reused to store new data.
�[0033] TCP/IP has a number of timer functions which
require certain operations to be performed at regular in-
tervals if certain conditions are met. These functions are
implemented by the timer functions block 806. At regular
intervals the timer functions block 806 accesses the
TCBs for each connection via the transmit control mem-
ory arbiter 803. If any operation needs to be performed
for a particular connection, then the TCB for that connec-
tion is modified accordingly and the connection identifi-
cation is written to the transmit queue 802.
�[0034] Additionally it is possible for the transmit DMA
engine 807 to process, the upper layer protocol that runs
on top of TCP/IP. In this case, only complete ULP protocol
data units are inputted to the transmit DMA engine 807,
either from the processor 713 or from the transmit fast
path interface 610. The transmit DMA engine 807 then
attaches the ULP header at the front of the PDU and
adds the "prepended" ULP header and the inputted bytes
to the stored byte stream for the connection. As dis-
cussed in connection with Fig. 7 above, an example of a
ULP is NetBIOS. The enabling of ULP processing may
be made on a per-�connection basis; i.e., some connec-
tions may have ULP processing enabled, and others may
not.
�[0035] If the processor 713 wishes to transmit a raw
packet, i.e., to transmit data without the hardware’s au-
tomatic transmission of the data using TCP/IP, then when
the processor 713 inputs the data to the transmit DMA
engine 807, it uses a special connection identification.
This special connection identification causes the transmit
engine 801 to transmit raw packets, exactly as input to
the transmit DMA engine 807 by the processor 713.
�[0036] Fig. 9 is a block diagram illustrating use of the

network subsystem of Fig. 5 as a network interface adap-
tor for use with a network node, such as a workstation or
server. In this embodiment, the network subsystem 901
is integrated into an adapter card 900 that is plugged into
a computer. The adaptor card 900 is coupled to the net-
work via the network interface 904. The adaptor card 900
is also coupled to the computer’s microprocessor 910 via
the PCI bus 907 and the PCI bridge 912. The PCI bus
907 may also be used by the computer to access periph-
eral devices such as video system 913. The receive mod-
ule 902 and transmit module 903 operate in a manner
similar to the receive module 614 and transmit module
613 of Fig. 6. Alternately or in addition, the adaptor card
900 may be connected, via single protocol fast receive
pipe 906 and single protocol fast transmit pipe 908, to a
service module comparable to any of items 22, 32, 42,
or 52 of Figs. 2, 3, 4, or 5 respectively, for providing rapid
access to a storage arrangement by a remote node on
the network or by the microprocessor 910.
�[0037] Fig. 10 is a block diagram of a hardware-�imple-
mented combination of the SMB service module 33 and
file system module 34 of Fig. 3 for use in an embodiment
such as illustrated in Fig. 3. In the embodiment of Fig.
10, SMB requests are received on the input 105 to the
service receive block 101. Ultimately, processing by this
embodiment results in transmission of a corresponding
SMB response over the output 106. A part of this re-
sponse includes a header. To produce the output header,
the input header is stored in SMB response information
memory 103. The block 101 processes the SMB request
and generates a response. Depending on the nature of
the request, the block 101 may access the file table cache
104 and issue a disk access request; otherwise the re-
sponse will be relayed directly the transmit block 102.
The service transmit block 102 transmits the response,
generated by block 101, over the output 106. In the event
that a disk access request has been issued by block 101,
then upon receipt over line 108 of a disk response, the
transmit block 102 issues the appropriate SMB response
over line 106. Both the receive and transmit modules 101
and 102 are optionally in communication with the host
system over PCI bus 109. Such communication, when
provided, permits a host system to communicate directly
with the embodiment instead of over a network, so as to
give the host system rapid, hardware-�implemented file
system accesses, outside the purview of a traditional op-
erating system.
�[0038] Fig. 11 is a block diagram of a hardware-�accel-
erated combination of the SMB service module 33 and
file system module 34 of Fig. 3 for use in an embodiment
such as illustrated in Fig. 3. The operation is analogous
to that described above in connection with Fig. 10 with
respect to similarly numbered blocks and lines 105, 107,
108, and 106. However, the dedicated file system proc-
essor 110, in cooperation with dedicated memory 111
operating over dedicated bus 112 control the processes
of blocks 101 and 102. Additionally these items provide
flexibility in handling of such processes, since they can
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be reconfigured in software.
�[0039] Fig. 12A is a block diagram of a hardware-�im-
plemented service module such as item 33 or 43 in Fig.
3 or Fig. 4 respectively. The service module 1200 re-
ceives network service requests, fulfills such service re-
quests, and may issue data storage access requests.
The service module 1200 includes a receiver 1201 cou-
pled to a transmitter 1202 and a data storage access
interface 1203, which is also coupled to both the receiver
1201 and the transmitter 1202. The receiver 1201 re-
ceives and interprets network service requests. On re-
ceipt of a service request, the receiver 1201 either passes
the request to the data storage access interface 1203 or
passes information fulfilling the network service request
to the transmitter 1202. If the request is passed to the
data storage access interface 1203, the data storage ac-
cess interface 1203 constructs and issues data storage
access requests. The data storage access interface 1203
also receives replies to the data storage access requests
and extracts information required to fulfill the original net-
work service request The information is then passed to
the transmitter 1202. The transmitter 1202 processes in-
formation passed to it from the receiver 1201 or the data
storage access interface 1203 and constructs and issues
network service replies.
�[0040] Fig. 12B is a block diagram of a hardware-�im-
plemented file module such as item 34 or 44 in Fig. 3 or
Fig. 4 respectively. The file system module 1210 receives
data storage access requests, fulfills such data service
access requests, and may issue storage device access
requests. The file system module 1210 includes a receiv-
er 1211 coupled to a transmitter 1212 and a data storage
device access interface 1213 which is also coupled to
both the receiver 1211 and the transmitter 1212. The
receiver 1211 receives and interprets data storage ac-
cess requests and either passes the request to the data
storage device access interface 1213 or passes informa-
tion fulfilling the data storage access request to the trans-
mitter 1212. If the request is passed to the data storage
device access interface 1213, the data storage device
access interface 1213 constructs and issues data stor-
age device access requests. The data storage device
access interface 1213 also receives replies to the data
storage device access requests and extracts information
required to fulfill the original data storage access request.
The information is then passed to the transmitter 1212.
The transmitter 1212 processes information passed to it
from the receiver 1211 or the data storage device access
interface module 1213 and constructs and issues data
storage access replies.
�[0041] Fig. 12C is a detailed block diagram of the hard-
ware-�implemented service subsystem of Fig. �10, which
provides a combined service module and file module.
Dashed line 129 in Fig. 12C shows the division between
functions of this implementation. To the left of line 129 is
the service module portion; to the right of line 129 is the
file system module portion. (It will be understood, how-
ever, that the double- �headed arrow connecting the SMB

receive control engine 121 and the SMB transmit control
engine 122 properly provides two-�way communication
between the engines 121 and 122 for each of the service
module portion and the file system module portion.)
�[0042] In Fig. 12C, SMB frames are received from the
network subsystem via the network receive interface 121f
and are passed to the SMB frame interpretation engine
121b. Here the frame is analyzed and a number of tasks
are performed. The first section of the header is copied
to the SMB response info control 123, which stores rel-
evant information on a per connection basis in the SMB
response info memory 103. The complete frame is written
into buffers in the receive buffer memory 121c and the
receive control memory 121d is updated. Relevant parts
of the SMB frame header are passed to the SMB receive
control engine 121.
�[0043] The 5MB receive control engine 121 of Fig. 12C
parses the information from the header and, where ap-
propriate, requests file access permission from the au-
thentication engine 124. For SME frames where a file
access has been requested, the SMB receive control en-
gine 121 extracts either file path information or the file
identification from the SMB frame header and requests
the MFT control engine 125 for the physical location of
the required file data.
�[0044] The MFT control engine 125 can queue re-
quests from the SMB receive control engine 121 and sim-
ilarly the SMB receive control engine 121 can queue re-
sponses from the MFT control engine 125. This allows
the two engines to operate asynchronously from each
other and thus allows incoming SMB frames to be proc-
essed while MFT requests are outstanding.
�[0045] The MFT control engine 125 processes re-
quests from the SMB receive control engine 121. Typi-
cally for SMB OPEN commands, a request will require a
disk access to obtain the necessary physical file location
information. Where this is necessary, the MFT control
engine 125 passes a request to the compressed SCSI
frame generation engine 121a which will generate the
necessary compressed SCSI request. The compressed
SCSI protocol ("CSP") relates to a data format from which
a SCSI command may be generated in the manner de-
scribed in connection with Fig. 17A and other figures be-
low. Because compressed SCSI data are not derived
from SCSI but are rather the source from which SCSI
data may be derived, we sometimes refer to compressed
SCSI data as "proto-�SCSI" data. The relevantproto- �SCSI
response will be passed back to the MFT control engine
125, where it will be processed, the MFT cache 104 will
be updated, and the physical file information will be
passed back to the 5MB receive control engine 121.
�[0046] Typically, for a SMB READ or WRITE command
with respect to a recently accessed small file, the file
information will be present in the MFT cache 104.Thus
no disk access will be required.
�[0047] When the SMB receive control engine 121 has
received the response from an MFT request and a disk
access for file data is required, as would be necessary
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for typical READ or WRITE commands, one or more pro-
to- �SCSI requests are passed to the proto- �SCSI frame
generation engine 121a.
�[0048] The proto-�SCSI frame generation engine 121a
will construct the proto-�SCSI headers and, where nec-
essary, for example, for WRITE commands, program the
file data DMA engine 121e to pull the file data out of the
receive buffer memory 121c. The proto-�SCSI frame is
then passed to the proto-�SCSI module via proto- �SCSI
transmit interface 121g. Where no disk access is re-
quired, an SMB response request is passed directly to
the SMB transmit control engine 122.
�[0049] Proto- �SCSI frames are received from the proto-
SCSI module and via proto-�SCSI receive interface 122f
are passed to the proto-�SCSI frame interpretation engine
122b. Here the frame is analyzed and a number of tasks
are performed. MFT responses are passed back to the
MFT control engine 125. All other frames are written into
buffers in the receive buffer memory 121c and the receive
control memory 121d is updated. Relevant parts of the
proto-�SCSI frame header are passed to the SMB transmit
control engine 122.
�[0050] Each SMB connection has previously been as-
signed a unique identification. All proto-�SCSI frames in-
clude this identification and the SMB transmit control en-
gine 122 uses this unique identification to request state
information from the SMB receive control engine 121 and
update this where necessary. When all necessary infor-
mation for an SMB response has been received from the
proto-�SCSI module, the SMB transmit control engine 122
passes a request to the SMB frame generation engine
122a.
�[0051] The SMB frame generation engine 122a con-
structs the SMB response frame from data contained in
the SMB response info memory 103 and file data stored
in the SMB transmit buffer memory 122c. It then passes
the frame to the SMB transmit interface 106 which in turn
forwards it to the network subsystem.
�[0052] Fig. 13 is a detailed block diagram of the hard-
ware-�accelerated service subsystem of Fig. 11. Incoming
SMB frames from the IP block are provided over input
105 are written, via the SMB receive, first in first out
("FIFO") 1317, into free buffers in the SMB receive buffer
memory 121c. The SMB receive buffer memory 121c in-
cludes in one embodiment a series of receive buffers that
are 2Kb long and thus one SMB frame may straddle a
number of receive buffers. As frames are written into SMB
receive buffer memory 121c, SMB receive buffer descrip-
tors are updated in the SMB receive control memory
121d.
�[0053] A 32-�bit connection identification and a 32-�bit
frame byte count are passed to the SMB block from the
IP block at the start of the frame. These two fields are
written to the fist two locations of the receive buffer in
receive buffer memory 121c.
�[0054] While the frame is being stored, the SMB head-
er is also written to the SMB response info memory 103
for later use by the SMB transmit process. The unique

connection identification passed to the SMB block by the
IP block is used as a pointer to the appropriate info field
in the SMB response info memory 103. This memory is
arranged as blocks of 16 words, one block for each
unique connection identification. With a 123Mb SDRAM
fitted, this allows 2M connections. At present just the first
32 bytes of the SMB frame are written to each info field.
�[0055] When a complete frame has been written to the
receive buffer memory 121c, an SMB buffer locator is
written to the SMB receive event queue 1314 and an
interrupt to the host processor 1301 is generated. The
SMB buffer locator contains information pertaining to the
SMB frame including a buffer pointer and a ’last’ bit. The
buffer pointer points to the buffer in receive buffer mem-
ory 121c which contains the start of the 5MB frame. The
’last’ bit indicates whether this buffer also contains the
end of the SMB frame (i.e., whether the SMB frame is
less than 2Kb in length).
�[0056] The host processor 1301 can read the SMB
buffer locator in the SMB receive event queue 1314 by
reading an appropriate SMB receive event register as-
sociated with the event queue 1314. From the buffer
pointer read from the SMB buffer locator the host proc-
essor 1301 can determine the address of the first buffer
of the SMB trams in the receive buffer memory 121c and
can thus read the SMB header and the first part of the
frame.
�[0057] If the SMB frame is longer than 2Kb and it is
necessary to read more than the first 2Kb of the SMB
frame, then the receive buffer descriptor associated with
this receive buffer should be read from the receive control
memory 121d. This receive buffer descriptor will contain
a pointer to the next buffer of the SMB frame. This next
buffer will similarly have a receive buffer descriptor as-
sociated with it unless the previous buffer’s descriptor
contained a ’last’ bit indicating that the receive buffer it
pointed to contained the end of the SMB frame.
�[0058] After reading the received SMB frame, if none
of the data contained within the frame is to be used fur-
ther, then the buffers of the received frame are made
available for use again by writing pointers to them to the
receive free buffers queue, which is contained in the re-
ceive buffer control memory 121d, by writing to an asso-
ciated receive return free buffers register.
�[0059] To transmit a proto-�SCSI frame, the host proc-
essor 1301 firstly obtains a pointer to a free SMB receive
buffer by reading from the receive fetch free buffer reg-
ister. This action will pull a pointer to a free buffer from
the free buffers queue contained in the receive control
memory 121d. In this buffer the start of the proto- �SCSI
request frame can be constructed.
�[0060] To request the proto-�SCSI transmit entity to
transfer the proto-�SCSI frame to the proto-�SCSI entity,
the host processor 1301 writes a buffer locator and buffer
offset pair to the proto-�SCSI transmit event queue 1315
by writing them to the receive proto- �SCSI event register
associated with the proto-�SCSI transmit event queue
1315.
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�[0061] The buffer locator contains a pointer to the buff-
er containing data for the proto- �SCSI frame. The buffer
offset contains an offset to the start of the data within the
buffer and a length field. The buffer locator also contains
a last bit to indicate whether further buffer locator/�buffer
offset pairs will be written to the proto- �SCSI transmit
event queue 1315 containing pointers to more data for
this proto- �SCSI frame.
�[0062] If the proto- �SCSI frame is to include data from
another SMB receive buffer, as would be typical for a
SMB WRITE command, then the host processor 1301
must write another buffer locator/�buffer offset pair de-
scribing this SMB receive buffer to the proto-�SCSI trans-
mit event queue 1315. If the data to be included in the
proto-�SCSI frame straddles more than one SMB receive
buffer, then the proto-�SCSI transmit entity can use the
buffer pointers in the associated SMB receive buffer de-
scriptor located in receive control memory 121d to link
the data together. If the extra data is from a SMB receive
frame, then these descriptors will have been filled in pre-
viously by the SMB receive entity.
�[0063] Because data from SMB receive buffers may
be used for more than one proto-�SCSI frame, then freeing
up the SMB receive buffers after they have been used is
not a simple process. SMB receive buffers that contain
sections of a received SMB frame that are not involved
in the proto-�SCSI transmit can be freed by writing them
back to the free buffers queue contained in the receive
control memory via the associated receive return free
buffer register. SMB receive buffers that contain data to
be included in proto-�SCSI frames can not be freed in the
same way as they can not be freed until the data within
them has been transmitted.
�[0064] So, after the buffer locator/�buffer offset pairs to
the various proto-�SCSI frames which will contain the
SMB data have been written to the proto- �SCSI transmit
event queue 1315, pointers to the original SMB receive
buffers are also written to the proto- �SCSI transmit event
queue 1315. These pointers are marked to indicate that
they are to be freed back to the free buffers queue con-
tained in the receive control memory. As the proto- �SCSI
transmit event queue 1315 is handled in sequence, then
the SMB receive buffers will only be freed after any data
within them has been transmitted.
�[0065] Incoming proto-�SCSI frames from the IP block
are written, via the proto- �SCSI receive FIFO 1327, into
free buffers in the SMB transmit buffer memory 122c.
The SMB transmit buffers are 2Kb long and thus one
proto- �SCSI frame may straddle a number of transmit buff-
ers. As frames are written into SMB transmit buffer mem-
ory 122c, SMB transmit buffer descriptors are updated
in the SMB transmit control memory 122d.
�[0066] When a complete frame has been written to the
SMB transmit buffer memory 122c, an SMB buffer locator
is written to the proto- �SCSI receive event queue 1324
and an interrupt to the host processor 1301 is generated.
The SMB buffer locator contains information pertaining
to the proto- �SCSI frame including a buffer pointer and a

’last’ bit. The buffer pointer points to the buffer in transmit
buffer memory 121c which contains the start of the proto-
SCSI frame. The ’last’ bit indicates whether this buffer
also contains the end of the proto-�SCSI frame (i.e.,
whether the frame is less than 2Kb in length).
�[0067] The host processor 1301 can read the buffer
locator in the proto- �SCSI receive event queue 1324 by
reading an appropriate proto-�SCSI receive event register
associated with the event queue 1324. From the buffer
pointer read from the buffer locator the host processor
1301 can determine the address of the first buffer of the
proto-�SCSI frame in the transmit buffer memory 122c
and can thus read the header and the first part of the
frame.
�[0068] If the proto-�SCSI frame is longer than 2Kb and
it is necessary to read more than the first 2Kb of the frame
then the transmit descriptor associated with this transmit
buffer should be read from the receive control memory
121d. The descriptor will contain a pointer to the next
buffer of the proto-�SCSI frame. This next buffer will sim-
ilarly have a transmit descriptor associated with it unless
the previous buffer’s descriptor contained a ’last’ bit in-
dicating that the buffer it pointed to contained the end of
the proto-�SCSI frame.
�[0069] After reading the received proto-�SCSI frame, if
none of the data contained within the frame is to be used
further, then the buffers of the received frame should be
returned to the transmit free buffers queue contained in
the transmit control memory 122d by writing to the trans-
mit return free buffers register associated with it.
�[0070] To transmit an SMB frame, the host processor
first obtains a pointer to a free SMB transmit buffer in
transmit buffer memory 122c from the transmit free buffer
queue contained in the transmit control memory 122d by
reading from an associated register. In this buffer the
start of the SMB response frame can be constructed.
�[0071] The 32-�bit connection identification and a 32-
bit SMB transmit control field are placed before the SMB
frame in the buffer. The SMB transmit control field in-
cludes a 24- �bit frame byte count and a pre- �pend header
bit. If the pre- �pend header bit is set, then after the con-
nection identification and SMB transmit control field have
been passed to the IP block, the SMB header stored in
the response info memory 103 will be automatically in-
serted.
�[0072] To request the SMB transmit entity to transfer
the SMB frame to the SMB entity, the host processor
1301 writes a buffer locator and buffer offset pair to the
SMB transmit event queue 1325 by writing them to an
associated transmit SMB transmit event register.
�[0073] The buffer locator contains a pointer to the buff-
er containing data for the SMB frame. The buffer offset
contains an offset to the start of the data within the buffer
and a length field. The buffer locator also contains a last
bit to indicate whether further buffer locator/�buffer offset
pairs will be written containing pointers to more data for
this SMB frame.
�[0074] If the SMB frame is to include data from another
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SMB transmit buffer in buffer memory 122c, then the host
processor 1301 must write another buffer locator/ �buffer
offset pair describing this SMB transmit buffer to the SMB
transmit event queue 1325. If the data to be included in
the SMB frame straddles more than one SMB transmit
buffer, then the SMB transmit entity can use the buffer
pointers in the associated transmit buffer descriptor to
link the data together. If the extra data is from a proto-
SCSI receive frame, then these descriptors will have
been filled in previously by the proto-�SCSI receive entity.
�[0075] Because data from SMB transmit buffers in
transmit buffer memory 122c may be used for more than
one SMB frame, then freeing up the SMB transmit buffers
after they have been used is not a simple process. SMB
transmit buffers that contain sections of a received proto-
SCSI frame that are not involved in the SMB transmit can
be freed by writing them back to the transmit free buffers
queue contained in the transmit control memory via the
associated transmit return free buffers register. SMB
transmit buffers that contain data to be included in SMB
frames cannot be freed in the same way, as they cannot
be freed until the data within them has been transmitted.
�[0076] So, after the buffer locator/�buffer offset pairs to
the various SMB frames which will contain the proto- �SC-
SI data have been written to the SMB transmit event
queue 1325, pointers to the original SMB transmit buffers
are also written to the SMB transmit event queue 1325.
These pointers are marked to indicate that they are to be
freed back to the transmit free buffers queue. As the SMB
transmit event queue 1325 is handled in sequence, then
the SMB transmit buffers will only be freed after any data
within them has been transmitted.
�[0077] Fig. 14 is a flow chart representing a typical prior
art approach, implemented in software, for handling mul-
tiple service requests as multiple threads. In a traditional
multiple- �threaded architecture there is typically at least
one thread to service each client. Threads are started
and ended as clients attach and detach from the server.
Each client may have a thread on the server to handle
service requests and a thread to handle disk requests.
The service process 1400 includes a repeated loop in
which there is testing for the presence of a client connec-
tion request in box 1401; if the test is in the affirmative,
the process initiates in box 1402, the client process 1430.
When the client process 1430 requires disk access in
box 1435, it first requests the appropriate disk process
to access the disk and then sleeps in box 1436 until the
disk access completes. The disk process 1402 then
wakes up the client process 1430 to allow it to send the
reply in box 1437 to the client issuing the service request.
Thus there are at least two process switches for each
client request requiring disk access. Implementing these
multiple threaded processes in hardware poses prob-
lems because normally, they are handled by a multi-�task-
ing operating system.
�[0078] Fig. 15 is a flow chart showing the handling of
multiple service requests in a single thread, for use in
connection with the service subsystem of Fig. 2 and, for

example, the embodiments of Figs. 12 and 13. In the
single- �threaded architecture one service process 1500
handles requests from multiple clients in a single thread
and one disk process 1502 handles all the requests from
the service process 1500. The prior art approach of using
a separate process for each client making a request has
been eliminated and its function has been here handled
by the single service process 1500. Additionally, these
two processes, the service process and the disk process,
may be contained within the same thread, as illustrated,
or may be shared between two separate threads to fa-
cilitate load balancing.
�[0079] The single-�threaded service process of Fig. 15
can have disk requests from multiple clients outstanding
simultaneously. The single thread includes a main loop
with two tests. The first test in box 1501 is whether a
request has been received from a client. The second test
in box 1508 is whether a previously initiated disk access
request has been completed. In consequence, as a disk
access has been determined in box 1508 to have been
completed, the service process in box 1507 will send the
appropriate reply back to the client. Once the service
process 1500 has handled a disk access request via box
1501 and caused the request to be processed in box
1502, and caused, in box 1504, the initiation of a disk
access, the service process is free to handle another
request from another client via box 1501 without having
to stop and wait for the previous disk access to complete.
Upon a determination in box 1508 that the disk access
has been completed, the disk process in box 1507 will
inform the service process of the result and the service
process will send the response to the client. Thus the
service and disk processes will be constantly running as
long as there arc requests being sent from clients.
�[0080] Fig. 16 is a block diagram illustrating use of a
file system module, such as illustrated in Fig. 3, in con-
nection with a computer system having file storage. (An
implementation analogous to that of Fig. 16 may be used
to provide a storage module, such as illustrated in Fig.
3, in connection with a computer system having file stor-
age.) In this embodiment, the file system module 1601
is integrated into a computer system, which includes mi-
croprocessor 1605, memory 1606, and a peripheral de-
vice, such as video 1609, as well as disk drive 1610,
accessed via a disk subsystem 1602, which is here a
conventional disk drive controller. The file system module
1601 is coupled to the disk subsystem 1602 The file sys-
tem module 1601 is also coupled to the computer multi-
processor 1605 and the computer memory 1606 via the
PCI bridge 1604 over the PCI bus 1607. The PCI bus
1607 also couples the microprocessor 1605 to the com-
puter peripheral device 1609. The receive engine 1610
of the file system module processes disk access requests
from the microprocessor 1605 in a manner similar to that
described above with respect to Figs. 10, 11, 12B, and
13. Also the transmit engine 1611 provides responses to
such disk access requests in a manner similar to that
described above with respect to Figs. 10, 11, 12B, and 13.

17 18 



EP 1 188 294 B1

12

5

10

15

20

25

30

35

40

45

50

55

�[0081] Fig. 17A is a block diagram of data flow in the
storage module of Fig. 3. It should be noted that while in
Figs. 17A and 17B a Tachyon XL fiber optic channel con-
troller, available from Hewlett Packard Co., Palo Alto,
California, has been used as the I/O device, embodi-
ments of the present invention may equally use other I/O
devices. Proto-�SCSI requests are received over the pro-
to-�SCSI input 1700 by the proto-�SCSI request processor
1702. The information relating to this request is stored in
a SEST information table, and if this is a WRITE request,
then the WRITE data, which are also provided over the
proto-�SCSI input 1700, are stored in the WRITE buffer
memory 1736.
�[0082] The exchange request (ERQ) generator 1716
takes the information from the WRITE buffer memory
1736. If all the buffers to be written are currently cached,
or the data to be written completely fill the buffers to be
written, then the WRITE can be performed immediately.
The data to be written are copied from WRITE buffer
memory 1736 to the appropriate areas in the cache mem-
ory 1740. The Fiber Channel I/O controller 1720 is then
configured to write the data to the appropriate region of
disk storage that is in communication with the controller
1720. Otherwise a READ from the disk must be done
before the WRITE to obtain the required data from the
appropriate disk.
�[0083] The proto-�SCSI acknowledge generator 1730
is responsible for generating the proto- �SCSI responses.
There are three possible sources which can generate
proto-�SCSI responses, each of which supplies a SEST
index: the processor 1738, Fiber Channel I/O controller
1720, and the cache memory 1740. For all transfers an
identification which allows the proto-�SCSI request to be
tied up with the acknowledge, along with status informa-
tion, are returned the proto-�SCSI acknowledge interface
1734.
�[0084] Fig. 17B is a detailed block diagram showing
control flow in the storage module of Fig. 3. When the
proto-�SCSI requests are received over the proto- �SCSI
input 1700 by the proto-�SCSI request processor 1702, it
is assigned a unique identifier (called the SEST index).
The information relating to this request is stored in a
SEST information table, and if this is a WRITE request
then the WRITE data which is also provided on the proto-
SCSI input 1700 is stored in the WRITE buffer memory
1736. The SEST index is then written into the proto- �SCSI
request queue 1704.
�[0085] The cache controller 1706 takes entries out of
the proto-�SCSI request queue 1704 and the used buffer
queue 1708. When an entry is taken out of the proto-
SCSI request queue 1704 the information relating to this
SEST index is read out of the SEST information table.
The cache controller 1706 then works out which disk
blocks are required for this transfer and translates this
into cache buffer locations using a hash lookup of the
disk block number and the disk device to be accessed.
If any of the buffers in the write buffer memory 1736 re-
quired for this transfer are currently being used by other

transfers, then the SEST index is put into the outstanding
request queue 1710 awaiting completion of the other
transfers. Otherwise if this is a READ transfer and all of
the required buffers are in the cache then the SEST index
is put into the cached READ queue 1712. Otherwise the
SEST index is written into the storage request queue
1714. A possible enhancement to this algorithm is to al-
low multiple READs of the same buffer to be in progress
provided that the buffer is currently cached.
�[0086] When an entry is taken out of the used buffer
queue 1708, a check is made as to whether any requests
were waiting for this buffer to become available. This is
done by searching through the outstanding request
queue, starting with the oldest requests. If a request is
found which was waiting for this buffer to become avail-
able then the buffer is allocated to that request. If the
request now has all the buffers required for this transfer,
then the SEST index is written into the storage request
queue 1714 and this request is removed from the out-
standing request queue 1710. Otherwise the request is
left in the outstanding request queue 1710.
�[0087] The exchange request generator 1716 takes
entries out of the storage request queue 1714 and the
partial WRITE queue 1718. When a SEST index is read
out of either queue then the information relating to this
SEST index is read out of the SEST information table. If
it is a READ transfer then the Fiber Channel I/O controller
1720 is configured to read the data from the appropriate
disk. If it is a WRITE transfer and all the buffers to be
written are currently cached, or the data to be written
completely fills the buffers to be written, then the WRITE
can be performed immediately. The data to be written is
copied from WRITE buffer memory 1736 to the appro-
priate areas in the cache buffers. The Fiber Channel I/O
controller 1720 is then configured to write the data to the
appropriate disk. Otherwise, as mentioned above with
respect to Fig. 17A, it will be necessary to do a READ
from the disk before we do a WRITE an initiate a READ
of the required data from the appropriate disk.
�[0088] The IMQ processor 1722 takes messages from
the inbound message queue 1724. This is a queue of
transfers which the Fiber-�Channel I/O controller 1720 has
completed or transfers which have encountered a prob-
lem. If there was a problem with the Fiber Channel trans-
fer then the IMQ processor 1722 will pass the message
on to the processor via the processor message queue
1726 to allow it to do the appropriate error recovery. If
the transfer was acceptable, then the SEST information
is read out for this SEST index. If this transfer was a
READ transfer at the start of a WRITE transfer, then the
SEST index is written into the partial WRITE queue 1718.
Otherwise it is written into the storage acknowledge
queue 1728.
�[0089] As mentioned with respect to Fig. 17A, the pro-
to-�SCSI acknowledge-�generator 1730 is responsible for
generating the proto- �SCSI responses. Again, there are
three possible sources which can generate proto- �SCSI
responses, each of which supplies a SEST index.
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�[0090] The processor acknowledge queue 1732 is
used by the processor 1738 to pass requests which gen-
erated errors and which had to be sorted out by the proc-
essor 1738, back to the hardware once they have been
sorted out. The storage acknowledge queue 1728 is used
to pass back Fiber Channel requests which have com-
pleted normally. The cached READ queue 1712 is used
to pass back requests where all the READ data required
is already in the cache and so no Fiber Channel accesses
are required.
�[0091] When there is an entry in any of these queues
the SEST index is read out. The SEST information for
this index is then read. For all transfers an identification
which allows the proto-�SCSI request to be tied up with
the acknowledge, along with status information, are re-
turned across the proto- �SCSI acknowledge interface
1734. For a READ the read data is also returned across
the proto- �SCSI acknowledge interface 1734.
�[0092] Once the proto-�SCSI transfer has been com-
pleted, the addresses of all the buffers associated with
this transfer are written into the used buffer queue 1708.
Any WRITE buffer memory used in this transfer is also
returned to the pool of free WRITE buffer memory.
�[0093] Fig. 18 is a block diagram illustrating use of a
storage module, such as illustrated in Fig. 3, in connec-
tion with a computer system having file storage. Here the
storage module 1801 acts as a fiber channel host bus
adapter and driver for the computer system, which in-
cludes microprocessor 1802, memory 1803, a peripheral
device, such as a video system 1805, and storage de-
vices 1809,1810, and 1811. The storage module 1801
is coupled to the microprocessor 1802 and the computer
memory 1803 via the PCI bridge 1804 over PCI bus 1807.
The storage module 1801 receives requests from the PCI
bus and processes the requests in the manner described
above with respect to Figs. 17A and 17B. The storage
module 1801 accesses the storage devices 1809, 1810,
and 1811 via the storage device access interface 1808.
�[0094] Fig. 19 is a block diagram illustrating scalability
of embodiments of the present invention, and, in partic-
ular, an embodiment wherein a plurality of network sub-
systems and service subsystems are employed utilizing
expansion switches for establishing communication
among ports of successive subsystems and/or modules.
To allow extra network connections, to increase the
bandwidth capabilities of the unit, and to support a larger
number of storage elements, in this embodiment, expan-
sion switches 1901,1902,1903 are used to interface a
number of modules together. The expansion switch
routes any connection from a module on one side of the
expansion switch to any module on the other side. The
expansion switch is non-�blocking, and may be controlled
by an intelligent expansion switch control module that
takes in a number of inputs and decides upon the best
route for a particular connection.
�[0095] In the embodiment of Fig. 19, the overall system
shown utilizes a plurality of network subsystems shown
in column 1921 including network subsystem 1904 and

similar subsystems 1908 and 1912. The are also a plu-
rality of service subsystems, which are here realized as
a combination of rile access modules (in column1922),
file system modules (in column 1923), and storage mod-
ules (in column 1924). Between each column of modules
(and between the network subsystems column and the
file access modules column) is a switch arrangement,
implemented as the file access protocol expansion switch
1901, the storage access expansion switch 1902, and
the proto-�SCSI protocol expansion switch 1903. At the
file access protocol level, the expansion switch 1901 dy-
namically allocates incoming network connections from
the network subsystem 1904 to particular file access
modules 1905 depending on criteria including the exist-
ing workload of each of the file access modules 1905.
�[0096] At the storage access protocol level, the expan-
sion switch 1902 dynamically allocates incoming file ac-
cess connections from the file access modules 1905 to
particular file system modules 1906 depending on criteria
including the existing workload of the file system modules
1906.
�[0097] At the proto-�SCSI protocol level, the expansion
switch 1903 dynamically allocates incoming file system
connections to particular storage modules 1907 depend-
ing on criteria including the physical location of the stor-
age element.
�[0098] Alternatively, the items 1901,1902, and 1903
may be implemented as buses, in which case each mod-
ule in a column accepting an input signal communicates
with other modules in the column to prevent duplicate
processing of the signal, thereby freeing the other mod-
ules to handle other signals. Regardless whether the
items 1901,1902, and 1903 are realized as buses or
switches, it is within the scope of the present invention
to track the signal processing path through the system,
so that when a response to a file request is involved, the
appropriate header information from the corresponding
request is available to permit convenient formatting of
the response header.

Claims

1. Apparatus for handling service requests over a net-
work, wherein the network utilizes a protocol, of the
type including:�

a network subsystem (21) for receiving and
transmitting network service requests using the
network protocol;
and
a service subsystem (22), coupled to the net-
work subsystem, for satisfying the network serv-
ice requests;

characterized in that: �

the network subsystem and the service subsys-
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tem are interconnected by a dedicated fast com-
munication interface over which network service
requests and corresponding network service re-
sponses are forwarded between the network
subsystem and the service subsystem,
and
at least one of the network subsystem and the
service subsystem includes dedicated hard-
ware in communication with a host system proc-
essor (611) via a separate communication bus
(109, 613), the dedicated hardware operating
outside the immediate control of the processor
and including specialized circuitry for at least
one of handling the forwarding of network serv-
ice requests and handling the forwarding of cor-
responding network service responses between
the network and the service subsystem via the
dedicated fast communication interface.

2. Apparatus according to claim 1, further character-
ised in that both the network subsystem (21) and
the service subsystem (22) include dedicated hard-
ware that operates outside the immediate control of
a set of stored instructions, the dedicated hardware
including the said specialised circuitry.

3. Apparatus according to claim 1, further character-
ized in that the network subsystem (21) includes
dedicated hardware that operates outside the imme-
diate control of a set of stored instructions, the ded-
icated hardware including the said specialized cir-
cuitry.

4. Apparatus according to claim 1, further character-
ized in that the service subsystem (22) includes
dedicated hardware that operates outside the imme-
diate control of a set of stored instructions, the ded-
icated hardware including the said specialized cir-
cuitry.

5. Apparatus according to any of claims 1 through 4,
further characterized in that the service requests
include one of reading and writing data to long-�term
electronic storage.

6. Apparatus according to claim 5, further character-
ized in that the long-�term storage is at least one of:�

local disk storage that is accessible to a local
computer but not to any other computers over
the network.

7. Apparatus according to claim 5, further character-
ized in that the long- �term storage is associated with
at least one of:�

the provision of E-�Mail service over the network;
and

providing access to web pages over the network.

8. Apparatus according to either of claims 2 or 4, further
characterized in that: �

the service requests may involve access of data
in a storage system, and
the service subsystem also includes a module
for managing storage of the data in the storage
system, the module including dedicated hard-
ware that operates outside the immediate con-
trol of a set of stored instructions.

9. Apparatus according to claim 8, such apparatus be-
ing a file server, further characterized in that the
data in the storage system are arranged in files, the
service requests may involve requests for files in the
storage system, and the service subsystem also in-
cludes a module for managing a file system associ-
ated with the storage system, the module including
dedicated hardware that operates outside the imme-
diate control of a set of stored instructions.

10. Apparatus according to claim 8, further character-
ized in that the protocol includes a file system pro-
tocol, and the file system protocol defining opera-
tions including file read and file write.

11. Apparatus according to claim 8, such apparatus be-
ing a web server, further characterized in that the
data in the storage system may include web pages,
and the service requests may involve requests for
web pages in the storage system.

12. Apparatus according to either of claims 8 through 9,
further characterized in that the storage system
has a storage protocol and the service subsystem
includes a module for interfacing with the storage
system, the module including dedicated hardware
that operates outside the immediate control of a set
of stored instructions.

13. Apparatus according to either of claims 2 or 3, further
characterized in that the network subsystem com-
prises:�

a receiver that receives encapsulated data from
the network and de- �encapsulates such data in
accordance with the protocol; and
a transmitter that encapsulates data in accord-
ance with the protocol and transmits the encap-
sulated data over the network;

wherein at least one of the receiver and the trans-
mitter includes dedicated hardware that operates
outside the immediate control of a set of stored in-
structions.

23 24 



EP 1 188 294 B1

15

5

10

15

20

25

30

35

40

45

50

55

14. Apparatus according to either of claims 2 or 4, further
characterized in that the service subsystem com-
prises:�

a service module that receives network service
requests and fulfills such service requests and
in doing so may issue data storage access re-
quests;
a file system module, coupled to the service
module, that receives data storage access re-
quests from the service module and fulfills such
storage access requests and in doing so may
issue storage arrangement access requests;
a storage module, coupled to the file system
module, that receives storage arrangement ac-
cess requests from the file system module and
controls the storage arrangement to fulfill such
storage arrangement access requests;

wherein at least one of the modules includes dedi-
cated hardware that operates outside the immediate
control of a set of stored instructions.

15. Apparatus according to claim 14, further character-
ized in that the service module includes:�

a receive control engine that receives network
service requests, determines whether such re-
quests are appropriate, and if so, responds if
information is available, and otherwise issues a
data storage access request; and
a transmit control engine that generates network
service responses based on instructions from
the receive control engine, and, in the event that
there is a data storage access response to the
data storage access request, processes the da-
ta storage access response;

wherein at least one of the engines includes dedi-
cated hardware that operates outside the immediate
control of a set of stored instructions.

16. Apparatus according to either of claims 1 through 4,
further characterized in that hardware associated
with a hardware implemented service subsystem is
integrated directly in the motherboard of a computer.

17. Apparatus according to either of claims 1 through 4,
further characterized in that hardware associated
with a hardware implemented service subsystem is
integrated into an adapter card that may be plugged
into a computer.

18. Apparatus according to any of claims 1 through 4,
further characterized in that the network service
requests are include at least one of:�

CIFS requests;

SMB requests;
HTTP requests;
NFS requests;
FTP requests; and
SMTP requests.

19. Apparatus according to claim 14, further character-
ized in that the service module includes:�

an authentication engine that determines wheth-
er a network request received by the receiver
has been issued from a source having authority
to issue the request.

20. Apparatus according to claim 19, further character-
ized in that the authentication engine determines
whether a network request received by the receiver
has been issued from a source having authority to
perform the operation requested.

21. Apparatus according to claim 14, further character-
ized in that the file system module includes: �

a receiver that receives and interprets such data
storage access requests and in doing so may
issue storage device access requests;
a transmitter, coupled to the receiver, that con-
structs and issues data storage access respons-
es, wherein such responses include information
when appropriate based on responses to the
storage device access requests;

wherein at least one of the receiver and the trans-
mitter includes dedicated hardware that operates
outside the immediate control of a set of stored in-
structions.

22. Apparatus according to claim 21, further character-
ized in that the storage device access requests are
consistent with the protocol used by a storage device
to which the module may be coupled.

23. Apparatus according to claim 22, further character-
ized in that the protocol used by the storage device
is at least one of: �

NTFS;
HPFS;
FAT:
FAT16; and
FAT32.

24. Apparatus according to claim 14, further character-
ized in that the storage module includes: �

a storage device request interface that receives
storage device access requests from a request
source and translates them into a format suitable
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for a storage device controller; and
a storage device acknowledge interface that
takes responses from the storage device con-
troller and translates such responses into a for-
mat suitable for the request source;

wherein at least one of the storage device request
interface and the storage device acknowledge inter-
face includes dedicated hardware that operates out-
side the immediate control of a set of stored instruc-
tions.

25. Apparatus according to claim 24, further character-
ized in that the storage module includes: �

a cache controller that maintains a local copy of
a portion of data contained on the storage device
to allow fast-�read access to the portion of data.

26. Apparatus according to any of claims 1 through 4,
further characterized in that the combination of net-
work subsystem and the service subsystem in-
cludes:�

a service receive block, coupled to a storage
arrangement, that processes a storage access
request, generates where necessary an access
to the storage arrangement, and causes the
generation of a response;
a file table cache, coupled to the receive block,
that stores a table defining the physical location
of files in the storage arrangement; and
a service transmit block, coupled to the service
receive block, for transmitting the response;

wherein at least one of the service receive block and
the service transmit block includes dedicated hard-
ware that operates outside the immediate control of
a set of stored instructions.

27. Apparatus according to claim 26, further character-
ized by: �

response information memory, coupled to each
of the service receive block and the service
transmit block, which memory stores informa-
tion present in a header associated the request,
which information is used by the service transmit
block in constructing the response.

28. Apparatus according to any of claims 1 through 4,
further characterized in that: �

storage access requests are received from mul-
tiple clients; and
testing for receipt of a storage access request
and testing for completion of access to storage
are performed in a number of threads independ-

ent of the number of clients.

29. Apparatus according to claim 1, further character-
ized by: �

a first plurality of network subsystems for receiv-
ing and transmitting network service requests
using the network protocol;
a second plurality of service subsystems, for sat-
isfying the network service requests;

wherein network subsystems and the service sub-
systems are interconnected by a dedicated fast com-
munication interface over which at least one of the
network service requests is forwarded to at least one
of the plurality of service subsystems, and wherein
to at least one of the network subsystems and the
service subsystems includes dedicated hardware
that operates outside the immediate control of a set
of stored instructions, the dedicated hardware in-
cluding the said specialized circuitry.

30. Apparatus according to claim 29, further character-
ized in that the first plurality of service subsystem
includes:�

first plurality of service modules that receive net-
work service requests and fulfill such service re-
quests and in doing so may issue data storage
access requests;
a second plurality of file system modules that
receive data storage access requests and fulfill
such storage access requests and in doing so
may issue storage arrangement access re-
quests;

wherein at least one of the service modules and the
file system modules includes dedicated hardware
that operates outside the immediate control of a set
of stored instructions.

31. Apparatus according to claim 30, further character-
ized by: �

a third plurality of storage modules that receive
storage arrangement access requests controls
the storage arrangement to fulfill such storage
arrangement access requests;

wherein at least one of the storage modules includes
dedicated hardware that operates outside the imme-
diate control of a set of stored instructions; and
a second interconnect coupling each of the file sys-
tem modules to each of the storage modules.

32. Apparatus according to any of claims 1 through 4,
further characterized in that the network subsys-
tem and the service subsystem are interconnected
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by a dedicated fast communication interface over
which at least one of a first predetermined set of serv-
ice requests to the service subsystem.

33. Apparatus according to any of claims 1 through 4,
further characterized in that the service subsystem
satisfies a predetermined set of the network service
requests.

Patentansprüche

1. Vorrichtung zum Behandeln von Dienstanforderun-
gen über ein Netzwerk, wobei das Netzwerk ein Pro-
tokoll des folgenden Typs aufweist: �

ein Netzwerksubsystem (21) zum Empfangen
und Senden von Netzwerkdienstanforderun-
gen, welche das Netzwerkprotokoll benutzen;
und
ein Dienstsubsystem (22), welches an das Netz-
werksubsystem gekoppelt ist, um den Netz-
werkdienstanforderungen zu genügen;

dadurch gekennzeichnet, dass: �

das Netzwerksubsystem und das Dienstsubsy-
stem miteinander über eine dedizierte schnelle
Kommunikationsschnittstelle verbunden sind,
über welche Netzwerkdienstanforderungen und
die entsprechenden Netzwerkdienstrückant-
worten zwischen dem Netzwerksubsystem und
dem Dienstsubsystem weitergeleitet werden,

wobei zumindest das
Netzwerksubsystem oder das Dienstsubsystem ei-
ne dedizierte Hardware zur Kommunikation mit ei-
nem Host-�Systemprozessor (611) über einen ge-
trennten Kommunikationsbus (109, 613) aufweist,
wobei die dedizierte Hardware nicht unter der unmit-
telbaren Steuerung des Prozessors arbeitet und ei-
ne spezielle Schaltung enthält, um zumindest das
Weiterleiten der Netzwerkdienstanforderungen oder
das Weiterleiten der entsprechenden Netzwerkdien-
strückantworten zwischen dem Netzwerk- und dem
Dienstsubsystem über die dedizierte schnelle Kom-
munikationsschnittstelle durchzuführen.

2. Vorrichtung nach Anspruch 1, welche ferner da-
durch gekennzeichnet ist, dass sowohl das Netz-
werksubsystem (21) als auch das Dienstsubsystem
(22) eine dedizierte Hardware beinhalten, welche
nicht unter der unmittelbaren Steuerung eines Sat-
zes von gespeicherten Instruktionen arbeitet,�
wobei die dedizierte Hardware die spezielle Schal-
tung beinhaltet.

3. Vorrichtung nach Anspruch 1, welche ferner da-

durch gekennzeichnet ist, dass das Netzwerk-
subsystem (21) eine dedizierte Hardware beinhaltet,
welche nicht unter der unmittelbaren Steuerung ei-
nes Satzes von gespeicherten Instruktionen arbei-
tet, wobei die dedizierte Hardware die spezielle
Schaltung beinhaltet.

4. Vorrichtung nach Anspruch 1, welche ferner da-
durch gekennzeichnet ist, dass das Dienstsubsy-
stem (22) eine dedizierte Hardware beinhaltet, wel-
che nicht unter der unmittelbaren Steuerung eines
Satzes von gespeicherten Instruktionen arbeitet,
wobei die dedizierte Hardware die spezielle Schal-
tung beinhaltet.

5. Vorrichtung nach einem der Ansprüche 1 bis 4, wel-
che ferner dadurch gekennzeichnet ist, dass die
Dienstanforderungen das Lesen oder das Schreiben
von Daten eines elektronischen Langzeitspeichers
beinhalten.

6. Vorrichtung nach Anspruch 5, welche ferner da-
durch gekennzeichnet ist, dass der Langzeitspei-
cher wenigstens:�

einen lokalen Diskspeicher aufweist, auf wel-
chen durch einen lokalen Computer, jedoch
nicht über irgendwelche anderen Computer auf
das Netzwerk zugegriffen werden kann.

7. Vorrichtung nach Anspruch 5, welche ferner da-
durch gekennzeichnet ist, dass die Langzeitspei-
cherung mit:�

dem Bereitstellen eines E-�Mail-�Dienstes über
das Netzwerks und
dem Bereitstellen eines Zugriffs auf Webseiten
über das Netzwerk verbunden ist.

8. Vorrichtung nach Anspruch 2 oder 4, welche ferner
dadurch gekennzeichnet ist, dass:�

die Dienstanforderungen das Zugreifen auf Da-
ten in einem Speichersystem beinhalten kön-
nen, und
das Dienstsubsystem auch ein Modul beinhal-
tet, um das Speichern der Daten in dem Spei-
chersystem zu verwalten,

wobei das Modul dedizierte Hardware beinhaltet,
welche nicht unter der unmittelbaren Steuerung ei-
nes Satzes von gespeicherten Instruktionen arbei-
tet.

9. Vorrichtung nach Anspruch 8, wobei eine derartige
Vorrichtung ein
File- �Server ist, welches ferner dadurch gekenn-
zeichnet ist, dass die Daten in dem Speichersy-
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stem in Files angeordnet sind, wobei die Dienstan-
forderungen Anforderungen nach Files in dem Spei-
chersystem beinhalten können und das Dienstsub-
system auch ein Modul enthält, um ein File-�System,
welches zu dem Speichersystem gehört, zu steuern,
wobei das Modul eine dedizierte Hardware beinhal-
tet, welche nicht unter der unmittelbaren Steuerung
eines Satzes von gespeicherten Instruktionen arbei-
tet.

10. Vorrichtung nach Anspruch 8, welches ferner da-
durch gekennzeichnet ist, dass das Protokoll ein
File-�System- �Protokoll beinhaltet und dass das File-
System- �Protokoll Operationen definiert, welche das
Lesen von Files und das Schreiben von Files bein-
halten.

11. Vorrichtung nach Anspruch 8, wobei eine derartige
Vorrichtung ein Web-�Server ist und die ferner da-
durch gekennzeichnet ist, dass die Daten in dem
Speichersystem Webseiten beinhalten können und
dass die Dienstanforderungen Anforderungen nach
Webseiten in dem Speichersystem betreffen kön-
nen.

12. Vorrichtung nach einem der Ansprüche 8 bis 9, wel-
che ferner dadurch gekennzeichnet ist, dass das
Speichersystem ein Speicherprotokoll besitzt und
das Dienstsubsystem ein Modul beinhaltet, um die
Schnittstelle zu dem Speichersystem zu bilden, wo-
bei das Modul eine dedizierte Hardware beinhaltet,
welche nicht unter der unmittelbaren Steuerung ei-
nes Satzes von gespeicherten Instruktionen arbei-
tet.

13. Vorrichtung nach einem der Ansprüche 2 oder 3,
welche ferner dadurch gekennzeichnet ist, dass
das Netzwerksubsystem aufweist: �

einen Empfänger, welcher verkapselte Daten
von dem Netzwerk empfängt und derartige Da-
ten entsprechend dem Protokoll entkapselt; und
einen Sender, welcher Daten entsprechend
dem Protokoll verkapselt und die verkapselten
Daten über das Netzwerk sendet;

wobei zumindest der Empfänger oder der Sender
dedizierte Hardware beinhaltet, welche nicht unter
der unmittelbaren Steuerung eines Satzes von ge-
speicherten Instruktionen arbeitet.

14. Vorrichtung nach einem der Ansprüche 2 oder 3,
welche ferner dadurch gekennzeichnet ist, dass
das Dienstsubsystem aufweist:�

ein Dienstmodul, welches Netzwerkdienstanfor-
derungen empfängt und derartige Dienstanfor-
derungen ausführt und

bei diesem Vorgehen Datenspeicherzugriffsan-
forderungen ausgeben kann;
ein File- �System- �Modul, welches an das Dienst-
modul gekoppelt ist, welches Datenspeicherzu-
griffsanforderungen von dem Dienstmodul emp-
fängt und derartige Speicherzugriffsanforderun-
gen ausführt und bei diesem Vorgehen Spei-
cheranordnungs-�Zugriffsanordnungen ausge-
ben kann; ein Speichermodul, welches an das
File-�System- �Modul gekoppelt ist, welches Spei-
cheranordnungs-�Zugriffsanforderungen von
dem File-�System-�Modul empfängt und die Spei-
cheranordnung steuert, um derartige Speicher-
anordnungs-�Zugriffsan-�ordnungen auszufüh-
ren;

wobei wenigstens eines der Module eine dedizierte
Hardware beinhaltet, welche nicht unter der unmit-
telbaren Steuerung eines Satzes von gespeicherten
Instruktionen arbeitet.

15. Vorrichtung nach Anspruch 14, welche ferner da-
durch gekennzeichnet ist, dass das Dienstmodul
aufweist:�

eine Empfangssteuerungsmaschine, welche
Netzwerkdienstanforderungen empfängt, wel-
che bestimmt, ob derartige Anforderungen ge-
eignet sind, und wenn dem so ist, antwortet, ob
Information verfügbar ist, und im anderen Falle
eine Datenspeicherzugriffsanforderung aus-
gibt, und eine Sendesteuermaschine, welche
Netzwerkdienstrückantworten basierend auf In-
struktionen von der Empfangssteuermaschine
erzeugt und im Falle, dass es eine Datenspei-
cherzugriffsrückantwort auf die Datenspeicher-
zugriffsanforderung gibt, die Datenspeicherzu-
griffsrückantwort bearbeitet;

wobei wenigstens eine der Maschinen eine dedizier-
te Hardware beinhaltet, welche nicht unter der un-
mittelbaren Steuerung eines Satzes von gespeicher-
ten Instruktionen arbeitet.

16. Vorrichtung nach einem der Ansprüche 1 bis 4, wel-
che ferner dadurch gekennzeichnet, dass Hard-
ware, die zu einem in Hardware implementierten
Dienstsubsystem gehört, direkt in das Motherboard
bzw. die Hauptplatine eines Computers integriert ist.

17. Vorrichtung nach einem der Ansprüche 1 bis 4, wel-
che ferner dadurch gekennzeichnet ist, dass
Hardware, die zu einem in Hardware implementier-
ten Dienstuntersystem gehört, in eine Adapterkarte
integriert ist, welche in einen Computer gesteckt wer-
den kann.

18. Vorrichtung nach einem der Ansprüche 1 bis 4, wel-
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che ferner dadurch gekennzeichnet ist, dass die
Netzwerkdienstanforderungen wenigstens eine von
folgenden beinhalten:�

CIFS-�Anforderungen;
SMB-�Anforderungen;
HTTP-�Anforderungen;
NFS-�Anforderungen;
FTP-�Anforderungen; und
SMTP-�Anforderungen.

19. Vorrichtung nach Anspruch 14, welche ferner da-
durch gekennzeichnet ist, dass das Dienstmodul
aufweist:�

eine Authentisierungsmaschine, welche be-
stimmt, ob eine von einem Empfänger empfan-
gene Netzwerkanforderung von einer Quelle
ausgegeben wurde, welche die Berechtigung
besitzt, die Anforderung auszugeben.

20. Vorrichtung nach Anspruch 19, welche ferner da-
durch gekennzeichnet ist, dass die Authentisie-
rungsmaschine bestimmt, ob eine, von einem Emp-
fänger empfangene Netzwerkanforderung von einer
Quelle ausgegeben wurde, welche die Berechtigung
besitzt, die angeforderte Operation durchzuführen.

21. Vorrichtung nach Anspruch 14, welche ferner da-
durch gekennzeichnet ist, dass das File-�System-
Modul aufweist:�

einen Empfänger, welcher derartige Datenspei-
cherzugriffsanforderungen empfängt und
interpretiert und bei diesem Vorgehen Speicher-
gerät-�Zugriffsanforderungen ausgeben darf;
einen Sender, welcher an den Empfänger ge-
koppelt ist, welcher Datenspeicherzugriffsrück-
antworten erzeugt und
ausgibt, wobei derartige Rückantworten beim
Eignung Information beinhalten, die auf Rück-
antworten auf die Speichergerät-�Zugriffsanfor-
derungen basieren;

wobei zumindest der Empfänger oder der Sender,
eine dedizierte Hardware beinhaltet, welche nicht
unter der unmittelbaren Steuerung eines Satzes von
gespeicherten Instruktionen arbeitet.

22. Vorrichtung nach Anspruch 21, welche ferner da-
durch gekennzeichnet ist, dass die Speicherge-
rät-�Zugriffsanforderungen konsistent mit dem Proto-
koll sind, welches von einer Speichereinrichtung be-
nutzt wird, an welche das Modul gekoppelt sein
kann.

23. Vorrichtung nach Anspruch 22, welche ferner da-
durch gekennzeichnet ist, dass das durch die

Speichereinrichtung benutzte Protokoll wenigstens
eines von folgenden ist:�

NTFS;
HPFS;
FAT;
FAT16; und
FAT32.

24. Vorrichtung nach Anspruch 14, welche ferner da-
durch gekennzeichnet ist, dass das Speichermo-
dul aufweist:�

eine Speichereinrichtungs-�Anforderungsschnitt-
stelle, welche Speichereinrichtungs-�Zugriffsan-
forderungen von einer Anforderungsquelle emp-
fängt und sie in ein Format umsetzt, welches für
ein Speichereinrichtungs-�Steuerglied geeignet
ist; und
eine Speichereinrichtungs-�Bestätigungsschnitt-
stelle, welche die Rückantworten von dem Spei-
chereinrichtungssteuerglied nimmt und derarti-
ge Rückantworten in ein Format umsetzt, wel-
ches für die Anforderungsquelle geeignet ist; wo-
bei zumindest die Speichereinrichtungs-�Anfor-
derungsschnittstelle oder die Speichereinrich-
tungs-�Bestätigungsschnittstelle eine dedizierte
Hardware beinhaltet, welche nicht unter der un-
mittelbaren Steuerung eines Satzes von gespei-
cherten Instruktionen arbeitet.

25. Vorrichtung nach Anspruch 24, welche ferner da-
durch gekennzeichnet ist, dass das Speichermo-
dul aufweist:�

ein Cache-�Steuerung, welche eine lokale Kopie
eines Teils der Daten hält, welche in der Spei-
chereinrichtung enthalten sind, um einen
schnellen Lesezugriff auf den Teil der Daten zu
gestatten.

26. Vorrichtung nach einem der Ansprüche 1 bis 4, wel-
che ferner dadurch gekennzeichnet ist, dass die
Kombination des Netzwerksubsystems und des
Dienstsubsystems aufweist: �

einen Dienstempfangsblock, welcher an eine
Speicheranordnung gekoppelt ist, welcher eine
Speicherzugriffsanforderung bearbeitet, wel-
cher, wenn nötig, einen Zugriff auf die Speicher-
anordnung erzeugt, und das Erzeugen einer
Rückantwort auslöst;
einen File-�Tabellen-�Cache, welcher an den
Empfangsblock gekoppelt ist, welcher eine Ta-
belle speichert, welche den physikalischen Ort
der Files in der Speicheranordnung definiert;
und
einen Dienstübertragungsblock, welcher an den
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Dienstempfangsblock gekoppelt ist, um die
Rückantwort zu übertragen;

wobei zumindest der Dienstempfangsblock oder der
Dienstsendeblock eine dedizierte Hardware.auf-
weist, welche nicht unter der unmittelbaren Steue-
rung eines Satzes von gespeicherten Instruktionen
arbeitet.

27. Vorrichtung nach Anspruch 26, welche ferner ge-
kennzeichnet ist durch: �

einen Rückantwort-�Informationsspeicher, wel-
cher an jeden Dienstempfangsblock und Dienst-
sendeblock gekoppelt ist,

wobei der Speicher Information speichert, welche in
einem Nachrichtenkopf zusammen mit der Anforde-
rung vorhanden ist, wobei die Information durch den
Dienstsendeblock zum Erzeugen der Rückantwort
benutzt wird.

28. Vorrichtung nach einem der Ansprüche 1 bis 4, wel-
che ferner dadurch gekennzeichnet ist, dass:�

Speicherzugriffsanforderungen von vielen Cli-
ent-�Rechnern empfangen werden; und
das Prüfen für den Empfang einer Speicherzu-
griffsanforderung und das Prüfen für das Aus-
führen des Zugriffs auf Speicher in einer Anzahl
von Teilprozessen bzw. Threads, unabhängig
von der Anzahl von Client- �Rechnern durchge-
führt wird.

29. Vorrichtung nach Anspruch 1, welche ferner ge-
kennzeichnet ist durch: �

eine erste Vielzahl von Netzwerksubsystemen,
um Netzwerkdienstanforderungen unter Benut-
zung des Netzwerkprotokolls zu empfangen und
zu senden;
eine zweite Vielzahl von Dienstsubsystemen,
um dem Netzwerkdienstanforderungen zu ge-
nügen;

wobei die Netzwerksubsysteme und die Dienstsub-
systeme über eine dedizierte schnelle Kommunika-
tionsschnittstelle verbunden sind, über die minde-
stens eine der Netzwerkdienstanforderungen zu
mindestens einem der Dienstsubsysteme weiterge-
leitet wird, und wobei
wenigstens eines der Netzwerksubsysteme und der
Dienstsubsysteme eine dedizierte Hardware auf-
weist, welche nicht unter der unmittelbaren Steue-
rung eines Satzes von gespeicherten Instruktionen
arbeitet, wobei die dedizierte Hardware die spezielle
Schaltung beinhaltet.

30. Vorrichtung nach Anspruch 29, welche ferner da-
durch gekennzeichnet ist, dass die erste Vielzahl
der Dienstsubsysteme aufweist:�

eine erste Vielzahl von Dienstmodulen, welche
Netzwerkdienstanforderungen empfängt und
derartige Dienstanforderungen ausführt und bei
diesem Vorgehen Datenspeicherzugriffsanfor-
derungen ausgeben kann;
eine zweite Vielzahl von File-�System-�Modulen,
welche Datenspeicherzugriffsanforderungen
empfängt und derartige Speicherzugriffsanfor-
derungen ausführt und bei diesem Vorgehen
Speicherzugriffsanforderungen ausgeben kann;

wobei zumindest eines der Dienstmodule und der
File- �System-�Module eine dedizierte Hardware be-
inhaltet, welche nicht unter der unmittelbaren Steue-
rung eines Satzes von gespeicherten Instruktionen
arbeitet.

31. Vorrichtung nach Anspruch 30, welche ferner ge-
kennzeichnet ist durch: �

eine dritte Vielzahl von Speichermodulen, wel-
che Speicheranordnungs-�Zugriffsanforderun-
gen empfängt und die Speicheranordnung steu-
ert, um derartige Speicheranordnungs-�Zugriffs-
anforderungen auszuführen;

wobei wenigstens eines der Speichermodule eine
dedizierte Hardware aufweist, welche nicht unter der
unmittelbaren Steuerung eines Satzes von gespei-
cherten Instruktionen arbeitet; und
eine zweite Zwischenverbindung, die jedes der File-
System- �Module mit jedem der Speichermodule kop-
pelt.

32. Vorrichtung nach einem der Ansprüche 1 bis 4, wel-
che ferner dadurch gekennzeichnet ist, dass das
Netzwerksubsystem und das Dienstsubsystem über
eine dedizierte schnelle Kommunikationsschnittstel-
le verbunden sind, über welche wenigstens eine aus
einem vorher festgelegten Satz von Dienstanforde-
rungen an das Dienstuntersystem angefordert wird.

33. Vorrichtung nach einem der Ansprüche 1 bis 4, wel-
che ferner dadurch gekennzeichnet ist, dass das
Dienstsubsystem einem vorher festgelegten Satz
von Netzwerkdienstanforderungen genügt.

Revendications

1. Dispositif pour gérer les requêtes de services sur un
réseau, dans lequel le réseau utilise un protocole,
d’un type comprenant :�
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un sous- �système réseau (21) pour recevoir et
transmettre les requêtes de services réseau en
utilisant le protocole de réseau ;
et
un sous- �système de services (22), relié au sous-
système réseau, pour satisfaire les requêtes de
services réseau ;

caractérisé par le fait que : �

le sous- �système réseau et le sous-�système de
services sont interconnectés par une interface
de communication rapide dédiée à travers la-
quelle les requêtes de services réseau et les
réponses de services réseau correspondantes
sont transmises entre le sous-�système réseau
et le sous-�système de services,
et
au moins un, du sous-�système réseau et du
sous- �système de services, comprend un maté-
riel dédié en communication avec un processeur
système hôte (611) via un bus de communica-
tion séparé (109, 613), le matériel dédié fonc-
tionnant en dehors du contrôle immédiat du pro-
cesseur et comprenant une circuiterie spéciali-
sée pour au moins une, de la gestion de la trans-
mission des requêtes de services réseau et de
la gestion de la transmission des réponses de
services réseau correspondantes entre le ré-
seau et le sous-�système de services via l’inter-
face de communication rapide dédiée.

2. Dispositif selon la revendication 1, caractérisé en
outre par le fait qu’ à la fois le sous-�système réseau
(21) et le sous- �système de services (22) compren-
nent un matériel dédié qui fonctionne en dehors du
contrôle immédiat d’un ensemble d’instructions stoc-
kées, le matériel dédié comprenant ladite circuiterie
spécialisée.

3. Dispositif selon la revendication 1, caractérisé en
outre par le fait que  le sous- �système réseau (21)
comprend un matériel dédié qui fonctionne en de-
hors du contrôle immédiat d’un ensemble d’instruc-
tions stockées, le matériel dédié comprenant ladite
circuiterie spécialisée.

4. Dispositif selon la revendication 1, caractérisé en
outre par le fait que  le sous- �système de services
(22) comprend un matériel dédié qui fonctionne en
dehors du contrôle immédiat d’un ensemble d’ins-
tructions stockées, le matériel dédié comprenant la-
dite circuiterie spécialisée.

5. Dispositif selon l’une quelconque des revendications
1 à 4, caractérisé en outre par le fait que  les re-
quêtes de services comprennent au moins une, de
la lecture et de l’écriture de données, dans un stoc-

kage électronique à long terme.

6. Dispositif selon la revendication 5, caractérisé en
outre par le fait que  le stockage à long terme est
au moins l’un de : �

un stockage sur disque local qui est accessible
à un ordinateur local, mais non à un quelconque
des autres ordinateurs sur le réseau.

7. Dispositif selon la revendication 5, caractérisé en
outre par le fait que  le stockage à long terme est
associé à au moins une de : �

la fourniture d’un services de courrier électroni-
que sur le réseau ; et
la fourniture d’un accès à des pages web sur le
réseau.

8. Dispositif selon l’une des revendications 2 ou 4, ca-
ractérisé en outre par le fait que : �

les requêtes de services peuvent comprendre
l’accès à des données dans un système de stoc-
kage, et
le sous-�système de services comprend égale-
ment un module pour gérer le stockage des don-
nées dans le système de stockage, le module
comprenant un matériel dédié qui fonctionne en
dehors du contrôle immédiat d’un ensemble
d’instructions stockées.

9. Dispositif selon la revendication 8, ledit dispositif
étant un serveur de fichiers, caractérisé en outre
par le fait que  les données dans le système de stoc-
kage sont agencées comme des fichiers, que les
requêtes de services peuvent comprendre des re-
quêtes pour des fichiers dans le système de stocka-
ge, et que le sous-�système de services comprend
aussi un module pour gérer un système de fichiers
associé au système de stockage, le module com-
prenant un matériel dédié qui fonctionne en dehors
du contrôle immédiat d’un ensemble d’instructions
stockées.

10. Dispositif selon la revendication 8, caractérisé en
outre par le fait que  le protocole comprend un pro-
tocole de système de fichiers, et que le protocole de
système de fichiers définit des opérations compre-
nant la lecture d’un fichier et l’écriture d’un fichier.

11. Dispositif selon la revendication 8, ledit dispositif
étant un serveur web, caractérisé en outre par le
fait que  les données dans le système de stockage
peuvent comprendre des pages web, et que les re-
quêtes de services peuvent comprendre des requê-
tes pour des pages web dans le système de stocka-
ge.
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12. Dispositif selon l’une des revendications 8 à 9, ca-
ractérisé en outre par le fait que  le système de
stockage comporte un protocole de stockage, et que
le sous- �système de services comprend un module
pour s’interfacer avec le système de stockage, le
module comprenant un matériel dédié qui fonctionne
en dehors du contrôle immédiat d’un ensemble d’ins-
tructions stockées.

13. Dispositif selon l’une des revendications 2 ou 3, ca-
ractérisé en outre par le fait que  le sous- �système
réseau comprend :�

un récepteur qui reçoit des données encapsu-
lées depuis le réseau, et qui désencapsule ces
données en fonction du protocole ; et
un transmetteur qui encapsule les données en
fonction du protocole, et qui transmet les don-
nées encapsulées sur le réseau ;

dans lequel au moins l’un du récepteur et du trans-
metteur comprend un matériel dédié qui fonctionne
en dehors du contrôle immédiat d’un ensemble d’ins-
tructions stockées.

14. Dispositif selon l’une des revendications 2 ou 4, ca-
ractérisé en outre par le fait que  le sous- �système
de services comprend :�

un module de services qui reçoit des requêtes
de services réseau et qui répond à ces requêtes
de services, et qui ce faisant, peut émettre des
requêtes d’accès au stockage de données ;
un module de système de fichiers, relié module
de services, qui reçoit les requêtes d’accès au
stockage de données provenant du module de
services et qui répond à ces requêtes d’accès
au stockage, et qui ce faisant, peut émettre des
requêtes d’accès à l’appareil de stockage ;
un module de stockage, relié au module de sys-
tème de fichiers, qui reçoit des requêtes d’accès
à l’appareil de stockage depuis le module de
système de fichiers et qui contrôle l’appareil de
stockage pour répondre à ces requêtes d’accès
à l’appareil de stockage ;

dans lequel au moins l’un des modules comprend
un matériel spécialisé qui fonctionne en dehors du
contrôle immédiat d’un ensemble d’instructions stoc-
kées.

15. Dispositif selon la revendication 14, caractérisé en
outre par le fait que  le module de services
comprend : �

un moteur de contrôle de réception qui reçoit les
requêtes de services réseau, détermine si ces
requêtes sont appropriées, et le cas échéant,

répond si l’information est disponible, et sinon,
émet une requête d’accès au stockage de
données ; et
un moteur de contrôle de transmission qui gé-
nère les réponses des services réseau sur la
base d’instructions provenant du moteur de con-
trôle de réception, et qui, dans le cas où il y a
une réponse d’accès au stockage de données
pour la requête d’accès au stockage de don-
nées, traite la réponse d’accès au stockage de
données ;

dans lequel au moins un des moteurs comprend un
matériel dédié qui fonctionne en dehors du contrôle
immédiat d’un ensemble d’instructions stockées.

16. Dispositif selon l’une quelconque des revendications
1 à 4, caractérisé en outre par le fait que  le ma-
tériel associé à un sous-�système de services réalisé
de façon matérielle est intégré directement dans la
carte mère d’un ordinateur.

17. Dispositif selon l’une quelconque des revendications
1 à 4, caractérisé en outre par le fait que  le ma-
tériel associé à un sous-�système de services réalisé
de façon matérielle est intégré dans une carte adap-
tatrice qui peut être enfichée dans un ordinateur.

18. Dispositif selon l’une quelconque des revendications
1 à 4, caractérisé en outre par le fait que  les re-
quêtes de services réseau sont constituées d’au
moins une parmi :�

des requêtes CIFS ;
des requêtes SMB ;
des requêtes HTTP ;
des requêtes NFS ;
des requêtes FTP ; et
des requêtes SMTP.

19. Dispositif selon la revendication 14, caractérisé en
outre par le fait que  le module de services
comprend : �

un moteur d’authentification qui détermine si
une requête réseau reçue par le récepteur a été
émise par une source ayant autorité pour émet-
tre la requête.

20. Dispositif selon la revendication 19, caractérisé en
outre par le fait que  le moteur d’authentification
détermine si une requête réseau reçue par le récep-
teur a été émise par une source ayant autorité pour
effectuer l’opération demandée.

21. Dispositif selon la revendication 14, caractérisé en
outre par le fait que  le module de système de fi-
chiers comprend : �
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un récepteur qui reçoit et interprète ces requêtes
d’accès au stockage de données, et qui, ce fai-
sant, peut émettre des requêtes d’accès au pé-
riphérique de stockage ;
un transmetteur, relié au récepteur, qui construit
et émet des réponses d’accès au stockage de
données, dans lequel ces réponse comprennent
des informations, lorsque cela est approprié, ba-
sées sur les réponses aux requêtes d’accès au
périphérique de stockage ;

dans lequel au moins un, du récepteur et du trans-
metteur, comprend un matériel dédié qui fonctionne
en dehors du contrôle immédiat d’un ensemble d’ins-
tructions stockées.

22. Dispositif selon la revendication 21, caractérisé en
outre par le fait que  les requêtes d’accès au péri-
phérique de stockage sont cohérentes avec le pro-
tocole utilisé par un périphérique de stockage auquel
le module peut être relié.

23. Dispositif selon la revendication 22, caractérisée en
outre par le fait que  le protocole utilisé par le dis-
positif de stockage est au moins un parmi :�

NTFS ;
HPFS ;
FAT ;
FAT16 ; et
FAT32.

24. Dispositif selon la revendication 14, caractérisé en
outre par le fait que  le module de stockage
comprend : �

une interface de requête au périphérique de
stockage qui reçoit les requêtes d’accès au pé-
riphérique de stockage provenant d’une source
de requêtes, et qui les traduit dans un format
adapté au contrôleur du périphérique de
stockage ; et
une interface d’accusé de réception de périphé-
rique de stockage qui prend les réponses pro-
venant du contrôleur de périphérique de stoc-
kage, et qui traduit ces réponses dans un format
adapté à la source de requête ;

dans lequel au moins une, de l’interface de requête
de périphérique de stockage et de l’interface d’ac-
cusé de réception de périphérique de stockage,
comprend un matériel dédié qui fonctionne en de-
hors du contrôle immédiat d’un ensemble d’instruc-
tions stockées.

25. Dispositif selon la revendication 24, caractérisé en
outre par le fait que  le module de stockage
comprend : �

un contrôleur de cache qui maintient une copie
locale d’une partie des données contenues dans
le périphérique de stockage, pour permettre un
accès en lecture rapide à ladite partie de don-
nées.

26. Dispositif selon l’une quelconque des revendications
1 à 4, caractérisé en outre par le fait que  la com-
binaison du sous-�système réseau et du sous-�systè-
me de services comprend :�

un bloc de réception de services, relié à un ap-
pareil de stockage, qui traite une requête d’ac-
cès de stockage, génère, lorsque cela est né-
cessaire, un accès à l’appareil de stockage, et
provoque la génération d’une réponse ;
un cache de table de fichiers, relié au bloc de
réception, qui stocke une table définissant l’em-
placement physique des fichiers dans l’appareil
de stockage ; et
un bloc de transmission de services, relié au
bloc de réception de services, pour transmettre
la réponse ;

dans lequel au moins un, du bloc de réception de
services et du bloc de transmission de services,
comprend un matériel dédié qui fonctionne en de-
hors du contrôle immédiat d’un ensemble d’instruc-
tions stockées.

27. Dispositif selon la revendication 26, caractérisé en
outre par : �

une mémoire d’informations de réponse, reliée
à la fois au bloc de réception de services et au
bloc de transmission de services, laquelle mé-
moire stocke des informations présentes dans
un en-�tête associé à la requête, lesquelles in-
formations sont utilisées par le bloc de transmis-
sion de services lors de la construction de la
réponse.

28. Dispositif selon l’une quelconque des revendications
1 à 4, caractérisé en outre par le fait que : �

des requêtes d’accès de stockage sont reçues
depuis des clients multiples ; et
le test de la réception d’une requête d’accès au
stockage et le test d’achèvement de l’accès au
stockage sont effectués à l’aide d’un nombre de
processus légers indépendant du nombre de
clients.

29. Dispositif selon la revendication 1, caractérisé en
outre par : �

une première pluralité de sous-�systèmes réseau
pour la réception et la transmission des requêtes
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de services réseau en utilisant ledit protocole de
réseau ;
une seconde pluralité de sous-�systèmes de ser-
vices, pour satisfaire les requêtes de services
réseau ;

dans lequel les sous- �systèmes réseau et les sous-
systèmes de services sont interconnectés par une
interface de communication rapide dédiée à travers
laquelle au moins une des requêtes de services ré-
seau est transmise à au moins un de la pluralité de
sous-�systèmes de services, et dans lequel
au moins un des sous-�systèmes réseau et des sous-
systèmes de services comprend un matériel dédié
qui fonctionne en dehors du contrôle immédiat d’un
ensemble d’instructions stockées, le matériel dédié
comprenant ladite circuiterie spécialisée.

30. Dispositif selon la revendication 29, caractérisé en
outre par le fait que  la première pluralité de sous-
systèmes de services comprend :�

une première pluralité de modules de services
qui reçoivent les requêtes de services réseau et
répondent à ces requêtes de services, et qui, ce
faisant, peuvent émettre des requêtes d’accès
au stockage de données ;
une seconde pluralité de modules de système
de fichiers qui reçoivent les requêtes d’accès au
stockage de données et répondent à ces requê-
tes d’accès au stockage, et qui, ce faisant, peu-
vent émettre des requêtes d’accès à l’appareil
de stockage ;

dans lequel au moins un des modules de services
et des modules de système de fichiers comprend un
matériel dédié qui fonctionne en dehors du contrôle
immédiat d’un ensemble d’instructions stockées.

31. Dispositif selon la revendication 30, caractérisé en
outre par : �

une troisième pluralité de modules de stockage
qui reçoivent les requêtes d’accès à l’appareil
de stockage, et qui contrôlent l’appareil de stoc-
kage pour répondre à ces requêtes d’accès à
l’appareil de stockage ;

dans lequel au moins un des modules de stockage
comprend un matériel dédié qui fonctionne en de-
hors du contrôle immédiat d’un ensemble d’instruc-
tions stockées ; et
une seconde interconnexion reliant chacun des mo-
dules de système de fichiers à chacun des modules
de stockage.

32. Dispositif selon l’une quelconque des revendications
1 à 4, caractérisé en outre par le fait que  le sous-

système réseau et le sous-�système de services sont
interconnectés par une interface de communication
rapide dédiée, à travers laquelle au moins un d’un
premier ensemble prédéterminé de services effec-
tue des requêtes auprès du sous-�système de servi-
ces.

33. Dispositif selon l’une quelconque des revendications
1 à 4, caractérisé en outre par le fait que  le sous-
système de services satisfait un ensemble prédéter-
miné de requêtes de services réseaux.
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