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MESSAGE RECEIPT THROUGH FIREWALL

BACKGROUND

[0001] Various types of devices, communicating over different protocols, may be used in a
networked environment. A remote service may communicate with and monitor a networked
environment protected by a firewall through a specific set of communication protocols. in some
examples, a networked device may initiate communication with the remote service through a

firewall and forward received messages to other networked devices.
BRIEF DESCRIPTION OF THE DRAWINGS

[0002] The following detailed description references the drawings, wherein:

[0003] FIG. 1 is a block diagram of an example computing device to provide a device
management request from a remote management service to a networked device;

[0004] FIG. 2 is a block diagram of an example system to provide a device an unwrapped
device management request from a remote management service;

[0005] FIG. 3 is a flowchart of an example method for providing a device management request
to a networked device from a remote management service; and

[0006] FIG. 4 is a flowchart of an example method for providing a device management

response to a remote management service which may be incorporated into the flowchart of FIG. 3.
DETAILED DESCRIPTION

[0007] As used herein, a "device management request’ {or “management request”) is an
instruction (i.e., command) executable by a computing device to perform at least one function within
the computing device. A “computing device” or “device” may be a desktop computer, laptop (or
notebook} computer, workstation, tablet computer, mobile phone, smart device, server, blade
enclosure, imaging device, or any other processing device or equipment. An “imaging device” may
be a hardware device, such as a printer, multifunction printer (MFP), or any other device with
functionalities to physically produce representation(s) (e.g., text, images, models, etc.) on paper,
photopolymers, thermopolymers, plastics, composite, metal, wood, or the like. In some examples,
an MFP may be capable of performing a combination of multiple different functionalities such as, for
example, printing, photocopying, scanning, faxing, etc. For example, the function within an imaging

device may be to reboot the imaging device, troubleshoot the imaging device, upgrade firmware,



WO 2015/199737 PCT/US2014/044750

retrieve consumable level information, clone features, adjust security settings, perform a test, retrieve
a scan, execute a print request, clear an alert, etc.

[0008] A device management request may be a real time management request. As used
herein, a “real time” management request refers to a function of a message in which a response
to the message is requested from the destination device in real time. For example, a real time
management request may be understood to control an imaging device receiving the request to
receive data, process the data, and return the results of the process sufficiently quickly to affect
the imaging device at that time (e.g., in milliseconds).

[0009] In examples described herein, a “remote management service” may be a service
implemented by at least one device to generate and provide a device management request to a
computing device in a remote location (i.e., not directly connected to the remote management
service) protected by a firewall. A “firewall” may be a network sscurity system that controls
incoming and outgoing network fraffic based on an applied set of rules. All communications (e.g.,
data packets) which flow in and out of the network must pass through the firewall. The firewall
may selectively permit the communications to pass (e.g., based on protocols) from one network
to another to provide bidirectional security. A firewall may esiablish a barrier betwsean an internal
network and an external nebwork {(8.g., the internat).  The intemal network may include, for
example, a local area network (LAN), a wireless local area network (WLAN), a virtual private network
{(VPN), or the like, or a combination thereof. For example, given the variety of different functions
that may be desired, a remote management service may generate a management request to an
imaging device protected by a firewall to enter low power mode at a particular time. in such
examples, a responsive message from the imaging device may be sent tc the remote
management service to confirm the management request has been received or implemented,
and/or provide the results of the implementation of the management request, such as an error
message. As used herein a “device management response” may refer to a responsive message
from the computing device {o the remote management service.

[0010] A remote management service may manage a plurality of computing devices behind
a firewall. However, not all computing devices may be able to communicate through the firewall
with the remote management service. For example, some imaging devices may not be able to
communicate with an external network {(e.g., the Internet). In such examples, a secondary device
in the networked environment may be used to communicate with some imaging devices. The
secondary device may forward messages from the remote management service to the imaging
device. However, in order to forward messages via the secondary device, the secondary device

and the remote management service must establish a connection through the firewall. In order
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to establish this connection, secondary devices may request a connection to the remote
management service (e.g., to “poil” the remote management service). The remote management
service may respond to the connection request and establish a connection with the second device
through the firewall. Such a connection scheme may require sophisticated programming logic to
ensure a connection is established at the necessary time for device management. In some
examples, forwarding messages of different protocols to the appropriate device in the networked
environment may require large memory and/or processing allocation in the secondary device.
[0011] To address these issues, in the examples described herein, a remote management
service may establish a connection with a device protected by a firewall in a local network without
receiving a connection request from any device in the local network. In such examples, the device
in the local network may forward device management requests in real time from the remote
management service to the imaging device via the local network. In such examples, the device
management request may be a wrapped message and the device may unwrap or extract the
message and forward the extracted or unwrapped message to the local network. in this manner,
examples described herein may significantly simplify forwarding of device management requests
within the local network.

[0012] Referring now to the drawings, FIG. 1 is a block diagram of an example computing
device 100 to provide a first message 105 from a remote management service to a local network.
In the example of FIG. 1, computing device 100 includes a processing resource 110 and a machine-
readable storage medium 120 comprising {e.g., encoded with) instructions 122, 124, 126, 128, 130,
and 132 executable by processing resource 110. In some examples, storage medium 120 may
include additional instructions. In some examples, instructions 122, 124, 126, and 128, 130, 132,
and any other instructions described herein in relation to storage medium 120, may be stored on a
machine-readable storage medium remote from but accessible to computing device 100 and
processing resource 110 {e.g., via a computer network). In some examples, instructions 122, 124,
126, 128, 130, and 132 may be instructions of a computer program, computer application (“app”),
agent, or the like, of computing device 100. In other examples, the functionalities described herein
in relation to instructions 122, 124, 126, 128, 130, and 132 may be implemented as engines
comprising any combination of hardware and programming to implement the functionalities of the
engines, as described below.

[0013] in examples described herein, a processing resource may include, for example, one
processor or multiple processors included in a single computing device (as shown in FIG. 1) or
distributed across multiple computing devices. A “processor’ may be at least one of a central

processing unit (CPU), a semiconductor-based microprocessor, a graphics processing unit (GPU),
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a field-programmable gate array (FPGA) to retrieve and execute instructions, other electronic
circuitry suitable for the retrieval and execution of instructions stored on a machine-readable storage
medium, or a combination thereof. Processing resource 110 may fetch, decode, and execute
instructions stored on storage medium 120 to perform the functionalities described below. In other
examples, the functionalities of any of the instructions of storage medium 120 may be implemented
in the form of electronic circuitry, in the form of executable instructions encoded on a machine-
readable storage medium, or a combination thereof.

[0014] As used herein, a “machine-readable storage medium” may be any electronic,
magnetic, optical, or other physical storage apparatus to contain or store information such as
executable instructions, data, and the like. For example, any machine-readable storage medium
described herein may be any of Random Access Memory (RAM), volatile memory, non-volatile
memory, flash memory, a storage drive {e.g., a hard drive), a solid state drive, any type of storage
disc (e.g., a compact disc, a DVD, etc.), and the like, or a combination thereof. Further, any
machine-readable storage medium described herein may be non-transitory.

[0015] As used herein “local network” refers to a computing network protected by a
firewall in which devices may be connected {o each other. The devices may be connected to
each other through a wired connection (e.g., local area network (LAN), eic.) or a wireless
connection {e.g., wireless local area network (WLAN), Wi-Fi, Bluetooth, etc.).

[0016] In the example of FIG. 1, instructions 122 may passively acquire (i.e., receive) in
computing device 100 a first message 105 from a remote management service through a firewall
150. In such example, the computing device 100 may acquire the first message 105 without prior
communication with or "polling” of the remote management service for the first message. As used
herein “polling” or to “poll” refers to a transmission by a first device of a request for information
from a second device.

[0017] in the examples described herein, the first message 105 may be a real time
management request. The first message 105 may be a wrapped message of a first protocol. As
used herein a "wrapped” message refers to a message (e.g., computer instructions or commands)
of a first protocol which contains a message of a second protocol encapsulated or “tunneled”
therein. In some examples, the first protocol and the second protocol may be the same protocol.
[0018] in the examples described herein, the first protocol may be a protocol to traverse a
firewall. The first protocol may be an application layer protocol, such as a protocol for instant or
real time communication (“instant communication protocol”) or a protocol to establish persistent
connection (“persistent connection protocol”). For example, Extensible Messaging and Presence

Protocol (XMPP) is an instant communication protocol and a persistent communication protocol
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which may traverse firewalls. Through XMPP, a message may be sent in real time without
receiving a prior request for the message from a target device receiving the message (i.e., a
“push” transmission mechanism). In some examples, the first protocol may be long polling,
WebSocket, Microsoft Message Queuing (MSMQ), internet Message Access Protocot (IMAP],
Internet Relay Chat (IRC), Windows Messenger Service, Session Initiation Protocol (SIP),
Multipurpose Internet Mail Extensions (MIME), etc.

[0019] In instructions 124, the first message 105 may be unwrapped into a second message
107 of a second protocol in the computing device 100. As used herein, to “unwrap” refers to the
extraction of a message encapsulated in a wrapped message. The second protocol many be any
protocol which may be wrapped into a persistent connection protocol or an instant communication
protocol. In some examples, the second protocol may be an application protocol, such as a
protocol to request a response (“request-response protocol”), with flexible payload size. For
example, Hypertext Transfer Protocol (HTTP) is a request-response protocol which may be
wrapped or embedded into XMPP and has flexibility in the payload size. In some examples, the
second protocol may be File Transfer Protocol (FTP), Simple Mail Transfer Protocol (SMTP),
Bayeux protocol, etc. The second message may be a real time device management request.
[0020] In instructions 126, the second message 107 of the second protocol may be provided
to the computing device 100 for transmission to a destination of the second message 107. The
destination of the second message 107 may be determined based on an IP address. In some
examples, the second message 107 may be provided to an output communication port of
computing device 100 for transmission via a local network. As used herein, a “communication
port” may be a network interface device (e.g., interface card) to send and/or receive a message to a
local network. The computing device 100 may have communication ports {o transmit messages to
and/or receive messages from the local network. In some examples, the output communication
port may be an output communication port communicating via HTTP (*HTTP output
communication port”).

[0021] in the example of FIG. 1, the second message 107 may be a wrapped message
encapsulating a third message 109 of a third protocol. In some examples, the IP address of the
destination of the second message 107 may be an input communication port of the computing
device 100. If the IP address of the destination of the second message 107 is an input
communication port of the computing device 100, the computing device 100 may provide the
second message 107 to the input communication port without providing the second message 107
to the local network. In some examples, the input communication port may be an input

communication port communicating via HTTP ("HTTP input communication port”). In some
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examples, the HTTP output communication port and HTTP input communication port may be in
the same interface device.

[0022] in such examples, in instructions 128, the second message 107 may be received
{(i.e., passively acquired) by an input communication port of the computing device 100.

[0023] In instructions 130, the second message 107 may be unwrapped into a third
message 109 of a third protocol. The third message 109 may be a real time device management
request. In such examples, the third protocol may be a protocol to communicate with or manage
a computing device (“device management protocol”). For example, a device management
protocol may be XMPP, HTTP, Hypertext Transfer Protocol Secure (HTTPS), Simple Network
Management Protocol (SNMP), Simpie Object Access Protocol (SOAP), or any other protocol to
communicate with a computing device. In some examples, the firewall may not allow messages
of the third protocol to pass through the firewall. In an example, the third message 102 may be a
device management request of SNMP. in an example, the device management request may be to
alter a device setting of an imaging device (e.g., low power setting, double-sided printing setting,
color printing setting, etc.).

[0024] In instructions 132, the third message 109 of the third protocol may be provided to
the computing device 100 for transmission {o a destination of the third message 109. The
destination of the third message may be determined based on an IP address. The destination of
the third message may be a computing device. In some examples, the third message 109 may
be provided to an output communication port of computing device 100 for transmission via a local
network. For example, the third message 109 may be provided to an imaging device in the local
network which may communicate via SNMP.

[0025] In some examples, instructions 122, 124, 126, 128, 130, and 132 may be part of an
installation package that, when installed, may be executed by processing resource 110 to implement
the functionalities described herein in relation to instructions 122, 124, 126, 128, 130, and 132. In
such examples, storage medium 120 may be a portable medium, such as a CD, DVD, flash drive,
or a memory maintained by a computing device from which the installation package can be
downloaded and installed. In other examples, instructions 122, 124, 126, 128, 130, and 132 may be
part of an application, applications, or component already installed on computing device 100
including processing resource 110. In such examples, the storage medium 120 may include memory
such as a hard drive, solid state drive, or the like. In some examples, functionalities described herein
in relation to FIG. 1 may be provided in combination with functionalities described herein in relation
to any of FIGS. 2-4.

[0026] FIG. 2 is a block diagram of an example system 210 to provide a second device 230
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an unwrapped device management request from a remote management service 270. System 210
and second device 230 may be remote from one another and may communicate with one another
via a local network. System 210 and remote management service 270 may be remote from each
other and communicate via a computer network (e.g., the Internet). System 210 and remote
management service 270 may be separate from each other by firewall 250. In some examples,
system 210 may reside in a first device 200. First device 200 may be a computing device in a local
network protected by a firewall 250. In the example of FIG. 2, system 210 includes at least engines
212, 214, and 216 which may be any combination of hardware and programming to implement the
functionalities of the engines. In examples described herein, such combinations of hardware and
programming may be implemented in a number of different ways. For example, the programming
for the engines may be processor executable instructions stored on a non-transitory machine-
readable storage medium and the hardware for the engines may include a processing resource to
execute those instructions. In such examples, the machine-readable storage medium may store
instructions that, when executed by the processing resource, implement engines 212, 214, and 216.
In such examples, system 210 may include the machine-readable storage medium storing the
instructions and the processing resource to execute the instructions, or the machine-readable
storage medium may be separate but accessible to system 210 and the processing resource.
[0027] in some examples, the instructions can be part of an installation package that, when
installed, can be executed by the processing resource to implement at least engines 212, 214, and
216. In such examples, the machine-readable storage medium may be a portable medium, such as
a CD, DVD, or flash drive, or a memory maintained by a computing device from which the installation
package can be downloaded and installed. In other examples, the instructions may be part of an
application, applications, or component already installed on system 210 including the processing
resource. In such examples, the machine-readable storage medium may include memory such as
a hard drive, solid state drive, or the like. In other examples, the functionalities of any engines of
system 210 may be implemented in the form of electronic circuitry.

[0028] in the example of FIG. 2, message engine 212 may receive a first message 205 from
the remote management service 270 through the firewall 250. First message 205 may be any type
of message described above with respect to first message 105 of FIG. 1. First message 205 may
be a wrapped message as described above with respect to FIG. 1.

[0029] In such an example, unwrap engine 214 may unwrap first message 205 into a second
message 207. Second message 207 may be any type of message described above with respect to
second message 107 of FIG. 1. As described above in relation to second message 107 of FIG. 1,

second message 207 may be addressed to an input communication port of first device 200.
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[0030] In communication engine 216, the second message 207 may be provided to a
destination of second message 207. in the example of FIG. 2, second message 207 may be
provided to an output communication port 218 of the first device 200 for transmission to the
destination of the second message 207. In some examples, the second message 207 may be
addressed to an input communication port 220 of first device 200. In some examples, input
communication port 220 and output communication port 218 may be a single interface device to
send and receive messages. In some examples, the second message 207 may be of a HTTP. In
an example, the output communication port 218 may be an HTTP output communication port and
the input communication port 220 may be communicate via HTTP.

[0031] if the second message 207 is addressed to the input communication port 220, first
device 200 may provide the second message 207 to input communication port 220 as described
above with relation to computing device 100 and second message 107 of FIG. 1. In the example of
FIG. 2, the second message 207 may be addressed to input communication port 220. The second
message 207 may be a wrapped message encapsulating a third message. In such an example,
input communication port 220 may provide the received second message 207 to unwrap engine 214.
[0032] In the example of FIG. 2, unwarp engine 214 may unwrap second message 207 into a
third message 209 of a third protocol and provide the third message 209 to communication engine
216. Third message 209 may be any type of message described above with respect to third
message 107 of FIG. 1. The third message 209 may be addressed to second device 230. In such
an example, communication engine 216 may provide third message 209 to output communication
port 218 of first device 200. Output communication port 218 may provide the third message 209 to
second device 230 via the local network protected by firewall 250.

[0033] in some examples, second device 230 may be an imaging device. Third message 209
may be of a protocol to communicate with or manage second device 230. in the example of FIG. 2,
second device 230 may respond to third message 209 with a device management response 233.
The second device 230 may provide device management response 233 to communication engine
216. In an example, second device 230 may provide device management response 233 to
communication engine 216 directly or via input communication port 220 or any other input
communication port of first device 200.

[0034] Communication engine 216 may provide the device management response 233 to the
remote management service 270 through firewall 250. in the example of FIG. 2, communication
engine 216 may wrap device management response 233 into a second protocol to generate a
second device management response 235. Communication engine 216 may provide second device

management response 235 to remote management service 270 through firewall 250. In some
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examples, the second protocol may be any protocol to traverse a firewall. For example, the second
protocol may be XMPP, HTTP, HTTPS, etc.

[0035] FIG. 3 is a flowchart of an example method 300 for providing a management request
message to a networked device from a remote management service. Although execution of method
300 is described below with reference to system 210 of FIG. 2 described above, other suitable
systems for the execution of method 300 can be utilized (e.g., computing device 100). Additionally,
implementation of method 300 is not limited to such examples.

[0036] At 302 of method 300, message engine 212 may receive in first device 200,
connected to a local network, a first message 205 from a remote management service 270
through a firewall 250. In the example of FIG. 3, the first message 205 may be in XMPP.

[0037] At 304, unwrap engine 214 may unwrap the first message 205 into a second
message 207 in the first device 200. In the example of FIG. 3, the second message 207 may be
in HTTP.

[0038] At 306, communication engine 216 may provide second message 207 to first device
200 for transmission via output communication port 218 to a destination IP address of second
message 207.

[0039] in the example of FIG. 3, the second message 207 may be a wrapped message
addressed to input communication port 220 of first device 200. At 308, input communication port
220 may receive second message 207 in first device 200 when the IP address of input
communication port 220 is the destination IP address of the second message 207.

[0040] At 310, unwrap engine 214 may unwrap the second message 207 received in input
communication port 220 into a third message 209. in the example of FIG. 3, the third message
209 may be of SNMP.

[0041] At 312, communication engine 216 may provide third message 209 to first device
200 for transmission via output communication port 218 to second device 230 via the local
network. For example, the second device 230 may be an imaging device and the third message
a device management request to alter a setting of the imaging device or execute a print command.
[0042] Although the flowchart of FIG. 3 shows a specific order of performance of certain
functionalities, method 300 is not limited to that order. For example, the functionalities shown in
succession in the flowchart may be performed in a different order, may be executed concurrently
or with partial concurrence, or a combination thereof. In some examples, functionalities described
herein in relation to FIG. 3 may be provided in combination with functionalities described herein in
relation to any of FIGS. 1-2 and 4.

[0043] FIG. 4 is a flowchart of an example method 400 for providing a device management
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response to a remote management service which may be incorporated into the flowchart of FIG. 3.
Although execution of method 400 is described below with reference to system 210 of FIG. 2 and
the flowchart of FIG. 3 described above, other suitable systems for the execution of method 400 can
be utilized {e.g., computing device 100). Additionally, implementation of method 400 is not limited to
such examples.

[0044] At 402 of method 400, communication engine 216 may receive device management
response 233 from second device 230. The device management response 233 may be in a
device management protocol. In the example of FIG. 4, the device management response 233
may be in SNMP.

[0045] At 404, communication engine 216 may wrap device management response 233
into a second device management response 235. In an example, the second device management
response 235 may be of any protocol to traverse firewall 250, as discussed above with relation to
FIG. 2. In the example of FIG. 4, the second device management response 235 may be in HTTP.
[0046] At 406, communication engine 216 may provide the second device management
response 235 to the remote management service 270 through firewall 250.

[0047] Although the flowchart of FIG. 4 shows a specific order of performance of certain
functionalities, method 400 is not limited to that order. For example, the functionalities shown in
succession in the flowchart may be performed in a different order, may be executed concurrently
or with partial concurrence, or a combination thereof. In some examples, functionalities described
herein in relation to FIG. 4 may be provided in combination with functionalities described herein in
relation to any of FIGS. 1-3. All of the features disclosed in this specification (including any
accompanying claims, abstract and drawings), and/or all of the steps of any method or process
so disclosed, may be combined in any combination, except combinations where at least some of

such features and/or steps are mutually exclusive.
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CLAIMS

What is claimed is:

1. A non-transitory machine-readable storage medium comprising instructions executable

by a processing resource to:

receive a first message of a first protocol through a firewall from a remote management

service in a first device;
unwrap the first message into a second message of a second protocol in the first device;

provide the second message to an output communication port for transmission toc a
destination specified in the second message, wherein the output communication port is a port
through which the first device transmits messages to a local network via a network interface

device;

receive the second message in an input communication port of the first device when the

destination of the second message is the input communication port of the first device;

unwrap the second message into a third message of a third protocol in the first device;

and

provide the third message to the cutput communication port for transmission via the local

network to a destination of the third message,

wherein the third message is a device management request to perform a function in a

computing device.

2. The storage medium of claim 1, wherein the firewall does not permit the third protocol {o

pass through the firewall.

3. The storage medium of claim 1, wherein the first protocol is a persistent connection

protocol.

11
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4. The storage medium of claim 1, wherein the second protocol is a respond-request
protocol.
5. The storage medium of claim 3, wherein the first protocol is an Extensible Messaging

and Presence Protocol.

6. A system comprising:

a message engine to receive a first message of an Extensible Messaging and Presence

Protocol through a firewall from a remote management service in a first device;
an unwrap engine to unwrap the first message into a second message;
and

a communication engine to provide the second message to an output communication

port for transmission to a destination |P address of the second message via a local network,

wherein the unwrap engine is further to unwrap the second message into a third
message of a device management protocol in response to receipt of the second message via an

input communication port, and

wherein the communication engine is further to provide the third message to a second

device separate from the system via the local network.

7. The system of claim 6, wherein the input communication port is a port through which the

system receives messages from the local network via a network interface device.

8. The system of claim 7, wherein the input communication port is a Hypertext Transfer

Protocol port.

9. The system of claim 6, wherein the device management protocol is a Simple Network

Management Protocol.

12
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10. The system of claim 7, wherein the network interface device is a network interface card.

11. The system of claim 6, wherein communication engine is further to:

receive a device management response from the second device via the local network;

and

provide the device management response to the remote management service.

12. A method for controlling a device, comprising:

receiving, in a first device connected to a local network, a first message of an Extensible

Messaging and Presence Protocol from a remote management service through a firewall;

unwrapping the first message into a second message of a Hypertext Transfer Protocol
{HTTP) in the first device;

providing the second message to the first device for transmission via an output

communication port to a destination IP address of the second message;

receiving the second message in an input communication port of the first device when
the IP address of the input communication port is the destination IP address of the second

message,

unwrapping the received second message into a third message of a Simple Network

Management Protocol (SNMP); and

providing the third message to the first device for transmission via the output

communication port {0 a second device via the local network.

13. The method of claim 12, wherein the third message is a device management request to

alter a setting of an imaging device.

14. The method of claim 13, further comprising:

13
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receiving an device management response message of SNMP from the second device;

wrapping the device management response into a second device management

response of HTTP; and

providing the second device management response to the remote management service

through a firewall.

15. The method of claim 13, wherein the device management request is a command to enter

a low power mode of the imaging device.
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