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(57) Abstract: A method, system, apparatus, and media are directed to
tuning a device. Values are stored for each of a plurality of device parame-
ters based on device metrics. The device parameters are constraint-
matched over changes to settings of the device parameters to identify at
least one point within each range of the device parameters that optimizes a
performance measure for the device. Tuning values are selected for each
device parameter based on the identified point. The tuning values are pro-
vided for tuning the device. The device 1s tuned with roll-back based on
the running values.
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SYSTEMS AND METHODS FOR TUNING AN OPERATING SYSTEM,
APPLICATION, ORNETWORK COMPONENT

TECHNICAL FIELD
This invention relates to tuning a device, including operating systems, applications,
and network components, and more specifically, but not exclusively to tuning based on

constraint-searching of device parameters

BACKGROUND OF THE INVENTION

Computing devices often have a variety of different configurations and settings that
require proper tuning and monitoring to ensure that the devices perform optimally. However,
in an enterprise, the number of devices, applications, configurations, and settings may
overwhelm the abilities of an administrator. Adding to this complexity, performance may also
be based on the interrelationships between components within a device. Moreover, 1n a
computer networking environment, performance of the devices may be based on the
interrelationships between the networked components. Automated monitoring tools may
provide some 1nsight into trouble spots and possible optimizations. Possible manual
optimizations may involve using rules to determine parameter tuning based on network
conditions. However, manual optimization remains problematic. In particular, a system
becomes chaotic over time and may produce different results from 1nitially 1dentical

conditions. It 1s with regards to this 1ssue and others that the present invention 1s directed.

SUMMARY

Generally, the present invention relates to a processor-implemented method for tuning
a computing device. In one embodiment, the method may include storing values for each of a
plurality of device parameters based on device metrics; constraint-searching over changes
settings to the device parameters to 1dentify at least one point within each range of the device
parameters that optimizes an improvement function of a performance measure for the device;
selecting tuning values for cach device parameter based on the 1dentified point; and providing
the tuning values for tuning the device.

In a preferred embodiment, constraint-searching includes modifying, on the device,
cach device parameters within a subset of the device parameters; 1n response to modifying,
calculating the performance measure of the device; and recursively performing the steps of

modifying and calculating until the improvement function of the performance measure 1s

1
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determined to reach an optimal point. The optimal point may comprise a local minimum or
maximum, a global minimum or maximum for a number of iterations of the recursive
performance of the steps of modifying and calculating, or the like.

In one embodiment, the method may include determining a relationship between first
device parameter and a second device parameter based on whether changing the first and
second device parameters relative to each other changes the calculated performance measure.
In yet another embodiment, the method may include, 1n response to determining whether the
relationship, further constraint-searching based on the determined relationship, wherein the
device parameters within the subset are related to each other by the determined relationship of
related or unknown.

In a preferred embodiment, the step of modifying, on the device, the each device
parameters within the subset of the device parameters comprises setting the device parameters
that are within the subset, wherein these device parameters are related to each other or are
unknown to be related to each other, while keeping a device parameter outside the subset
constant. The step of modifying, on the device, the each device parameters within the subset
of the device parameters may also comprise performing on the device parameters within the
subset at least one of: a binary search; a random walk; a simulated annealing; a gradient
descent; a change based on a schedule; a min-max search; or the like.

In a preferred embodiment, the plurality of device parameters includes a different
device parameter for a plurality of types for each of a plurality of services, wherein the
plurality of types 1s representative of device configurations for performing for performing a
system operation, the Transmission Control Protocol (TCP)/Internet Protocol (IP), or other
networking within a plurality of Open Systems Interconnection (OSI) layers. In yet other
embodiments, the services comprise a use of an application, a use of a type of application, a
type of user, or system usage.

In one embodiment, the method may mclude filtering the metric based on a service
related to the device parameter before storing the values for each of a plurality of device
parameters.

In one embodiment, the method may include saving a state of the device; tuning the
device based on the determined tuning values; and 1f a self-test on the device fails for at least
on¢ of the tuning values, rolling back to the saved state.

Another aspect of the invention 1s directed to a system for tuning at least one device

over a network. In one embodiment, the system includes a server configured to perform
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actions comprising: storing tuning values for cach of a plurality of device parameters and for
cach service of the device based on device metrics; constraint-searching over changes to
settings of the device parameters to identify a point within each range of the device
parameters, wherein the 1identified point optimizes a performance measure for the device; and
providing tuning values for cach device parameter based on the 1dentified point. The system
may also include another device configured to perform actions comprising: self-tuning based
on the provided tuning values; and rolling-back to a saved state for at least one of the tuning
values 1f a self-test for the at least one tuning values fails.

In one embodiment, constraint-searching may comprise performing an intersection of
points for cach of the ranges of the device parameters and for each service, performing a
statistical analysis of changes in the device parameters, or the like.

In yet another embodiment, actions of the other device further comprises generating
information usable to determine a metric of the other device; and sending the metric to the
server for generating the points within the ranges.

In a preferred embodiment, an administrator interface configured to perform actions
comprising: recerving a tuning policy usable in constraining the provided tuning values to
satisfy the tuning policy.

Another aspect of the invention 1s directed to a network device for tuning another
device over a network, including a processor configured to perform actions comprising storing
values for each of a plurality of device parameters and for each service of the other device
based on device metrics; constraint-searching over changes to settings of the device
parameters to identify a point within each range of the device parameters, wherein the
1dentified point optimizes a performance measure for the other device; and providing tuning
values for each device parameter based on the 1dentified point. The performance measure
may comprise at least one of CPU usage, GPU (Graphical Processing Unit) usage, memory
usage, input/output usage, network usage, or the like.

In a preferred embodiment, the actions further comprise receiving a tuning policy; and
ensuring that the determined tuning values satisfies the tuning policy. The actions may further
comprise receiving, from an agent on the device, a plurality of test messages over the network;
gathering a plurality of network metrics, based on the received plurality of test messages;
receiving a system metric based on a performance of the device; and combining the plurality

of gathered network metrics and the received system metric into the device metrics.
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Another aspect of the invention 1s directed to an apparatus for self-tuning. The
apparatus may include a processor for performing actions comprising: generating information
about the apparatus usable to determine a metric of the apparatus; providing the metric for
generating a range of constraint-matched values for a device parameter and a service of the
device based on the determined metric; receiving at least one tuning values for the device
parameter based on the constraint-matched values; and self-tuning the apparatus based on the
recerved tuning value. In a preferred embodiment, at least one of the device parameters
comprise a network parameter for an interface for communicating over the network, an
operating system parameter of an operating system operating on the apparatus, a registry
setting, a group policy object, or a configuration file.

Yect another aspect of the invention 1s processor-readable medium comprising
instructions that when executed by a processor causes the processor to perform actions. The
actions may include determining a value for a device parameter and a service of the device
based on a device metric and a filtering policy; constraint-searching over changes to settings
of the device parameter to identify a point within a range of the device parameter, wherein the
identified point optimizes a performance measure for the device; selecting a tuning value the
device parameter based on the 1dentified point; and providing the tuning value for tuning the

device.

BRIEF DESCRIPTION OF THE DRAWINGS

The nature and various advantages of the present invention will become more apparent
upon consideration of the following detailed description, taken in conjunction with the
accompanying drawings, 1n which like reference characters refer to like parts throughout, and
in which:
FIG. 1A shows an example of a process for tuning a device.
FIG. 1B shows an example of a process for deploying a tuning service;
FIG. 2 shows an example of a process for constraint-scarching over changes to settings of
device parameters;
FIG. 3 shows an example of a process for tuning with roll-back of a device;
FIG. 4A shows an example of a table for mapping device parameters to device and operating
system specific configurations;
FIG. 4B shows an example of a table for mapping a device parameter to a service;

FIG. 5A shows an example of a table for processing different constraint-searching results;
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FIG. 5B shows an example of a table for processing determined relationships between
parameters; and

FIGs. 6A-6B show examples of systems and apparatuses for tuning a device.

DETAILED DESCRIPTION

As used herein, the term "client” and "server" refers to computing devices that perform
the roles of recerving a service (client) or providing a service (server), but the terms do not
[imit the roles of the devices. For example, a client may also be a server and vice-versa.
Moreover, 1n some embodiments, the devices may be configured 1n a peer-to-peer fashion, a
load-balanced fashion (e.g., multiple servers providing load-balanced services), or the like.

As used herein, the term "parameter” refers to configuration of a computing device that
1s modifiable either through hardware or software, wherein the setting of the configuration
atfects the performance of the device. As used herein, the phrase “setting a parameter” refers
to setting the value for the parameter.

As used herein, the term "point” refers to an ordered collection of information (e.g.,
<X, Y, Z>), wherein each of the information in the collection represents a value within a range
of values. The information may be, but need not be numeric.

As used herein, the terms "local minimum" or "local maximum" refers to an inflection
point within a function within a particular dimension. The function may be an implicit
function (e.g., a function determined by empirical measure and that may not be known). As
used herein, the terms "global minimum" or "local maximum" refers to a highest or lowest
point of a function over a range.

As used herein, the term "metric” refers to any measurable data for a particular type of
data.

FIGs. 1A-1B, 2, and 3 show processes for tuning a device. In some embodiments, the
processes may be performed over a network, but in other embodiments, the processes may be
performed on a single device. The tuning may be performed on devices 1in an enterprise, on a
single network, on devices sitting 1in different networks, or the like. In another embodiment,
the tuning may be performed by a service provider providing the tuning service to a user
device that downloads appropriate tuning software. While particular steps are shown, more or
fewer steps may be performed without departing from the scope of the invention. In some

embodiments, certain steps may be optional. In one embodiment, the processes may be

performed on the devices of FIGs. 6A-6B.
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FIG. 1A shows an example of a process for tuning a device. The process of FIG. 1A
begins at step 101 where a tuning service 1s deployed on at least one device. In one
embodiment, the process of step 101 may be performed by, for example, the process of FIG.
1B. Briefly, tuning agents may be installed, configured, and validated on at least one client
device. Monitoring and tuning managers may be installed, configured, and validated on at
least another device. In one embodiment, the tuning agents and monitoring and tuning
managers may be installed on the same device. In one embodiment, step 101 may be optional
and may not be performed. In some embodiments, devices may be pre-installed with tuning
SCTVICES.

At step 102, a tuning policy for defining a constraint-searching of device parameters 18
recerved. In one embodiment, the tuning policy may be received from an administrative
component. In one embodiment, the tuning policy may comprise constraints of the type of
processed device parameters, services, performance measures, an improvement function for a
particular type of performance measure, a function to determine whether a performance
measure or improvement function has reached an optimal point, or the like. The tuning policy
may be configured as processor executable mstructions or data structures, such as the tables of
FIGs. 4A-4B and 5B. In one embodiment, the tuning policy constrains the type of tuning and
optimization performed by the processes described herein. In one embodiment, the tuning
policy constrains the tuning and optimization to particular combinations of Services, operating
systems, platforms, performance property of a device, or the like. This tuning policy may
represent a desire for a device or system to be tuned or optimized for a particular
configuration or use. For example, the tuning policy may constrain tuning to combinations of
(CPU for mySQL), (CPU for Graphical Artists), (Network Operations for Windows), (Cache
S1ze for Email Programs and for Administrators), or the like.

In yet another example, an administrator may desire to tune a system or device to
perform well for another type of use and a type of user. For example, the administrator may
specify the tuning policy to tune a workstation on an enterprise to perform well for (Lawyers
using Microsoft Word and Outlook) as well as for (Database Administrators using Database
tools). In another example, the administrator may tune a mobile device to perform well for
(Networking Operations and the Safar1t Browser) as well as for (Excel and Salespeople). As
can be seen, the performance for a device may be multi-dimensional.

At step 103, at least one device parameter for a client device 1s determined. In one

embodiment, an agent may examine a system configuration, registry, or the like, and may
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determine whether the configuration matches a parameter type. In one embodiment, the
parameter type may be pre-configured, configured by a tuning policy, determined
automatically by clustering device behavior and configuration settings, or the like. In one
embodiment, the determination may be performed on the device (e.g., by the agent), on a
server device 1n communication with the device, or the like.

At step 104, a system and/or network metric 18 received from the device. In one
embodiment, the metric 1s received over a network, through an interface such as an
Application Programming Interface (API), through a web service, or the like. In one
embodiment, the metric may be polled, pushed, or pulled from the client device, based on a
schedule, a determined frequency, or the like. The system and/or network metric may be
further processed, filtered, categorized, combined, or the like, into other metric(s), using, for
example, filters, clustering, an expert system, or the like. In one embodiment, the
modified/combined device metric may be used 1n subsequent processing. In one embodiment,
device parameters may be represented by each row of FIG. 4A.

At step 106, values for cach determined device parameter may be retrieved, calculated,
and/or stored based on the received metric. In one embodiment, the device parameter values
may simply be the recerved metric. In another embodiment, further calculations, filtering,
and/or monitoring may be performed to calculate the device parameter value. In one
embodiment, the metric may be filtered based on the Services 426 specified for the device
parameters. For example, for services related to Financial Users, the metric related to
Financial Users (¢.g., database usage, CPU usage, GPU usage, chip or processor usage usage)
are filtered and selected and converted into device parameters.

In other embodiments, further processing based on the Device Parameter Type 18
performed to determine the device parameters. For example, an agent on a device may send a
first metric, such as a send time of a message to a server device. The server device may
recerve the message and may calculate the latency based on the send time and the time of
receipt of the message and may store the calculated value as the device parameter value. In
onc embodiment, a plurality or a range of values may be retrieved, calculated, and/or stored
for a particular device parameter and/or for a combination of device parameters.

At step 108, constraint-searching 1s performed over at least one change of the values of
the device parameter(s) to, among other things, 1dentify a point or different points within the
range of the device parameters and/or to 1dentify the relationships between the device

parameters. In one embodiment, the process of step 108 may be performed by the process of
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FIG. 2. Briefly, constraint-searching may comprise modifying, on the device, each device
parameters within a subset of the device parameters, in response to modifying, calculating at
least one performance measure of the device or an improvement function of the at Ieast one
performance measure, recursively performing the steps of modifying and calculating until the
performance measure or a function thereof 1s determined to reach an optimal point, or the like.
In one embodiment, constraint-searching may involve performing an intersection of points for
cach of the ranges of the device parameters for each service, performing a statistical analysis
of changes 1n the values of the device parameters, modifying, on the device, the settings of at
least some device parameters (and 1n some cases, not all the device parameters) and
empirically measuring and calculating a performance measure, or the like. In one
embodiment, the 1dentified point may comprise the device parameters, a subset of the device
parameters, a function of the device parameters, or the like.

At step 112, at least one tuning value for at least one device parameter may be selected
based on the 1dentified point(s). In one embodiment, the tuning values may be selected from
the values within the 1dentified point(s), may be based on a mapping between tuning values
and the 1dentified pomt(s), or the like. The selected tuning values may be provided for tuning
the device. The tuning values may be provided over a network, for example, as an Extensible
Markup Language (XML) file, a network message, or the like.

At step 114, the device 1s tuned with roll-back based on the selected tuning values. In
onc embodiment, the process of step 114 may be performed by the process of FIG. 3. Brietly,
tuning with rollback may comprise saving a state of the device; tuning the device based on the
determined tuning values; and if a self-test on the device fails for at least one of the tuning
values, rolling back to the saved state.

At step 116, 1t 1s determined 1f more tuning should be performed. In one embodiment,
further tuning may be configured, requested, or required by an administrator, and
administrative module, a heuristic, a number of iterations, a schedule, or the like. In one
embodiment, further tuning may be performed until the 1dentified optimal point stabilizes
(¢.g., remains the same point, or within a range of the same point between iterations of the
process of FIG. 1). In one embodiment, the further tuning 1s based on the relationship(s)
between the device parameter(s) 1dentified in step 108. In one embodiment, further execution
of step 108 and/or step 202 of FIG. 2 (described below) may be based on the 1dentified
relationship(s). That 1s, further execution of constraint-scarching will generate a possibly

smaller subset for searching based on the previously determined relationship, thus
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constraining the combinatorial explosion of the number of possible changes to settings of
device parameters. In any case, at step 116, if 1t 1s determined that more tuning should be
performed, processing loops back to step 104. Otherwise, processing continues to other
processing.

FIG. 1B shows an example of a process for deploying a tuning service. The process of
FIG. 1B begins at steps 120-123 where a plurality of information related to device 1s gathered.
At step 120, an IP address and/or TCP ports of a server device to send a device metric and the
polling frequency at which to send the metric to the server device are determined. At step
121, 1t 1s determined 1f unicast flood monitoring will be active (e.g., a particular type of
networking process will be monitored by the server device to determine device metrics). At
step 122, the operating system type and/or platform (e.g., hardware/mobile/non-mobile) 1s
determined. At step 123, the location(s) of devices on which to deploy the tuning agents are
determined. The information from steps 120-123 1s provided to step 124, where the pre-
deployment information 1s stored and/or combined.

At step 132, the pre-deployment information 1s used to install and/or configure tuning
software on the server device(s). The license for the use of the tuning software may also be
used to authorize the use of the software at step 130.

At step 134, the available software distribution method for a particular operating
system or platform 1s determined. At steps 135-138, the particular operating systems and
platforms are specifically determined (e.g., OSX 1s determined at step 135, Solaris at step 136,
WinTel at step 137, Linux at step 138). The determined distribution method 1s used to deploy
the agent(s) at step 140 on the determined client devices.

At step 150, the mitial client check-1n process begins. The process may comprise
validating the license for the client device, collecting initial system parameters (€.g., used to
build the table of FIGs. 4A-4B, 5A-5B), running 1nitial tests (¢.g., to see if any parameters fail
self-tests), and uploading collected data to the server. In one embodiment, the process may be
performed by an agent on the client device.

FIG. 2 shows an example of a process for constraint-scarching over changes in the
values to device parameters. The process begins at step 202 where a subset of the device
parameters may be generated, wherein the subset includes device parameters that are
determined to be related to each other, or that have an unknown relationship to each other. In
one embodiment, the subset may include not all of the device parameters. In one

embodiment, generating the subset may comprise selecting a seed device parameter, and
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finding one or more other device parameters related to the seed device parameter, or finding
device parameters with an unknown relationship to the seed device parameter. In one
embodiment, selecting the seed may be random, may be based on a heuristic, a schedule, or
the like. The relationship between the device parameters may be stored and/or retrieved from
a table, such as the table of FIG. 5B.

At step 204, the value settings for the device parameters within the subset are modified
on the device. In one embodiment, the modification of a particular device parameter may be
constrained by a Value Range 424 of possible values, a range of desired values, a range of
pre-configured values by, for example, and administrator, or the like. In one embodiment,
modifying the device parameters may mclude setting the value within a particular location
(¢.g., as shown 1n the Location 425 column of the table of FIG. 4A), or the like.

In another embodiment, the device parameters' settings may be set with a fail-safe
rollback as described in FIG. 3. In one embodiment, cach parameter may be set individually,
while 1n another embodiment, some or all of the device parameters may be set at once. In one
embodiment, 1f setting a particular device parameter to a particular value fails, the device
parameter’s range may be modified to exclude the problematic value. In another embodiment,
failure may cause the device parameter to be removed from the subset, removed from further
use as a device parameter within the process of FIGs. 1 and/or 2, or the like. In one
embodiment, modifying, on the device, the each device parameters within the subset of the
device parameters comprises performing on the device parameters within the subset at least
on¢ of: a bmary search; a random walk; a simulated annecaling; a gradient descent; a change
based on a schedule; a min-max search; and A* or heuristic search, or the like.

At step 206, the settings of the device parameters that are outside the subset may be
maintained constant on the device. In one embodiment, no action may be needed, or a no-op
operation may be performed. In another embodiment, the maintained value setting may be set
on the device within the particular device parameter’s location.

At step 207, at least one performance measure 1s calculated based on received
information (empirical results) from the device. Thereby, the device parameters 1n the subset
1s tested on the device to provide the empirical results. In one embodiment, the performance
measure comprises at least one of CPU/GPU usage, memory usage, input/output usage,
network usage, or the like. As shown 1 FIG. SA, the performance measure of Throughput
520 may be calculated based on received networking information. In one embodiment, an

improvement function of the performance measure, such as a Relative Performance 520 (as
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shown 1n FIG. 5A) may also be calculated. In one embodiment, the function may be
representative of an improvement 1n the performance measure.

At step 208, 1t 1s determined if a first change of a first device parameter relative to a
second device parameter correlates with a second change 1n a performance measure. If 1t 1s
determined that the first change correlates with the second change, processing continues to
step 210. Otherwise, processing continues to step 212.

At step 210, the relationship between the first device parameter and the second device
parameter 1S set to be “related.” Referring to table FIG 5A row 503, the performance measure
changes from 65 (from row 502) to 20 for a relative change between MTU and
TCPWindowS1zeREAD (e.g., TCPWindowSi1zeREAD changes from 65535 to 87238). For
this example, 1t may be determined that MTU and TCPWindowS1zeREAD are related. The
"related" relationship between the device parameters may be stored, updated, or corrected 1n a
field such as Relationship Update 523 or a table, such as the table of FIG. 5B.

At step 212, the relationship between the first device parameter and the second device
parameter 18 set to be “un-related.” Referring to the table of FIG. 5A row 506, the
performance measure (95) does not change between changes of first device parameter Max
Stmultancous Connection (ID = 7) and any of the other parameters. Thus, 1t 18 determined
that device parameter 7 1s unrelated to device parameters 1, 2, 3, 4, 5, 6, 8. In row 507, the
performance measure (95) does not change between changes to settings of the first device
parameter Max Stmultancous Connection 1 0 and any of the other parameters. Thus, the
device parameter 8 1s determined to be unrelated to device parameters 1, 2, 3,4, 5,6, 7. The
"un-related" relationship between the device parameters may be stored, updated, or corrected
in a field such as Relationship Update 523 or a table, such as the table of FIG. 5B.

At step 214, 1t 1s determined 1f the performance measure and/or the improvement
function of the performance measure for the device 1s optimized based on the updated values
of the device parameters. In one embodiment, the performance measure/function 1s optimized
when the performance measure/function reaches an optimal point. In one embodiment, the
optimal point comprises a local minimum or maximum, or a global minimum or maximum for
a number of 1terations of the recursive performance of the step of modifying and calculating,
or the like. Referring to FIG. 5A, 1n one embodiment, a Probability 521 1s calculated to
determine the likelihood that the performance measure or function has reached an optimal
point. As shown, at row 503, the Probability 521 1s measured to be 0.0 which represents the

likelithood of the information at that row representing a an optimal point 1s 0%. At row 504,
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the Probability 521 1s measured to be 1.0 which represents the likelihood of the information at
that row representing a an optimal point 1s 100%. In one embodiment, the Probability 521
may be determined to be 1.0 if the current values of Relative Performance 522 (e.g., 0.6) 1s the
current local maximum. In other embodiments, Probability 521 may be measured by
historical information such as conditional probabilities of changes to the performance
measures, heuristics, or any other function that increases/decreases as the likelihood of an
optimal point increases/decreases.

In one embodiment, the current local maximum may be a local optimal (minimum or
maximum) point. In an alternate embodiment, an optimal calculation (¢.g., Probability 521)
may be performed for cach of the different types of performance measures (or improvement
function thercof) such as a measure for CPU/GPU, Memory, Input/Output (¢.g., Hard Disk
Access), Network Operations, or the like. In performing the process of FIG. 2, the result of
the optimal calculations may yield a plurality of indications that a current iteration represents
the overall optimal. In one embodiment, a weighted sum or other function may be calculated
to bias one or more of the associated results of the optimal calculations. For example, a tuning
policy may specify that for an 1teration, a performance measure may be determined for a CPU
for use with the Internet Explorer Application (Service 1s IE), another performance measure
may be determined for Network Operations and a type of Accountant users (Service =
Accountant User). The tuning policy may also specitfy that the performance measure for
CPU-IE should be weighed more heavily (e.g., 0.8) and the performance measure for Network
Opcrations-Accountant should be weighted less heavily (e.g., 0.2). In this example, the
Probability 521, the tuning policy may specify a desire for the tuning to be biased towards
performance for good CPU usage for IE and good networking performance for uses associated
with Accountants. As another example a tuning policy may specity Probability 521 = (0.2 *
Probability (CPU) + 0.6 * Probability (Memory) + 0.1 * Probability (Input/Output) + 0.1 *
Probability (Network Operations)). In this example, Memory and CPU are biased more than
the other measures. In general, the probability measures may be based on functions of any
combinations of services and performance property of a device. Any weights may also be
used for any combinations of performance measures.

In any case, 1f the performance measure/function 1s not optimized or otherwise non-
optimized, processing continues to step 202. Subsequent iterations of the process of FIG. 2 18

performed based on updated relationships between device parameters and updated relative
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performance measures. As can be seen, the system self-corrects for errors 1n these and other
values.

I, at step 214, the performance measure/function 1s not optimized or otherwise non-
optimized, processing continues to step 202 processing returns to other processing. In one
embodiment, the 1dentified device parameter point(s) that are related to measure/function's
optimal point are provided to step 112 of FIG. 1 for further processing.

FIG. 3 shows an example of a process for tuning with roll-back of a device. The
process begins at step 302, where a state of the device 1s saved. In one embodiment, the
parameters, configurations, or the like, of the device are saved, for example, 1n a state file,
within a memory device, a storage medium, or the like.

At step 304, at least one setting of one device parameter may be modified on the
device. In one embodiment, the device parameter’s location may be retrieved for the
particular device parameter from a table such as the table of FIG. 4A. In one embodiment, at
lecast one parameter 1s changed at a time.

At step 306, a test of the device 1s determined to fail. In one embodiment, the test may
be performed by the device (e.g., a self-test). In one embodiment, the test may be to
determine 1f a performance of the device satisfies at least some or all pre-determined values or
settings, or the like. If the test 1s determined to fail, processing continues to step 308, wherein
the device parameter's setting are reset to the saved state. Otherwise, processing continues to
other processing.

In an alternate embodiment, at Ileast some subset of device parameters may be tuned by
a rules based system while another subset(s) of device parameters may be tuned using the
processes of FIGs. 1A-1B, 2-3. Briefly, a rule-based system may receive a plurality of device
parameter values. The rule-based system may be a decision tree, an expert system, or the like.
Based on logic and at least one comparison of the device parameter value as mputs to
threshold values (pre-configured or adaptable), a rule fires and causes an action to occur. The
action may be to cause other rules to fire and/or to indicate that at least one device parameter
on the device should to be set/configured to a particular value. The particular value may be a
function of the device parameter value input. In one embodiment, the device parameter value
inputs may be gathered by a network diagnostic tool such as the University of Chicago's
Web100 Network Diagnostic Tool (NDT), however any type of system or network measuring

component may be used.
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In one embodiment, rule-based system's indications or suggestions for device
parameters and their settings or configurations may be combined with the constraint-
searching's settings of the 1dentified device parameter point(s) associated with an optimal
point. In onc embodiment, the subset of device parameters managed by the rule-based system
and the subset managed by the constraint-searching may not overlap. In this case, the device
parameters may be set according to their respective settings. In another embodiment, the
subset may overlap. In this case, the overlapping parameters' settings may be combined, for
example, using either the constraint-searching or the rule-based systems' parameters as the
overriding settings, combining the settings using an average, a weighted average, or the like.
The weighted average may be based on the Probability 521 for the optimal point as at lcast a
portion of the weight for a parameter's setting and/or other weights, such as certainty factors,
for the weights of another parameter's setting.

FIGs. 4A-4B, 5A-3B represents examples of particular embodiments of data structures
usable by the processes and systems described herein. Other fields and data structures, such
as B-trees, XML files, text files, or the like may used without departing form the scope of the
invention. The data structures may be embodied in memory such as memory 608 of FIG. 6.

FIG. 4A shows an example of a table for mapping device parameters to device and
operating system, and/or platform specific configurations. In one embodiment, the operating
system may include Windows, Linux, SunOS, Symbian, Palm OS, Android, or the like. In
on¢ embodiment, the platform may be hardware specific and/or may specify the device type
(¢.g., mobile/non-mobile, embedded device, networking device, workstation). As shown 1n
FIG. 4A, device parameter rows 402 of a particular Device Parameter Type 421 (e.g., MTU,
RFC1323, Receiwve, Send, TCPWindowS1ze READ and Write, Maximum Simultaneous
Connection(s), Selective Acknowledgements, Timeout values, Retransmit values, etc.) may
have a particular value of a Value Type 422. The Value Type 422 may be device or operating
specific and/or may be a generic data type (e.g., text, float, int). Each device parameter may
be specific to a particular Operating System (OS) 423 and may be known or may be desired to
be constrained within a Value Range 422. Each device parameter may be stored and/or
modified within a particular configuration Location 425. The Location 425 may be a physical
location on a memory device, for example, or may be a logical location modifiable using, for
example, operating system calls, such as a registry call, or the like. As such, the device
parameter rows 402 define the constraints on the use of the device parameters by the processes

and systems described heremn. For example, the Value Range 422 defines the
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constraint-searching range. A binary-search may divide the Value Range 422 1n half and use
the boundaries of the ranges as a particular candidate device parameter, and recursively divide
that range in half to find an optimal device parameter. The binary-search may also moditfy the
values based on the Value Type 422. For example, a floating point number may be divided in
half, but a number on a logarithmic scale may use an non-linear division function.

As shown 1n FIG. 4B, the rows 404 of particular device parameters of particular
Device Parameter Types 421 may be related to a plurality of Services 426 (e.g., TCP, Internet
Explorer, Citrix, SystemBuffer, etc.). The Services 426, and relationships between device
parameter (types) and Services 426 may be pre-configured, configured by a tuning policy,
determined automatically by clustering device behavior and configuration settings, or the like.
In one embodiment, the Services 426 may be directed to improving performance for an
application (¢.g., Internet Explorer, MySQL) or application type (¢.g., Web Browser,
Database), directed to improving performance for a type of user (¢.g., Power User, Financial
User, Developer), directed to improving networking performance (¢.g., TCP, Hyper Text
Transter Protocol (HTTP)), directed to improving general system performance (¢.g., System
Buffer, CPU usage, memory usage, input/output activity), or the like. Using the tables of
FIGs. 4A and 4B, a mapping between a particular device parameter represented by rows from
FIG. 4A a service may be determined.

FIG. 5A shows an example of a table for processing different constraint-searching
results. As shown, ecach row 502-507 of the table represents one 1teration of a process for
constraint-secarching over changes to device parameters, such as the process of FIG. 2.

As shown, each 1teration row 502-507 may include a plurality of values of device
parameters, ¢.g., MTU 524, TCPWindowS1zeREAD 525, TCPWindowS1zeWRITE 526,
RFC1323 527, Receive 528, Send 529, Max Simultaneous Connection 530, Max
Stmultancous Connection 1 0 531, or the like. The values may be gathered initially when the
values are sent from an agent on a device. In one embodiment, an 1nitial testing may be
performed on the device to create a baseline of performance characteristics. The baseline may
be set as the first row of the table of FIG. 5a. The values may also be set for each 1teration of
the constraint-searching process, thereby testing the space embodied by the ranges of device
parameters. The data set of the values may form a point within the ranges of the device
parameters.

In one embodiment, a performance value, such as Throughput 520, 1s determined

based on information received from the device in response to setting the device parameters on
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the device. In one embodiment, the information recerved may include measured values. The
performance value may be received directly from the device or may be calculated based on
information recerved from the device.

As shown, the Relative Performance 520 may be 1nitially set at an initial value such as
0.5. In one embodiment, the Relative Performance 520, for subsequent 1teration, 1s calculated
based on whether the current performance measure improves over the previous performance
measure. In one embodiment, the Relative Performance 520 may be increased by an
increment (e.g., 0.1) if the performance measure improves. In one embodiment, the
improvement of the performance measure may be specific to the type of the performance
measure. For example, Throughput 520 improves 1f the value of the Throughput 520
increases. In one embodiment, there may be a plurality of performance measures, and the
Relative Performance 520 measure may be increased if at least some or all of the performance
measures improve. For example, the performance measures may be Throughput 520 and CPU
time (not shown 1n FIG. 5A). The Relative Performance 520 measure increases 1f Throughput
520 mcreases and CPU time decreases.

FIG. 5B shows an example of a table for processing determined relationships between
parameters. As shown 1n FIG 5B, each row 508 of device parameter types may be 1dentified
by an ID 540. A Relationship Type 542 between the Device Parameter Type 421 and other
device parameter types (stored in column Relationship 541) may be determined as: Known
Related, Known Un-related, or Unknown. The relationships of FIG. 4B accordingly constrain
the relationships between particular device parameters, such as those shown in FIG. 4A.

FIGs. 6A-6B show examples of systems and apparatuses for tuning a device. While
particular components and/or mterconnections are shown, other components and/or
interconnections may be used without departing the scope of the invention.

As shown, the systems of FIGs. 6A-6B include administrative component 620, server
device 602, client devices 630-634. The devices of the system may be in communication with
cach other over at least one network, such as network 640. The system may also include
network devices 635-638 for managing network traffic such as routers, firewalls, or the like.
The networks may be a wired or wireless network, a Local Area Network (LAN), Wide Arca
Network (WAN), or the like.

The devices of the system of FIGs. 6A-6B may be implemented 1n hardware, software,
or the like. In one embodiment, the device may be at least one physical device, may be

mapped as a virtual device across several devices or on one device (e.g., virtual server 631), or
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the like. In one embodiment, the client device may be an enterprise server, a database server,
a workstation, or the like. In one embodiment, the devices may be mobile devices.

As shown, the client devices 630-634 may be 1n communication with server device
602 over a network. In other embodiments, the components of client and server may be
combined in one device. In one embodiment, at least some client devices 630-631 may be 1n a
different sub-net than server device 602.

In one embodiment, an agent may be deployed on at least one of the devices 630-638,
using for example, the process of FIG. 1B. In one embodiment, the agent, such as agents 621-
622, may be a software component sent from server device 602 to at least one of client
devices 630-634 over a network.

In one embodiment, server device 602 may include tuning manager 604, device
parameter gathering manager 606, administrative manager 608, memory 610, and processor
612. The components may be software and/or hardware components and may be 1n
communication with each other. Other components may be included without departing from
the scope of the invention. In one embodiment, server device 602 may perform the processes
of FIGs. 1A-1B, 2, and 3. In onec embodiment, device parameter gathering manager 606
receives and/or determines device parameters based on received device metrics from devices
630-638.

In one embodiment, tuning manager 604 may be configured to perform constraint-
searching over changes to settings of device parameters. In one embodiment, tuning manager
604 may include a logic and database of remedial actions that 1t can intelligently apply.
Tuning manager 604 may establish test points to test the device's parameters. Example of test
points include rules such as: based on X and Y Network/System tests, request agents 621-622
to perform Z actions. Tuning manager 604 and/or agents 621-622 may use a decision tree
stored for performing such tests. The Z actions may include further sending data to the server
for determining network and system metrics. X, Y tests may be based on registry settings,
group policy object, user permissions, configuration files, or the like.

Tuning manager 604 may also specify a remedial action plan to be executed by agents
621-622 based on constraint-scarching. The remedial action plan may include tuning with
rollback based on tuning values, but may also comprise setting or sending alerts, turning on or
off services including backup services, privacy protection services, network protection
services, or the like. The remedial action plan may be selected based on the selected tuning

values. In one embodiment, an expert system may select the remedial action plan based on
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the tuning values and/or other information, ¢.g., time, historical activities, permissions of
users, or the like.

Device parameter gathering manager 606 may receive information from devices 630-
638 over a network. Device parameter gathering manager 606 may include a polling
mechanism to check for various device parameters. Device parameter gathering manager 606
may determine the services available on devices 630-638 based on the received information
(services include database services, types of database services (Oracle, SQL Server),
applications (accounting, graphics, internet usage, etc), or the like.

In one embodiment, administrative manager 608 may include an interface for
managing the components of server 602. The communication between administrative
manager 608 and server device 602 may be over a networking protocol such as HTTP, or the
like. In one embodiment, administrative manager 608 comprises an administrator interface
configured to perform actions comprising receirving a tuning policy usable 1n constraining the
provided tuning values to satisfy the tuning policy. In one embodiment, the tuning policy may
be a software code or a data structure such as tables of FIGs. 4A-4B and 5B. In one
embodiment, the administrative manager 608 may be configured to recerve a tuning policy;
ensure that the determined tuning values satisfies the tuning policy, or the like.
Administrative component 620 may communicate with server device 602 using administrative
manger 608 to manage the tuning as described herein. In one embodiment, the types of device
parameters, the constraint of ranges for the device parameters, an 1nitial relationship between
device parameters, or the like may be entered using administrative manager 608. In one
embodiment, the policy configuration may be per service type, device parameter type, or the
like. For example, the Value Range 422 for MTU for a first Service 426 may be a first range,
while the Value Range 422 for MTU for a second Service 426 may be a second range. In this
embodiment, constraint-scarching 1s configured to search within the overlapping ranges of the
first and second ranges.

Memory 610 may include any component for storing data, including the data of tables
of FIGs. 4A-4B, and 5A-5B. Memory 610 includes disk drives, EEPROM, flash memory,
RAM, ROM, secondary storage devices, Serial ATA, ATA, IDE, EIDE, SCSI, Fibre Channel
attached SCSI, 1SCSI, or the like. In one embodiment, memory 610 and/or other memory
components may be configured to store processor executable instructions that when executed

causes a processor, such as processor 612, to perform the processes of FIGs. 1A-1B, 2, and 3.
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In one embodiment, devices 630-638 may include components such as agents 621-622,
self-tuners 624-625, and services 626-629. The components may be software and/or hardware
components and may be 1n communication with each other. In one embodiment, devices 630-
638 may perform the processes of FIGs. 1A-1B, 2, and 3. Agents 621-622 may gather device
parameters from devices 630-638. In one embodiment, agents 621-622 may collect
information about the system, applications installed, what devices are talking to devices 630-
638, communications protocols (TCP/IP), or the like. Agents 621-622 may send the gathered
information to server 602 for further processing.

In one embodiment, agents 621-622 may act as an active test object. Agents 621-622
may communicate with server 602 over specific communications ports. Server 602 may send
an 1nstruction set based on which the agents reports. Agents 621-622 may perform the
instruction set (¢.g., perform Z action based on X/Y tests). In one embodiment, agents 621-
622 acts as a meta processing layer. Agents 621-622 may also execute remedial action plans
including setting the values of device parameters on devices 630-638.

The services 626-629 may be configured to perform a plurality of functions, including
word processing, data processing, or the like. The services may be configured to perform an
activity for a particular type of user. Self tuners 624-625 perform the process of FIG. 3 to
change device parameters and/or roll-back the device’s state 1f a self-test fails. In one
embodiment, self-tuners 624-625 may be configured to optimize services 626-629.

The foregoing 1s merely 1llustrative of the principles of this invention and various
modifications can be made by those skilled i the art without departing from the scope and

spirit of the mnvention.
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CLAIMS

What 1s claimed 1s:

1. A processor-implemented method for tuning a device, comprising:

storing, on a computer memory, values for each of a plurality of device parameters
based on device metrics;

constraint-secarching, by a processor, over changes to settings of the device parameters
to 1dentify at least one point within cach range of the device parameters that optimizes an
improvement function of a performance measure for the device;

selecting tuning values for each device parameter based on the 1dentified point;

providing the tuning values for tuning the device; and

tuning the device based on the provided tuning values.

2. The method of claim 1, wherein constraint-searching comprises:
modifying, on the device, each device parameters within a subset of the device
parameters,
in response to modifying, calculating the performance measure of the device; and
recursively performing the steps of modifying and calculating until the improvement

function of the performance measure 1s determined to reach an optimal point.

3. The method of claim 2, wherein the optimal point comprises a local minimum or
maximum, or a global minimum or maximum for a number of 1terations of the recursive

performance of the step of modifying and calculating.

4. The method of claim 2, further comprising:
determining a relationship between first device parameter and a second device
parameter based on whether changing the first and second device parameters relative to each

other changes the calculated performance measure.
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5. The method of claim 4, further comprising:
in response to determining whether the relationship, further constraint-searching based
on the determined relationship, wherein the device parameters within the subset are related to

cach other by the determined relationship of related or unknown.

6. The method of claim 2, wherein modifying, on the device, the each device parameters

within the subset of the device parameters comprises:

changing the device parameters that are within the subset, wherein these device
parameters are related to each other or are unknown to be related to each other, while keeping

a device parameter outside the subset constant.

7. The method of claim 2, wherein modifying, on the device, the each device parameters
within the subset of the device parameters comprises performing on the device parameters
within the subset at least one¢ of:

a binary secarch;

a random walk;

a simulated annealing;

a gradient descent;

a change based on a schedule; or

a min-max secarch.

8. The method of claim 1, wherein the plurality of device parameters comprises a different
device parameter for a plurality of types for each of a plurality of services, wherein the
plurality of types 1s representative of device configurations for performing a system operation
or networking within a plurality of Open Systems Interconnection (OSI) layers, and wherein
the services comprise a use of an application, a use of a type of application, a type of user, or

System usage.

9. The method of claim 1, further comprising:
filtering the metric based on a service related to the device parameter before storing

the values for each of a plurality of device parameters.
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10. The method of claim 1, further comprising:
saving a state of the device;
tuning the device based on the determined tuning values; and

if a self-test on the device fails for at least one of the tuning values, rolling back to the

5  saved state.

11. A system for tuning over a network, comprising:

a server configured to perform actions comprising:

storing tuning values for each of a plurality of device parameters and for each service

10  of the device based on device metrics;

constraint-searching over changes to settings of the device parameters to 1dentify a
point within each range of the device parameters, wherein the 1dentified point optimizes a
performance measure for the device; and
providing tuning values for cach device parameter based on the identified point; and
15 another device configured to perform actions comprising:

self-tuning based on the provided tuning values; and

rolling-back to a saved state for at Ieast one of the tuning values 1f a self-test for the at

Ieast one tuning values fails.

20  12. The system of claim 11, wherein constraint-scarching comprises:

performing an intersection of points for cach of the ranges of the device parameters

and for each service.

13. The system of claim 11, wherein constraint-searching comprises:

25 performing a statistical analysis of changes 1n the device parameters.

14. The system of claim 11, wherem the actions of the other device further comprises:
generating information usable to determine a metric of the other device; and

sending the metric to the server for generating the points within the ranges.
30
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15. The system of claim 11, further comprising:
an administrator interface configured to perform actions comprising:
receiving a tuning policy usable 1n constraining the provided tuning values to

satisty the tuning policy.

16. A network device for tuning a another device over a network, including a processor
configured to perform actions comprising:

storing values for cach of a plurality of device parameters and for cach service of the
other device based on device metrics;

constraint-searching over changes to settings of the device parameters to identify a
point within each range of the device parameters, wherein the 1dentified point optimizes a
performance measure for the other device; and

providing tuning values for cach device parameter based on the 1dentified point.

17. The network device of claim 16, wherein the actions further comprise:
receiving a tuning policy; and

ensuring that the determined tuning values satisfies the tuning policy.

18. The network device of claim 16, wherein the performance measure comprises at Ieast one

of CPU usage, memory usage, input/output usage, or network usage.

19. The network device of claim 16, wherein the actions further comprise:
receiving, from an agent on the device, a plurality of test messages over the network;
gathering a plurality of network metrics, based on the received plurality of test
messages;
receiving a system metric based on a performance of the device; and
combining the plurality of gathered network metrics and the received system metric

1nto the device metrics.

20. An apparatus for self-tuning, comprising;:
a processor for performing actions comprising:
generating information about the apparatus usable to determine a metric of the

apparatus;
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providing the metric for generating a range of constraint-matched values for a device
parameter and a service of the device based on the determined metric;
recerving at least one tuning values for the device parameter based on the constraint-

matched values; and

self-tuning the apparatus based on the received tuning value.

21. The apparatus of claim 20, wherein at least one of the device parameters comprise a
network parameter for an interface for communicating over the network, an operating system
parameter of an operating system operating on the apparatus, a registry setting, a group policy

object, or a configuration file.

22. A processor-readable medium comprising instructions that when executed by a processor
causes the processor to perform actions comprising:

determining a value for a device parameter and a service of the device based on a
device metric and a filtering policy;

constraint-scarching over changes to settings of the device parameter to 1dentify a
point within a range of the device parameter, wherein the 1dentified point optimizes a
performance measure for the device;

selecting a tuning value the device parameter based on the 1dentified point;

providing the tuning value for tuning the device; and

tuning the device based on the tuning value.
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