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HANDOVER IN COMMUNICATIONS NETWORK

TECHNICAL FIELD

The invention relates to communications.

BACKGROUND

In recent years the phenomenal growth of mobile services and prolif-
eration of smart phones and tablets have increased a demand for higher network
capacity. One way to increase the capacity is to use smaller cells. That in turn in-
creases the amount of handovers. When a handover of a user device takes place
between cells provided by different base stations, the handover requires several
signaling messages, also to and from a control plane node in a core network. Tak-
ing into account the number of moving user devices, this leads to lots of control

plane signaling.

BRIEF DESCRIPTION

The invention is defined by the subject-matter of the independent
claims. Some embodiments are defined in the dependent claims.

According to an aspect, there is provided a method comprising: check-
ing, by a network node, in response to receiving a data packet, whether or not a
source node address in a header of the data packet is in a list of allowed address-
es, calculating, by the network node, a token using a data path identifier in the
header and a secret shared between the network and the source node, comparing
the token and a token in the header, causing forwarding the data packet to fur-
ther processing if the source address is in the list of allowed addresses and the
token calculated is the same as the token in the header, otherwise discarding the
data packet.

In an embodiment, the method further comprises: checking before cal-
culating the token whether or not to use a token check, if the token check is to be
used, performing the calculating and comparing, and if the token check is not to
be used, causing forwarding the data packet to further processing if the source
address is in the list of allowed addresses.

In an embodiment, wherein the data packet is an uplink packet, the
method further comprises: maintaining in the network node information on the
last source node address wherefrom a previous uplink data packet over the data
path was received, using the source node address as a target address for down-

link data packets of the data path, comparing the source node address to the last
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source node address; and updating the last source node address to be the source
node address, if the addresses are different.

In an embodiment the data path is a tunnel between the network node
and the source node, the data path identifier is a tunnel identifier and the header
is a tunnel header.

According to an aspect, there is provided a method comprising: calcu-
lating, in response to receiving in a network node a data packet to be sent over a
data path to a target node, a token using a data path identifier of the data path and
a secret shared between the network node and the target node, adding the token
and an address of the network node to a header of the data packet, and causing
forwarding the data packet with the header to the target node.

In an embodiment, the method further comprises: checking before cal-
culating the token whether or not to use a token check, and if the token check is to
be used, performing the calculating and adding the token to the header.

In an embodiment, wherein the data packet is an uplink packet, the
method further comprises: causing generating, in response to the data path being
handed over to the network node from another network node, an uplink data
packet, calculating a token using the data path identifier of the data path and the
secret, adding the token and an address of the network node to a header of the
uplink data packet, and causing forwarding the uplink data packet with the head-
er to the target node.

In an embodiment the data path is a tunnel between the network node
and the target node, the data path identifier is a tunnel identifier and the header is
a tunnel header.

According to an aspect, there is provided a network node comprising
at least one processor, and at least one memory comprising a computer program
code, wherein the processor, the memory, and the computer program code are
configured to cause the network node to: check, in response to a reception of a
data packet, whether or not a source node address in a header of the data packet
is in a list of allowed addresses, calculate a token using a data path identifier in
the header and a secret shared between the network and the source node, com-
pare the token with a token in the header, cause forwarding the data packet to
further processing in response to the source address being in the list of allowed
addresses and the token calculated being the same as the token in the header,
and discard the data packet in response to the source address not being in the list

of allowed addresses or the token calculated not being the same as the token in
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the header.

In an embodiment, the processor, the memory, and the computer pro-
gram code are further configured to cause the network node to: check before cal-
culating the token whether or not to use a token check, perform, in response to
the token check being to be used, the calculating and comparing, cause, in re-
sponse to the token check being to be used and the source address being in the
list of allowed addresses, forwarding the data packet to further processing.

In an embodiment, the processor, the memory, and the computer pro-
gram code are further configured to cause the network node to: maintain in the
network node information on the last source node address wherefrom a previous
uplink data packet over the data path was received, use the source node address
as a target address for downlink data packets of the data path, compare the
source node address to the last source node address, and update, in response to
the addresses being different, the last source node address to be the source node
address.

In an embodiment the network node is a user plane gateway.

According to an aspect, there is provided a network node comprising
at least one processor, and at least one memory comprising a computer program
code, wherein the processor, the memory, and the computer program code are
configured to cause the network node to: calculate, in response to a reception of a
data packet to be sent over a data path to a target node, a token using a data path
identifier of the data path and a secret shared between the network node and the
target node, add the token and an address of the network node to a header of the
data packet, and cause forwarding the data packet with the header to the target
node.

In an embodiment, the processor, the memory, and the computer pro-
gram code are further configured to cause the network node to check before cal-
culating the token whether or not to use a token check, and perform, in response
to the token check being to be used, the calculating and adding the token to the
header.

In an embodiment, the processor, the memory, and the computer pro-
gram code are further configured to cause the network node to: generate, in re-
sponse to the data path being handed over to the network node from another
network node, an uplink data packet; calculate a token using the data path identi-
fier of the data path and the secret; add the token and an address of the network

node to a header of the uplink data packet; and cause forwarding the uplink data
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packet with the header to the target node.

In an embodiment the network node is a base station.

According to an aspect, there is provided a network node comprising
means for carrying out any one of the above-described methods.

According to an aspect there is provided a non-transitory computer
readable media having stored thereon instructions that, when executed by a
computing device, cause the computing device to: check, in response to a recep-
tion of a data packet, whether or not a source node address in a header of the data
packet is in a list of allowed addresses, calculate a token using a data path identi-
fier in the header and a secret shared between the network and the source node,
compare the token with a token in the header, cause forwarding the data packet
to further processing in response to the source address being in the list of allowed
addresses and the token calculated being the same as the token in the header, and
discard the data packet in response to the source address not being in the list of
allowed addresses or the token calculated not being the same as the token in the
header.

In an embodiment there is provided a non-transitory computer reada-
ble media having stored thereon further instructions that, when executed by a
computing device, cause the computing device further to: check before calculating
the token whether or not to use a token check, perform, in response to the token
check being to be used, the calculating and comparing, and cause, in response to
the token check being to be used and the source address being in the list of al-
lowed addresses, forwarding the data packet to further processing.

In an embodiment there is provided a non-transitory computer reada-
ble media having stored thereon further instructions that, when executed by a
computing device, cause the computing device further to: maintain in the network
node information on the last source node address wherefrom a previous uplink
data packet over the data path was received, use the source node address as a
target address for downlink data packets of the data path, compare the source
node address to the last source node address, and update, in response to the ad-
dresses being different, the last source node address to be the source node ad-
dress.

In an embodiment there is provided a non-transitory computer reada-
ble media having stored thereon instructions that, when executed by a computing
device, cause the computing device to: calculate, in response to a reception of a

data packet to be sent over a data path to a target node, a token using a data path
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identifier of the data path and a secret shared between the network node and the
target node, add the token and an address of the network node to a header of the
data packet, and cause forwarding the data packet with the header to the target
node.

In an embodiment there is provided a non-transitory computer reada-
ble media having stored thereon further instructions that, when executed by a
computing device, cause the computing device further to: check before calculating
the token whether or not to use a token check, and perform, in response to the
token check being to be used, the calculating and adding the token to the header.

In an embodiment there is provided a non-transitory computer reada-
ble media having stored thereon further instructions that, when executed by a
computing device, cause the computing device further to: generate, in response to
the data path being handed over to the network node from another network node,
an uplink data packet; calculate a token using the data path identifier of the data
path and the secret; add the token and an address of the network node to a head-
er of the uplink data packet; and cause forwarding the uplink data packet with the
header to the target node.

According to yet another aspect, there is provided a computer pro-
gram product comprising program instructions configuring a network node to
perform any of the above-described methods when the computer program is run.

One or more examples of implementations are set forth in more detail
in the accompanying drawings and the description below. Other features will be

apparent from the description and drawings, and from the claims.

BRIEF DESCRIPTION OF DRAWINGS

In the following embodiments will be described in greater detail with
reference to the attached drawings, in which

Figures 1A and 1B illustrate exemplified wireless communication sys-
tems with schematic block diagrams of some nodes;

Figure 2 to 5 illustrate exemplified processes; and

Figure 6 and 7 are schematic block diagrams.

DETAILED DESCRIPTION OF SOME EMBODIMENTS

The following embodiments are exemplifying. Although the specifica-
tion may refer to “an”, “one”, or “some” embodiment(s) and/or example(s) in sev-
eral locations of the text, this does not necessarily mean that each reference is

made to the same embodiment(s) or example(s), or that a particular feature only
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applies to a single embodiment and/or example. Single features of different em-
bodiments and/or examples may also be combined to provide other embodi-
ments and/or examples.

Embodiments and examples described herein may be implemented in
any communications system, wired or wireless, that are configured to support
mobility of user devices by handovers, such as in at least one of the following:
Universal Mobile Telecommunication System (UMTS, 3G) based on basic wide-
band-code division multiple access (W-CDMA), high-speed packet access (HSPA),
Long Term Evolution (LTE), LTE-Advanced, LTE-Advanced Pro, fifth generation
(5G) system, beyond 5G, and/or wireless local area networks (WLAN) based on
IEEE 802.11 specifications on IEEE 802.15 specifications. The embodiments are
not, however, restricted to the systems given as an example but a person skilled
in the art may apply the solution to other communication systems provided with
necessary properties. One example of a suitable communications system is the 5G
system, as listed above.

5G has been envisaged to use multiple-input-multiple-output (MIMO)
multi-antenna transmission techniques, more base stations or access nodes than
the current network deployments of LTE, by using a so-called small cell concept
including macro sites operating in co-operation with smaller local area access
nodes, such as local ultra-dense deployment of small cells, and perhaps also em-
ploying a variety of radio technologies for better coverage and enhanced data
rates. 5G will likely be comprised of more than one radio access technology
(RAT), each optimized for certain use cases and/or spectrum. 5G system may also
incorporate both cellular (3GPP) and non-cellular (e.g. IEEE) technologies. 5G
mobile communications will have a wider range of use cases and related applica-
tions including video streaming, augmented reality, different ways of data sharing
and various forms of machine type applications, including vehicular safety, differ-
ent sensors and real-time control. 5G is expected to have multiple radio interfac-
es, including apart from earlier deployed frequencies below 6GHz, also higher,
that is cmWave and mmWave frequencies, and also being capable of integrating
with existing legacy radio access technologies, such as the LTE. Integration with
the LTE may be implemented, at least in the early phase, as a system, where mac-
ro coverage is provided by the LTE and 5G radio interface access comes from
small cells by aggregation to the LTE. In other words, 5G is planned to support
both inter-RAT operability (such as LTE-5G) and inter-RI operability (inter-radio

interface operability, such as inter-Rl operability between cmWave and
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mmWave). One of the concepts considered to be used in 5G networks is network
slicing in which multiple independent and dedicated virtual sub-networks (net-
work instances) may be created within the same infrastructure to run services
that have different requirements on latency, reliability, throughput and mobility.

It should be appreciated that future networks will most probably uti-
lize network functions virtualization (NFV) which is a network architecture con-
cept that proposes virtualizing network node functions into “building blocks” or
entities that may be operationally connected or linked together to provide ser-
vices. A virtualized network function (VNF) may comprise one or more virtual
machines running computer program codes using standard or general type serv-
ers instead of customized hardware. Cloud computing or cloud data storage may
also be utilized. In radio communications this may mean node operations to be
carried out, at least partly, in a server, host or node operationally coupled to a
remote radio head. It is also possible that node operations will be distributed
among a plurality of servers, nodes or hosts. It should also be understood that the
distribution of labour between core network operations and base station opera-
tions may differ from that of the LTE or even be non-existent. Some other tech-
nology advancements probably to be used are Software-Defined Networking
(SDN), Big Data, and all-IP, which may change the way networks are being con-
structed and managed. For example, one or more of the below described network
node functionalities may be migrated to any corresponding abstraction or appa-
ratus or device. Therefore, all words and expressions should be interpreted
broadly and they are intended to illustrate, not to restrict, the embodiment.

An extremely general architecture of exemplifying systems 100, 100’
to which embodiments of the invention may be applied are illustrated in Figures
1A and 1B. Figures 1A and 1B are simplified system architectures only showing
some elements and functional entities, all being logical units whose implementa-
tion may differ from what is shown. It is apparent to a person skilled in the art
that the system may comprise any number of the illustrated elements and func-
tional entities.

Referring to Figure 1A a cellular communication system 100, formed
by one or more cellular radio communication networks, such as the Long Term
Evolution (LTE), the LTE-Advanced (LTE-A) of the 3rd Generation Partnership
Project (3GPP), or the predicted future 5G solutions, are typically composed of
one or more network nodes that may be of different type. An example of such

network nodes is a base station 110, such as a next generation NodeB (NGNB),
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providing a wide area, medium range or local area coverage 101 for terminal de-
vices 120, for example for the terminal devices to obtain wireless access to other
networks 150 such as the Internet, either directly or via a core network 103. The
base stations are configured to minimize control plane signaling in handovers in
the core network by a path and/or source validation mechanism. For that pur-
pose the base station 110 comprises a radio access path management unit (ra-
pm-u) 111 and in a memory 112 there may be additional information (a.i.) for the
path and/or source validation mechanism. The additional information or part of it
may be received during a session set up or during a handover execution and/or
the additional information or part of it may be preconfigured to the base station.
Examples of the additional information in a base station include one or more al-
lowed addresses, such as IP addresses and link layer addresses, that are known to
be valid addresses of communication counterparts, a secret that is shared with a
communication counterpart either for all paths or path-specifically and an algo-
rithm to derive/calculate tokens. Examples of different functionalities of the ra-
dio access packet management unit 111 with further examples of the additional
handover related information will be described in more detail below.

The terminal device (TD) 120 refers to a portable computing device
(equipment, apparatus), and it may also be referred to as a user device, a user
terminal or a mobile terminal or a machine-type-communication (MTC) device,
also called Machine-to-Machine device and peer-to-peer device. Such computing
devices (apparatuses) include wireless mobile communication devices operating
with or without a subscriber identification module (SIM) in hardware or in soft-
ware, including, but not limited to, the following types of devices: mobile phone,
smart-phone, personal digital assistant (PDA), handset, laptop and/or touch
screen computer, e-reading device, tablet, game console, notebook, multimedia
device, sensor, actuator, video camera, car, refrigerator, other domestic applianc-
es, telemetry appliances, and telemonitoring appliances.

The core network 103 comprises one or more network nodes 130
providing next generation core user plane gateway function (UP-GW) that may
correspond to a serving gateway or packet data network gateway in LTE. The
network nodes 130 are configured to minimize control plane signaling during
handovers in the core network by a path and/or source validation mechanism.
For that purpose such a network node 130, called herein simply UP-GW, compris-
es a user plane path management unit (up-pm-u) 131 and in a memory 132 there

may be additional information (a.i.) for the path and/or source validation mecha-



WO 2018/108261 PCT/EP2016/080936

nism. The additional information or part of it may be received during a session set
up and/or the additional information or part of it may be preconfigured to UP-
GW. Examples of the additional information in UP-GW include one or more al-
lowed addresses, such as IP addresses and link layer addresses, that are known to
be valid IP addresses of communication counterpart NGNBs, a secret that is
shared with a communication counterpart, either for all data paths or path-
specifically, and an algorithm to derive/calculate tokens. Examples of different
functionalities of the user plane path management unit 131 with further examples
of the additional handover related information will be described in more detail
below.

The core network 103 comprises also one or more network nodes 140
providing next generation core control plane (NGCP) functions, such as access
and mobility management function. In the architecture illustrated in Figure 1A,
such network nodes, called herein simply NGCP, are configured to support the
path and/or source validation mechanism. For that purpose they comprise an
enhanced session set up unit (e-s-u) for providing UP-GWs and NGNBs during
PDU session creation with the additional information or part of it, as will be de-
scribed in more detail below, especially with Figure 5.

The exemplified system architecture in Figure 1B differs from the one
illustrated in Figure 1A in that respect that an operation and maintenance center
(O&M) 160 in a network management system provides UP-GWs 130 and/or base
stations 110 with preconfigured additional information or at least part of the ad-
ditional information, as a part of their normal configuration. More precisely, in the
illustrated example the additional information in the memory 112 of the base sta-
tion 110 comprises as a secret between the base station and UP-GW a key, and
access control list ACL. The access control list in the base station 110 contains
information on allowed IP addresses and/or link layer addresses of UP-GWs that
serve base stations in the local coverage area 101 of the base station 110. Corre-
spondingly the additional information in the memory 132 of the UP-GW 130
comprises the key as the secret between the base station and UP-GW and an ac-
cess control list ACL1. The access control list ACL1 contains allowed IP addresses
and/or link layer addresses of all base stations in a serving area of UP-GW.

Naturally there may be systems comprising pre-configured additional
information as illustrated in Figure 1B for NGNB specific shared data paths, and
further have one or more enhanced session set up units for dynamic terminal de-

vice -specific paths.
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In the examples below it is assumed that a tunnel with a tunnel identi-
fier is established between NGNB and UP-GW for a path, and that the actual pack-
et with header information is encapsulated in a data packet according a tunnel
protocol, the data packet having a tunnel header (outer header). However, it
should be appreciated that for one skilled in the art implementing the examples to
any corresponding connectivity path is a straightforward solution.

Figure 2 illustrates an exemplified functionality in a sending network
node for the mechanism to validate a path and a source in the other end point of
the tunnel. The functionality may be performed by the radio access path man-
agement unit in NGNB for an uplink packet or the user plane path management
unit in UP-GW for a downlink packet. Further, in the example it is assumed that
the network node is configured with the additional information, at least with the
key (shared secret). The key may be a temporary seed key that may be transmit-
ted during handover or a preconfigured key shared by the sending node and the
other end point and that is not transmitted during handover. Naturally the send-
ing node is configured with one or more algorithms which to use to calculate a
token, and if there are more than one algorithm the sending node comprises in-
formation which one of the algorithms to use with the other end point. In other
words, the sending node comprises configuration data defining the other end
point (destination) and information how to create tunnel header content.

Referring to Figure 2, when a packet to be tunneled (i.e. sent over an
existing tunnel) to the other end of the path is received in block 201, a token is
calculated (derived) in block 202 using the key and the tunnel identifier. Then the
token, the tunnel identifier (TNL-ID) and a source address, i.e. an IP address or a
link layer address used by the network node, are added in block 203 to the tunnel
header and forwarding of the packet with the tunnel header is caused in block
204.

It should be appreciated that the sending node may be configured to
check before block 202 whether or not to apply the token procedure, i.e. calculate
the token and add it to the tunnel header, only if the token procedure is to be ap-
plied. For example, the token procedure may be applied when a packet is first
time sent from NGNB over the tunnel, or the packet is first time sent from UP-GW
to that specific NGNB over the tunnel, i.e. a first packet after the tunnel has been
established or after a handover. A further example is to apply the token proce-
dure at certain intervals, for every xt™ send packet. It should be appreciated that

any other rule when to apply the token procedure may be used, and the rule may
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be given in the information how to create tunnel header content or as part of the
additional information.

Figure 3 illustrates an exemplified functionality of UP-GW, or more
precisely of the user plane path management unit, for the mechanism to validate a
path and a source as a receiving network node in the other end point of the tun-
nel. Further, in the example it is assumed that the network node is configured
with the additional information, at least with the key (shared secret), and that it
maintains information on a source address wherefrom the last received packet
was received. Naturally UP-GW is configured with one or more algorithms which
to use to calculate a token, and if there are more than one algorithm UP-GW com-
prises information which one of the algorithms to use with the other end point.

Referring to Figure 3, when an uplink packet is received in block 301
in UP-GW, a source address (sender’s address) is read in block 302 from the
packet, from the tunnel header (outer header). Then it is checked in block 303,
whether or not the source address is an allowed address. In other words, it is
checked whether or not the source address is in the ACL list of UP-GW. If it is not,
the source is not a trusted source, and the packet is discarded in block 304.

If the source address is an allowed address (block 303: yes), the tunnel
identifier (TLD-ID) is read in block 305 from the tunnel header of the packet to
check in block 306, whether a session context associated with the tunnel identifi-
er exists. If not, the packet is discarded in block 304. Without the session context
it is not possible to perform the token verification since the information needed is
stored as part of the session context.

If a session context associated with the tunnel identifier exists (block
306: yes) it is checked in block 307, whether the source address is the same ad-
dress that is stored to the session context as the last source address.

If the source address is not the same as the last source address (block
307: no), the packet is the first one received from that source. That indicates that
a handover has been executed. To update handover to UP-GW the last source ad-
dress is set in block 308 to be the source address read in block 302. That automat-
ically also switches the downlink destination of the associated user data.

In the illustrated example the key to be used is retrieved in block 309.
Depending on an implementation the key is either retrieved from the session con-
text or from semi-permanent configuration information using the source address
indicating the NGNB wherefrom the packet was received. Further, the token is

read in block 310 from the tunnel header of the packet, and another token is de-
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rived (calculated) in block 311 using the retrieved key and the tunnel identifier.
Then the derived token is compared in block 312 to the received token. If they are
the same (block 313: yes), the token is validated, and thereby also the path is val-
idated, and the sending NGNB is determined (verified) to be a trusted sender
node, and forwarding the packet to further processing, such as tunnel-identifier
associated processing, is caused in block 314.

If the derived token is not the same as the received token (block 313:
no), this indicates that the sending node is not a trusted sender node, and the
packet is discarded in block 304.

The token comparison (token verification) increases security since a
malicious user cannot eavesdrop information required to create a proper token.

In the illustrated example the source verification process, i.e. the token
comparison procedure, is performed always when there is an indication of a
handover and for the other packets there may be a rule which indicates whether
or not to apply the token comparison procedure. Examples of such rules are de-
scribed above with Figure 2. Therefore, if the source address is the same as the
last source address (block 307: yes), the process described in Figure 3 proceeds
to block 315 to determine whether or not to check the validity of the token. If yes,
the process proceeds to block 309 to retrieve the key. If not, the process proceeds
to block 314 to cause the forwarding.

It should be appreciated that in another example no token check is
performed but the process proceeds directly from block 307 to block 309 to re-
trieve the key if the source address is the same as the last source address.

Further, it should be appreciated that even though the blocks are de-
scribed in a subsequent order, blocks 309 to 314 may be performed simultane-
ously or before block 308 if the source address is not the same as the last source
address. That ensures, especially if no token check is performed to packets whose
source address is the same as the last source address (proceed from block 307
directly to block 314 without block 315 checking), that the downlink destination
of the associated user data flow is not switched to NGNB that failed the token
verification.

A further example is that if the token check is performed to all packets,
the process may proceed from block 306 when the associated context exists to to
block 309 to retrieve the key and blocks 307 and 308 (check of source address
and update if needed) can be performed after block 312, i.e. after the token verifi-

cation.
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Figure 4 illustrates an exemplified functionality of NGNB or more
precisely of the radio access path management unit, for the mechanism to validate
a path and a source as a receiving network node in the other end point of the tun-
nel. Basically the process is similar to the one performed in UP-GW. However,
there is no need to check whether or not to update sender address to correspond
address after handover. Therefore there are no blocks corresponding to blocks
307 and 308. In Figures 3 and 4 similar blocks are associated with similar num-
bers, and detailed explanation of a block is not repeated in vain, what is stated
above with Figure 3 applies also to Figure 4.

Referring to Figure 4, when a downlink packet is received in block 401
in NGNB, a source address (sender’s address) is read in block 402 from the pack-
et, from the tunnel header (outer header). Then it is checked in block 403, wheth-
er or not the source address is an allowed address. In other words, it is checked
whether or not the source address is in the ACL list of the NGNB. If it is not, the
source is not a trusted source, and the packet is discarded in block 404.

If the source address is an allowed address (block 403: yes), the tunnel
identifier (TLD-ID) is read in block 405 from the tunnel header to check in block
406, whether a session context associated with the tunnel identifier exists. If not,
the packet is discarded in block 404.

If a session context associated with the tunnel identifier exists (block
406: yes) it is checked in block 415 whether or not to check the validity of the to-
ken. If yes, the process proceeds to block 409 to retrieve the key to be used. Fur-
ther, the token is read in block 410 from the tunnel header of the packet, and an-
other token is derived (calculated) in block 411 using the retrieved key and the
tunnel identifier. Then the derived token is compared in block 412 to the received
token. If they are the same (block 413: yes), the token is validated, and thereby
also the path is validated, and the sending UP-GW is determined (verified) to be a
trusted sender node, and forwarding the packet to further processing, such as
tunnel-identifier associated processing, is caused in block 414.

If the derived token is not the same as the received token (block 413:
no), this indicates that the sending node is not a trusted sender node, and the
packet is discarded in block 404.

If the validity of the token is not checked (block 415: no), the process
proceeds to block 414 to cause the forwarding.

Figure 5 illustrates information exchange when NGCP configures UP-

GW and NGNB with the additional information. In the example it is assumed that
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there is one tunnel per one session per one terminal device. The protocol used for
tunneling may be any tunneling protocol, such as Generic Routing Encapsulation
(GRE).

Referring to Figure 5, upon starting a session establishment for a ter-
minal device TD, the session establishment including establishment of a tunnel
between NGNB1 serving TD and UP-GW, NGCP allocates in block 5-1 a unique
shared secret for the session, i.e. the key used above in token verification. In the
illustrated example NGCP also determines in block 5-1 allowed IP addresses for
the nodes. In the illustrated example determined allowed addresses (ACL) that
are to be used by UP-GW comprise at least addresses of NGNB1 and NGNB2, and
determined allowed addresses that are to be used by NGNB1 comprise only UP-
GW'’s address. However, it should be appreciated that addresses of two or more
UP-GWs may be determined to be allowable. The key, ACL and other session re-
lated information are forwarded in message 5-2, such as a create session request,
to UP-GW which then stores the key and ACL in block 5-3. In other words, UP-GW
is configured with the additional information. UP-GW responds to message 5-2 by
sending message 5-4 to NGCP.

NGCP sends message 5-5, such as PDU session set up request, to
NGNB1, message 5-5 comprising the key, UP-GW’s address. Upon receiving mes-
sage 5-5 NGNB1 stores in block 5-6 the key and UP-GW's address. Thereby the
NGCP configures NGNB1 with the additional information.

The rest of the session establishment (block 5-7) including tunnel es-
tablishment takes place between TD, NGNB1, UP-GW and NGCP as is known in the
art. During the tunnel establishment UP-GW receives NGNB1's address
(@NGNB1) and stores it in block 5-7' as the address of the last received packet.
For example, NGNBs may be configured to generate and send a dummy uplink
packet to UP-GW on behalf of TD during the session set up so that UP-GW receives
the address of the other part of the tunnel.

Once the session has been established, data packets may be sent to and
from TD via NGNB1, in the tunnel (messages 5-8’, only one shown) with token
derived as described above, and with sender address (@), and naturally, although
not illustrated in Figure, with the tunnel identifier without any affect to data
packets send over the air (messages 5-8). For example GRE sequence number
may carry the token.

Then in the illustrated example a handover from NGNB1 to NGNB2 is

prepared and executed in block 5-9, during which the additional information, i.e.
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the key and UP-GW's address, are forwarded (message 5-10) to NGNB2 with all
other TD-specific context data to NGNB2 (target node).

NGNB?2 stores in block 5-11 the additional information to its memory.
In another implementation NGNB2, as other corresponding nodes, may be config-
ured to update, using a pre-agreed algorithm, the key received with other infor-
mation received from NGNB1. Further, in the example NGNBs are configured to
generate and send a dummy uplink packet to UP-GW in case there is no uplink
packet received from TD just after the handover execution phase in order to final-
ize the handover. In the illustrated example it is detected in block 511 that there
is no uplink packet received from TD, and therefore an uplink packet is generated
in block 511 by the NGNB2, and the packet is processed as if it had been received
from TD. In other words, a token is generated using the tunnel identifier and the
key (S_ID) as described above, and the token and sender’s address (@NGNB2) are
added to a tunnel header of the packet and then the packet is sent (message 5-12)
to UP-GW.

Upon receiving the packet UP-GW in block 5-13 validates the address,
the token and then updates in its memory NGNB2 to be the other end node of the
tunnel, as described above. If NGNBs are configured to update the key because of
handover, UP-GW is correspondingly configured to update, upon detecting that
the source address is not the same as the previous source address, the key corre-
spondingly.

Once the session has been established, data packets may be sent to and
from TD via NGNB2, in the tunnel (messages 5-14’, only one shown) with token
derived as described above, and with sender address (@), and with the tunnel
identifier, without any affect to data packets send over the air (messages 5-10).

As is evident from the above, no control plane signaling is required in
the handover - thanks to the automatic path switching in downlink, the automatic
path switching being a secured one thanks to the token and sender address vali-
dation.

Although in the above examples it is assumed that the path and/or
source validation is performed to both uplink and downlink packets, that need
not to be the case; it suffices that the validation is performed to uplink packets.
Further, the token check may be performed to uplink packets after a handover:
base stations may be configured with a rule to use token check in response to
sending a first uplink packet, i.e. add to the first uplink packet the token, and UP-

GW may be configured to use the token check in response to an uplink packet
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containing a token or in response to the source address being different than the
first source address.

The blocks, related functions, and information exchanges described
above by means of Figures 2 to 5 are in no absolute chronological order, and some
of them may be performed simultaneously or in an order differing from the given
one. Naturally similar processes for several packets/streams may run in parallel.
Other functions can also be executed between them or within them, and other
information may be sent. Some of the blocks or part of the blocks or one or more
pieces of information can also be left out or replaced by a corresponding block or
part of the block or one or more pieces of information. For example, if no tunnel
header, or corresponding outer header is used in packets, the information (source
address, token, path or data flow identifier) may be added to the actual packet
header. Another example includes performing only the token validation, i.e. skip-
ping the source address validation.

The techniques and methods described herein may be implemented by
various means so that an apparatus/device/network node/base station/UP-GW
configured to support a path and/or source validation mechanism based on at
least partly on what is disclosed above with any of Figures 1A to 5, including im-
plementing one or more functions/operations of a corresponding network node
(NGNB, UP-GW) described above with an embodiment/example, for example by
means of any of Figures 2 to 5, comprises not only prior art means, but also
means for implementing the one or more functions/operations of a correspond-
ing functionality described with an embodiment, for example by means of any of
Figures 2 to 5, and it may comprise separate means for each separate func-
tion/operation, or means may be configured to perform two or more func-
tions/operations. For example, one or more of the means and/or the radio access
path management unit, or its sub-units, and/or the user plane path management
unit, or its sub-units, described above may be implemented in hardware (one or
more devices), firmware (one or more devices), software (one or more modules),
or combinations thereof. For a hardware implementation, the apparatus(es) of
embodiments may be implemented within one or more application-specific inte-
grated circuits (ASICs), digital signal processors (DSPs), digital signal processing
devices (DSPDs), programmable logic devices (PLDs), field programmable gate
arrays (FPGAs), processors, controllers, micro-controllers, microprocessors, logic
gates, other electronic units designed to perform the functions described herein

by means of Figures 1A to 5, or a combination thereof. For firmware or software,
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the implementation can be carried out through modules of at least one chipset
(e.g. procedures, functions, and so on) that perform the functions described here-
in. The software codes may be stored in a memory unit and executed by proces-
sors. The memory unit may be implemented within the processor or externally to
the processor. In the latter case, it can be communicatively coupled to the proces-
sor via various means, as is known in the art. Additionally, the components of the
systems described herein may be rearranged and/or complemented by additional
components in order to facilitate the achievements of the various aspects, etc.,
described with regard thereto, and they are not limited to the precise configura-
tions set forth in the given figures, as will be appreciated by one skilled in the art.

Figure 6 provides an apparatus (device) according to some embodi-
ments of the invention. Figure 6 illustrates an apparatus configured to carry out
the functions described above in connection with the base station (NGNB). Each
apparatus may comprise one or more communication control circuitry, such as at
least one processor 602, and at least one memory 604, including one or more al-
gorithms 603, such as a computer program code (software) wherein the at least
one memory and the computer program code (software) are configured, with the
at least one processor, to cause the apparatus to carry out any one of the exempli-
fied functionalities of the base station.

Referring to Figure 6, at least one of the communication control cir-
cuitries in the apparatus 600 is configured to provide the radio access path man-
agement unit, or its sub-units, and to carry out functionalities described above by
means of any of Figures 2, 4 and 5 by one or more circuitries.

Figure 7 provides an apparatus (device) according to some embodi-
ments of the invention. Figure 7 illustrates an apparatus configured to carry out
the functions described above in connection with UP-GW. Each apparatus may
comprise one or more communication control circuitry, such as at least one pro-
cessor 702, and at least one memory 704, including one or more algorithms 703,
such as a computer program code (software) wherein the at least one memory
and the computer program code (software) are configured, with the at least one
processor, to cause the apparatus to carry out any one of the exemplified func-
tionalities of UP-GW.

Referring to Figure 7, at least one of the communication control cir-
cuitries in the apparatus 700 is configured to provide the user plane path man-
agement unit, or its sub-units unit, and to carry out functionalities described

above by means of any of Figures 2, 3 and 5 by one or more circuitries.
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Referring to Figures 6 and 7, the memory 604, 704 may be implement-
ed using any suitable data storage technology, such as semiconductor based
memory devices, flash memory, magnetic memory devices and systems, optical
memory devices and systems, fixed memory and removable memory.

Referring to Figures 6 and 7, the apparatus may further comprise dif-
ferent interfaces 601, 701 such as one or more communication interfaces (TX/RX)
comprising hardware and/or software for realizing communication connectivity
according to one or more communication protocols. The communication interface
may provide the apparatus with communication capabilities to communicate in
the cellular communication system and enable communication between different
network nodes and in apparatus 600 depicting the base station also a communi-
cation interface between the terminal device and the different network nodes, for
example. The communication interface may comprise standard well-known com-
ponents such as an amplifier, filter, frequency-converter, (de)modulator, and en-
coder/decoder circuitries and one or more antennas. The communication inter-
faces may comprise radio interface components providing the network node and
the terminal device with radio communication capability in the cell.

As used in this application, the term ‘circuitry’ refers to all of the fol-
lowing: (a) hardware-only circuit implementations, such as implementations in
only analog and/or digital circuitry, and (b) combinations of circuits and soft-
ware (and/or firmware), such as (as applicable): (i) a combination of proces-
sor(s) or (ii) portions of processor(s)/software including digital signal proces-
sor(s), software, and memory(ies) that work together to cause an apparatus to
perform various functions, and (c) circuits, such as a microprocessor(s) or a por-
tion of a microprocessor(s), that require software or firmware for operation, even
if the software or firmware is not physically present. This definition of ‘circuitry’
applies to all uses of this term in this application. As a further example, as used in
this application, the term ‘circuitry’ would also cover an implementation of mere-
ly a processor (or multiple processors) or a portion of a processor and its (or
their) accompanying software and/or firmware. The term ‘circuitry’ would also
cover, for example and if applicable to the particular element, a baseband inte-
grated circuit or applications processor integrated circuit for a mobile phone or a
similar integrated circuit in a server, a cellular network de-vice, or another net-
work device.

In embodiments, the at least one processor, the memory, and the com-

puter program code form processing means or comprises one or more computer
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program code portions for carrying out one or more operations according to any
one of the embodiments of Figures 3 to 10 or operations thereof.

Embodiments as described may also be carried out in the form of a
computer process defined by a computer program or portions thereof. Embodi-
ments of the methods described in connection with Figures 2 to 5 may be carried
out by executing at least one portion of a computer program comprising corre-
sponding instructions. The computer program may be in source code form, object
code form, or in some intermediate form, and it may be stored in some sort of
carrier, which may be any entity or device capable of carrying the program. For
example, the computer program may be stored on a computer program distribu-
tion medium readable by a computer or a processor. The computer program me-
dium may be, for example but not limited to, a record medium, computer
memory, read-only memory, electrical carrier signal, telecommunications signal,
and software distribution package, for example. The computer program medium
may be a non-transitory medium. Coding of software for carrying out the embod-
iments as shown and described is well within the scope of a per-son of ordinary
skill in the art.

Even though the invention has been described above with reference to
examples according to the accompanying drawings, it is clear that the invention is
not restricted thereto but can be modified in several ways within the scope of the
appended claims. Therefore, all words and expressions should be interpreted
broadly and they are intended to illustrate, not to restrict, the embodiment. It will
be obvious to a person skilled in the art that, as technology advances, the in-
ventive concept can be implemented in various ways. Further, it is clear to a per-
son skilled in the art that the described embodiments may, but are not required

to, be combined with other embodiments in various ways.
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CLAIMS

1. A method comprising:

checking, by a network node, in response to receiving a data packet,
whether or not a source node address in a header of the data packet is in a list of
allowed addresses;

calculating, by the network node, a token using a data path identifier in
the header and a secret shared between the network and the source node;

comparing the token and a token in the header;

causing forwarding the data packet to further processing if the source
address is in the list of allowed addresses and the token calculated is the same as
the token in the header;

otherwise discarding the data packet.

2. A method as claimed in claim 1, further comprising:

checking before calculating the token whether or not to use a token
check;

if the token check is to be used, performing the calculating and com-
paring;

if the token check is not to be used, causing forwarding the data packet

to further processing if the source address is in the list of allowed addresses.

3. A method as claimed in claim 1 or 2, wherein the data packet is an
uplink packet and the method further comprises:

maintaining in the network node information on the last source node
address wherefrom a previous uplink data packet over the data path was re-
ceived;

using the source node address as a target address for downlink data
packets of the data path;

comparing the source node address to the last source node address;
and

updating the last source node address to be the source node address, if

the addresses are different.

4. A method as claimed in any preceding claim, wherein the data path

is a tunnel between the network node and the source node, the data path identifi-
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er is a tunnel identifier and the header is a tunnel header.

5. A method comprising:

calculating, in response to receiving in a network node a data packet
to be sent over a data path to a target node, a token using a data path identifier of
the data path and a secret shared between the network node and the target node;

adding the token and an address of the network node to a header of
the data packet; and

causing forwarding the data packet with the header to the target node.

6. A method as claimed in claim 5, further comprising:

checking before calculating the token whether or not to use a token
check; and

if the token check is to be used, performing the calculating and adding
the token to the header.

7. A method as claimed in claim 5 or 6,

causing generating, in response to the data path being handed over to
the network node from another network node, an uplink data packet;

calculating a token using the data path identifier of the data path and
the secret;

adding the token and an address of the network node to a header of
the uplink data packet; and

causing forwarding the uplink data packet with the header to the tar-
get node.

8. A method as claimed in claim 5, 6 or 7, wherein the data path is a
tunnel between the network node and the target node, the data path identifier is a

tunnel identifier and the header is a tunnel header.

9. A network node comprising:

at least one processor, and

at least one memory comprising a computer program code, wherein
the processor, the memory, and the computer program code are configured to
cause the network node to:

check, in response to a reception of a data packet, whether or not a
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source node address in a header of the data packet is in a list of allowed address-
es;

calculate a token using a data path identifier in the header and a secret
shared between the network and the source node;

compare the token with a token in the header;

cause forwarding the data packet to further processing in response to
the source address being in the list of allowed addresses and the token calculated
being the same as the token in the header; and

discard the data packet in response to the source address not being in
the list of allowed addresses or the token calculated not being the same as the

token in the header.

10. A network node as claimed in claim 9, wherein the processor, the
memory, and the computer program code are further configured to cause the
network node to:

check before calculating the token whether or not to use a token
check;

perform, in response to the token check being to be used, the calculat-
ing and comparing;

cause, in response to the token check being to be used and the source
address being in the list of allowed addresses, forwarding the data packet to fur-

ther processing.

11. A network node as claimed in claim 9 or 10, wherein the processor,
the memory, and the computer program code are further configured to cause the
network node to:

maintain in the network node information on the last source node ad-
dress wherefrom a previous uplink data packet over the data path was received;

use the source node address as a target address for downlink data
packets of the data path;

compare the source node address to the last source node address; and

update, in response to the addresses being different, the last source

node address to be the source node address.

12. A network node as claimed in claim 9, 10 or 11, wherein the net-

work node is a user plane gateway.



WO 2018/108261 PCT/EP2016/080936

23

13. A network node comprising:

at least one processor, and

at least one memory comprising a computer program code, wherein
the processor, the memory, and the computer program code are configured to
cause the network node to:

calculate, in response to a reception of a data packet to be sent over a
data path to a target node, a token using a data path identifier of the data path and
a secret shared between the network node and the target node;

add the token and an address of the network node to a header of the
data packet; and

cause forwarding the data packet with the header to the target node.

14. A network node as claimed in claim 13, wherein the processor, the
memory, and the computer program code are further configured to cause the
network node to:

check before calculating the token whether or not to use a token
check; and

perform, in response to the token check being to be used, the calculat-

ing and adding the token to the header.

15. A network node as claimed in claim 13 or 14, wherein the proces-
sor, the memory, and the computer program code are further configured to cause
the network node to:

generate, in response to the data path being handed over to the net-
work node from another network node, an uplink data packet;

calculate a token using the data path identifier of the data path and the
secret;

add the token and an address of the network node to a header of the
uplink data packet; and

cause forwarding the uplink data packet with the header to the target
node.

16. A network node as claimed in claim 13, 14 or 15, wherein the net-

work node is a base station.
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17. A network node comprising means for carrying out the method ac-

cording to any one of claims 1 to 8.

18. A non-transitory computer readable media having stored thereon
instructions that, when executed by a computing device, cause the computing de-
vice to:

check, in response to a reception of a data packet, whether or not a
source node address in a header of the data packet is in a list of allowed address-
es;

calculate a token using a data path identifier in the header and a secret
shared between the network and the source node;

compare the token with a token in the header;

cause forwarding the data packet to further processing in response to
the source address being in the list of allowed addresses and the token calculated
being the same as the token in the header; and

discard the data packet in response to the source address not being in
the list of allowed addresses or the token calculated not being the same as the

token in the header.

19. A non-transitory computer readable media as claimed in claim 18,
having stored thereon further instructions that, when executed by a computing
device, cause the computing device further to:

check before calculating the token whether or not to use a token
check;

perform, in response to the token check being to be used, the calculat-
ing and comparing;

cause, in response to the token check being to be used and the source
address being in the list of allowed addresses, forwarding the data packet to fur-

ther processing.

20. A non-transitory computer readable media as claimed in claim 18
or 19, having stored thereon further instructions that, when executed by a com-
puting device, cause the computing device further to:

maintain in the network node information on the last source node ad-
dress wherefrom a previous uplink data packet over the data path was received;

use the source node address as a target address for downlink data
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packets of the data path;
compare the source node address to the last source node address; and
update, in response to the addresses being different, the last source

node address to be the source node address.

21. A non-transitory computer readable media having stored thereon
instructions that, when executed by a computing device, cause the computing de-
vice to:

calculate, in response to a reception of a data packet to be sent over a
data path to a target node, a token using a data path identifier of the data path and
a secret shared between the network node and the target node;

add the token and an address of the network node to a header of the
data packet; and

cause forwarding the data packet with the header to the target node.

22. A non-transitory computer readable media as claimed in claim 21,
having stored thereon further instructions that, when executed by a computing
device, cause the computing device further to:

check before calculating the token whether or not to use a token
check; and

perform, in response to the token check being to be used, the calculat-

ing and adding the token to the header.

23. A non-transitory computer readable media as claimed in claim 21
or 22, having stored thereon further instructions that, when executed by a com-
puting device, cause the computing device further to:

generate, in response to the data path being handed over to the net-
work node from another network node, an uplink data packet;

calculate a token using the data path identifier of the data path and the
secret;

add the token and an address of the network node to a header of the
uplink data packet; and

cause forwarding the uplink data packet with the header to the target
node.

24. A computer program product comprising program instructions
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configuring a network node to perform a method as claimed in any of claims 1 to

8 when the computer program is run.
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