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DISTRIBUTED,

CENTRALLY AUTHORED BLOCK CHAIN NETWORK
TECHNICAL

[0001]

FIELD

This disclosure generally relates to information transfer, and more specifically to a

central service provider of a distributed block chain network that generates and transmits

blocks of encrypted transaction records such that only select encrypted transaction records
can be decrypted and viewed by a member of t e block chain network.

BACKGROUND

[0002]

Within any industry, there are numerous private networks built around specific

central service services and/or assets. As an example, a private network built around a

financial asset may include numerous members of the network such as a central service
provider (e.g., banks and clearing agencies), regulating institutions, and clients that request
the transfer of the financial asset.
[0003]

A main concern in private networks, and any network in general, is ensuring that

transactions concerning financial data remain private yet traceable. For example, a central
service provider processing a transfer of a financial asset for a first client would not reveal the

contents of that transfer to unauthorized clients that are not involved in the transfer.

Conventionally, each member of the network can develop and maintain individual systems
that can privately communicate with a central service provider and/or each other using
various communication protocols. However, the different individual systems leads to a
number of additional problems.
[0004]

First, each individual system can be highly disparate, thereby requiring a

significant investment in resources to ensure that a system can privately communicate with
the central service provider and other members in the network. Second, each individual

network may significantly differ in their level of implemented security. For example, each

network can provide different approaches to encryption, authentication, data masking, and the
like. Therefore, certain systems may be more susceptible to being compromised which can

affect all members of the network. Third, there is a lack of data resiliency, meaning that if a
central service provider is unavailable, then the data stored with the central service provider
is similarly unavailable for access.

SUMMARY

[0005]

A central service provider manages a private network and uses block chain(s) and

cryptography to provide a block of transaction records to various members of the block chain.
A transaction record includes details pertaining to a transaction. The central service provider
encrypts transaction records to generate a block of transaction records such that each member
is only able to decrypt and read a subset of transaction records in the block. Specifically, the

transaction records in t e subset include transaction records that are relevant for the member.
The block chain network may be fully distributed across members of a block chain network,

meaning that the block chain is distributed but only authorized members may read the details
of a party's transactions. As used hereafter, a member of the block chain refers to an
individual or entity that maintains local copies of the block chain. Additionally, as used
hereafter, a party refers to an individual or entity that places transactions and is authorized to
view a portion of the transaction records on the block chain. In various embodiments, a party
is a member of the block chain, but a member of the block chain need not be a party. For

example, a member of the block chain may be a regulator that oversees transactions placed by

various parties but does not place transactions itself.
[0006]

In various embodiments, the central service provider uses symmetric and

asymmetric cryptography techniques to ensure private viewing of transaction records in a
block. For each new block, the central service provider generates symmetric keys that are

each specific to a party and that party's transactions. The central service provider encrypts

transaction records of a party using the corresponding symmetric key and adds the encrypted
transaction records to a block of transaction records. Additionally, t e central service
provider encrypts t e symmetric keys using the public keys of one or more members of the
block chain network that are authorized to access those transaction records. The symmetric
key is further encrypted and included in a header of the block of transaction records.
[0007]

The central service provider assembles the header with the encrypted block of

transaction records and may distribute the assembled header and encrypted block to members
of the block chain. Therefore, an authorized member can access details of a subset of
transactions in the encrypted block by decrypting the header using an asymmetric key to
obtain the symmetric key and by further decrypting the transaction records using the

symmetric key. When new transactions are received, the central service provider repeats this
process to generate encrypted transaction records to be written to the block chain that may be
distributed to the members of the block chain network without losing privacy of the
transactions.
[0008]

The benefits of the implementation of the various embodiments described herein

are several-fold. First, there is a single network across all members of the block chain

network and hence, redundant resources for managing individual systems are removed.
Second, security is achieved through cryptography and importantly, members of the network

can only read the details of transactions to which they are entitled. Employing cryptography

further establishes immutability of transaction records, thereby guarding against possible
malicious acts. Third, data resiliency is improved as the encrypted transaction records are
locally stored with the members, thereby reducing reliance on a central database.

BRIEF DESCRIPTION OF THE DRAWINGS

[0009]

The disclosed embodiments have advantages and features which will be more

readily apparent from the detailed description, the appended claims, and the accompanying

figures (or drawings). A brief introduction of t e figures is below.
[0010]

FIG. 1 depicts an overall system environment for generating and distributing

encrypted blocks of transaction records, in accordance with an embodiment.
[0011]

FIG. 2A, 2B, and 2C depict example block diagrams of a client device, external

system, and central service provider, respectively, in accordance with an embodiment.
[0012]

FIG. 3 depicts an example process of generating encrypted symmetric keys, in

accordance with an embodiment.
[0013]

FIG. 4A depicts an example encryption of a received transaction, in accordance

with an embodiment.
[0014]

FIG. 4B depicts example transaction records within a block of transaction records

generated by the central service provider, in accordance with an embodiment.
[0015]

FIG. 4C illustrates an example hashing strategy for generating a hashed block of

transaction records, in accordance with an embodiment.
[0016]

FIG. 5 depicts an example header and block of transaction records, in accordance

with an embodiment.
[0017]

FIG. 6 is an overall flow diagram process for generating and delivering a header

and block of transaction records by a central service provider, in accordance with an
embodiment.
[0018]

FIG. 7 depicts an overall flow process for decrypting the block of transaction

records performed by a decryption module, in accordance with an embodiment.

DETAILED DESCRIPTION

[0019]

The figures and the following description relate to preferred embodiments by way

of illustration only. It should be noted that from the following discussion, alternative
embodiments of the structures and methods disclosed herein will be readily recognized as
viable alternatives that may be employed without departing from the principles of what is

claimed.
[0020]

Reference will now be made in detail to several embodiments, examples of which

are illustrated in the accompanying figures. It is noted that wherever practicable similar or

like reference numbers may be used in the figures and may indicate similar or like
functionality. For example, a letter after a reference numeral, such as "transaction record
440A," indicates that the text refers specifically to the element having that particular
reference numeral. A reference numeral in t e text without a following letter, such as
"transaction record 440," refers to any or all of the elements in the figures bearing that
reference numeral (e.g. "transaction record 440" in the text refers to reference numerals
"transaction record 440A" and/or "transaction record 440B" in the figures).

OVERALL SYSTEM ENVIRONMENT
[0021]

FIG. 1 depicts an overall system environment for generating and distributing

encrypted blocks of transaction records, in accordance with an embodiment. The system
environment 100 can include one or more client devices 110, one or more external systems
115, and one or more central service providers 150 interconnected through a network 130. A
central service provider 150 maintains and writes transaction records to a block chain
managed by the central service provider 150 and provided to other members of the block
chain. In some embodiments, only the central service provider can write to the block chain,
while other members can view only parts of the block chain for which they are authorized. In
various embodiments, a member of the block chain is assigned a public key and private key
pair and can use the key pair to access and read certain transaction records in a block of
transaction records.
[0022]

The block chain can be distributed across members of the block chain network.

For example, the blocks of the block chain are continuously downloaded and accessed by
client devices 110 and external systems 115 of the system environment 100. Each block in

the block chain includes a set of encrypted transaction records. In various embodiments, only
t e central service provider 150 has the ability to write blocks of transaction records to the
block chain whereas t e client devices 110 and external systems 115 only have access and
read permissions.
[0023]

Generally, the central service provider 150 generates a block of transaction

records using a combination of symmetric and asymmetric cryptographic techniques. Details
of a transaction may be encrypted using a symmetric key that is specific for a party. The
symmetric key is further encrypted with an asymmetric key for each member that is
authorized to view the transactions that were encrypted by the symmetric key. The central
service provider 150 transmits the blocks of transaction records to the client devices 110
and/or external system 115 . A block of transaction records may include all transaction
records or may only include transaction records that a member is authorized to view. A client
device 110 can only decrypt and view transaction records in the block that a member
associated with the client device 110 is authorized to view. Therefore, this enables private
viewing of only transaction records in the block that involve a specific party. In some
embodiments, the external system 115 is a regulator that oversees all transactions performed
by the central service provider 150 and therefore, is an authorized viewer for all transaction
records in the block.
Network
[0024]

The network 130 facilitates communications between the client device 110,

external system 115, and central service provider 150. The network 130 may be any wired or
wireless local area network (LAN) and/or wide area network (WAN), such as an intranet, an
extranet, or the Internet. In various embodiments, the network 130 uses standard
communication technologies and/or protocols. Examples of technologies used by the
network 130 include Ethernet, 802. 11, 3G, 4G, 802. 16, or any other suitable communication

technology. The network 130 may use wireless, wired, or a combination of wireless and
wired communication technologies. Examples of protocols used by the network 130 include
transmission control protocol/Internet protocol (TCP/IP), hypertext transport protocol
(HTTP), simple mail transfer protocol (SMTP), file transfer protocol (TCP), or any other
suitable communication protocol.
Client Device and External System
[0025]

The client device 110 and/or external system 115 may be electronic devices such

as a personal computer (PC), a desktop computer, a laptop computer, a notebook, a tablet PC

executing an operating system, for example, a Microsoft Windows-compatible operating
system (OS), Apple OS X, and/or a Linux distribution. In another embodiment, the client
device 110 and/or external system 115 can be any device having computer functionality, such
as a personal digital assistant (PDA), mobile telephone, smartphone, etc. In other

embodiments, the client device 110 and/or external system 115 are embodied as a cloud
server or rack server. In other words, the functions and algorithms performed by either t e
client device 110 or external system 115 can be distributed across multiple processors and/or
electronic devices.
[0026]

Each of the client device 110 and external system 115 may execute instructions

(e.g., computer code) stored on a computer-readable storage medium. The client device 110

and external system may each include one or more executable applications, such as a web
browser, to interact with services and/or content provided by the central service provider 150.
In another scenario, the executable application may be a particular application designed by
t e central service provider 150 and locally installed on either the client device 110 or
external system 115 . As one particular scenario, a user of the client device 110 or external
system 115 may register with the central service provider 150 using a user identifier and
password in order to become a party or a member of the block chain. Although the

embodiment depicted in FIG. 1 shows three client devices 110 and one external system 115,
in other embodiments the environment 100 may include other numbers of client devices 110

and/or external systems 115 .
[0027]

Referring to the modules of t e client device 110 as shown in FIG. 2A, the client

device 110 includes a transaction placement module 205, a decryption module 2 1OA, a key
store 2 15A, and a block chain store 220A for performing these functions. In some

embodiments, the client device 110 includes additional or fewer modules for performing the
functions. As an example, the client device 110 may further include a user interface for
receiving interactions specifying a transaction order and for displaying details of transactions
decrypted from an encrypted block of transaction records.
[0028]

Generally, a client device 110 is associated with a party who is also a member of

the block chain. A client device 110 can be used by an individual to perform various
functions such as place an order for a transaction that specifies a transfer of assets (i.e.,
performed by the transaction placement module 205), receive and store a block of the block
chain (i.e., stored in block chain store 220A), or decrypt a block of transaction records (i.e.,
performed by decryption module 2 1OA) such that a party can access and read the transaction
records that pertain to the party. In various embodiments, the client device 110 requests
block chain data from the central service provider 150 at pre-determined time intervals.
Upon receiving the block chain data, the client device 110 can receive and store the block
chain data such that the block chain network is distributed across the client devices 110 and
the central service provider 150.
[0029]

The transaction placement module 205 places a transaction specifying a transfer

of an asset. For example, a transaction specifies an asset type and a quantity of the asset to be
transferred. Examples of an asset may be cash (e.g., a fund wire), stock, bonds, securities
(e.g., call option or put option), mutual funds, loans, deposits (e.g., certificate of deposits),

bills (e.g., treasury bills), and the like. In some embodiments, the transaction placement
module 205 places a transaction on behalf of the party that is associated with the client device
110. Therefore, in this scenario, t e transaction can further specify one or more parties as
well as a direction of transfer (e.g., transferring the asset to or from the party). In various
embodiments, the transaction further specifies conditions for executing the transaction. For
example, if the asset is a call or put option, the transaction further specifies an agreed-upon
price at a specified date. The transaction placement module 205 can place the transaction by
transmitting the transaction through the network 130 to the central service provider 150.
[0030]

The client device 110 may also receive blocks of transaction records that can be

locally stored in the client device 110 in the block chain store 220A. The client device 110
decrypts the encrypted transaction records in the block. For example, the client device 110
includes a decryption module 2 1OA and a key store 2 15A from which the decryption module
2 1OA can retrieve a key to be used for the decrypting process. Further details regarding the
decryption module 210A is described below in regards to FIG. 7 .
[0031]

Referring to the modules of the external system 115 as shown in FIG. 2B, the

external system 115 may include a decryption module 2 10B as well as a key store 215B and
block chain store 220B for performing the processes described below. Generally, the
external system 115 is a regulator that is authorized to view transaction records of other
parties. As an example, the regulator may oversee the transactions that are executed by the
central service provider 150. In various embodiments, a regulator may be able to see all
transactions or view all transactions under their jurisdiction (e.g., transactions in a certain
country, province, state, or district). The external system 115 may be a member of the block
chain and therefore, can access and view the transaction records in a block of the block chain.
The external system 115 is a member of the block chain but is not a party that transacts assets

with other parties.

[0032]

The external system 115 (e.g., a regulator) receives a block of transaction records

from t e central service provider 150 and can locally store t e block in the block chain store
220B. The external system 115 further decrypts the block to obtain all transaction records in
the block. In various embodiments, such as the embodiment shown in FIG. 2B, the external
system 115 includes a decryption module 210B that performs the decryption process on the
block of transaction records to obtain the encrypted transaction records. Therefore, the
external system 115 can appropriately oversee all transactions executed by the central service
provider 150. Further details regarding the decryption module 2 10B is also described below
in regards to FIG. 7 .

Central Service Provider
[0033]

The central service provider 150 is one or more electronic devices associated with

an institution such as a bank, asset management firm, financial services corporation, or
central clearing agent. In some embodiments, the central service provider 150 can be
embodied as a cloud server or rack server. In other words, the functions and algorithms
performed by the central service provider 150 can be distributed across multiple processors
and/or electronic devices. In some embodiments, the one or more processors or processorimplemented modules may be located in a single geographic location (e.g., within a home
environment, an office environment, or a server farm). In other example embodiments, the
one or more processors or processor-implemented modules may be distributed across a

number of geographic locations.
[0034]

The central service provider 150 receives and executes requests for transactions

for its customers. Generally, the central service provider 150 maintains a block chain and
writes a block that includes encrypted transaction records to the block chain. The central
service provider 150 generates a block such that when the block is transmitted to client
devices 110 and external systems 115, the client devices 110 and external systems 115 can

only decrypt and read transaction records in the block that they are authorized to view. In
various embodiments, the central service provider 150 uses a combination of symmetric
encryption (e.g., using a symmetric key) and asymmetric encryption (e.g., using a
public/private key pair) to generate the block.
[0035]

Referring now to FIG. 2C, it depicts an example block diagram of a central

service provider 150, in accordance with an embodiment. In this embodiment, the central
service provider 150 includes a symmetric key generation module 225, a key encryption
module 235, a transaction execution module 240, a transaction encryption module 245, a
transaction record generation module 250, a block generation module 255, an assembly
module 265, and a delivery module 270. The operations performed by each module of the
central service provider 150 are described below.

GENERATING ENCRYPTED SYMMETRIC KEYS
[0036]

FIG. 3 depicts an example process of generating encrypted symmetric keys, in

accordance with an embodiment. Generally, the symmetric key generation module 225
generates a symmetric key and the key encryption module 2 15 encrypts the symmetric key
using different public keys in order to obtain different encrypted symmetric keys that all
derive from the same symmetric key.
[0037]

In one embodiment, the symmetric key generation module 225 generates a

symmetric key for each party. In some embodiments, a single party may include various subparties that are distinct from one another. Therefore, a single party may have multiple
symmetric keys (e.g., one symmetric key for each sub-party). As an example, the symmetric
key generated by the symmetric key generation module 225 is a random advanced encryption
standard (AES) 128-bit, 192-bit, or 256-bit symmetric key. As another example, the
symmetric key may use different standards such as the data encryption standard (DES) or
triple data encryption standard (TDES).

[0038]

In various embodiments, the symmetric key generation module 225 generates one

symmetric key for each party that places transactions or views transaction records of the
block chain. For example, there may be N total parties interacting with the block chain.
Therefore, the symmetric key generation module 225 generates N total symmetric keys.
[0039]

In various embodiments, the symmetric key generation module 225 generates one

or more symmetric keys at the beginning of each new time period. In some embodiments, a
time period may be between 1 second and 30 minutes. In some embodiments, the time period
corresponds to a block of transaction records. In other words, the symmetric key generation
module 225 generates new symmetric keys for each new block of transaction records that are
to be stored on the block chain. This technique enables each new block of transaction records
to be encrypted using new symmetric keys, thereby increasing data security.
[0040]

Once generated, the symmetric key generation module 225 provides the

symmetric keys to the key encryption module 235 . The key encryption module 235 encrypts
each of the generated symmetric keys for each party authorized to view transaction records
that are encrypted by that symmetric key. Each symmetric key is encrypted using an
asymmetric key of the authorized party, such as a public key. In various embodiments, the
public key of a party is previously provided by the party and stored in the key store 230.
[0041]

For a particular transaction record, the transacting party, an external system 115

(e.g., a regulator) and the central service provider 150 may be authorized to view the

transaction record. Therefore, the key encryption module 235 generates a first encrypted
symmetric key for the authorized party, a second encrypted symmetric key for the external
system 115 (e.g., regulator), and a third encrypted symmetric key for the central service
provider 150.
[0042]

Referring to the example of the generation of multiple encrypted symmetric keys

in FIG. 3, the key encryption module 235 receives party 1 symmetric key 305 from the

symmetric key generation module 225. Although not depicted, t e key encryption module
235 may also receive symmetric keys corresponding to additional parties (e.g., party 2

symmetric key, party 3 symmetric key, ... party N symmetric key) and can perform the steps
described below for each of the additional parties. The key encryption module 235 identifies
that the symmetric key 305 corresponds to party 1. As one example, the key encryption
module 235 can receive an indication from the key generation module 225 that the symmetric
key corresponds to party 1. Here, members authorized to view transaction records of party 1
can include party 1, an external system 115 (e.g., regulator) and the central service provider
150. Therefore, the public keys 3 10 for each of the authorized members are retrieved from

key store 230. These public keys may be provided to and stored by the central service
provider 150 at a previous time.
[0043]

The key encryption module 235 encrypts party 1 symmetric key 305 using each of

the public keys 310 to obtain a set of encrypted symmetric keys 3 15 . Specifically, the key
encryption module 235 generates an encrypted keyi-i 3 15A, an encrypted keyi-ES 3 15B, and
an encrypted keyi-csp 3 15C. To clarify the notation, encrypted keyi-i 3 15A refers to an
encrypted symmetric key derived from a party 1 symmetric key 305 that was encrypted using
a party 1 public key 3 10A. Encrypted keyi-ES 3 15B refers to an encrypted symmetric key
derived from a party 1 symmetric key 305 that was encrypted using the external system
public key 3 10B. Encrypted keyi-csp 3 15C refers to an encrypted symmetric key derived
from a party 1 symmetric key 305 that was encrypted using the central service provider
public key 3 IOC.
[0044]

In various embodiments, the key encryption module 235 stores the encrypted

symmetric keys in the key store 230. The encrypted symmetric keys may be held in the key
store 230 for a time period that corresponds to a block of transaction records. In some
embodiments, once the time period for a block closes (e.g., a new block begins), the

encrypted symmetric keys for the prior block are discarded from the key store 230.
GENERATING A BLOCK OF TRANSACTION RECORDS
[0045]

Returning to FIG. 2, transaction execution module 240 receives one or more

transactions and writes the details of t e transactions to t e block chain. The transactions can
be received from a client device 110 as requests for the transactions. Generally, the

transaction execution module 240 receives a first set of transactions within a time period such
that the details of the first set of transactions are written to a first block of the block chain.
The transaction execution module 240 can further receive a second set of transactions in a

next time period such that details of the second set of transactions are written to a next,
adjacent block in the block chain. The transaction execution module 240 continues to repeat
this process for subsequent sets of transactions received in subsequent time periods to build
the block chain. In various embodiments, the time period for which a block of transaction
records is generated can vary. For example, the time period can be a static duration of time,
such as 10 minutes. In various embodiments, a block of transaction records contains a

threshold number of transaction records. Therefore a subsequent block of transaction records
is started when a threshold number of transaction records is exceeded. In some embodiments,

a block of transaction records contains a threshold amount of asset value (e.g., $ 1 billion). In
various embodiments, a block of transaction records includes a combination of a threshold
amount of transaction records, threshold amount of asset value, and/or threshold amount of
time.
[0046]

In each time period, the transaction execution module 240 organizes the received

transactions for that time period. For example, the transaction execution module 240 can
assign an order to the transactions such that the corresponding transaction records are written
in a block to the block chain in their assigned order. In some embodiments, the transaction

execution module 240 assigns timestamps to the received transactions in the time period and

orders the received transactions based on their assigned timestamp. In some embodiments,

t e transaction execution module 240 assigns the same timestamp to the received transactions
in the time period and then assigns an arbitrary order.
[0047]

The transaction execution module 240 may also extract relevant information from

each transaction. For example, the transaction execution module 240 parses the information

corresponding to the transaction (e.g., asset type, a quantity of the asset, party that provided
the transaction, one or more parties involved in the transaction, conditions for the transaction
to be executed). In some embodiments, the transaction execution module 240 uses the parsed

information to execute the transaction. Given a particular asset type in a transaction, the
transaction execution module 240 may update a ledger specific for the asset type in order to
effect the transaction. In other embodiments, the transaction execution module 240 provides
the parsed information to a different system such that the different system can execute the

transaction.
[0048]

Transaction encryption module 245 encrypts details of each of the executed

transactions into an encrypted pay load that is written within a transaction record in a block.
Generally, for a particular transaction, the transaction encryption module 245 retrieves the
extracted information from the transaction execution module 240 that identifies the party that
sent the transaction and retrieves the symmetric key corresponding to the identified party in
order to encrypt the details of a transaction. Reference is now made to FIG. 4A, which
depicts an example encryption of details of a received transaction, in accordance with an
embodiment. Here, a transaction for party 1 is received. The transaction encryption module
245 identifies information specifying that the transaction originates from a party 1 and

therefore, retrieves the party 1 symmetric key 305. The transaction encryption module 245
encrypts details of the party 1transaction 410 using the party 1 symmetric key 305 to obtain
the encrypted pay load 420. In various embodiments, the transaction encryption module 245

performs a symmetric encryption process using one of AES, DES, or TDES. The party 1
symmetric key 305 used to encrypt t e details of party 1 transaction 410 can similarly be used
to decrypt the encrypted payload 420. The transaction encryption module 245 provides each
encrypted payload 420 to the transaction record generation module 250 for generation of t e
transaction records.
[0049]

The transaction record generation module 250 generates transaction records that

each incorporates an encrypted payload 420. Reference is now made to FIG. 4B, which
depicts example transaction records 440 within a block of transaction records 425, in
accordance with an embodiment. In the embodiment shown in FIG. 4B, a transaction record
440 can include various components such as a hash value (402 or 45 OA), an envelope 4 15,

and an encrypted payload 420 received from the transaction encryption module 245 . Other
embodiments of a transaction record 440 can include additional or fewer components.
[0050]

The hash value (e.g., 402 or 450A) corresponds to a hash of a prior transaction

record. In other words, the hash value serves as a transaction identifier, specifically, a

transaction identifier of the previous transaction record. For example, referring to FIG. 4B,
hashi (450A) included as a part of transaction record 2 (440B) is the hash value representing
transaction record 1 (440A). Similarly, hasho (402) of transaction record 1 (440A) is the hash
value of the immediately preceding transaction record. In various embodiments, the hash
(402 or 450A) of a transaction record 440 is generated using one of a message digest

algorithm 5 (MD5), a secure hash algorithm (SHA) algorithm (e.g., SHA-0, SHA-1, SHA-2,
or SHA-3), BLAKE, or other hash functions of the like. As a particular example, the hash
value (402 or 450A) of a transaction record 440 is a SHA256 hash.
[0051]

In various embodiments, the order of the transaction records 440 is based on the

assigned order of the received transactions, as described above in relation to the transaction
execution module 240. Therefore, the inclusion of a hash value (402 or 45 OA) in a

transaction record 440 that is the hash value representing a previous transaction record 440
establishes data immutability. In other words, if a single transaction record 440 is altered,
then t e chain of transaction records is invalidated because the hash values no longer align.
[0052]

Each envelope 415 includes various attributes associated with the corresponding

encrypted payload 420. For example, the envelope 4 15 can include a digital signature of the
central service provider 150. This acts as a cryptographic guarantee that details of the
transaction were not altered and were successfully written in a block to the block chain. As
another example, the envelope 4 15 can include information (e.g., a digital signature),
signifying that the corresponding payload 420 in the transaction record 440 was encrypted
using the symmetric key. This ensures that a client device 110 or external system 115 that
accesses the transaction record 440 with the envelope 4 15 can readily identify that the
encrypted payload 420 was encrypted using the particular symmetric key such that the
encrypted payload 420 can be appropriately decrypted using that same symmetric key. As
another example, the envelope 4 15 can further include information such as an identifier of the
block that the transaction record 440 is included within and/or an identifier of the position of
the transaction record 440 within the block.
[0053]

The block generation module 255 generates a block of transaction records 425 that

includes the multiple transaction records 440 that were generated by the transaction record
generation module 250. As stated above, the multiple transaction records 440 are immutably
linked by the hash value in each transaction record 440. In some embodiments, the block of
transaction records 425 is written as a block onto the block chain. Each block of the block
chain contains a reference (e.g., a hash value) of the prior block of the block chain, thereby
ensuring that the blocks are also immutable in the block chain. Each block of transaction
records is additionally provided to the assembly module 265.
[0054]

In various embodiments, the block of transaction records 425 can be further

processed to generate a hashed block of transaction records to reduce computational
resources that are needed to verify transaction records across multiple members of t e block
chain. Reference is now made to FIG. 4C, which illustrates an example hashing strategy for
generating a hashed block of transaction records 475, in accordance with an embodiment.
Specifically, the block of transaction records 425 can be hashed using a hash tree (e.g., a
Merkle tree) to reduce file sizes to enable more efficient data verification.
[0055]

As depicted in the embodiment shown in FIG. 4C, the block generation module

255 can apply a hash algorithm to pairs of transaction records 440, each of which is

represented as one of hasho 402, hashi 450A, haslu 450B, orhaslw 450C. Specifically, hasho
402 and hashi 450A are combined and hashed using any of the aforementioned hashing
algorithms (e.g., MD5, SHA-0, SHA-1, SHA-2, SHA-3, BLAKE, and the like) to generate
hasho i 455A. Similarly, hasl 450B and hash3 450C are combined and hashed to generate
hash2,3 455B. Then, hasho i 455A and hash¾3 455B are combined and hashed to generate a

root of the hash tree, represented as hasho, i ,2,3 460. As depicted in FIG. 4C, the root of the
hash tree represents a hashed block of transaction records 475 for the block.
[0056]

In various embodiments, the block generation module 255 stores the hashed block

of transaction records 475 in the block chain store 260. Storing the hashed block of
transaction records 475 can be more efficient for data verification purposes. For example, if
a client device 110 is interested in verifying a block of transaction records, the hashed block
of transaction records 475 can be transmitted to the client device 1 10 for verification, the
process of which requires significantly less memory and storage space in comparison to
transmitting the full block of transaction records.

GENERATING AND DELIVERING AN ASSEMBLED HEADER AND BLOCK
[0057]

The assembly module 265 assembles a header that includes encrypted symmetric

keys with an encrypted block of transaction records such as the block of transaction records

425 (see FIG. 4B). Reference is now made to FIG. 5, which is an example header 525 and

block of transaction records 425, in accordance with an embodiment.
[0058]

The assembly module 265 generates t e header 525 which includes one or more

sets of encrypted symmetric keys. The assembly module 265 retrieves each set of encrypted
symmetric keys from t e key store 230. Generally, the header 525 includes multiple sets of
encrypted symmetric keys, each set derived from a common symmetric key that was
generated for a party that is a member of the block chain. For example, if there are N total
parties that are members of the block chain, then the assembly module 265 generates a header
525 that includes N different sets of encrypted symmetric keys.
[0059]

As shown in FIG. 5, the header 525 can include a first set of encrypted symmetric

keys derived from a party 1 symmetric key 305 including the encrypted keyi-i 315A,
encrypted keyi-ES 3 15B, and encrypted keyi-csp 3 15C. Additionally, the header 525 includes
additional sets of symmetric keys, each set corresponding to an additional party (e.g., party 2)
that is a member of the block chain. Specifically, the header 525 depicted in FIG. 5 also
includes a second set of encrypted symmetric keys including the encrypted key2-2 5 15 A,
encrypted key2-ES 5 15B, and encrypted key2-csp 5 15C.
[0060]

In various embodiments, the header 525 further includes a signature for each

encrypted symmetric key. Including signatures in the header 525 enables the client device
110 and external system 1 15 to readily identify which encrypted symmetric key can be

appropriately decrypted by the private key associated with the party. For example, each
encrypted symmetric key can be signed by the public key that was used to encrypt and
generate the encrypted symmetric key. Specifically, the encrypted keyi-i 3 15A is signed by
the party 1 public key 3 10A (see FIG. 3) that was used to encrypt the party 1 symmetric key
to generate the encrypted keyi-i 3 15 A . Similarly, the encrypted keyi-ES 3 15B and the
encrypted keyi-csp 3 15C are signed by the external system public key 3 10B and the central

service provider public key 3 IOC, respectively. The encrypted symmetric keys in a second
set corresponding to party 2 (e.g., 5 15A, 5 15B, and 5 15C) are similarly be signed by their
respective public keys that were used to encrypt the symmetric key.
[0061]

The assembly module 265 assembles the header 525 with the block of transaction

records 425. Although FIG. 5 depicts that the header 525 component precedes the block of
transaction records 425, in other embodiments, the header 525 may be differently positioned
(e.g., appended to the block of transaction records 425) as long as the header 525 can be

appropriately located when decoding the assembled header 525 and block 425.
[0062]

The delivery module 270 transmits the assembled header 525 and block 425 to

one or more client devices and/or one or more external systems 115 of the system

environment. In other words, the delivery module 270 distributes transaction records in the
block, thereby ensuring that the block chain is a distributed block chain. A client device 110
or external system 115 that receives the assembled header and encrypted block of transaction
records can only decrypt and view transaction records in the encrypted block that they are
authorized to view.
[0063]

In various embodiments, the delivery module 270 transmits the assembled header

525 and block 425 at fixed time intervals. In various embodiments, the delivery module 270

transmits the assembled header 525 and block 425 after a threshold number of transaction
records are included in the encrypted block of transaction records. In various embodiments,
the delivery module 270 transmits the assembled header 525 and block 425 upon receiving a
pull request from a client device 110 or external system 115.

PROCESS FOR GENERATING AN ASSEMBLED HEADER AND BLOCK
[0064]

FIG. 6 is an overall flow diagram process for generating and delivering the header

525 and block of transaction records 425 by a central service provider 150, in accordance

with an embodiment. Specifically, the central service provider 150 generates 605 a unique

symmetric key for each party that is a member of the block chain. For each generated
symmetric key, the central service provider 150 encrypts 6 10 t e symmetric key using a
public key assigned to t e party. More generally put, encrypting the symmetric key using a
public key serves as the asymmetric encryption procedure. In various embodiments, the
central service provider 150 further encrypts the symmetric key using public keys assigned to
other entities, such as the external system 115 and the central service provider 150.
[0065]

The central service provider 150 receives 6 15 one or more transactions for an

asset. As an example, the transaction may be received from a client device 110 that is acting
on behalf of the party. For each transaction, the central service provider 150 identifies the

party in the transaction and encrypts 620 the details of the transaction using the symmetric
key that was generated for the party. Here, encrypting the details of the transaction serves as
the symmetric encryption procedure.
[0066]

The central service provider 150 generates 625 a transaction record for each

transaction. The transaction record includes the encrypted payload for the transaction.
Additionally, the transaction record includes various additional information such as an
envelope of visible attributes associated with the encrypted transaction and a hash of a prior
transaction record. The central service provider 150 generates 630 a block of the transaction
records 425 that are immutably linked given the hashes in each transaction record. Given the
block of transaction records, the central service provider 150 assembles 635 a header 525 as
well as the block of transaction records 425 . The header 525 includes an encrypted
symmetric key that was encrypted using the public key of the party, as described above.
Additionally, the header 525 can include encrypted symmetric keys corresponding to the
central service provider 150, external system 115 (e.g., a regulator), and additional parties
that are members of the block chain. The central service provider 150 transmits 640 the
assembled header 525 and block 425 to one or more client devices 110 and external system

115 for private viewing.
PROCESS FOR DECRYPTING AN ASSEMBLED HEADER AND BLOCK
[0067]

Referring again to FIG. 2A and FIG. 2B, the decryption module 2 1OA and 2 1OB

of the client device 110 and external system 115, respectively, decrypt t e received block of
transaction records 425 provided by t e central service provider 150 using the received
header 525. In various embodiments, the central service provider 150 may also have a
decryption module (not shown) that performs the methods of the decryption module 2 10B of
the external system 115 . Generally, each decryption module 210 decrypts the block of
transaction records 425 in order to read the transaction records that the associated party is
authorized to view. As an example, the decryption module 2 1OA of the client device 110 is
only authorized to decrypt and read transaction records that were originally requested by a
party associated with the client device 110. As another example, the decryption module
2 10B of the external system 115 is authorized to decrypt and read all transaction records in
the block of transaction records 425 . In various embodiments, each decryption module 2 10 is
able to decrypt transaction records that it is authorized to read using a combination of

symmetric and asymmetric cryptography techniques.
[0068]

Reference is now made to FIG. 7, which depicts an overall flow process for

decrypting the block of transaction records 425 performed by a decryption module 2 10, in
accordance with an embodiment. The decryption module 2 10 receives 705 the assembled
header 525 and block 425 that includes multiple encrypted transaction records. The
decryption module 210 performs a first decryption using asymmetric cryptographic
techniques on the header 525 . For example, decryption module 2 1OA of the client device 110
identifies 7 10 an encrypted symmetric key in the header 525 that is signed by a
corresponding public key. The corresponding public key may be previously assigned to the
party associated with the client device 110 (i.e., the public key corresponding to the retrieved

private key assigned to t e party). The decryption module 1OA retrieves a private key and
decrypts 7 15 the symmetric key in the header 525 using the retrieved private key.
[0069]

Referring to the decryption module 2 1OB of the external system 115, it may

identify multiple encrypted symmetric keys in the header 525 that are signed by the public
key of the external system 115. The header 525 includes encrypted symmetric keys that are
signed by the public key of the external system 115 that correspond to the parties that are
members of the block chain. For example, as shown in FIG. 5, header 525 includes two
encrypted symmetric keys signed by the public key of the external system 115 (e.g.,
encrypted keyi-ES 3 15B and encrypted key2-ES 5 15B). Therefore, having identified the
appropriately signed encrypted symmetric key, the decryption module 2 10 decrypts the
header 525 to obtain the multiple symmetric keys.
[0070]

The decryption module 2 10 performs a second decryption process using

symmetric cryptography techniques. Having obtained the one or more symmetric keys, the
decryption module 2 10 identifies 720 specific transaction records based on signatures that are
included in the envelope of the transaction record. For example, each envelope includes a
signature of the symmetric key that was used to encrypt the corresponding payload.
Therefore, for each symmetric key the decryption module 2 10 has obtained, the decryption
module 2 10 identifies the transaction records that include an encrypted payload that was
encrypted using the symmetric key. Using the appropriate symmetric key, the decryption
module 2 10 decrypts 725 the transaction records to obtain transaction details for each
transaction.
[0071]

Altogether, given that the decryption module 2 1OA of the client device 110 only

obtains a single symmetric key, it is only able to read transaction records of a subset of
transaction records in the block of transaction records 425 . In various embodiments, the
subset of transaction records correspond to transactions that involve the party associated with

the client device 110, thereby ensuring that other transaction records remain private.
[0072]

Alternatively, given that the decryption module

1OB of t e external system 115

obtains N symmetric keys for the N parties, it can read transaction details of all transaction
records in the block of transaction records 425 . In various embodiments, each of the N
symmetric key decrypts a subset of the transaction records in the block of transaction records
425 . In particular, a subset of transaction records decrypted by a first symmetric key is

unique in comparison to a different subset of transaction records decrypted by a different
symmetric key. Altogether, accumulating all subsets of transaction records decrypted by the
N symmetric keys yields all transaction records in the block of transaction records 425 .

Therefore, if the external system 115 is a regulatory body, then the external system 115 can
read all transaction records that have been executed and written in the block.
ADDITIONAL CONSIDERATIONS
[0073]

The foregoing description of the embodiments of the invention has been presented

for the purpose of illustration; it is not intended to be exhaustive or to limit the invention to
the precise forms disclosed. Persons skilled in the relevant art can appreciate that many
modifications and variations are possible in light of the above disclosure.
[0074]

Some portions of this description describe the embodiments of the invention in

terms of algorithms and symbolic representations of operations on information. These
algorithmic descriptions and representations are commonly used by those skilled in the data
processing arts to convey the substance of their work effectively to others skilled in the art.
These operations, while described functionally, computationally, or logically, are understood
to be implemented by computer programs or equivalent electrical circuits, microcode, or the
like. Furthermore, it has also proven convenient at times, to refer to these arrangements of

operations as modules, without loss of generality. The described operations and their
associated modules may be embodied in software, firmware, hardware, or any combinations

thereof.
[0075]

Any of the steps, operations, or processes described herein may be performed or

implemented with one or more hardware or software modules, alone or in combination with
other devices. In one embodiment, a software module is implemented with a computer
program product comprising a computer-readable medium containing computer program
code, which can be executed by a computer processor for performing any or all of the steps,

operations, or processes described.
[0076]

Embodiments of the invention may also relate to an apparatus for performing the

operations herein. This apparatus may be specially constructed for the required purposes,

and/or it may comprise a general-purpose computing device selectively activated or
reconfigured by a computer program stored in the computer. Such a computer program may
be stored in a non-transitory, tangible computer readable storage medium, or any type of

media suitable for storing electronic instructions, which may be coupled to a computer
system bus. Furthermore, any computing systems referred to in the specification may include

a single processor or may be architectures employing multiple processor designs for
increased computing capability.
[0077]

Embodiments of the invention may also relate to a product that is produced by a

computing process described herein. Such a product may comprise information resulting
from a computing process, where the information is stored on a non-transitory, tangible

computer readable storage medium and may include any embodiment of a computer program
product or other data combination described herein.
[0078]

Finally, the language used in the specification has been principally selected for

readability and instructional purposes, and it may not have been selected to delineate or
circumscribe the inventive subject matter. It is therefore intended that the scope of the
invention be limited not by this detailed description, but rather by any claims that issue on an

application based hereon. Accordingly, the disclosure of the embodiments of the invention is
intended to be illustrative, but not limiting, of the scope of the invention, which is set forth in
t e following claims.

CLAIMS
WHAT IS CLAIMED IS:

1. A method comprising:
generating a symmetric key for a party;
encrypting the symmetric key using a public key assigned to the party;

generating a header comprising t e encrypted symmetric key;
receiving details of a transaction for a transfer of assets involving the party;
encrypting the details of t e transaction using the symmetric key generated for the
party;

generating a block of transaction records for a time period corresponding to the
received transactions, the block of transaction records comprising the
encrypted details of the transaction; and
transmitting the header and the block of transaction records to the party.
2 . The method of claim 1, further comprising:

generating a second symmetric key for a second party; and
encrypting the second symmetric key using a public key assigned to the second party,

wherein the generated header further comprises the encrypted second symmetric key.
3. The method of claim 2, further comprising:
receiving details of a second transaction for a transfer of assets involving the second
party; and

encrypting the details of the second transaction using the second symmetric key

generated for the second party,
wherein the block of transaction records further comprises the encrypted details of the
second transaction.

4 . The method of claim 3, further comprising transmitting the header and the block of

transaction records to the second party.
5. The method of claim

1,

wherein the header further comprises:

an encrypted symmetric key for an external system generated by encrypting t e

generated symmetric key using a public key of the external system; and
an encrypted symmetric key for a central service provider generated by encrypting the

generated symmetric key using a public key of the central service provider.
6 . The method of claim 5, further comprising transmitting the header and the block of

transaction records to t e external system.
7 . The method of claim 1, wherein each transaction record in the block comprises an

envelope comprising a digital signature.
8 . The method of claim 1, wherein each transaction record in the block further comprises

a hash value identifying a previous transaction record in the block.
9 . The method of claim 1, wherein the symmetric key generated for the party is valid for

the time period of the block of transaction records.
9.

A non-transitory computer-readable medium comprising computer program code that,

when executed by a processor of a computer system, causes the processor to:
generate a symmetric key for a party;
encrypt the symmetric key using a public key assigned to the party;
generate a header comprising the encrypted symmetric key;

receive details of a transaction for a transfer of assets involving the party;
encrypt the details of the transaction using the symmetric key generated for the party;

generate a block of transaction records for a time period corresponding to the received

transactions, the block of transaction records comprising the encrypted details
of t e transaction; and
transmit the header and the block of transaction records.
10. The non-transitory computer-readable medium method of claim 9, further comprising

computer program code that, when executed by t e processor of the computer system,
causes the processor to:

generate a second symmetric key for a second party; and

encrypt the second symmetric key using a public key assigned to the second party,
wherein the generated header further comprises the encrypted second symmetric key.
11. The non-transitory computer-readable medium method of claim 10, further
comprising computer program code that, when executed by the processor of the

computer system, causes the processor to:
receive details of a second transaction for a transfer of assets involving the second
party; and

encrypt the details of the second transaction using the second symmetric key
generated for the second party,
wherein the block of transaction records further comprises the encrypted details of the
second transaction.
12. The non-transitory computer-readable medium method of claim 11, further

comprising computer program code that, when executed by the processor of the

computer system, causes the processor to transmit the header and the block of
transaction records to the second party.
13 . The

non-transitory computer-readable medium method of claim 9, wherein the header

further comprises:

an encrypted symmetric key for an external system generated by encrypting t e

generated symmetric key using a public key of the external system; and
an encrypted symmetric key for a central service provider generated by encrypting the

generated symmetric key using a public key of the central service provider.
14. The non-transitory computer-readable medium method of claim 13, further

comprising computer program code that, when executed by t e processor of the

computer system, causes the processor to transmit the header and the block of
transaction records to the external system.
15 . The

non-transitory computer-readable medium method of claim 9, wherein each

transaction record in the block comprises an envelope comprising a digital signature.
16. The non-transitory computer-readable medium method of claim 9, wherein each

transaction record in the block further comprises a hash value identifying a previous
transaction record in the block.
17. The non-transitory computer-readable medium method of claim 9, wherein the

symmetric key generated for the party is valid for the time period of the block of

transaction records.
18 . A method for viewing private transactions, the method comprising:
receiving a header and a block of transaction records comprising encrypted
transaction records;
retrieving a private key in a key pair previously assigned to a member of a block chain

network;
identifying the encrypted symmetric key digitally signed by a public key in the key
pair;

decrypting the header using the private key to obtain a symmetric key; and

decrypting transaction records of the block of transaction records using the symmetric
key to obtain transaction details involving a transfer of assets.
19. The method of claim 18, wherein decrypting transaction records of the block of

transaction records comprises:
identifying one or more encrypted transaction records signed by a digital key; and
decrypting the identified one or more encrypted transaction records using the
symmetric key.
20. The method of claim 17, wherein decrypting the header yields a plurality of

symmetric keys, and wherein decrypting transaction records of the block of

transaction records comprises decrypting a subset of the transaction records using
each symmetric key of t e plurality of symmetric keys, wherein each subset of

transaction records decrypted by a symmetric key is different from another subset of
transaction records decrypted by a different symmetric key.
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