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CLUSTER ARBITRATION

BACKGROUND

(00011 Multiple applications may be hosted on an application server. Generally,
such applications may be supported by a group of computing devices or servers,
collectively referred {0 as cluster. Clustering allows multiple servers o run the
same application. Such architeciuresaliow the applications o be handled
seamiessly and efficiently between the groups of computing devices. In case one
of the computing devices hosting the application is down, the application workicad
may be swilched or moved o another computing device within the cluster. Each of
the nodes may further be coupled o data slorage, for accessing or creating data
by the applications.

(66027 [Each computing device of a cluster may be considered as a node. While
existing as a member within the cluster, each node is able to communicate with
other nodes within the cluster. In some cases, for example,dus 10 a node failure or
due fo issues with a communication channel between the nodss, the
communication between the nodes may go down. In such cases, one or more
groups of nodes may be gracefully shut down to avoid data access by different

instances of application executing on remaining node groups.

Brigr DESCRIPTION OF THE DRAWINGS
[0003] The following detailed description references the drawings, wherein:
[pogd4] FIG. 1A is a block diagram of an example system for arbitration of a
cluster;
[000s] FIG. 1B is a communication network environment implementing an
example system for cluster arbitration;
[06008] FiG. Z2is a block diagram of ancther example system for clusier
arbitration;
[0007]  FIGS. 3A-3B are communication network environment implementing an
example system for cluster arbitration;
(00081 FIG. 4 is a flowchart of an exampie method for arbitration belween node

groups of a cluster;
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[0009] FIG. 5 is a flowchart of another example method for arbitration between
node groups of a cluster; and

30101 FIG. 6 is a block diagram of an example network environment
implementing a non-transitory computer-readable medium, for arbitration befween

node groups of a cluster.

DETAILED DESCRIPTION

(601141 A plurality of computing devices within a networked computing
environment may be logically organized within a group, referred {0 as a dluster,
The computing devices may be further coupled {0 a dala siorage device. The
data storage may include data, sither utilizedor created, by the applications
running on the computing devices. Although the applications may be sxecuting
over a definile number of computing devices, a redundant sel of computing
devices may also be provided for fallovers. During a failover, a running
application may be switched onto the redundant sel of computing device 1o
ansure that the applications are avaiiable for use with minimum downtime.
[8012] The cluster may include a plurality of computing devices, each acling
as a node. The nodes may be implemented as any computing-based devics,
such as servers, deskiops, ete. Nodes may also be implementsd as virtual
machines or as compulational resources within a cloud-computing based
environment. Within the cluster, one or more nodes may be logically organized
to form node groups. in some cases, the clusier may span across a geographic
region, as a result of which the node groups (and in twm the nodes) may be
physically separated by a distance. In such instances, the nodes groups may be
in communication with other node groups through a communication channel.
Through the communication channel, the nodes and the node groups may
coordinate with each cther, for affecting read or wrile,or both operations through
the applications onfo the data storage.

[0013] The clusters may experience cerlain cluster-related events which may
affect its operation, and may also affect the applications which may be running
on the nodes within the clusters. Generally, during a cluster-related event, one

or more nodes may no longer be in communication with the other nodes of the
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cluster. For example, a communication link between two node groups may
become temporarily unavailabie or may be down. As a resullnode groups which
were previously connected o cother node groups may no longer be in
communication with each other, resulling into a condition referred o as a
partitioned network. In case of a partitioned network, instances of applications
executing on fwo or more disparale node groups may separalely attempt o
read or write data or both from the data storage. This may result in data
inconsisiency.

[0014] Generally, on ocourrence of a partitionad nelwork, one of the node
groups may be retained as part of the cluster, whereas one or more node
groups which have been affected as a resuit of the partitioned network may be
gracefully shut down and removed from the cluster. Prior fo the graceful
shuldown, the application workicads may be transferred to the node groups
which have been relained, o ensure the high-availability and continuity of the
applications being hosted by the cluster.

[p015]  Determining which of the node groups is 1o be gracefully shut down,
involves analyzing a message received from the node groups. For example,
node group from which the message was received first may be refained,
whareas ancther node group may be allowed to be gracefully shut down.
However, such determinations do not consider the computational capabiiities of
the node groups, nor may consider the coriticality or characteristics of workloads
which may be executing on the node groups. In such a case, node groups
which may be handling critical workicads may be forced to gracefully shut down
owing 1o the first-come, first-servedapproach.Howaver, reinitialing or restarting
the critical workloads and corresponding application onto another node group
may involve considerable time during which the application would be
unavailable. This may in turn affect the operation and the efficiency of the
cluster, and also the availability of the application to users.

[0018]  Approaches for arbitrating between node groups within a cluster are
described. While arbitrating, upon occurrence of a cluster-related event, one or
more node groups within a cluster may be determined 1o be relained within the

cluster, while another set of node groups may be delermined to be gracefully



WO 2016/108945 PCT/US2015/026064

shut down. In one example, a cluster may include a plurality of node groups.
Each of the node groups may be implemented at different siles across different
geographic locations. The node groups in tum may include one or more nodes
which are in communication with each other. The different node groups may
also be in communication with each other over a communication network. As a
resull, sach of the nodes of every node group within the cluster would be in
communication, either direclly or indirectly, with every other node within the
cluster.

[0017]  Approaches for arbitrating between node groups within the cluster may
include determination of an occurrence of a cluster-related event. A cluster-
related event may include, but is not limited to, a partitioned network or a node
failure. Any cluster-related event may also be considered as an event which
affects the communication between the nodes within the cluster. For example,
on occurrence of a partitionsed network, the communicatlion link between two
node groups may be affected. In such a case, not all nodes within the cluster
would be able to communicate with at least ong other node within the cluster.
[p018] For the node groups which have been affecied by the cluster-related
event, one coordinator node may be selected for each corresponding node
group. The coordinator node for any given node group may further oblain node-
refated information from each of the nodes within the node group under
consideration. The node-refaled information may include, but is not limited to
computational resources, state of the nodes,stale of executing applications, and
analytical information depicting historical, operational and functional data.

30181  The coordinator node may communicate the node-related information
of each node within its given node group 10 an arbitration engine. The arbiiration
engine on receiving the node-related informationdetermines which of the node
groups within the cluster are to be retained and for which node groups a
graceful shutdown is to be initiated. The arbitration engine may analyze the
node-related information based on ong or more configurable policies. The
policies therefore may be considered as the basis on which one or more node
groups may be selecled for gracefully shutling down, within the cluster. In an

example, the arbitration engine may generate a conirol indication based on the
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analysis of the node-related information. The control indication may indicate
whether the given node group is 1o be retained within the cluster or is to be shut
down. The control indication may then be communicated o the different node
groups within the cluster.

(60201 Once delermined, shutdown process for the determined node groups
may be initiated. On shutling down, the determined node groups may be
removed from the cluster, and workicad of sach of the removed groups may be
shifted fo the node groups which are relained pursuant to the cluster-related
event.

30211  The above approaches may aiso be implemented within a distributed
computing environment employing a plurality of clusters. Each dluster may
include a plurality of node groups, with each of the node groups further including
one or more nodes. The arbitration engine may be implemented on any
computing device, such as a server, in communication with each of the node
groups within the cluster. Nodes may also be implemented as virtual machines
or as computational entities within a cloud-based computing environment.

[0022] The present subject maller provides a managed approach for
controliing the operations of the node groups within the cluster, in the event of a
cluster-related evenl. As explained in the preceding paragraphs, the selgction of
the candidale node groups for shulling down is based on predefined
configurable polices. Further, as per the present subject malter, analylical
information corresponding o historical operational data of the node and
applications executing on the node, are also considered o determine which of
the node groups are 10 be retained and which are to be gracefully shut down.
Accordingly, the process by which the failover is 10 be managed may be
conirolled and guided to betler suit any specific need. The present subject
matier ensures that node groups handling critical workloads are not shut down
but retained, thereby resulting in better efficiency of the cluster and higher
availability of the hosted applications. Moreover, wailing time periods for
inifiating applications within highly complex distributed environment may also be
avoided basad on such configurable polices.

(00231 These and other examples are further described hergin with reference
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to FIGS. 1-8. H is 10 be noted that the description and figures relate 1o exampls
implementations, and is not to be construed as a limilation o the present
subject matter. it is thus undersiood that various arrangements may be devised
that, although not explicitly described or shown herein, embody the principles of
the present subject matter. Moreover, all statements herein reciting principles,
aspects, and embodiments of the present subject matter, as well as specific
examples, are intended 1o encompass equivalenis thereof.

[po24] FIG. 1tAprovidesa block diagramof an example cluster arbitration
systemn 102 for arbifraling between node groups within a cluster. The clusler
arbitration system 102 may be implemented, for example, within a distributed
computing environment having one or more clusters. Each of the clusters may
include a plurality of node groups as its member. The node groups may in tum
further include at least one node. In the present example as fllusirated In FIG.
14, the cluster arbitration systern 102 may further include processor{s) 104, an
arbitration engine 108. The arbitration engine 106 further includes a messaging
module 108 and a decision module 110,

[8025] The processor(s) 104 may be implemented as microprocessors,
microcompuiers, microconiroliers, digital signal processors, central processing
units, state machines, logic circuitries, and/or any devices that manipulate
signals based on operational instructions. The functions of various elemenis
shown in figures, including a functional block labelled as “processor(s)’, may be
provided through the use of dedicaled hardware as well as hardware capable of
executing machine readable instructions. The cluster arbitration system 102may
implement arbiiration between the node groups within a cluster. Arbilration
between the node groups is carried out on occurrance of a cluster-related event.
in one example, on cccurrence of a cluster-relaled eveni, the messaging
module 108may receive information associated with nodes within a node group.
[6028] The information associated with the nodes, once received, is analyzed
by the decision module 110, The decision module 110 within the arbitration
engine 106 may analyze the information associated with sach of the nodes
based on one or more configurable policies. Based on the configurable policies,

the decision module 110 may determing ong or more node groups within the
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cluster which would be retained within the clusier. Accordingly, the other
remaining node groups within the clusters would be removed as members of the
cluster, and would be gracefully shut down. The application workloads may be
moved to the node groups which were relained to provide for seamiess
availability of the applications, being hosted by the cluster.

{66277 The aspecis as outiined above are further described in conjunclion
with FIG. 1B, FIG. 1B illustrates a nelwork environment 100 for arbitrating
between node groups within a cluster, as per an example of the present subject
matier. The network environment 100 may be a dluster, or portion thereof. The
clusier may further include a plurality of node groups. Within the network
environment 100, the cluster arbitration system 102 may be used for arbifrating
between node groups within a cluster. In the present example, the cluster
arbitration system 102 may further include an arbitration engine 106 for
arbilrating between node groups, such as node groups 112-1, 2. Each of the
node groups 112-1, 2 further inciudes a plurality of nodes. In the present
example, node group 112-1 includes nodes 114-1, 2,..., N {collectively referred
to as nodes 114). Similarly, the node group 112-2 includes nodes 116-1,2,....N
{collectively referred to as nodes 116). Although FIG. 18 depicts only two node
groups 112-1, 2, the cluster within the environment may also include other node
groups 112 without deviating from the scope of the present subject matier.
(00287 The node groups 112-1, 2 may be further in communication with each
other through a networked communication channel 118, The channel 114 may
be implemenied as any computing network allowing the nods groups 112-1, 2 {o
communicale with each other. Once the node groups 112-1, 2 are
communicaiively connected, each of the nodes 114, 116 are in communication
with sach other as well. The nodes 114, 116, when in communication, can
synchronize their operations to affect read and/or write operations onto a data
storage (not shown in FIG. 1B). The nodes 114, 118 may be implemented as
one or more compuiing-based devices, such as a server.

100281 The nodes 114, 116 provide for fallover in the event of a cluster-
related event. A cluster-relaled event may be considered as any event as a

result of which any of nodes 114 within the node group 112-1 are no longer in
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communication with any one or more nodes 116 of the node group 112-2. The
communication between the nodes 114, 116 of the respective node groups 112-
1, 2 may be affected by a variely of conditions. For example, the network
communication channel 118 during the coursg of operations may become
temporarily unavailable, or may have gone down. This may result in a split
between the node group 112-1 and the node group 112-2, a condition referred
to as a partitioned network. In such a scenario, the connectivity between the
node group 112-1 and the node group 112-2 would be lost. As a resuli, none of
the nodes 114 within the node group 112-1 would be in communication with any
of the nodes 116 within the node group 112-2.

(00301  Within the environment 100, the cluster arbitration sysiem 102may
determine the ocourrence of such a clusier-related event. For each of the node
groups 112-1, 2, one node from among the nodes 114 is selecled as a
coordinator node. For example, within the node group 112-1, a node 114-2 may
be elected as a coordinator node. Similarly, for the node group 112-2, node
116-2 may be slected as the coordinator node. For ease of explanation, the
coordinator node elected within node group 112-1 and the node group 112-2,
are referred as the coordinator node 114-2 and coordinator node 116-2,
respectively.

[6631]  Within the node group 112-1 and the node group 112-2, the respective
coordinator nodes, e, coordinator node 114-2 and coordinator node 116-2,
obtain node-related information from each of the nodes within the node groups
112-1, 2. The node-related information may pertain to functional and operational
attributes of the nodes from which the information is obtained. The information
may indicate computational resources, state of the nodes, state of executing
applications, and anaiylical information depicting historical operational and
functional dala. 1t should be noted thal the information may be used for
generally representing the compulational and network related capabilities of the
respective nodes.

[0032] Besides this, the information may also indicate the previcus
operational ocourrence corresponding 1o the respective nodes. For example, the

analytical information may provide the operational history of node, such as
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number of fallure encountered in the past, description of faults experienced, and
so on. i should be noled that the types of node-related information are
exemplary, and in no manner should be construed as limiting the scope of the
prasent subjact matier. Returning o the coordinator node, the coordinator node
for each node group obtains the node-related information for the corresponding
node.For example, for node group 112-1 the coordinator node 114-2 obtains the
node-refated from each of the nodes 114, Similarly, the coordinator node 116-2
obtains the node-related information from each of the nodes 116,

[8033] The node-related information Is subsequently communicaled o the
clusier arbitration system 102, The node-related information received from the
node groups 112-1, 2 is then analyzed and processed by the arbitration engine
106, In one example, the node-related information may be analyzed by the
decision module 110. The arbitration engine 108 may process the node-related
information based on one or more predefined policies or rules. In one exampile,
the policies may provide the manner in which the node groups within a cluster
are to be managed. The policies may specify cerlain system requirements
which are to be conformed with, based on which the arbitration engine 106 may
determing which of the node groups 112-1, 2 is o be shut down and which is o
be retained as part of the cluster.

[6634] To manage the operation of the node groups 112-1, 2, the arbitration
engine 106 may further generate a conlrol indication for sach of the node
groups 112-1, 2. The conirol indication may subsequently be communicated to
the node groups 112-1, 2. In one example, the control indication may be a
message for each of the node groups 112-1, 2 t©o indicate whether any node
group is 1o be retained or is to be removed from the cluster and gracefully shut
down. The operation of the node groups 112-1, 2 may then be subseguenily
carried out in accordance with the control indication. For exampie, if the control
indication for node group 112-2 indicates that it is fo be removed from the
cluster, the graceful shutdown of the node group 112-2 may be initiated.
Similarly, the arbitration engine 106 may also determine that node group 112-1
is to be retained. In the present example, the iniliation of the node shutdown

may be performed by other computing devices {not shown in FIG. 18), such as
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a node manager. Similarly, a load balancing server (also not shown in FIG. 18)
may transfer the load from the node group 112-2 {0 any other node group. In
one example, the load balancing may be implemented by any one or more
nodes 114, 116 within the nods groups 112-1, 2.

[6035]  Although the present example has been gxplainegd in the context of a
partitioned network, arbitrating between different node groups In the event of
any other cluster-related event would also be within the scope of the present
subject matier. Furthermore, the node groups 112-1, 2 have been indicated as
having equal number of nodes 114, 116, This is only indicatlive and is not {o be
considerad as a limitation onto the present subject matler.

[0038] It should be noted that the present explanation has been provided with
respect to only two node groups 112-1, 2 interacting with each other. The same
subject matler can alse be impiemented using other multiple node groups, each
of which may be communicatively connecled to the cluster arbifration system
102, without deviating from the scope of the present subject matter. These and
other aspects of the present subject matter are provided with additional details
in conjunction with the description for FIGS. 2-3.

00371 FiG. 2 illusirates an example cluster arbitration system  102for
arbitrating between node groups within a cluster. The cluster arbitration system
102 may be implemented as, but is not limited {0, a server, a worksiation, a
computer, and the like. The cluster arbitration systern 102 further includes
interface(s) 202 and memory 204. The inlerface(s) 202 may inciude a varisly of
interfaces, for example, interfaces for data input and cutput devices, referred 1o
as HO devices, storage devices, network devices, and the like. The interface(s}
202 facilitate communication between the system 102 and various computing
devices connected in the network environment 100, including, but not limited to,
nodes 114, 118 within the node groups 112-1, 2.

[0038] The interface(s) 202 may include a variely of interfaces, for example,
interfaces Tor data input and oufput devices, referred {0 as VO devices, storage
devices, network devicss, and the like, for communicatively associating the
cluster arbitration system 102either one or more nodes groups, such as node

groups 112-1, 2. The interface(s) 202 may be implemented as either hardware
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or software. The memory 204may store one or morg executable instructions,
which may be feiched and executed so as implement the arbitration between
node groups within a cluster. An example of such an insiruction includes, but is
not limited to, firmware for the cluster arbitration system 102 for implementing
multiple functionalities. The memory 204 may be non-fransitory computer-
readable medium including, for example, volalile memory, such as RAM, or
non-volatile memory such as EPROM, and flash memory.

[0039] The clusler arbifration system 102 may include module(s) 206. The
module{s) 206, amongst other things, inciude routines, programs, objects,
components, and data structures, which perform particular tasks or implement
particular absiract data types for providing access conirol for objects. The
module{s) 206 may be implemented by hardware, by computer-readable
instructions executed by a processing unil, or by a combination thereof. In one
implementation, the module(s) 206 includes the arbitration engine 106. The
arbifration engine 106 includes a messaging module 108 and the decision
module 110

[0040] The cluster arbitration systern 102 may further indude other module(s)
206for implementing Tunctionalities that supplement applications or functions
performed by the cluster arbitration system 102. Amongst other things, the data
208 includes cluster event information 212, node messagse(s) 214, arbitration
policies 2186, cluster membership information 218, confrol indication 220and
other data 222. The module(s) 208 may be implemenied as a combination of
hardware and programming {e.g., programmabie instructions) {o implement ong
or more funclionalilies of the moduleis) 2086,

00411 In examples described hersin, such combinations of hardware and
programming may be implemented in a number of different ways. For example,
the programming for the module{s) 206 may be processor execuiable
instructions stored on a non-transifory machine-readable storage medium and
the hardware for the module(s) 206 may include a processing resource (8.9,
one Or More processors), 1o execute such instructions. In the present examples,
the machine-readable storage medium may slore instructions thal, when

execuled by the processing resocurce, implement module(s) 206 or their
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associated functionalities. In such examples, the cluster arbitration system 102
may include the maching-readable slorage medium storing the instructions and
the processing resource to execuie the instructions, or the machine-readable
storage medium may be separate bul accassible to cluster arbitration system
102 and the processing rescurce. In other sxamples, module(s) 206 may be
implemented by electronic circuitry.

[0042] In operation, the cluster arbitration system 102 may determine whether
a cluster-related event has occurred. In one example, the cluster arbitration
systemn 102 may receive an indication which depicls that a cluster-relaled event
has occurred. As also explained in the preceding porlions, each of the nodes
within the node groups 112-1, 2 are in communication {direct or indirect) with
each other.

[0043] |t is to be noled that as a resull of the cluster-related event, cne or
more nodes within nods groups (such as node groups 112-1, 2} may no longer
be in communication with any other node, gither within the same node group, or
any other node group. Examples of a cluster-related event may include, but are
not limited to, a partitioning of a network and node failure. Any other type of
cluster-related event would also be within the scope of the present subject
matier.

[06044] On the ocourrence of the cluster-related event, any one from amongst
each of the nodes 114, 116 may be elected as a coordinator node. To elect a
coordinator node, each of the nodes 114, 116 within the node groups 112-1, 2
may be used for electing a coordinator node within the respective node groups
112-1, 2. In the present example (such as that llustrated in FIG. 1B}, node 114-
2 for node group 112-1, and node 116-2 for node group 112-2 may be
considered as being the coordinator nodes, respectively. For the purposes of
the following descriplion, the coordinator nodes would be referred fo as
coordinator node 114-2 and coordinalor node 116-2.

[8045] The coordinator nodes, Le., coordinalor node 114-2 and coordinator
node 116-2, may further oblain information of each of the nodes within their
respective node groups. For example, the coordinator node 114-2 may poll

each of the nodes present within the node group 112-1 for node related
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information. The node-related information, in ong example, may indicate the
functional and operational characleristics of the node. The node-related
information may also include analylical information  indicating  historical
operational details of the respective nodes. As an example, the historical
operational details may provide information associated with node failure in
predstermined time intervals, number of times the node experienced downtime,
etc. In another example, the node-related information may indicate
computational resources, slate of execuling applications, criticality or
characteristics of workioads, and complexity of workloads. The different fypes of
node-refated information are indicative, and are not intended for defining the
scope of the present subject matier.

[6048]  For the node group 112-1, the node-related information is gathered by
the coordinator node 114-2 and communicated to the cluster arbitration system
102. In a similar manner, node-related information of the node group 112-2 is
gathered by the coordinator node 116-2 and communicated to the cluster
arbitration system 102. In one example, the node-related information may be
communicated as messages {o the cluster arbitration system 102, The node-
related information provided by the respective coordinator node 114-2 and the
coordinator node 116-2, are received by the messaging module 108 in the
arbitration engine 108.

(00471 Onoe received by the cluster arbitration systern 102, the messaging
module 108 may store the node-related information from the different node
groups 112-1, 2 in the form of node messagse(s) 214. In one example, the node
message{s) 214 may be stored as a mapping between a node identifier and
their functional and opserational characterigtics.

(00481 The decision module 110 of the arbilration engine 106 may then
analyze the node message(s) 214 o determine the manner in which the
different node groups, such as node groups 112-1, 2, are 10 be managed in the
event of a clusterrelaled event. The analysis of the node message(s) 214 is
based on the arbitration pdlicies 216. The arbitration policies 216 may prescribe
one or more conditions which are o be conformed with for selecting the manner

based on which the different node groups (such as node groups 112-1, 2) arg {0
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be arbitrated.

[0043] For example, the arbiiration policies 218 may provide that the number
of nodes within a given node group be the basis on which the arbilration
between the node groups is 1o be caried out. In such a case, depending on the
number of nodes within the different node groups, the arbifration engine 106
may determine which node group is 1o be retained and which is t© be gracefully
shut down. In another example, the arbilralion policies 216 may prescribe
analysis of the node message(s) 214 based on the crilicality, or characleristics
of the workloads. In such a case, any node group handling critical workloads
would be retained, whereas other node groups handling less or non-critical
workloads would be allowsd o gracefully shut down and would be removed
from the cluster. In a similar manner, the arbitration policies 2186 may also be
based on cother paramelers, previous, lLe. historical performance and
operational information associated with the node, computational resources,
number of applications already executing on the node group, siate of the nodes
within node group, and state of the application.

[0050] Based on the analysis, the decision module 110 may determine which
node group is 1o be removed from the cluster, and which of the node groups are
to be relained. For example, the decision module 110 within the arbitration
engine 106, may determine the node group 112-1 to be handling critical
workloads. The criticality or characleristics of the workloads may be delermined
based on the functional and operational characteristics of workioad present as
part of node message(s) 214. Once the criticality or the characteristics of the
workloads being handled by the node group 112-1 is determined, the decision
module 110 may compare the level of criticality of the workloads with a
threshold level prescribed by the arbitration policies 216, If it is delermined that
the level of criticalily exceeds the threshold level, the node group 112-1 may be
retained and the node group 112-2 may be gracefully shut down. In such a
manner, the arbilration gnging 106 may determine from amongst the node
groups 112-1, 2, which node groups are o be retained, and which are o be
shut down.

(00511  Accordingly, the determinations by the arbitration engine 106 may be
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utiized for affecting the shulting down of the determined candidate nodg
groups. In one example, load balancing systems may transfer existing
workloads of the candidate node groups 10 the node groups which are
determined 1o be retained.

(60521 In one example, to manage the opseration of the node groups 112-1, 2,
the arbifration engine 106 may further generale a control indication for each of
the node groups 112-1, 2. The conirol indicalion may be slored as control
indication 220 within the cluster arbiiration system 102. The control indication
220 may subsequently be communicated {0 the node groups 112-1, 2. In one
example, the control indication 220 may indicate whether any nods group is {o
be retained or is to be removed from the cluster and gracefully shut down. The
operation of the node groups 112-1, 2 may then be subsequently carried out in
accordance with the control indication 220. For example, if the control indication
220 for node group 112-2 indicates that it is {0 be removed from the cluster, the
graceful shut down of the node group 112-2 may be iniliated. Similarly, node
groups which are 1o be refained may continue their operations.

[80583] Therelore, the arbilration between the node groups can be controlied
and managed based on the arbitration policies, i.e., arbitration policies 216. The
arbitration policles 216 may alse be configured depending on the need and the
nature of the applications being hosted on the nodes. In this way, the arbitration
between the various groups is more objective and efficient, thereby ensuring
that the applications operate seamlgssly on the clusters.

[pos4] FIGS. 3A and 3B provide varicus example implementations for
arbitrating belwesn node groups within a cluster. FIGS. 3A-3B provide an
Hlustration depicting different types of clusierrelaled eveni, affecling node
groups having an unequal number of nodes. In FIG. 3A, a scenario is depicted
in which node group 112-1 has two nodes and node group 112-2 has three
nodes. In the present example, it may be assumed thal the node group 112-1is
handiing critical workloads and node group 112-2 is handling non-gritical
workloads. As depicted, the environment 100 may sxperience a partitioned
network thereby severing the communication between the node group 112-1and

the node group 112-2. On occurrence of the pariitioning of the network, the
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arbitration engine 106 may determine the criticality or characleristics of the
workloads being handled by both the node group 112-1 and the node group
112-2. Since the node group 112-1 is handling oritical workloads the arbitration
engine 106 may determine 1o retain the node group 112-1 despite the fact that
the number of nodes within node group 112-2 is greater than the number of
nodes in the node group 112-1. Accordingly, the node group 112-2 may be
allowed to be shut down.

[00s5]  FIG. 3B depicts an example in which the node group 112-1 has three
nodes and node group 112-2 has twe nodes. The node group 112-1 is handling
plurality of critical workloads. For the present example, the workicad to be
handled requires that at least threg nodes be present within the node group
112-1. it may be the cass that the entire node group 112-1 may experignce an
cutage. In such a case, the arbitration engine 106 based on the criticality of or
characteristics of workloads may transfer the workloads to the node group 112-
2 despite the fact that the nodes within the node group 112-2 may not fulfil the
optimum reguirement of computational resources. in such a cass, the need for
waiting to reinstale the node group 112-1 is eliminated. The workloads may be
handied by the node group 112-2, with the available resources. As a result, the
application availability is ensured il the time the node group 112-1 is brought
back online.

[0058] FIGS. 4 and 5 illustrate example methods 400 and 500, respeclivaly, for
arbifraiing between node groups within a cluster, according to an implementation
of the present subject matter. The order in which the methods are described is not
intended to be consirued as a limitation, and any number of the dascribed method
blocks may be combined in any order to implement the aforementioned methods,
or an altemative method. Furthermore, methods 400 and 530may be implemsnied
by processing resource or computing device(s) through any suilable hardwars,
non-transitory machine readable instructions, or combination thereof,

[0057] It may also be understood that methods 400 and 500may be performed
by programmed computing devices, such as the duster arbitration system 102 as
depicted in FIGS. 1-3. Furthermorg, the methods 400 and 500may be execuled

based on instructions stored in a non-transitory computer readable medium. The
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non-transitory  compuler readable medium may include, for example, digital
memories, magnetic storage media, such as one or more magnetic disks and
magnetic tapes, hard drives, or oplically readable digital data storage media.
Although, the methods 400 and 500are described below with reference o the
cluster arbitration system 102 as described above, other suiable systems for the
execution of these methods can also be utilized. Additionally, implementation of
these methods is not limited fo such examples.

[0058] At block 402, in response 1o an ocourrence of a cluster-relaled event,
one node from each of a plurality of node groups In a cluster, is determined. For
example, within one of the nodes within node group 112-1, such as coordinator
node 114-2, may be selected as a coordinator node. Similarly, within the node
group 112-2, node 118-2 is selected as a coordinator node {referred o as the
coordinator node 116-2). In the present example, the coordinator nodes for each
of the node groups 112-1, 2 are determined on occcurrence of a cluster-related
avent. In another example, the coordinator node 114-2 and the coordinator node
116-2 are selected by sach of the nodes within the respedctive node groups 112-1,
2.

(00591 At block 404, a conirol indication is received by coordinator node for
each of the node groups. For example,each of the node groups 112-1, 2 may
receive a conirol indication from the arbilralion engine 108 within the cluster
arbilration systermn 102, In the present example, the control indication, received
as control indication{s) 220, may be generaied by the decision module 110 of
the arbilfration enging 106. The decision module 110 may generate control
indication{s} 220 for each of the node groups 112-1, 2 based on the node
messagels) 220 received from the respeclive node groups and the arbifration
policies 216.

(00607 Al block 408, a set of node groups within the cluster which are 1o be
retained within the cluster, are determined based on the control indication.
Accordingly, one or more node groups which are to be gracsiully shut down are
also determined. To this end, the arbitration engine 108 may select, based on
the node-related information received as parl of node message(s) 214, which of

the node groups within the dluster are {0 be retained and for which the graceful
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shutdown is o be initialed. As mentioned previously, node groups, such as
node groups 112-1, 2, which are to be refained and which of the nodes are o
be shul down, as delermined by the arbitration engine 1086 based on the
arbitration policies 216.

[ges1]  FIG. Sprovides ancther example method 500 for arbitrating between
node groups within a cluster. Al block 502, occurrence of a cluster-related event is
determined. For example, the arbitration engine 106 may determing the
occurrence of a cluster-related event. In one example, the dluster-related event
may be detected and an appropriale message may be communicaled o the
cluster arbitration systermn 102. The arbitration engine 106 of the cluster arbitration
system 102 may subsequently determine whether a cluster-reiated event has
occurrad. In one exampls, the cluster-related svent results in the communication
channel between the node group 112-1 and the node group 112-2 being lost.
[0062] Al block 504, one node from each of the affected node groups is
selected as a coordinator node. For example, within the node group 112-1, &
node 114-2 may be elected as a coordinator node {l.e., coordinalor node 114-
2). Similarly, for the node group 112-2, node 116-2 may be elected as the
coordinator node {l.e., coordinator node 116-2). In the present example, each of
the nodes 114, 116 may determine which node is to be selected as a
coordinator node.

(00631 Al block 506, sach of the coordinator nodes obtain and provide node-
related information as a message. For example, the coordinator node 114-
2obtains the node-related information from each of the nodes 114 within the
node group 112-1. Similarly, the coordinator node 116-2 obtains node-related
information from each of the nodes 116 within the node group 112-2. Once the
node-related information for each of the nodes 114, 116 is received, the
coordinator node 114-2 and the coordinator node 116-2 transmit the same as 2
message {0 the clusier arbifration system 102.

[8064] At block 508, the node-reiated information within the received
message is analyzed based on configurable policies. For example, the cluster
arbitration system 102 may save ithe node-related information as node

message{s) 214. The node message(s) 214 may be received by the messaging
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module 108, The node message{s) 214 may be subsequently analyzed by the
decision module 110 of the arbitration engine 106 based on the policy
definitions stored in arbitration policies 216. The arbitration policies 2168 may
prascribe the crileria based on which the arbitration of the node groups is {0 be
carrigd. In one example, the arbifration policies 216 may provide criteria based
on which the arbilration engine 106 may determine which of the node groups
112-1, 2 are 1o be retained and which are 1o be gracefully shut down.

[0o8s] At block 810, one or more control indications are generated based on
the analysis of the node-related information, and communicated to the
respective node groups. For example, the dedision module 110 based on the
analyzing the node-related information included in the node message(s) 214,
may generate oneg or more control indications for controlling the operations of
the node groups 112-1, 2. in the present example, the arbilration engine 106
may determine that the node group 112-1 is to be refained and that node group
112-2 is to be shut down. Accordingly, the decision module 110 may generate
control indications for further controlling how the node group 112-1 is to manage
fts existing workioads. Similarly, the decision module 110 may also generate
control indications, indicating that a graceful shut down is o be initialed, say for
the node group 112-2. In one example, the control indication is stored as control
indication 220.

[0068] Al block 512, the operations of the nodes within the node groups are
controlled based on the control indications. For example, each of the node
groups 112-1, 2 may either continue their operations or may inillate shut down
process depending on their control indication. Continuing with the previous
example, for node group 112-1 {which is 1o be retained), other computational
entities, such as a load balancing server, may determine the manner in which
the existing workioads of node group 112-1 are handied. For node group 112-2
{which is {0 be shut down) graceful shutdown may be iniliated.

(o087} FIG. 6 illlustrates a cluster arbifration system 602 for arbitraling
between node groups within a cluster, according o an example of the present
disclosure. The cluster arbilration systemn 602 may be part of a public

networking environment or a private networking environment, or a combination
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thereof. In one implementation, the cluster arbitration system 602includes 3
processing resource 604 communicatively coupled 1o a machine-readable
storage medium 806 (referred 1o as the storage medium 806). In the example of
FiG. 6, cluster arbitration systemn 802, the machine-readable storage medium
836 comprising {(e.g., encoded with} instructions 808-610 executable by
processing resource 604. In some examples, storage medium 806 may include
additional instructions. in other examples, the funclionalities described herein in
relation to instructions 808-610, and any additional instructions described herein
in relation {o storage medium 808, may be implemented as engines or modules
comprising any combination of hardware and programming to implement the
functionaiities of the engines, as described below. Furthermore, the
functionalities described hergin may be implemented as a resull of the
execution of the instructions 808-610.

[0068] As used herein, the cluster arbitration system 602 may be a deskiop
computer, laptop {or notebook) computar, workstation, tablet computer, mobile
phone, smart device, server, blade enclosure, or any other processing device or
squipment. In examples described herein, a processing resource may include,
for example, one processor or multiple processors included in a single
computing device or distributed across mulliple computing devices.

100691 In operation, on occurrence of a clusier-related svent, instructions 808
may analyze one or more received messages associated with a plurality of node
groups. The cluster-related event may occur within a cluster formed of a
plurality of node groups, such as node groups 112-1, 2{as depicted in FIGS. 1-
3). Each of the node groups 112-1, 2 may further include one or more nodes.
During the occurrence of a cluster-related event, at least one node is no longer
in communication with any other node within the cluster. In one example, this
may happen as a resull of a partitioned network in which the communication
channei belween two or more node groups is distupted. it may also happen in
case any node group itself gogs down or becomes unavailable.

(80701 The messages assoclated with a node group may be received by a
coordinator node. The coordinator node may be selected from nodes present

within the respective node groups 112-1, 2. In one example, nodes 114-2, 116-2
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are selected as coordinator node 114-2 and coordinator node  116-2,
respaclively.

o711 In another example, the instruclion 608 may further enable the
coordinator nodes, namely coordinator node 114-2 and coordinator node 116-
210 obtain node-related information about sach node within the cluster. For
example, as a result of the instructions 808, the coordinator node 114-2 obtains
the node-related information from sach of the nodes 114 within the node group
112-1. Similarly, the coordinator node 116-2 obtains node-related information
from each of the nodes 116 within the node group 112-2. Once the node-relaled
information for each of the nodes 114, 116 is received, the cocordinalor node
114-2 and the coordinator node 116-2 transmit the same as a message io the
cluster arbitration system 802.

[6672] The message received from the various coordinator nodes, Le., the
coordinator node 114-2 and the coordinator node 116-2 is analyzed based on
the instructions 608. In ong example, the node-related information within the
messages may be subseguently analyzed by the instruction 808 based on the
policy definitions, for exampile, policies stored in arbitration policles 2186, in one
example, the arbitration pdlicies 216 may provide criteria based on which it may
be determined which of the node groups 112-1, 2 are {0 be retained, and which
are to be gracefully shut down.

[0073] Based on the analysis, the instruclions 808 may delerming which of
the node groups 112-1, 2 is to be refained and which is {o be graceifully shut
down. On determining the same, the instructions 810 may generate one or more
control indications based on the analysis of the node-related information. The
generated confrol indications are communicated to the respeactive node groups.
In the present example, the instructions 610 based on the analyzing the node-
related information, may generale one or more control indications for conirolling
the operations of the node groups 112-1, 2. If it is determined thatl the node
group 112-1 is {0 be refained and that node group 112-2 is to be shut down, the
arbitration engine 614 may gensrate the contral indications accordingly.

00741 Once the control indications are generated, the same may be

communicated o the respective node groups 112-1, 2 by the insiructions 610.
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In one example, for node group 112-2 {which is o be shul down), the graceful
shutdown may be initiated based on the conirel indication. in ancther example,
accordingly, the workloads of the node group 112-2 are transferred {o the node
group 112-1 {which was determined to be retained). In one gxample, the conirol
indications may be stored as conirol indication 220.

[6075]  Although exampiles for the present disclosure have been described in
language specific to structural features and/or methods, i is 1o be understood
that the appended claims are not necessarily limited 1o the specific features or
methods described. Rather, the specific features and methods are disclosed

and explained as examples of the present disclosure.
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We clainy:
1. A cluster arbitration system for a cluster, the cluster including a plurality
of node groups, with each of the plurality of node groups comprising at least one
node, the system comprising:
8 Processor;
an arbitration engine coupled to the processor, the arbitration engine
further compriges:
a messaging module, the messaging module is to,
in response 1o occurrence of a clusierrelated event,
receive a message from a coordinator node associated with each
of the plurality of node groups, the message includes information
associated with operation of each of the node groups; and
a decision module, the decision module is {o,
based on information included within the message,
determine whether to gracefully shut down a node group from

amongst the plurality of node groups within the cluster.

2. The sysiem as claimed in claim 1, wherein the message includes one of!
an indication of a level of criticality of application workloads running on
each node within each of the plurality of node groups:
information depicling state of each of the node; and
anaiytical information depicting historical operational data for each node

within each of the plurality of node groups.

3. The systerm as claimed in claim 1, wherein the clusterrelated event
comprises one of:

a network partition, wherein on occurrence of the network partition
connectivity between at least two node groups, from amongst theplurality of
node groups, is lost, and

a node failure.
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4. The system as claimed in claim 1, wherein the decision module is fo
further:

determine for removal from the cluster, at least one node groupfrom
amongst the plurality of node groups, which has lost conneactivily with any of the

other node groups.

5. The systern as claimead in claim 1, wherein the decision module is o,
based on information included within the message, determine whether {o retain

ancther node group within the cluster.

8. The system as claimed in claim 4, wherein the decision module is o
determineg the at least one node group for removal based on configurable

policies.

7. A method for arbilrating over cluster comprising a plurality of node
groups, the method comprising:

determining one node from each node group as a coordinalor node, on
ocourrence of cluster-related event affecling the plurality of node groups within
the cluster;

recelving, by the coordinator node, a control indication from an arbitration
engine, wherein the control indication is generalted based on analyzing node-
related information corresponding 1o each node within each of the node groups
using configurable policies; and

based on the control indication, determining a set of node groups which

are (o be relained within the cluster, from amongst the plurality of node groups.

8. The method as claimed in claim 7, wherein the node-related information
comprises computational resources, slate of executing applications, criticality of
workloads, complexity of workloads executing on each of the one or more
nodes within sach of the pluraiity of node groups, and historical operational data

for each of the one or more nodes within each of the plurality of node groups.



WO 2016/108945 PCT/US2015/026064

9. The method as claimed in claim 7, wherein the wmesthod further
comprises:

obtaining node-related information for each node within each of the node
groups, by the coordinator node; and

communicating, by the coordinator node, the node-related information to
the arbitration engine.
10. The method as claimed in claim 7, wherein the control indication is
generaled based on analyzing the node-related information.
11.  The method as claimed in claim 7, based on the control indication the
method further comprises:

further determining node groups, other than the determined set of node
groups, as candidate node groups for removal from the cluster; and

initiating a graceful shutdown of the candidate node groups.

2. The method as claimed in dlaim 11, whergin for the candidate node
groups, the method further comprises:

determining application load on the candidate node group;

shifting the application load 1o ancther node group from the candidate

node group, prior to removing the candidate node group from the clusier.

13. The method as claimed in claim 7, wherein number of nodes within the

node groups is unequal.

4. A non-ransitory machine-readable storage medium  encoded  with
instructions exscutable by a processing rescurce to:

analyze a received message associated with a node group from among a
plurality of node groups based on at least one configurable policy, wherein the

message includes information associated with operation of the node group; and
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cause generation, based on the analyzing of the received message, of a
control indication for use in controlling operations of one or more nodes within

the plurality of node group, in accordance with the control indication.

18. The maching-readable storage medium as claimed in claim 14 further
comprising instructions execulable by a processing resource o shut down a
candidate node group from among the plurality of node groups based on the

control indication.
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