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SYSTEMS AND METHODS FOR OBTAINING NETWORK CREDENTIALS

BACKGROUND

1. Field of the Invention

[001] The present invention generally relates to accessing networks. More particularly,

the invention relates to obtaining network credentials to access a network.

2. Description of Related Art

[002] The increasing use of the networks to access information has resulted in a greater
dependence on network communication for a variety of activities. With this dependence
comes the growing expectation that network access will be ubiquitous. Network access for
mobile users has been particularly enhanced by improvements in wireless technology.

Various cellular (e.g. GSM, CDMA and the like), Wi-Fi (i.e. IEEE 802.11), WiMAX (i.c.

IEEE 802.16). and other technologies have enabled a wide range of access options for a

. M R " . P v . M L] i a1l M N
potential network user. Many wireless access points or "hotspots” are accessible only with
local geographic regions--in some cases as small as a specific business or other address. In
addition, strategically placed hotspots may provide public or private network access for a

diverse group of people.

[003]  The owners or managers ol hotspots often require password and the like to enable
user access. As a result, a user of multiple hotpots may have to store, remember, or otherwise
manage a large number of passwords. Many users may store their passwords on a laptop
computer they use o access the hotspot. However, not all devices capable of accessing
hotspots are laptop computers; cellular phones, personal digital assistants (PDAs), and many
other devices are now capable of wireless access. Unfortunately, users often cannot easily
enter the password on the device or store the password within the device. For example, some
devices capable of wireless access may not have a keyboard. Even when a device includes a
keyboard, the keyboard is often small and may be of limited functionality, especially for

users with limited finger dexterity.

[004] When users store passwords on a laptop computer, the user must first access the
laptop computer and store the correct password within the computer. When a password

changes. the user is required (o update the password within the computer. Additionally.
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having the username and password stored in the device presents a security problem should

the device be lost or stolen.

1005] FFurther, users are typically required to enter a password, username, and navigate
a website to obtain network access. This process is time consuming and the user may enter

the wrong information and be forced to re-enter data.

[006] When users enter a password manually, they are less apt to remember difficult
passwords. As a result, simple password access is susceptible 1o hacking and may
compromise the user's network access, the hotspot, and/or the user's personal information.
Moreover, the user's network access may be stolen if the user's simple password is hacked or

simply guessed.

[0607] Connecting to wireless networks has traditionally been a complex process for
users of wireless devices for other reasons. Typically, the user enters an area where two or
more Wi-Fi networks are present, selects the Wi-Fi function on their laptop, and views a
serics of 'scan results' listing the available Wi-Fi networks. In one example, the listing of
available Wi-Fi networks comprises a list of Wi-Fi network SSID identifiers. Users must
often identify which Wi-Fi networks do not have encryption or other security mechanisms
(e.g.. alogin page). To add to user frustration, some of the wircless networks may be
functional while others may be misconfigured in such a way that renders the network

unusable.

008 The user typically makes an arbitrary decision which Wi-Fi network to connect to
based on the listing. In making a decision of which Wi-Fi network to connect, the user
typically does not know whether the selected Wi-Fi network will provide adequate quality of
service or even if the network will be able (o provide an IP address via Dynamic Host

Configuration Protocol (DHCP).

1009] It is not uncommeon for different network devices to share similar SSIDs or other

.

identifiers. For example, the SSID of multiple public libraries may indicate “library.” Since
the SSIDs are not unique, it may be difficult to determine which network credentials to
provide based only on the SSID in order to gain access. For example, one library with an
SSID of “library™ may allow access once a user indicates they are a “guest.” Another library

with the same SSID may require a library card identifier.
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SUMMARY OF THE INVENTION

[0010] Exemplary methods and systems for providing network credentials for network
access are described. The exemplary method comprises receiving a credential request from a
digital device over a network device, identifving a network record based on at least some
information within the credential request, retrieving a network credential from a plurality of
network credentials based on the network record, and transmitting a credential request
response containing the network credential from the plurality of network credentials to the

digital device.

[0011]  The method may further comprise decrypting the credential request,
authenticating the credential request, and encrypting the credential request response. Further,
the method may also comprise retricving an encryption key based on the digital device. The
credential request may be received over a standard protocol of the network device. The

standard protocol may be DNS.

[0012) The credential request may comprise a location identifier. The method may

further comprise receiving a confirmed access response from the digital device.

[0013]  Anexemplary system for providing network credentials may comprise a
credential request module and a credential request response module. The credential request
module may be configured to receive a credential request from a digital device over a
network device. The credential request response module may be configured to identify a
network record based on at least some information within the credential request, retricve a
network credential from a plurality of network credentials based on the network record, and

transmit a credential request response containing the network to the digital device.

[0014]  An exemplary computer readable medium may have embodied thercon a
program. The program may be executable by a processor for performing a method for
providing network credentials. The method may comprise receiving a credential request from
a digital device over a network device, identifying a network record based on at least some
information within the credential request, retrieving a network credential from a plurality of
network credentials based on the network record, and transmitting a credential request
response containing the network credential from the plurality of network credentials to the

digital device.

[0015]  Systems and methods for selecting a wireless network are disclosed. In some
embodiments, a method comprises receiving a first network device identifier for a first

-~
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network device and a second network device identifier for a sccond network device,
obtaining a lirst network profile comprising a first attribute, the first network protile based on
the first network device identifier, obtaining a second network profile comprising a sccond
attribute, the second network profile based on the second network device identifier, and
sclecting either the first network device identifier or the second network device identifier

based on an attribute analysis of the first attribute and the second attribute.

[0016] In various embodiments, the first network device identifier and the second
nctwork device identifier are received from a digital device by a server. The method may
further comprise providing a wireless network selection based on the sclection. The method

may also further comprise providing a credential request response based on the selection.

j0017]  In some embodiments, the network selection identifier comprises the first
network device identifier. The network selection identifier may also comprise a sorted list
including the first network device identifier and the second network device identifier wherein
the list is sorted based on the attribute analysis of the first attribute and the second attribute.

An attribute may comprisc a performance metric, a shared indicator, and a service identifier.

[0018]  The method may further comprise comparing the first attribute and the second
attribute to minimum requirements wherein selecting either the first network identifier or the
second network device identifier is also based. at least in part, on the comparison of the
attributes to the minimum requirements. The method may also further comprise comparing
the first attribute and the second attribute to personalized scttings wherein selecting either the
first network identifier or the second network device identifier is also based, at least in part,
on the comparison of the attributes to personalized settings. The method may also further
comprise receiving a user identifier and retrieving the personalized settings from a user

account based on the user identifier.

[0019]  In various embodiments, a system comprises a digital device and a server. The
digital device may be coupled 10 @ communication network and configured to transmit a first
network device identifier for a Nirst network device and a second network device identifier for
a second network device over the communication network. The server may also be coupled
to the communication network and configured to receive the first network device identifier
and the second network device identifier from the digital device, to obtain a first network
profile comprising a first attribute, the first network profile based on the first network device
identifier, to obtain a second network profile comprising a sccond attribute, the second

network profile bascd on the second network device identifier, and to select either the first
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network device dentifier or the second network device identifier based on an attribute

analysis of the first atiribute and the second attribute.

[0020] A computer readable storage medium may be configured to store instructions, the
instructions comprising a method, the method comprising the steps of receiving a tirst
network device identifier for a first nctwork device and a second network device identifier for
a second network device, obtaining a first network profile comprising a first attribute, the first
network profile based on the first network device identifier, obtaining a second network
profile comprising a sccond attribute. the second network profile based on the second
network device identifier, and selecting either the first network device identifier or the second
network device identifier based on an attribute analysis of the first attribute and the second

attribute.

[0021]  Systems and methods for obtaining network credentials are disclosed. In some
embodiments, a method comprises receiving, with a digital device, a network identifier from
a network device, providing a first credential request including the network identifier to
another digital device on a network, receiving a request for additional network information
from the other digital device, providing a second credential request including additional
network information to the other digital device, receiving a credential request response
including network credentials from the other digital device, and providing the network

credentials from the credential request response 1o a network device.

[0022]  Insome embodiments, the first credential request is formatted using DNS
protocol. The first credential request may be provided to the other digital device via an open

port on the network device. The open port may be port 33.

[0023] The network identifier may be any identifier that identifies the network, such as
an SSID. The additional network information may be any information associated with the
network including, but not limited to, a BSSID, a title to a web page received by the digital
device from the network device, a URL of a web page received by the digital device from the
network device. or a hash of a web page received by the digital device from the network

device.

[0024] An exemplary system may comprise a request module and a response module.
The request module may be configured to receive a network identifier from a network device.
The response module may be configured to provide a first credential including the network

identifier to another digital device on a network, receive a request for additional network
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information from the other digital device. provide a second credential request including
additional network information to the other digital device, receive a credential request
response including network credentials from the other digital device, and provide the network

credentials from the credential request response to a network device.

[0025]  Anexemplary computer readable storage medium contfigured may be configured
to store instructions. The instructions may comprise a method. The method may comprise
the steps of receiving, with a digital device, a network identifier from a network device,
providing a first credential request including the network identifier to another digital device
on a network, receiving a request for additional network information from the other digital
device, providing a second credential request including additional network information to the
other digital device, receiving a credential request response including network credentials
from the other digital device, and  providing the network credentials from the credential

request response to a network device.
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BRIEF DESCRIPTION OF THE DRAWINGS

[0026] FIG. 1 is a diagram of an environment in which embodiments of the present

invention may be practiced.
{0027] FIG. 2 is a block diagram of an exemplary credential server.

[0028| FIG. 3 is a flow diagram of an exemplary process for providing network access 10

the digital device.
[0029] FIG. 4 is a block diagram of an exemplary credential request.
[0030]  FIG. 5 is a block diagram of an exemplary credential request response.

[0031] FIG. 6 is a Now diagram of the exemplary method for providing network

credentials.

[0032]  FIG. 7 is another flow diagram of the exemplary method for providing network

credentials,

[0033] FIG. 8 is a flow diagram of an exemplary method for receiving and storing

network credentials.
[0034] FIG. 91s a block diagram of an exemplary credential server.

[0035]  FIG. 10 is a diagram of another environment in which embodiments of the

present invention may be practiced.

[0036] FIG. 11 is a flow diagram of an exemplary process for providing a selection of a

wireless network.

[0037] FIG. 12 is a flow diagram of an exemplary process for selecting a wircless

network.

[0038]  FIG. 13 is a diagram for selecting a wireless network and accessing the sclected

wireless network.
[0039]  FIG. 14 is a box diagram of a digital device in some embodiments.

[0040] FIG. 15 is a flow diagram of an exemplary method for retrieving network
credentials when a network identifier may be insufTicient to identify network credentials in

some embodiments.
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[0041]  FI1G. 16 is a flowchart of an exemplary method for a digital device to receive

network credentials when a network identifier is insufticient in some embodiments.

[0042] FIG. 17 is a flowchart of an exemplary method for a credential server 116 to

provide network credentials in some embodiments.

[0043]  FIG. 18 is a flowchart of another exemplary method for a digital device to receive
network credentials when a network identifier may be shared by two or more networks in

some embodiments.
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DETAILED DESCRIPTION OF THE INVENTION

[0044]  Embodiments of the present invention provide systems and methods for
providing network credentials. In exemplary embodiments. a credential server receives a
request for network credentials from a digital device at a hotspot. The request may be
formatted as a standard protocol which is relayed from the hotspot to the credential server.
The credential server may identify a network record based on at least some information
contained within the request and transmit network credentials associated with the network
record to the digital device. The digital device may receive the network credentials and

provide them to network device in order to obtain network access.

[0045]  In various embodiments, a rules server may identify a preferred network from a
plurality of available networks that the digital device may connect based on a variety of
network attributes. In one example, a digital device may scan a physical region for available
networks and generate a list of available wireless networks. The list may be provided to a
rules server which identifies and retrieves a network profile for each wireless network on the
list. The rules server may then compare cach network profile (e.g., via attributes contained
within each pro.ﬁle) 10 select a preferred network from the list. The rules server may then
transmit the wireless network selection to the digital device which may then access the

network.

[0046] In some embodiments, the digital device accesses the selected wireless network
using credentials provided by the credential server. In one example, when the rules server
selects the preferred wireless network, the rules server (or another server in communication
with the rules server) may simultaneously (or nearly simultaneously) provide a credential

request response including network credentials associated with the selected wireless network.

[0047]  FIG. 1 illustraies a diagram of an environment 100 in which embodiments of the
present invention may be practiced. In exemplary embodiments, a user with a digital device
102 enters a hotspot. The digital device 102 may automatically transmit a credential request
as a standard protocol over a network device 104. The credential request may be forwarded to
a credential server 116 which. based on the information contained within the credential
request, transmits a credential request response back to the digital device 102. The credential
request response contains network credentials which the digital device 102 may provide to
the network device 104, the authentication server 108, or the access controller 112 to obtain

access to the communication network 114,
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[0048]  In various embodiments, a hotspot comprises the network device 104, the
authentication server 108, the DNS server 110. and the access controller 112 which are
coupled to the local arca network 106 (e.g., a "walled garden"). The network device 104 may
comprise an access point which allows the digital device 102 to communicate with the
authentication server 108, the DNS server 110, and the access controller 112 over the local
area network 106. The digital device 102 may comprise a laptop, mobile phone, camera,
personal digital assistant, or any other computing device. The authentication server 108 is a
server that requires network credentials from the digital device 102 before allowing the
digital device 102 access the communication network 114. The DNS server 110 provides
DNS services over the local area network 106 and may relay requests to other DNS servers
{not shown) across the communication network 114. The access controller 112 is an access
device such as a router or bridge that can allow communication between devices
operationally coupled to the network device 104 with devices coupled to the communication

network 114,

[0049]  Although the hotspot in FFIG. | depicts separate servers coupled to the local area
network 106, those skilled in the art will appreciate that there may be any number of devices
(e.g., servers, digital devices, access controllers, and network devices) coupled to the local
area network 106. In some embodiments, the local area network 106 is optional. In one
example, the authentication server 108, the DNS server 110, and the access controller 112 are
coupled directly to the network device 104, In various embodiments, the authentication server
108, the DNS server 110, and the access controller 112 may be combined within one or more
servers or one or more digital devices. Further, although FIG. 1 depicts wireless access, the
digital device 102 may be coupled to the network device 104 wirelessly or over wires (e.g.,

such as 10baseT).

[0050] In order to access the communication network 114, the authentication server 108
may require the digital device 102 to provide one or more network credentials for aceess o
the hotspot. The network credential may comprise, for example, a username and password for
an account associated with the hotspot. In alternative embodiments, network credentials other

than a user name and password may be utilized.

[0051]  According to exemplary embodiments, the digital device 102 may dynamically
acquire the network credentials from the credential server 116. The digital device 102 may
send a credential request comprising an identity of the digital device 102 (or the user of the
digital device 102) and details about the network device 104 (e.g., name of the nctwork

device 104 or Wi-Fi service provider) to the credential server 116.

“n
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[0052] In one example, when the digital device 102 enters the hotspot, the network
device 104 may provide an IP address 1o which DNS queries may be submitied, for example,
via DHCP (Dynamic Host Configuration Proiocol). The credential request may be formatted
as a standard protocol. In an example, the credential request may be formatted as a DNS
request. The credential request may be a text record request (e.g., TXT), which comprises a
standard record type such that the network infrastructure (e.g., the access controller 112) will
not block the request. More details regarding the process for acquiring network credentials
are provided in co-pending U.S. patent application Ser. No. 11/899,697, entitled "System and
Method for Acquiring Network Credentials,” filed Sep. 6, 2007, and incorporated by

reference herein.

[0053] In some embodiments, the credential request is received by the DNS server 110
which may forward the credential request to the credential server 116 for the network
credential. In exemplary embodiments, the credential server 116 may perform a lookup to
determine the proper network credential(s) to send back to the DNS server 110 which
forwards the network credential back to the requesting digital device 102, In various
embodiments, the proper network credential(s) are sent from the credential server 116 to the

digital device 102 over the same path as the transmission of the credential request.

[0054]  Although only one DNS server 110 is depicted within FIG. 1, the credential
request may be forwarded through any number of servers, including but not limited to DNS
servers, prior to being received by the credential server 116. In other embodiments, the
credential request is forwarded directly from the network device 104 to the credential server

116.

[00535]  In some embodiments, a credential request response from the credential server
116 may comprise the username, password. and/or login procedure information. The login
procedural information may comprise, for example, HTML form element names, a
submission URL.. or a submission protocol. In some embodiments. the network credential
response may be encrypled by the credential server 116 using an encryption key associated

with the digital device 102 prior (o transmission back to the digital device 102,
£ p

[0056] Once the digital device 102 receives the network credential response, the digital
device 102 may submit the network credential (retrieved from the network credential
response) 1o the network device 104 in an authentication response. In exemplary
embodiments, the authentication response may be forwarded to an authentication server 108

for verification. In some embodiments, the authentication server 108 may comprise an AAA



WO 2010/151692 ' PCT/US2010/039859

server or RADIUS server. More details regarding the process for obtaining network access
are provided in co-pending U.S. patent application Ser. No. 11/899.638, entitled "System and
Method for Obtaining Network Access, " filed Sep. 6. 2007, and incorporated by reference

herein.

[0057] It should be noted that FIG. 1 is exemplary. Alternative embodiments may
comprise more, less, or functionally equivalent components and still be within the scope of
present embodiments. For example, as previously discussed, the functions of the various
servers {€.g., DNS server 110, credential server 116, and authentication server 108) may be
combined into one or two servers. That if, for example, the authentication server 108 and the
DNS server 110 may comprise the same server, or the functionality of the authentication
server 108, the DNS server 110, and the access controller 112 may be combined into a single

device.

[0058]  FIG. 2 is a block diagram of an exemplary credential server 116. The credential
server 116 comprises an authentication module 200, a network module 202, a credential
request module 204, a credential request response module 206, an encryption/decryption
module 208. a network record storage 210, and an encryption key storage 212. A module may

comprise, individually or in combination, softwarc, hardware, firmware, or circuitry.

[0059]  The authentication modulé 200 may be configured to authenticate the credential
request and provide security to the credential request response. In various embodiments, the
digital device 102 may encrypt or digitally sign the credential request using an encryption key
(e.g.. a shared encryption key or an encryption key that is a part of a key pair). The
authentication module 200 may authenticate the credential request by decrypting the
credential request with the proper encryption key retrieved from the encryption key storage
212. In one example, the digital device 102 generates a hash of the credential request and
stores the hash within an encrypted portion of the credential request. The authentication
module 200 may decrypt the credential request, generate hash of the credential request
response, and compare the generated hash to the hash contained within the credential request

for authentication.

[0060]  In vther embodiments, the digital device 102 may generate a nonce (i.e., a
random value) and store the nonce within a portion of the credential request that is digitally
signed. The authentication module 200 may decrypt the digital signature to authenticate the
credential request and retrieve the nonce. In various embodiments, when the credential
request response module 206 generates the credential request response (described hereafier),

PR
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the authentication module 200 may include the nonce within the credential request response.
The authentication module 200 or the encryption/decryption module 208 may then encrypt
the credential request response. When the digital device 102 decrypts the credential request
response, the digital device 102 may retrieve the nonce from the credential request response
and compare the nonce to the nonce that was transmitted within the credential request for

further authentication.

[0061]  The network module 202 may be configured to receive the credential request and

transmit the credential request response over the communication network 114,

[0062] The credential request module 204 may receive the credential request from the
network module 202. The credential request may be a standard protocol. In one example, the

credential request is a UDP protocol (e.g.. DNS).

[0063] In exemplary embodiments, the credential request module 204 may retrieve the
DDID and the SSID from the credential request. The DDID may identify the digital device
102, the user of the digital device 102, and/or the user associated with a network record. The
SSID may identify the hotspot or the service provider (i.e., operator) of the hotspot.

[0064] The credential request module 204 or the credential request response module 206
may identify a network record based on the DDID and the SSID. A network record is a
record associated (either directly or indirectly (e.g., a relational database)) with the DDID and
the SSID. In one example, a network record contains network credentials necessary to
provide network access to a digital device 102 associated with the DDID at the hotspot
associated with the SSII. Network records may be stored within the network record storage

210.

[0063]  The credential request response module 206 may generate the credential request
response. In various embodiments, the credential request response module 206 receives the
network credential associated with the DDID and SSID from the network record. In some
embodiments, the network credential may comprise a credit card number. In one example, the
digital device 102 receives the network credential, retrieves the credit card number, and
provides the credit card number 1o the authentication server 108. In some examples, the
authentication server 108 may then charge a fee to a credit card associated with the credit
card number or use the information to confirm the identity of the user prior o granting

nctwork access.
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[0066] Further, in various embodiments, the network credentials may comprise login
procedural information. In one example, the credentials include a username and password
which are to be provided within a form (e.g.. an authentication form) retricved from the
authenticaiion server 108 by the digital device 102, In some embodiments, the login
procedural information may instruct the digital device 102 to populate specific fields within
the form with the network credentials before submitting the completed form to the
authentication server 108. Those skilled in the art will appreciate that there are many ways to
provide credentials to the authentication server 108. The process of providing the credentials
to the authentication server is further discussed in co-pending U.S. patent application Ser. No.
11/899.638, entitled "System and Method for Obtaining Network Credentials,” filed Sep. 6,
2007,

[0067) The credential request response module 206 or the encryption/decryption module
208 may encrypt the credential request response with an encryption key associated with the
DDID or the credential request. In one example, the credential server 116 stores one or more
shared encryption keys. Fach shared encryption key may be shared by at least one digital
device 102, The credential request response module 206 may encrypt the credential réquest
response with the shared encryption key associated with the digital device 102 (¢.g.. the
shared encryption key may be associated with the DDID). The credential request response
module 206 or the encryption/decryption module 208 may also encrypt the credential request
with an encryption key that is part of a key pair. There may be many ways in which the

encryption/decryption module 208 encrypts the credential request.

[0068]  The encryption/decryption module 208 may decrypt the credential request and
encrypt the credential request response. As previously discussed, the encryption/decryption
module 208 may decrypt the digital signature of the credential request. In one example, the
encryption/decryption module 208 decrypts the digital signature based on an encryption key
that is associated with the DDID contained within the credential request. The
encryption/decryption module 208 may also encrypt the credential request response. In one
example, the encryption/decryption module 208 encrypts the credential request response
based on an encryption key associated with the DDID (e.g., a shared encryption key or an

encryption key that is part of a key pair).

[0069]  In various embodiments, the encryption/decryption module 208 may encrypt the
network records contained within the network record storage 210 and manage the encryption
key siorage 212. The eneryption/decryption module 208 may also establish secure

communications (e.g., via SSL and H'T'TPS) with a digital device when storing network
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credentials. This process is further described in FIG. 7. In accordance with some

embodiments. the encryption/decryption module 208 may be optional.

[0070]  The network record storage 210 and the encryption key storage 212 may store
network records and encryption Keys, respectively. The network record storage 210 and the
encryption key storage 212 may comprise one or more databases. In one example, the
network record storage 210 may store network records. A network record may comprise a
DDID, SSID, and network credentials. The network record may also comprise a username
and password for the user to access, alter, update, or store nctwork records within the

credental server 116.

[0071}  In various embodiments. the network record may also allow multiple digital
devices 102 to use the same network credentials. In one example, the user may own multiple
digital devices 102. Multiple DDIDs, each DDID associated with a different digital device
102, may be included in the same network record. In some embodiments, multiple devices
may be associated with one or more network records, and the one or more network records
are associated with a user. As a result, the user may retrieve the network credentials for a
hotspot using any number of digital devices 102. Those skilled in the art will appreciate that
there are many ways in which the network records and/or the information contained therein
may be stored and organized (e.g., different data structures, databases, records, organizing

schemes, and/or methodologies).

[0072] FIG. 3 is a flow diagram of an exemplary process for providing network access to
the digital device 102. When the digital device 102 first enters into a hotspot, the digital
device 102 may scan for the local area network 100 in step 300. As a result of the scan, the
network device 104 may provide network configuration information in step 302. The network
configuration information may comprise one or more [P addresses for access to the DNS

server 110.

[0073]  Instep 304, a credential request is generated by the digital device 102,
Subsequently. the credential request may be sent to the DNS server 110 in step 306 using one

of the IP addresses previously received from the network device 104,

[0074] Based on the credential request, the credential server 116 is identified by the
DNS server 110 in step 308. In other embodiments, the DNS server 110 forwards the
credential request to the credential server 116. When the DNS server 110 is unable to locally

resolve the DNS request, the credential request is forwarded to another DNS server on the
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communication network 114 (e.g., over port 53) which may then forward the credential
request to the credential server 116. The credential request is forwarded, cither directly or
indirectly through one or more other DNS servers on the communication network 114, to the

credential server 116 in step 310.

[0075]  The credential server 116 identifies the network credential needed based on the
credential request in step 312, For example, the credential request may comprise an identifier
(i.e., the DDID) for the digital device 102 as well as an identifier for the hotspot SSID (e.g.,
the service provider such as an operator). The identifiers may be compared against a table
(e.g., network record) of such identifiers by the credential request module 204 or the
credential request response module 206 to determine the proper network credential. A
credential request response is then generated by the credential request response module 206
in step 314 and relayed back to the DNS server 110 in step 316. The DNS server 110

forwards the credential request response back to the digital device in step 318.

[0076]  The digial device 102 may then retrieve the network credentials from the
credential request response in step 320. The network credential may then be provided to the
network device 104 in step 322, Upon verifying the network credentials, the network device

104 provides network access to the digital device 102 in step 324.

[0077] Referring now 1o FIG. 4, an exemplary credential request 400 is shown in more
detail. According to exemplary embodiments, the credential request module 204 may
generate the credential request 400. In one embodiment, the credential request 400 may be a
DNS string having a structure that comprises a location identifier 402, a sequence identifier
404, a signature 406, the DDID 408, a service set identifier (SSID) 410, and a version

identifier 412,

[0078]  The optional location identifier 402 may indicate a physical or geographic
focation of the digital device 102, the network device 104, the authentication server 108, or
the access controller 112, In various embodiments, the location identifier 402 may be used by
the credential server 116 to track the usage of hotspots, users of the digital device 102, as

well as the digital device 102.

[0079]  The sequence identifier 404 may comprise any number or set ol numbers used to
correspond 1o a subsequent request (o the credential server 116 to determine if the login is
successful. That is. the sequence identifier 404 provides a corrclation mechanism by which

verification of the login process may be made by the credential server 116.
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[0080] In exemplary embodiments, the signature 406 comprises a cryptographic
signature (i.e., digital signature) that is utilized to prevent spoofing. The signature 406 of the
request from digital device 102 is verified by the credential server 116. If the signature 4006 is

not valid, then the request is rejected by the credential server 116.

[0081] The DDID 408 comprises an identifier of the digital device 102. For example, the

DDID 408 may comprise a MAC address or any other identifier of the digital device 102.

[0082] The SSID 410 comprises an identifier of the network access point or Wi-Fi
service provider. For example, the SSID 410 may comprise the name of the service provider

or the name of the venue operating the network device 104.

[0083]  The version identifier 412 may identify the protocol or format of the credential
request 400. For example. a digital device 102 may generate the credential request 400 and
organize the data in a number of different formats. Each different format may be associated
with a different version identificr. In some embodiments, the components of the credential
request response module 206 may be updated, reconfigured, or altered over time, which may
affect the structure of the credential request 400. As a result, the credential server 116 may
receive a plurality of credential requests 400 which are formatted differently. The credential
server 116 may access the required information from each credential request based on the

respective version identifier.

[0084] FIG. 5 is a block diagram of an exemplary credential request response. According
to exemplary embodiments, the credential request response module 206 may generate the
credential request response 500. In one embodiment, the credential request response 500 may
comprise encrypled text 302, The encrypted text may comprise an optional nonce 504 and
credential information 306. The credential information may comprise key/value pairs 308

through 510.

[0085]  As previously discussed, the credential request response may be formatted as a
IDNS response comprising encrypted text 502. The encrypted text 502 includes the network
credentials (e.g., username, password, and login procedure information). Although the
credential request response 500 is depicted as including encrypted text 502. the text within

the credential request response 500 need not be encrypled.

[0086] The encrypted text 502 may comprise the nonce. The nonce, as previously
discussed, may be retrieved from the credential request. Once the credential request response
500 is received by the digital device 102, the digital device 102 may compare the nonce
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within the credential request response 500 to the nonce transmitted within the credential
request for authentication. Although the nonce is depicted as within the credential request

response 500 in FI1G. 3, the nonce is optional.

[0087] The credential information 506 may comprise a username, password, login
procedure information, or a combination of these. The credential information 506 may
comprise key/value pairs 508 through 510. Any number of key/valuc pairs may be within the
credential information 506. The key/value pairs may represent the credential information to
be received and translated by the digital device 102. The credential information 506 is
depicted as key/value pairs for exemplary purposes only; the credential information may be

within any format not necessarily limited to key/value pairs.

[0088] FIG. 6 is a flow diagram of the exemplary method for providing network
credentials. In step 602, the credential server 116 receives the credential request from the

digital device 102.

[0089] In various embodiments, the credential server 116 decrypts and authenticates the
digital signature with an encryption key. The credential server 116 may then identify a
network record based on the DDID and the SSID contained within the network record in step
604. In onc example, the credential request response module 206 retrieves one or more
network records associated with the DDID within the credential request. The credential
request response module 206 then identifies at least one network credential associated with

the SSID within the retrieved network record(s).

[0090]  In step 606, the credential request response module 206 retrieves the identified
network credential(s) from the selected network record. In one example, the credental
request response module 206 identifies a username and password that the user of the digital
device 102 must provide to the authentication server 108 to obtain network access. The
credential request response module 206 generates the credential request response comprising

the network credentials (e.g., username, password) to the digital device 102 in step 608.

[0091] In some embodiments, the credential request response module 206 may identify
login procedural information as part of the network credentials. The credential request
response module 206 may retrieve the login procedural information from the network record
{¢.g.. the same network record containing a password associated with the SSID). The login
procedural information may contain a form identifier and instructions (c.g., paramcters) for

the digital device 102 to follow to obtain network access. In one example, the digital device
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102 retrieves the form identifier and insiructions from the network credential within the
credential request response. The digital device 102 may identify forms received from the
authentication server 108 and input data based on the form identifier and instructions. In
another example. the digital device 102 provides information to the authentication server 108
to obtain network access based on the login procedural information included within the
credential request response. The process of providing information to the authentication server
108 is further described in U.S. patent application Ser. No. 11/899.638 entitled "Systems and
Methods for Obtaining Network Access”, filed Sep. 6. 2007.

[0092] FIG. 7 is another flow diagram of the exemplary method for providing network
credentials. The digital device 102 may search and find an available wireless network via the
network device 104. While connecting to the hotspot, the digital device 102 may receive
network configuration information in step 702. Network configuration information may
comprise an identifier for the network device 104, or the DNS server 110. In one example,
the digital device 102 receives a DNS server 1P address (e.g., for the DNS server 110) during

the connection process.

[0093]  In step 704, the digital device 102 generates the credential request. The credential
request may comprise a sequence identifier, DDID, and SSID. In step 706. the digital device
102 optionally generates a nonce and digitally signs the credential request with an encryption
key. The digital device 102 transmits the credential request as a standard protocol in step 708.
The network device 104 may receive and forward the credential request to the
communication network 114, In various embodiments, the network device 104 may provide
the credential request to the DNS server 110 which may forward the credential request to the

credential server 116.

[0094]  In exemplary embodiments, the credential request module 204 of the credential
server 116 receives the credential request. The credential request module 204 may retrieve an
encryption key associated with the DDID within the credential server from the encryption
key storage 212, The ercdential request module 204 may then decrypt the digital signature of
the credential request for authentication. The credential request module 204 may further

retrieve the nonce and a sequence identifier {from the credential request.

j009Y5]  The credential request response module 206 of the credential server 116 may then
retrieve a network record associated with the DDID and the SSID from the network record
storage 210. The credential request response module 206 retrieves network credentials from
the network record and generates the credential request response. The credential request
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response may comprise the network credentials and the nonce. The encryption/decryption
module 208 may encrypt the credential request response with an encryption key associated
with the DDID retricved from the encryption key storage 212. In some embodiments, the

credential request response is formatted as a standard protocol (e.g., DNS).

[0096] Instep 710. the digital device 102 receives the credential request response. The
digital device 102 subsequently authenticates the credential request response in step 712. In
one example, the digital device 102 decrypts the credential request response with the same
encryption key used to digitally sign the credential request. The digital device 102 may
further retrieve the nonce within the credential request response and compare the nonce to the
nonce transmitted within the credential request for further authentication. If the credential
request response is found to be authentic, the digital device 102 retrieves the network

credentials from the credential request response in step 714,

[0097]  Instep 716, the digital device 102 identifies the authentication requirements
associated with network access. In various embodiments, the digital device 102 determines
the correct information and network credentials to provide to the authentication server 108, In
one example, the digital device 102 retrieves one or more network access pages from the
authentication server 108. The digital device 102 may access the correct network access page
from the authentication server and automatically make selections. In one example, the digital
device 102 may auwtomatically activate selections (e.g., activate buttons within the network

access page, check boxes, and select radio buttons).

[0098]  For example, the credential request response module 206 may provide
instructions 1o the digital device 102 for the automatic selections within a network access
page. As discussed herein, a network access page may comprise one or more web pages, one
or more tags, or a combination of both retricved from the authentication server 108. In one
example, software within the digital device 102 may automatically check all selection boxes
within a network access page. The digital device 102 may then uncheck select boxes based on
the login procedure information. Those skilled in the art will appreciate that there may be
many methods with which selections may automatically be made. In other embodiments, the
digital device 102 receives XML tags from the authentication server 108. The digital device
102 may provide information based on the XML tags and instructions within the login

procedural information to the authentication server 108 to obtain network access.

[0099]  Instep 718, the digital device 102 provides the network credential to the network

device 104 10 obtain network access to the communication network 114. In one example, the



WO 2010/151692 PCT/US2010/039859

credential request response module 206 retricves one or more forms from the authentication
server 108, populates the forms with one or more network credentials, and provides the
compleied forms to the authentication server 108, In another example, the credential request
response module 206 provides the network credentials as needed to the authentication server
108. Once the network credentials are received by the authentication server 108, the
authentication server 108 may allow communication between the digital device 102 and the
communication network 114. In one example, the authentication server 108 commands the
access controller 112 1o allow the digital device 102 access 10 the communication network

114,

[00100] The digital device 102 may subsequently test network connectivity to confirm
network access. In one example. the digital device 102 transmits a request to the credential
server 116 to determine if the communication network 114 is available. In some
embodiments, the query or command contains the sequence identifier previously submitted
within the credential request. I network access is successful, the credential server 116 may
receive the request and retrieve the sequence identifier. The credential server 116 may then

confirm that network access was successful.

[00101] FIG. 8 is a low diagram of an exemplary method for receiving and storing
network credentials. In various embodiments, users may create and store network records
within the credential server 116. For example, the credential server 116 may comprise a
credential storage module (not depicted) that provides a graphical user interface (GUI) that

allows users to create, store, update, remove, and modify network records.

[00102] In step 802, the credential server 116 provides the user with a network credential
request form. In one example, the credential server 116 provides the network credential
request form 1o a user as one or more web pages over the Internet. The network credential
request form is configured to receive the service provider's name (e.g.. operator's name)

and/or SSID and network credentials,

[00103] The service provider's name may comprise the name of the entity that operates
the hotspot, one or more components related to the hotspot (e.g.. the network device 104). or
the infrastructure of the local area network 106. In some embodiments, the service provider's
name compriscs the name of an organization that manages one or more hotspots for another
service provider. In one example, a colfee shop and bookstore may both use a third-party
manager to manage the hotspots, even if the hotspots have different service providers. In

some embodiments, the network credential request form may be configured to receive the
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third-party manager's name. In some embodiments, the service provider's name comprises the

name of an organization that resells access to a hotspot network (e.g., an aggregator).

[00104]) The network credential request form may also receive the SSID as a network
service selection. In one example, the network credential request form comprises a pull down
menu of different service providers and/or hotspots that the user may select. For example, a
user may select "Starbucks” or "San Francisco International Airport” as a hotspot. The user
may be given further options o such as geographic locations of the hotspot. The user may
also select the service provider. For example. the user may select "T'-Maobile" as a service
provider. The network credential request torm may then allow the user to select among one or
more various hotspots associated with T-mobile. The selection(s) may then be stored as a
network record. Alternately, a network service identifier associated with the selection(s) is

generated as the SSID.

[00105] Further, the network credential request form may receive the network credential
from the user. For example. the user may enter a username, password, passcode as network
credentials within the network credential request form. In some embodiments, alter the
network credential request form receives the SSID, the network credential request torm
determines the type of network credentials required. For example, the network credential
request form identifies the information required to access a network at a hotspot at the San
Francisco International Airport previously selected by the user. The network credential
request form then generates fields or selections 1o allow the user to enter only the information

necessary (¢.g.. username, password) to obtain network access at the hotspot.

[00106] The credential server 116 may also require the user to register prior to receiving
the network credential request form. During registration, the user may be required to agree to
terms of service and enter customer information. Customer information comprises a
username and a password to access the credential server 116 to store network credentials.
Optionally. the customer information may comprise the user's address, contact information,

and payment options for the user 10 use services offered by the credential server 116.

[00107] In step 804, the credential server 116 receives the customer information and
network service selections over the network credential request form. In step 806, the
credential server may retrieve the network credential. In step 808 the credential server 116
receives the customer information. The credential server 116 assoctates the network
credential with the customer information, network service selection and network credential(s)

in step 810 to create a network record. The network record is then stored in step 812.
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{00108] In some embodiments, the user may manually access the credential server 116 via
the Internet. In other embodiments, the user may download and install network credential
soltware on the digital device 102, The network credential soflware may identity and send
the DDID of the digital device 102 to the credential server 116. In other embodiments, the
nctwork credential software may be pre-installed on the digital device 102. When the digital
device 102 first activates the network credential software. the network credential software

may identify and send the DDID of the digital device 102 to the credential server.

100109} ‘The user may input the SSID (c.g., identity the service provider or hotspots) into
the network credential software. The user may also input the network credentials within the
network credential sofiware, After the network credential sofiware has obtained the DDID,
SSID. and network credentials, the network credential software may upload the information
to the credential server 116 which stores the information within a network record. In various
embodiments, the network credential software may be downloaded from the credential server

116.

{00110} F1G. 9 is a block diagram of an exemplary digital device. The credential server
116 comprises a processor 900, a memory system 902, a storage system 904, an l/0 interface
906, a communication network interface 908, and a display interface 910. The processor 900
is configured to exceute executable instructions (e.g., programs). In some embodiments, the
processor 900 comprises circuitry or any processor capable of processing the executable

instructions.

[00111] The memory system 902 is any memory configured to store data. Some examples
of the memory system 902 are storage devices, such as RAM or ROM. The memory system
902 can comprise the ram cache. In various embodiments, data is stored within the memory
system 902. The data within the memory system 902 may be cleared or ultimately transferred

to the storage system 904,

[00112] The storage system 904 is any storage conligured to retrieve and store data. Some
examples of the storage sysiem 904 are flash drives, hard drives, optical drives, and/or
magnetic tape. In some embodiments, the credential server 116 includes a memory system
902 in the form of RAM and a storage system 904 in the form of {lash data. Both the memory
system 902 and the storage system 904 comprise computer readable media which may store
instructions or programs that are executable by a computer processor including the processor

900.
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[00113] The optional input/output (1/0) interface 906 is any device that receives input
from the user and output data. The optional display interface 910 is any device that is
conligured 1o output graphics and data to a display. In one example, the display interface 910
is a graphics adapter. It will be appreciated that not all digital devices 102 comprise cither the

170 interface 906 or the display interface 910.

[00114] The communication network interface (com. network intertace) 908 can be
coupled 10 a network (e.g., the local area network 106 and communication network 114) via
the link 912, The communication network interface 908 may support communication over an
Ethernet connection, a serial connection, a parallel connection, or an ATA connection, for
example. The communication network interface 908 may also support wireless
communication (e.g., 802.11 a/b/eg/n, WiMax). It will be apparent to those skilled in the art
that the communication network interface 908 can support many wired and wireless

standards.

[00115] In various embodiments, systems and methods are described that enable a digital
device to automatically select and access an available wireless network from a plurality of
available wireless networks based on rules to achieve a satisfactory quality of service. Such
rules could be implemented in the digital device itself, on a server in communication with the
digital device, or a combination of both. In various embodiments, a wireless network is a
network that allows wireless access between a digital deviee and a communication network

such as the Internet.

[00116] In accordance with some embodiments, a user of a wircless digital device (e.g.,
digital device capable of Wi-Fi communication) creates an account on a web server and
registers one or more digital devices (e.g., computers, laptops, personal digital assistants, and
cell phones) with that account. The registered digital devices can be managed and a network
record provisioned by a central server (e.g.. a profile server or a credential server) via a

network communication mechanism, such as HT TP,

[00117] F1G. 10 is a diagram ol another environment in which embodiments of the
present invention may be practiced. In various embodiments, a user with a digital device
1002 enters an area locaied near the network devices 1004 and 1006. In one example. the
nctwork devices 1004 and 1006 are separate access points which may each be used o
establish communication between the digital device 1002 and the communication network

1008.
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[00118] The digital device 1002 may scan the area surrounding the digital device 1002,
detect the two network devices 1004 and 1006, and gencrate a list ol available wireless
nelworks with which the digital device 1002 may establish communication. In some
embodiments, the list of available wireless networks comprises DDID, SSID, and/or BSSID

identifiers of the network devices 1004 and 1006.

j00119] Subsequently, the digital device 1002 provides the list of available wireless
networks to a rules server 1010, In one example, the digital device 1002 provides the list of
available wireless networks as a standard protocol over an open port of either the network
device 1004 or the network device 1006 to the communication network 1008 and, ultimately,
to the rules server 1010, In another example, the digital device 1002 provides the list of
available wireless networks over another network such as a cellular communication network
(e.g.. via CDMA, GSM, 3G, or EVDO) or other wireless network (e.g., Wi-Fi, Wimax, or

L.TE network) not depicted.

[00120] ‘The rules server 1010 receives the list of available wireless networks and may
retrieve a network profile for cach wireless network identified within the list. A network
profile is a record that is associated with a wircless network and comprises attributes
concerning performance and/or quality of service provided by the associated network. In one
example, the rules server 1010 identifies cach network within the list and provides the SSID
and/or BSSID for each network to the profile server 1014. The profile server 1014 may then
provide a network profile (based on the SSID and/or BSSID) for each network to the rules
server 1010, In some embodiments, the profile server 1014 retrieves the network profile

from a database or other server {e.g., network database server 1012).

[00121] The rules server 1010 may select a preferred wireless network from the list of
available wireless networks based on attributes within the network profiles and/or any
attributes received from the digital device 1002. An attribuie is a characteristic of a wireless
network. In various embodiments, an attribute includes a performance metric, a shared
indicator, or a service identifier. A performance metric of a wireless network is any measure
of network performance. In some examples, a performance metric may comprise a latency
metric. a bandwidth metric. or a quality of service (QOS) metric. Those skilled in the art will
appreciate that a performance metric may include any type of metric that represents

performance of a wireless network.

[00122] A latency metric is a measurement that represents time (o send a packet of data
from the digital device to a server on a network. In some embodiments, the digital device
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1002 may send an ICMP “echo request” packet to a server and listen for an ICMP “echo
response” reply. ‘The latency metric may comprise an esumate of the round-trip time
(generally in milliseconds) and/or include any packet loss. In another example. the latency

metric is half of the estimated round-trip time.

[00123] A bandwidth metric is a measurement of the available bandwidth of a wireless
network. In onc example, the digital device may test available bandwidth by sending a block

of data over the wireless network to a server and timing the response.

[00124] A QOS metric is any metric that measures the quality of service of the wircless
network. the access device 1004, the access device 1006, and/or the communication network
1008. In one example, the QOS metric represents a reliability of the DHCP which is
determined by timing the length of time required to get an IP address. The reliability of the
DHCP may comprise a statistical measurement, a probability of receiving an 1P address at all,

and/or a distribution of time.

[00125] A shared indicator indicates if a wircless network is shared. In some
embodiments, the shared indicator may be one of three states including “shared,” “not
shared,” and “unknown™. Although the shared indicator may only include a single state (¢.g.,
“not shared™). those skilled in the art will appreciate that the shared indicator can have any
number of states. A wireless network with a shared indicator that indicates that the network
is “shared” may indicate that the owner of the wireless network intends tor others (o use the
network. One example ol a “shared™ network may include a wireless network which is

intentionally “open™ (e.g., unencrypted) for others (o use.

[00126] A wireless network with a shared indicator that indicates that the network is “not
shared” may indicate that the owner of the wireless network does not desire anyone who does
not have express permission 1o access the network. In one example, wireless networks that
are not shared are ofien intentionally encrypted (e.g., through WEP or WPA) s0 as to limit
access 1o unauthorized users. Not all networks that are “not shared,” however, are encrypted.
FFor example, the owner of the network may misconfigure the network device or, through
error, allows a network 1o be open (i.c.. unencrypted) even though the network is not intended

to be shared.

[00127] A wireless network with a shared indicator that indicates that the network is
“unknown” may indicate that the wireless network may either be “shared® or “not shared.”

For example, the intent of the owner of an open network may not be known.
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[00128] A service identifier may identify one or more services supported by the wircless
network. In one example, onc or more service identiliers indicate that a wireless network
supports VOIP, eleconferencing, and/or video conferencing. The service identifier may
identify any kind of service supported by the wireless network. In some embodiments, the

service identifier may identify services that are not supported by the wireless network.

[00129] Those skilled in the art will appreciate that the network profile may comprise any
number of attributes. Further, those skilled in the art will appreciate that the network profile
may comprise only one or more performance metrics, only one shared indicator, or only onc

or more service identufiers.

[00130] In various embodiments, the rules server 1010 selects one or more wireless
networks from the list of available wireless networks based on the attribute analysis. In one
example, the rules server 1010 applies rules to the attributes. The rules may comprise
minimum requirements, personalized settings, and attribute comparisons. In one example,
the rules applied by the rules server 1010 may compare the attributes of one or more wireless
networks 1o one or more minimum requirements. If the attributes lor a wireless network are
below the minimum requirements, then the wireless network may not be selected or removed

from the list of available wireless networks,

[00131] In some embodiments, the rules applied by the rules server 1010 may be based on
personalized settings by the user. For example, the user of the digital device 1002 may
indicate personalized sctuings that indicate that the digital device 1002 is only to connect over
wireless networks that have been designated as “shared.” In this example, the rules server
1010 may select only those wireless networks with an attribute that comprises a shared

indicator that identifies the wireless network as “shared.”

[00132] In various embodiments, the rules applied by the rules server 1010 may be based
on a comparison of the attributes of one wireless network to another. In one example, the
attributes may indicate that one wireless network has a greater bandwidth and shorter latency
than another. In this example. the rules server 1010 may select one wireless network that has
better performance or valuable services in comparison to another. Those skilled in the art
will appreciate that there may be any kind of rule used to select or to assist in the selection of

a wireless network from the list of available wireless networks.

[00133] More than one rule may be applied by the rules server 1010 in making the

wireless network selection. In one example, the rules server 1010 may apply personalized
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settings of the user before comparing attributes from different wireless networks and making
a selection. In another example, the rules server 1010 may apply minimum requirements 1o

the attributes before comparing the attributes.

[00134] Once the rules server 1010 selects the wircless network based on the comparison
of attributes from the network profiles, the rules server 1010 may provide the wireless
network selection to the digital device 1002, A wireless network selection includes one or
more identifiers (e.g.. network identificrs) that identify at least one wireless network. The
wircless network selection may identify a single wireless network or comprise a sorted list of

wireless networks which is sorted in order of preference.

[00135] In some embodiments, the rules server 1010 provides credentials {(e.g., a
credential request response) for the selected wireless network in addition to the wireless
network selection to the digital device 1002, In one example, the rules server 1010 provides
the selected wireless network to the credential server 1016 which then provides a credential
request response (even though no credential request has been made) for the selected wireless
network to the digital device 1002, In other embodiments, the digital device 1002 receives
the wireless network selection and then proceeds to transmit a credential request to the

credential server 1016 10 receive the credentials as discussed herein.

[00136] Further, in various embodiments, the digital device 1002 attempts to establish a
connection based on the selected wiréless network. 1f the connection fails, the digital device
1002 may transmit a credential request to the credential server 1016 to retrieve credentials for
network access as described herein. ‘The digital device 1002 may provide the credential
request to the credential server 1016 over an open port of the network device 1004, In
another example, the digital device 1002 may provide a credential request over any other

network including a connection with a different network device or over a cellular connection.

[00137] Although the rules server 1010, network database server 1012, profile server
1014, the credential server 1016, and the web server 1018 are depicted as separate servers in
Fig. 1, the servers may all be combined as onc or more servers. Similarly, the functions of

any of the servers may be performed by one of the other servers depicted or any other server.

[00138] Although FIG. 10 depicts multiple servers (e.g., rules server, network database
server, profile server, credential server, and web server) for performing the selection of a
wireless neiwork from the plurality of available wireless networks, it will be appreciated by

those skilled in the art that the selection of the wireless networks may occur within the digital
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device 1002. In one example, the digital device 1002 retrieves the scan results listing
available wircless networks and selects a wireless network based on configuration
preferences. The configuration preferences may be based on one or more locally executed
rules, preferred signal strength, or any other attribute or attributes. In another example, the
digital device 1002 selects a wireless network that supports a desired service (e.g., VOIP),
meets a minimum latency standard, and meets a minimum QQOS standard. In another
example, the profile server 1014 provides the desired network profiles to the digital device

1002 which performs the analysis to determine the preferred wireless network.

160139] FIG. 11 is a flow diagram of an exemplary process for providing a selection of a
wireless network. In step 1102, a server (e.g.. rules server 1010, network database server
1012, profile server 1014, credential server 1016, or web server 1018) receives a list of
available wireless networks from the digital device 1002. In some examples, the list
comprises the SSIDs or BSSIDs of one or more network devices (e.g., network device 1004
and network device 1006). The list can comprise any information that identifies a network

and/or network device.

[00140] In some embodiments, the server also receives one or more attributes associated
with a network and/or network device. In various embodiments, the digital device 1002
measures signal strength, determines available services, or takes a performance metric for one
or more networks and/or network devices that are identified on the list of available wireless

networks.

[00141] instep 1104, the server retrieves a network profile from a plurality of network
profiles stored in a network database for cach available wircless network on the list of
available wireless networks. Each network profile may comprise at least one attribute. In
some embodiments, not all wireless networks on the list have a network profile. When a
network profile for a wireless network on this list is not found. a network profile associated
with the wireless network may be then created. If attributes are received from the digital
device 1002, the server may determine which attribute received from the digital device 1002

is associated with which network, network device, and/or network profile.

[00142] In step 1106, the server compares attributes {rom cach network profile against
minimum requirements. In one example, the server compares latency metrics from all
network profiles in the list (if available) against a minimum latency metric. The server may
also compare auributes reccived from the digital device 1002 against the minimum
requirements. In step 1108. the server removes one or more wireless networks tfrom the list
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of available wireless networks and/or wireless network profiles based on the comparison(s).
For example, any wircless network with a latency metric that talls below the minimum
latency metric may not be selected. In other embodiments, a wireless network with a latency
metric that falls below the minimum latency metric may receive a weighted value that will be

compared 1o other wircless networks to assist in the selection process.

{00143] In some cmbodiments, the user of the digital device 1010 deiermines the
minimum requirements. In other embodiments, the minimum requirements may be selected

for the user (c.g., by an administrator).

[00144] Instep 1110, the server retrieves personalized scttings for a user. The
personalized scttings may be sent by the user to the server. In some embodiments, the user
has an account with the web server 1018 which contains the personalized settings. In one
example, the server receives a user identifier along with the list of available wireless
networks. The server then accesses the user’s account and receives the personalized settings
which are then applied to the attributes of the network profiles associated with a wireless
network on the list. In various embodiments, users may configure personalized seltings (e.g.,
the "aggressiveness™) at which a digital device 1002 may connect to a wircless network.

Such configurations could include:

(a) Connecet to anything open regardless of shared indicator;

(b) connect to anything open except those with default manufacturer SSIDs (e.g., "linksys")
that likely indicate the owner simply left the access point open out of the box and is unaware
how to configure security functions;

(¢) connect to anything open that the profile server 108 has seen (or stored information
regarding the Wi-Fi network); or

(d) connect to anything open with a shared indicator of “shared,” or has been marked as
shared by some other means.

Those skilled in the art will appreciate that there may be many personalized settings.

[00145] Instep 1112, the server removes one or more wireless networks from the list or
network profiles bascd on the personalized settings.  For example, the personalized settings
may indicate that the user only wishes to connect to wireless networks that support
videoconterencing and maintain a user defined QOS requirement. The server may then
remove any wircless networks from the list of available wireless networks based on the
attributes either from the network profiles or recently reccived trom the digital device 1002

that do not meet the user’s personalized settings.
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[00146] In some embodiments, the personalized scttings may then be taken into account
either before or after comparison of attributes from the network profiles. In one example,
personalized settings indicate that the user does not wish to connect {0 a wireless network that
is not designated as “shared™ or providing certain services. In one example, the rules server
1010 either does not retrieve the network profiles associated with networks that do not
provide the necessary service and/or does not compare attributes associated with those
networks. In other embodiments, the digital device 1002 applies personalized setlings to
results (e.g., the wireless network selection) received from the rules server 1010 before

accessing a preferred wireless network.

[00147] In step 1114, the server compares the attributes of the remaining wircless
networks on the list. In various embodiments, the server will apply a weight and normalize
one or more of the atiributes (e.g., metrics) from within the network profiles. In some
embodiments, older attributes may be removed or weighed less than other attributes that are
newer. In one example, any metric that is over one week old may receive less weight than a
similar newer metric. In another example, a metric that is over one month old may be
removed from the network profiles or not considered in the comparison. Those skilled in the
art will appreciate that not all attributes or information from within the network profiles may

be taken into account in the comparison.

[00148] Each network profile may comprise any number of attributes. In one example,
the rules server 1010 makes a wireless network selection based on comparing a metric from
two different network profiles. In some embodiments, the rules server 1010 selects a wireless
network based on a comparison between two similar metrics (i.e., the latency metric from the
first network profile is compared to the latency metric from the second network profile).
Those skilled in the art will appreciate that the rules server 1010 may select a wireless
network based on comparisons between two similar recently received metrics or a recently

received metric and another within a network profile.

[00149] In other embodiments, the rules server 1010 selects a wircless network based on a
comparison of two dissimilar metrics (i.e., the latency metric from the first network profile is
compared 10 a bandwidth metric from the second network profile). The rules server 1010
may execule an algorithm w weigh and normalize similar and/or dissimilar metrics or
attributes in order to make a comparison for sclecting the appropriate wireless network. In
onc example, the rules server 1010 compares a latency metric in the first network protile to a
bandwidth metric in the sccond network profile. The rules server 1010 may execute an

algorithm to weigh and normalize the metrics. The algorithm may weigh the latency metric

-
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more than the bandwidth meiric since latency may have a greater impact on network

performance.

[00150] An attribute or metric may receive different weights depending on any number of
factors. For example, a latency metric may receive a given weight when the metric falls
within an acceptable range, otherwise the latency metric may be significantly less weight. A
metric recently received from the digital device 1002 may receive greater weight than a
metric of a similar type within a network profile. Those skilled in the art will appreciate that
there arc many ways to compare similar and/or dissimilar performance and/or qualitative

metrics.

[00151] Instep 1116, the server selects a wireless network based on the comparison of
attributes. The wireless network selection may comprise a single preferred wireless network
or a list of wireless networks sorted in order of preference. In one example, the rules server
1010 identifics the most preferred network, the second most preferred network, and so on.
The rules server 1010 then provides the wireless network selection to the digital device 1002

instep 1118.

[00152] In various embodiments, the rules server 1010 only compares metrics that are
recently received from the digital device 1002. In one example, two latency metrics are
reccived (rom the digital device 1002. Each latency metric is associated with a separate
wireless network identified on a list of available networks. In this example, the rules server

1010 may sclect a wireless network based on a comparison of the two attributes.

[00153] FIG. 12 is a flow diagram of an exemplary process for sclecting a wireless
network. In step 1002, the digital device 1002 enters into an area with two wireless networks
and the digital device 1202 scans for networks to access. In step 1204, the digital device
1002 receives a first and a second network identifier of available wireless networks. As
discussed herein, the firsi and second network identifiers may comprise BSS1Ds, SSIDs, or
any other network identifiers. For example, the first network identifier may comprise a
BSSID and the second network identifier may comprise an SS1D identifier. In another
example. the first network may provide multiple identifiers including a BSSID and an SSID
while the second network provides only an SSID. In this example, the first network identitier
may comprise both the BSSID and the SSID of the first network device while the second

network identifier is only an SS1D of the second network device.
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[00154] In step 12006. the digital device 1002 generates a list of available wireless
networks. For example. the digital device 1002 may generate a list comprising the first
network identifier and the second network identifier. The list is then provided to a server in

step 1208.

[00155] Instep 1210, the digital device 1002 receives a wircless network selection from
the server. The wircless network selection may comprise an identifier that identifies the
sclected wireless network or identities the network device associated with the selected
wircless network (e.g.. a BSSID and/or SSID of the network device). In various
embodiments, the wireless network selection may comprise a list of wireless networks sorted
by preference. The list may comprise two or more identifiers that identifies a sclected

wireless network or network device.

[00156] In step 1212, the digital device 1002 receives credentials for the wireless network
selection from the server. In some embodiments, the credentials are received from the same

server that received the list of available wireless networks from the digital device 1002.

[00157] In various embodiments, the digital device 1002 receives the wireless network
selection from the server and then provides a credential request to receive the credentials for
the desired network. In one example, the digital device 1002 provides the credential request
in the same manner that the digital device 1002 provided the list of available wircless
networks (e.g., over an open port of a network). In some embodiments, the preferred network

does not require credentials or the credentials are stored locally on the digital device 1002.

[00158] In step 1214, the digital device 1002 accesses the selected wireless network with
the credentials. The process of applying the credentials to a login page or the like is

discussed herein.

[00159] In various embodiments, the digital device 1002 may provide the list of available
wireless networks to the server over an open port of a network device in a manner similar to
providing a credential request discussed herein. In other embodiments, the digital device
1002 may provide the list to the server over another network. In one example, the digital
device 1002 generates a list of available Wi-I'i networks and provides the list over a cellular
network (e.g., EV-DO or HSDPA network). In this example, the wircless network selection
may be returned to the digital device over the cellular network and then the digital device

1002 may attempt to access the preferred Wi-Fi network.
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[00160f In another example, the digital device 1002 accesscs one wireless network. The
digital device 1002 can then provide a list of the available wireless networks to the server.
The server may return the wireless network sclection to the digital device 1002, If the
preferred wireless network is not the network that the digital device 1002 has originally
accessed, then the digital device 1002 may drop the connection and access the preferred

wireless network.

[00161] Although IFigs. 10-12 contemplate a server receiving a list of available wireless
nctworks, determining a wireless network selection, and providing the selection to the digital
device 1002, those skilled in the art will appreciate that a server is not necessary. In one
example, the digital device 1002 generates a list of available wircless networks and then
retrieves any available information regarding the networks on the list (e.g., from locally
stored network profiles, from one or more network devices, from a local or remote database,
and/or retrieving information from another network such as the Internet). The digital device
1002 may then make comparisons based on what attributes associated with the networks are
available to make a selection or generate a prioritized list. The digital device 1002 may then

access the selected wireless network.

[00162] In various embodiments, the digital device 1002 may generate and provide
attributes regarding one or more networks to update the network profiles. In one example,
the digital device 1002 determines the quality of the signal, bandwidth, or any other metrics
and provides those metrics along with the list of available wircless networks 10 a server. In
another example, as the digital device 1002 accesses a selected wireless network, measures
attributes, and provides the attributes update metrics within a network profile. Atiributes
(e.g., latency metrics, bandwidth metrics, and QOS metrics) may be taken by the digital

device 1002 at any time and used 1o update the network profiles.
Yy p p

[00163] FIG. 13 is a diagram for selecting a wircless network and accessing the selected
wireless network. In various embodiments, the network device 1004 and network device
1006 provide a first and second network identifiers to the digital device 1002 in steps 1302
and 1304, In step 1306, the digital device 1002 generates metrics (i.c., attributes) by taking
measurements regarding wircless networks associated with the network device 1004 and
network device 1006. In some examples, the metrics imay include latency, strength of signal,

or QOS mctric.

[00164] In step 1308, the digital device 1002 generates a list of available wireless

networks which may include the network identifier from the network device 1004 as well as
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the network identifier from the network device 1006. In some embodiments, the digital
device 1002 may also comprise personalized settings which may indicate a preference
between the two network identifiers or eliminate one or both of the network identifiers. In
one example, the personalized set’l'ings indicate that only open networks that do not have a
default manufacturer SSID (e.g., "linksys") may be accessed. In this example, if the network
identifier from the network device 1004 indicates a default manufacturer SSID, the digital
device 1002 may not include that network identifier for the network device 1004 in the list of

available wireless networks. .

[00165] In some embodiments, if the digital device 1002 cannot generate a list identilying
at least two or more networks, the digital device 1002 does not send the list. In one example,
if the digital device 1002 can only identify one available wireless network that meets the
user's requirements, then the digital device 1002 may attempt to access the wircless network
directly or send a credential request for to a server to retrieve any necessary credentials for

acCess.

[00166] In siep 1310, the digital device 1002 provides the attributes and the list of
available wireless networks over an open port (¢.g., port 53) of the network device 1006
which acts like a proxy in providing the attributes and list of available networks to the rules
server 1010, In other embodiments, the digital device 1002 provides the attributes and the
list over an open port of the network device 1004, Alternately, the digital device 1002 may
provide the attributes and the list over separate networks (e.g., the attributes over an open port
of one of the network devices and the list over a cellular network). In step 1312, the network
device 1006 acts as a proxy by providing the attributes and list via DNS to the rules server

1010.

[00167] Instep 1314, the rules server 1010 retrieves network profiles. In one example,
the rules server 1010 retrieves the network identifiers from the list and retrieves network

profiles associated with the network identificrs.

[00168] In step 1316, the rules server 1010 (or profile server 1014) updaics attributes
within the network profiles with the attributes received from the digital device 1002, In one
example, a new latency metric from the digital device 1002 is used to update the network
profile associated with the network identifier from the network device 1004. A time-to-live
value associated with the attribute may also be updated to indicate that the new latency metric

1s recent.
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100169] In step 1318, the rules server 1010 sclects a network device based on comparing
the attributes from within the nctwork profiles. In some embodiments, the rules server 1010
also applics personalized settings [rom the digital device 1002 or from an account associated
with the digital device 1002 (e.g., via the web server 1018) before making a selection. The
rules server 1010 may prepare a prioritized list of the two network devices (rom the list
provided by the digital device 1002. The list is prioritized based on which of the two network

devices provides the most desirable service based on the metrics from the network profiles.

[00170] In step 1320, the rules server 1010 provides the wireless network selection and
credentials via DNS back to the network device 1006 to function as a proxy to send the
information to the digital device 1002, In one example, the rules server 1010 selects the
network device 1004, The rules server 1010 may retrieve credentials for the network device
1004 based on the network identifier of the network device 1004. For example, the rules
server 1010 may provide a credential request to the credential server 1016. The credential
server 1016 may provide a credential request response containing necessary credentials to the
rules server 1010 which then sends both the credentials received from the credential server

1016 as well as the wircless network selection to the digital device 1002,

{00171} Instep 1322, then network device 1006 provides the network selection and the
credentials over the open port to the digital device 1002, In step 1324, the digital device
1002 provides the credentials to access the network device 1004 and gencrates additional
attributes regarding the network (i.¢., take additional measurements). Once a connection is
cstablished. the new autributes are provided to the rules server 1010 or profile server 1014 to
update the network profile associated with the network device 1004 in step 1326, Inone
example, the digital device 1002 may measure the time required to establish the connection
with the network device 1004, The time required to establish the connection may then be
used to update atiributes in a network profile. If a connection is not established or fails, that

information may also be provided to update the associated network profile.

[00172} In some embodiments, if the network connection with the selected network fails,
the digital device 1002 may re-attempt to make the connection. 1f multiple attempts to make
the connection fail, information regarding the failure is sent to update the associated network
profile. The digital device 1002 may then attempt to make a connection with another
network device (c.g.. the network device 1006). In some embodiments. the digital device
1002 re-scans the arca, generates a new list of available networks which may not include the
neiwork that the digital device 1002 failed to connect. The new list may be sent to the rules

server 1010 to receive a new wireless network selection and the process may repeat.
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[00173] In some embodiments, the rules server 1010 provides a prioritized list of
available wireless networks sorted by preference. In one example. the rules server 1010
provides a prioritized list of three networks 1o the digital device 1002, The digital device
1002 may then attempt to access the first wircless network on the prioritized list. If the
digital device 1002 is unable to conncct o the first wireless network, then the digital device
1002 may proceed to attempt to connect to the next network on the list. Those skilled in the
art will appreciate that the prioritized list may contain all, one, or some of the wireless
networks identified in the list of available wireless networks. For example, the rules server
1010 may not identify wireless networks which are known to provide poor performance, do

not provide desired service (e.g., VOIP service), and/or are otherwise blacklisted.

[00174] In various embodiments, the user of the digital device 1002 may override the
wireless network selection 1o access any wireless network. In one example, the user chooses
the priority of available wireless networks. In some embodiments, the user may configure the
digital device 1002 or configure an account with the web server 1018 to include personal
preferences that may reorder or otherwise alter a prioritized list of wireless networks from the
rules server 1010. For example, the list of available wireless networks may be altered based
on user preferences by the digital device 1002 or the web server 1018 prior to being provided

to the rules server 1010.

[00175] In some embodiments, in addition to one or more open Wi-Ii networks, there
may also be one or more encrypted Wi-Fi networks in a given location. A digital device 1002
may connect to an open Wi-Fi network and transmit the SSID of other Wi-Fi networks,
including encrypted Wi-Fi networks, to the rules server 1010 via a network communication

protocol such as HTTP.

[00176] The rules server 1010 may then determine, based on personalized settings or
other rules, that an available encrypted Wi-Fi network is the preferred choice for a network
connection. The rules server 1010 may transmit the necessary encryption keys to the digital
device 1002 over the current open Wi-Fi network connection and send instructions to the

digital device 1002 to switch 1o the encrypted Wi-Fi network.

[00177] As discussed herein, an SSID or other network identifier may be insufticient to
identify network credentials necessary to access a network. For example, multiple networks
may share or may potentially share the same SSID or other network identitier. As such, the
credential server may provide network credentials for at least onc of the networks with the
SSID. If the digital device is unsuccessful in gaining access to the network, the digital device
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may submit a new credential request 1o the credential server. The credential server may then
provide the network credentials for a different network sharing the same SSID. This process,
in some embodiments, may continue until the correct network credentials are provided. a

predetermined amount of time is expired, or a predetermined number of attempts are made.

[00178] In some embodiments, the credential server may sclect the network credentials
from the potential variety of networks sharing the same SSID in any number of ways. For
example, the credential server may provide the network credentials for the most commonly
accessed network by the largest number of people. In some embodiments, the credential
server may provide the network credentials for the most commonly access network by the
user or digital device requesting access. The credential server may alternately provide the
network credentials for the network that is located most closely to the user {e.g., through GPS
location information, AGPS location information, or through a list of other network available
10 the digital device as may be identified by a scan by the digital device). If network
credentials previously provided to the digital device are unsuccessful, the credential server

may select new network credentials based on another method.

[00179] In some embodiments, the credential server 116 may request additional network
information rather than provide network credenuals. For example, the credental server may
receive a network identifier and determine that the network identifier is shared or may be
potentially shared by multiple networks. Subscquently, the credential request response may
request additional network information from the digital device. Additional network
information may comprise any additional information regarding the network including, for
example. a title of a web page from a network device associated with the network or any
other information. The digital device may then provide the additional network information to
the credential server which may subsequently identify the correct network credentials (o

provide to the digital device.

{00180 FIG. 14 is a box diagram of a digital device 102 in some embodiments. In
various embodiments, the digital device 102 may be configured to provide additional network
information to the credential server 116 10 receive network credentials when the network
identificr associated with a network may be shared. The digital device 102 may comprise a
request module 1402, a verification module 1404, a retrieval module 1406, a network access
engine 1408, and a list module 1410. The digital device 102 may, in many respects, perform

as discussed herein.
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00181} The request module 1402 may be configured to scan an area in proximity to the
digital device 102 and receive one or more network identifiers, such as SS1Ds, associated
with wircless network(s). The request module 1402 may also be configured to generate a
credential request including the one or more network identifiers. The credential request may
be formatted as a DNS protocol message. . The credential request may be formatted in a UDP
protocol. The request module 1402 may provide the credential request to a network via a
nctwork device associated with at least one of the scanned networks. As discussed herein,
the network device may include at least one open port, such as port 33. The request module

1402 may provide the credential request to the credential server 116 via the open port.

[00182] The response module 1404 may receive a credential request response from the
credential server 116 (e.g., via the open port of the network device 104). In various
embodiments, the response module 1404 may cither retrieve network credentials or a request
for additional network information from the credential request response. In one example, if
the credential server 116 determines there is insufficient information (e.g., the SSID is shared
by multiple networks). the credential server 116 may provide a credential request response

that requests additional network information from the digital device 102.

[00183] Additional network information may include any information regarding the
network. In some embodiments, the additional network information includes an SSID,
BSSID, title of a webpage received from the network device 104, Wireless Internet Service
Provider roaming (WISPr) tags, a tirst header on a web page, and/or a URL for redirection
received from the network device 104, Those skilled in the art will appreciate that the
additional network information may include any information including identifiers that
identify the network device, identifiers that identify the network, or information received
from the network device (e.g., a login page, a redirect page, or a web page with ficlds

requesting information).

[00184] The retrieval module 1406 may be configured to provide additional information
to the credential server 116 based on the request for additional network information. In
various embodiments, the retrieval module 1406 generates a second credential request
including additional network information previously received from the network device 104,
In some embodiments, the retrieval module 1406 retrieves additional network information
from the network device 104. For example, the retrieval module 1406 may request and
receive a web page from the network device 104, The retrieval module 1406 may then
provide the title, URL of a web page, a redirect page identifier, an identificr associated with

one or more fields ol a web page received from the network device 104, or the like. withina

X
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second credential request. The request module 1402 may then provide the second credential
request to the network (e.g., in a method similar to that as discussed regarding the initial
credential request). Like the first credential request, the second credential request may be
formatted as a DNS protocol message. The credential request may be formatied in a UDP

protocol.

[00185] [f the network identifier and/or the additional network information is sufficient,
the response module 1404 may receive a second credential request response from the
credential server 116 in response to the second credential request. The second credential

request may include network credentials.

{00186} The network access engine 1408 may be configured to provide the network
credentials to a wircless network associated with the network identifier and/or the additional
network information. The network access engine 1408 may be configured to provide the
network credentials to the network as described herein as well as co-pending U.S. patent
application Ser. No. 11/899.697, entitled "System and Method for Acquiring Network

Credentals,” filed Sep. 6, 2007, which is incorporated herein.

[00187] If network access is granted., the network access engine 1408 may optionally send
a message o the credential server 116 to confirm that the network credentials provided were
successful. If network access is not granted, the network access engine 1408 may notify the
retrieval module 1406 to provide additional network information in another credential request
and/or may gencrate a message 1o the credential server 116 that the access attempt with the
network credentials received was unsuccessful. It the digital device 102 does not access the
network the digital device 102 may provide a log of information to the credential server 116
regarding the aticmpted access when the digital device 102 next successfully gains access to a

network.

[00188] In somc embodiments, whitelists and/or blacklists may be used to reduce or avoid
sending multiple credential requests. For example, the list module 1410 may be configured
to check one or more network identifiers against a whitelist and/or a blacklist. The whitelist
and/or blacklist may be updated periodically by the credential server 116 or any other digital

device 102.

[00189] In some embodiments, the list module 1410 checks a network identilier against a
blacklist. If the network identificr (e.g., an SSID) is on the blacklist, additional network

information may be required. For example. the blacklist may comprise a list of SSI1Ds that

an
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may be shared by multiple networks. [If the network identifier is on a blacklist, the list
module 1410 may notify the retrieval module 1406 to provide additional network information
within a credential request. The credential server 116 recciving the credential request may
use the network identifier and the additional network information to provide the network
credentials. In some embodiments, the blacklist includes a list of SSIDs that may be shared
by multiple networks as well as instructions as to what additional network information that
may be provided to improve the speed and/or possibility of receiving the correct network

credentials.

[00190] In some embodiments, the list module 1410 checks a network identifier against a
whitelist. If the network identifier (e.g., an SSID) is on the whitelist, additional network
information may not be required. For example, the whitelist may comprise a list of SS1Ds
that may not be shared by multiple networks. f the network identifier is not on the whitelist,
however, the list module 1410 may notify the retrieval module 1406 to provide additional
network information within a credential request. The credential server 116 receiving the
credential request may use the network identifier and the additional network information to

provide the network credentials.

[00191] In some embodiments, the blacklist comprises a list of network identifiers (c.g.,
SSIDs or BSSIDs) of network devices that the digital device 102 does not have permission to
access. For example, an owner of an unprotected network device may wish for only a limited
number of people (e.g., friends or customers at a specific coffee shop) to access the network.
In some embodiments, the digital device 102 may receive the network identifier of the
unprotecied network device and the network identifier may be compared against the blacklist
(¢.g., cither by the digital device 102 or the credential server 116). Hf the network identifier is
associated with the blacklist. the digital device 102 may either stop attempting to connect 10

the network or disconnect from the network.

[00192] The whitelist may also comprise a list of network identifiers that are associated
with networks that the digital device 102 is allowed to access. For example, the digital
device 102 or the credential server 116 may check the network identifier against the whitclist
to determine if the network is associated with the whitelist. 1f the network is associated with
the whitelist, the digital device 102 may connect or remain connected to the network. In
some embodiments. the whitelist comprises a list of preferred networks. In this example, the
digital device 102 may select a network identifier associated with the whitelist from a list of

multiple available networks.
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[00193] FIG. 15 is a flow diagram of an exemplary method for retrieving network
credentials when a network identifier may be insufficient to identify network credentials in
some embodiments. The flow diagram depicts communication and activitics between and by
the digital device 102, the network device 104, the DNS server 110, and the credential server
116 in some embodiments. In various embodiments, the digital device 102 may scan an area
proximate to the digital device 102 to identify one or more wireless networks. In step 1502, a
network device 104 may respond to the scan from the digital device 102 and provide a

network identifier. In some embodiments, the network identifier is an SSID and/or a BSSID.

[00194] In step 1504, the digital device 102 generates a first credential request containing
the received network identifier. The first credential request may also comprise a digital
device 102 identifier. a software license number, or any other information. The first
credential request may be encoded. For example, the information within the first credential

request may be hex-encoded.

[00195] In various embodiments, the first credential request is in a DNS protocol which is
provided to the DNS server 110 via an open port (e.g., port 53) of the network device 104,
The DNS server 110 may redirect the first credential request to the credential server 116 in

step 1508.

[00196] The credential server 116 may comprise or be the rules server 1010, In some
embodiments, the credential server 116 receives the first credential request and may retrieve
the network identifier. In some embodiments, the credential server 116 decodes the first

credential request in order to retrieve of the network identifier.

00197} In step 1510, the credential server 16 determines it the network identifier is
sufficient to identify a network credential. For example, the network identifier may possibly
be shared with another network. In some embodiments, the credential server 116 scans a data
structure such as a table, database, or any other data structure, to determine if’ the network
identifier from the first credential request is possibly shared by two or more networks. In one
example, the data structure is a blacklist which includes a list of network identifiers that are

commonly sharcd by multiple networks.

[00198] In some cmbodiments, the credential server 116 may determine that there is
insutficient information to identily a network credential. In one example, the network
identificr may comprise both an SSID and a BSSID. The SSID may be associated with

multiple networks and the credential server 116 may have no network credentials associated
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with the BSSID (e.g., a MAC address of the network device). If the network identifier is
insufficient, the credential server 116 may generate a first credential request response
requesting additional network information. The additional network information may be used

by the credential server 116 to identity the correct network and/or network credential.

{00199} In various embodiments, the request for additional network information
comprises a request for any additional information that the digital device 102 may have
access regarding the network device 104, In some embodiments, the credential server 116
determines what additional network information is necessary 1o distinguish the network
credentials and specifically requests for that additional network information only. For
example. the title of'a web page received from the network device 104 may be sufficient to
differentiate between two possible networks. The credential server 116 may include a request
the title of the web page of the network device 104 in the first credential request response. In
other embodiments, the credential server 116 may request a variety of different types of

additional network information.

[00200] The first credential request response containing the request for additional network
information may be provided back to the DNS server 110. In onc example, the first
credential request response is formatted as a UDP protocol and provided back to the digital
device 102 in a manner similar o the process that the credential server 116 received the first
credential request. The DNS server 110 may receive the first credential request response and
redirect the first credential request response back to the digital device 102 via the open port of

the network device 104 in step 1514,

[00201] In step 1516. the digital device 102 retrieves the request for additional
information from the first credential request response and prepares a second credential
request with additional network information 1516. In some embodiments, the digital device
102 requests a web page from the network device 104, The request may be a request for
network access. The additional network information may comprise information received
from the network device 104 including the SSID, BSSID, IP address, or any other
information. In some embodiments, the additional network information may comprise a title,
hash, WISPr tag, or URL of a web page or any part of a web page received from the network

device 104.

[00202] In step 1518, the digital device 102 provides the second credential request to the
DNS server 110. The second credential request may be cncoded. Like the first credential

request, the second credential request may be formatted as a UDP protocol and provided 10
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the DNS server 110 via the open port on the network device 104. The DNS server 110 may

subsequently direct the second credential request to the credential server 116 in step 1520.

[00203] In step 1522, the credential server 116 retrieves network credentials, based, at
least in part. on the additional network information. The credential server 116 may also
retrieve the network credentials based, at least in part, on the network identifier and/or other
additional network information previously received from the digital device 102, In one
example, the credential server 116 may retrieve the network credentials from a data structure
associated with the network identifier and/or any additional network information. The
credential server 116 may include the network credentials in a second credential request
response. The second credential request response may be encoded and/or encrypted ina

manner similar to the first credential request response.

[00204] In step 1524, the second credential request response is provided back to the DNS
server 110 which directs the second credential request response to the digital device 102 in
step 1526. Those skilled in the art will appreciate that although only a single DNS server | 10
appears in FIG. 15, there may be any number of DNS servers directing different credential
request(s) and/or credential request response(s). Similarly, although there is only one
credential server 116 depicted in FIG. 15, there may be any number credential servers in

communication with the digital device 102.

[00205] In step 1528, the digital device 102 retrieves the network credentials from the
sccond credential request response and provides the network credentials to the network
device 104, In various embodiments, the digital device 102 may authenticate and/or decode
the second credential request response in a manner similar to or different from another

credential request response (e.g., the first credential request response).

[00206] Those skilled in the art will appreciate that the credential server 116 may request
a variety of ditferent network information in any order. For example, in some embodiments,
the credential server 116 may provide a prioritized list of additional network information to
the digital device 102. The digital device 102 may go through the prioritized list,
determining if the request additional network information is available. If the additional
network information is available, the digital device 102 may provide the additional network
information to the credential server 116 in a second credential request. In some
embodiments. the digital device 102 may provide only some of the additional network
information to the credential server 116. 1f the credential server 116 determines that the

network identifier and/or the additional network information is shared by two or more
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networks or is otherwise insufficient, the credential server 116 may provide a request for

more network information in another credential request response.

[00207] Although the network identifier is described with respect 1o FIG. 15 as being an
SSID. those skilled in the art will appreciate that the network identifier may be any identifier
or combination of identifiers (e.g.. BSSID). For example, the network device 104 may
provide a BSSID to the digital device 102, If the BSSID has not been previously identified or
is otherwise insufficient, the credential server 116 may request more information within the
first credential request response in step 1512, In response, the digital device 102 may provide
additional network information to the credential server 116 in order to receive the second

credential request response with the network credentials.

[00208] FIG. 16 is a flowchart of an exemplary method for a digital device 102 to receive
network credentials when a network identifier is insufficient in some embodiments. In step
1602, the digital device 102 scans an arca for available one or more available wireless
networks. In one example, the digital device 102 scans a McDonald’s restaurant for an
available wireless network. In step 1604, the digital device 102 receives a network identifier
of a wireless network. In this example, AT&T may provide network services to the
McDonald’s restaurant. A network device at the McDonald’s restaurant may subsequently

identify an available network (e.g., provide an SSID) as “attwifi.”

[00209] In step 1606, the digital device 102 generates a first credential request formatted
for the DNS protocol. The first credential request may include the network identitier
“attwifi” as well as other information, such as, but not limited to, a digital device 102
identifier (e.g., MAC address). The digital device 102 may provide the first credential
request over a network via an open port on the network device or over another network

device.

[00210] In step 1608. the digital device 102 receives a first credential request response
over the network via the open port on the network device or over another network device.
The digital device 102 may retrieve a request for additional network information from the
first credential request responsc. In response. the digital device 102 may provide additional
network information already received tfrom the network device. In one example, the digital
device 102 may have received an SSID as well as information regarding a web page received
from the network device. Although the digital device 102 may have only provided the SSID
as the neiwork identifier in the first credential request, the digital device 102 may provide the

additional network information in a second credential request.
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[00211] Instep 1610, the digital device 102 generates a second credential request
including the additional network information. I[n one example the second credential request
response may comprise the previously provided network identifier (e.g., SSID of the network
device) and/or the additional network information for the network device. The digital device

102 may subsequently provide the second credential request over the network.

[00212] Instep 1612, the digital device 102 may receive a second credential request
response. The second credential request response may comprise network credentials. In
other embodiments, the second credential request response may request additional network
information and the process may repeat starting with step 1610 as a new credential request
may be generated with additional network information. In some embodiments, the second
credential request response may be an indication that a network credential is not available and

the process may end.

[00213] [n step 1614, the digital device 102 retrieves network credentials, if available,
from the second credential request response. As discussed herein, the digital device 102 may
authenticate, decode, and/or decrypt the second credential request response. In step 1616, the
digital device 102 may provide the network credentials from the second credential request

response to the network device.

[00214] FIG. 17 is a flowchart of an exemplary method for a credential server 116 to
provide network credentials in some embodiments. In step 1702, the credential server 116
may receive the first credential request from the digital device 102. The credential server 116
may decode the first credential request to retrieve the network identifier (e.g., the SSID of

“attwifl”) in step 1704,

[00215] In step 1706, the credential server 116 may determine that the network identifier
is insufficient to identify one or more network credentials. In one example, the SSID of
“attwifi” may identify a wide number of network devices that provides network access by
AT&T including other restaurants, coffee shops. and the like. One or more of the other
network devices may require different network credentials. For example. AT&T may offer
network aceess al McDonald’s may be free for a limited time while, at the same time, AT&T
may require a purchase or card number at Starbucks. Network devices at both McDonald’s

and Starbucks, however, may share the same SSID.

[00216] The credential server 116 may determine that the network identifier provided in

the first credential request may be insufTicient to determine the correct network credential
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(¢.g., a network credential comprising a card number at Starbucks or the correct entries for a

web page required lor free access at a McDonald’s).

{00217} An additional network information may be required by the credential server 116.
For example, only a limited number of McDonald’s may allow for frec wireless access
through the network service provider, AT&T. As such, the credential server 116 may require
the SSID (e.g., “attwifi”) and a URL to a redirected web page (e.g.,
“hitp://www.McDonalds.com/ATTmobile/freeaccess™). Once a sufficient amount of
information is received, the credential server 116 may provide network credentials to the

digital device 102.

[00218] Those skilled in the art will appreciate that the network identifier and/or
additional network information may not be unigue to only onc nctwork or network device. In
the above example, two or more McDonald's participating in the promotion to provide free
wircless access may provide the same network identifier and at least some similar additional
network information. In some embodiments, once the credential server 116 determines that
the desired network credentials are sutficiently identifiable (e.g., the network device
providing the network identifier belongs to a participating McDonald’s), the desired network

credentials may be provided.

[00219] In some embodiments, the credential server 116 determines one or more aspects
of the service being provided by the network device in order to identify one or more network
credentials. For example, some hotels or libraries may comprise multiple network devices
which may each have a separate network identifier (¢.g., room 101, room 102...). If the
credential server 116 receives a nctwork identifier that the credential server 116 does not
recognize, the credential server 116 may provide a credential request response requesting
additional information such as the title to a login web page. The digital device 102 may
provide the title which indicates *Hyatt Hotel. Austin. TX.” Since, in this example, all Hyatt
hotels may share the same network credential (¢.g., all Hyatt hotels share the same login
page), the credential server 116 may provide the correct network credential without
specifically identifying which Hyatt hotel in Austin, Texas, may be associated with the

specific SSID and title.

[00220] The credential server 116 may identify that sufficient information has been
received from a credential request in any number of ways. in one example. the credential
server 116 comparces the network identifier and additional network information against a data
structure. The data structure may indicate, for example. what network identitier and/or
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additional network information may be sufficient to identify one or more network credentials.
Alternately, the data structure may indicate, for example, what network identifier and/or
additional network information is insufficient to identify one or more network credentials.
The data structure may, in some embodiments, identify what further additional network

information may be used to identify one or more network credentials.

[00221] I the network identifier is sufficient to identify the network credential, the
credential server 116 may retrieve network credentials based on the network identifier in step
1716. I the nctwork identifier is not sufficient to identify the network credential(s), the
credential server 116 may prepare an other (i.e., a second) credential request response
requesting additional network information in step 1708. In some embodiments, the credential
server 116 may include an identifier in the credential request response that may identify what
additional network information may be useful to provide the network credential(s). In step
1710, the credential server 116 provides the credential request response to the digital device
102.

[00222] Instep 1712, the credential server 116 may receive an other credential request
(i.¢., a second credential request) from the digital device 102, The credential server 116 may
retrieve additional network information from the other credential request. The credential
server 116 may then determine if the network identifier and/or the additional network
information from one or more of the previously received credential request is sufficient to
identity network credentials. If the network identifier and/or the additional network
information is insufficient, the process may continue in step 1708 with the credential request
preparing another credential request response requesting additional network information. If
the network identifier and/or the additional network information are sufficient, then the

credential server 116 may retrieve the network credentials in step 1716.

[00223] In step 1718, the credential server 116 may provide the network credentials

within a eredential request response to the digital device 102.

[00224] FIG. 18 is a flowchart of another exemplary method for a digital device 102 with
a blacklist to provide additional network information sufticient to identify one or more
network credentials in some embodiments. In step 1802, the digital device 102 scans an arca
for available wireless networks. The digital deviee 102 subsequently receives at least one

network identifier of a wireless network.
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{00228} In step 1806, the digital device 102 determines if the network identifier of the
wireless network is identificd on a blacklist. If the network identifier is identified or
associated with the blacklist, the digital device 102 may retrieve additional network
information in step 1808. Those skilled in the art will appreciate that the retrieval of
additional network information may be from the network device or from storage (e.g.. RAM,
cache, or hard drive) of the digital device 102. The additional network information and/or the

nctwork identifier may be provided in a credential request in step 1810.

100226] If the network identifier is not identified or associated with the blacklist, the
digital device 102 may provide the credential request including the network identifier over

the network (¢.g., over an open port of a network identifier).

100227} In siep 1814, the digital device 102 may receive a credential request response
including network credentials. In one example, the credential server 116 may receive the
network identifier and/or the additional network information and have sufficient information
to provide the network credentials in the credential request response.  The digital device 102
may retrieve the network credentials in step 1816 and provide the network credentials to a

network device in step 1818.

(00228} Those skilled in the art will appreciate that even if additional network
information is provided, the credential server 116 may determine that even more information
is needed and returns a credential request response with a request for more additional network
information. In some embodiments, the digital device 102 comprises a whitelist indicating

when sufficient information may be found as discussed herein.

[00229] Those skilled in the art will appreciate that the blacklist and/or whitelist may be
updated periodically (c.g., by the credential server 116). Further, the blacklist and/or
whitelist may be a part of an application that is installed on the digital device 102. In other
embodiments, the blacklist and/or whitelist is maintained by the credential server 116. In one
example, the credential server 116 may receive the credential request from the digital device
102. The credential server 116 may then check a network identifier against a blacklist. 1f the
network ideniitier is associated with the blacklist, the credential server 116 may not provide
the network credentials for the network device associated with the network identifier or
provide a message to the digital device 102 with a request or instructions to disconnect from

the network device.
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[00230] I[n some embodiments, the credential server 116 checks a network identifier
against a whiielist to identify a preferred network and/or express permission o access. In one
example, il the network identifier is not associated with the whitelist, the credential server
116 may not provide the network credentials for the network device associated with the
network identifier or provide a message to the digital device 102 with a request or

instructions to disconnect from the network device.

[00231] The above-described functions and components can be comprised of instructions
that are stored on a storage medium such as a computer readable medium. The insiructions
can be retrieved and executed by a processor. Some examples of instructions are software,
program code, and firmware. Some examples of storage medium are memory devices, tape,
disks, integrated circuits, and servers. The instructions are operational when executed by the
processor to direct the processor to operate in accord with embodiments of the present
invention. Those skilled in the art are familiar with instructions, processor(s), and storage

medium.

[00232] The present invention is described above with reference to exemplary
embodiments. [t will be apparent to those skilled in the art that various modifications may be
made and other embodiments can be used without departing from the broader scope of the
present invention. Therefore, these and other variations upon the exemplary embodiments are

intended to be covered by the present invention.
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Claims

l. A method comprising:

receiving. with a digital device, a network identifier from a network device;

providing a first credential request including the network identifier to another digital
device on a network;

receiving a request for additional network information from the other digital device;

providing a second credential request including additional network information to the
other digital device; |

receiving a credential request response including network credentials from the other
digital device; and

providing the network credentials from the credential request response to a network

device.

2. The method of claim 1, wherein the first credential request is formatted as a DNS
protocol message.

3. The method of claim 1, wherein the first credential request is provided to the other
digital device via an open port on the network device.

4. The method of claim 3, wherein the open port is port 33,

S. The method of claim 1. wherein the network identifier is an SSID.

0. The method of claim 1. whercin the additional network information is a BSSID.

7. The method of claim 1, wherein the additional network information is a title to a web
page received by the digital device from the network device.

8. The method of claim 1, wherein the additional network information is a URL of a web
page received by the digital device from the network device

9. The method of claim 1, wherein the additional network information is a hash of any
portion associated with a web page received by the digital device from the network
device,

10. A system comprising:

a request module configured to receive a network identifier from a network device;

and
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a response module configured to provide a first credential including the network
identifier to another digital device on a network, receive a request for additional network
information {rom the other digital device. provide a second credential request including
additional network information to the other digital device, receive a credential request
response including network credentials from the other digital device, and provide the network

credentials from the credential request response 1o a network device.

1. The system of claim 10, wherein the first credential request is formatted as a DNS

protocol message.

12. The system of claim 10, wherein the response module provides the first credential

request to the other digital device via an open port on the network device.

13.  The system of claim 12, wherein the open port is port 33.

14.  The system of claim 10, wherein the network identifier is an SSID.

i5. The sysiem of claim 10, wherein the additional network information is a BSSID.

16. The system of claim 10, wherein the additional network information is a title to a web

page received by the digital device trom the network device.

17.  The system of claim 10, wherein the additional network information is a URL of a

web page received by the digital device from the network device

18.  The system of claim 10, wherein the additional network information is a hash of any
portion associated with a web page received by the digital device from the network

device.

19. A computer readable storage medium configured to store instructions, the instructions
comprising a method, the method comprising the steps of:
receiving, with a digital device, a network identifier from a network device;
providing a first credential request including the network identifier to another digital
device on a network;
receiving a request for additional network information from the other digital device;
providing a second credential request including additional network information to the
other digital device;
receiving a credential request response including network credentials from the other

digital device: and
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device,

20.

providing the network credentials from the credential request response to a network

The computer readable storage medium of claim 19, wherein the first credential

request is formatted as a DNS protocol message.
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