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(57) ABSTRACT 

A system for generating scores related to interactions with a 
revenue generator. A historical dataset corresponding to a 
historical behavior of a set of revenue generators may be 
identified. The historical dataset may be processed to identify 
a feature vector. A classifier model may be generated from the 
historical dataset and the feature vector. Current revenue gen 
erator data representing a current revenue generator may be 
collected. The current revenue generator data may be pro 
cessed to generate a current revenue generator feature vector. 
A score may be generated by applying the classifier model to 
the current revenue generator data feature vector. 
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SYSTEM FOR GENERATING SCORES 
RELATED TO INTERACTIONS WITH A 

REVENUE GENERATOR 

TECHNICAL FIELD 

0001. The present description relates generally to a system 
for generating scores related to interactions with a revenue 
generator, and more particularly, but not exclusively, forgen 
erating scores that may indicate the likelihood of the revenue 
generator committing fraud or the likelihood of the revenue 
generator generating large revenue. 

BACKGROUND 

0002 Content providers may derive a portion of their rev 
enues from online advertising. The revenue may be generated 
by revenue generators, such as advertisers, who may pay 
content providers to have their advertisements displayed to 
users. The advertiser may maintain a funded account with the 
content provider through an automated system such as 
YAHOO!S SEARCH MARKETING system. The system 
may deduct funds from the account each time the advertiser 
incurs a charge, such as when an advertisement of the adver 
tiser is displayed to a user or when a user clicks on the 
advertiser's advertisement. When the advertiser's account is 
depleted of all its funds, the system may require the advertiser 
to replenish their account with additional funds before dis 
playing any further advertisements. 
0003. The automated nature of a system, such as YAHOO! 
SEARCH MARKETING, may simplify the process of dis 
playing ads for an advertiser; however it may also provide 
fraudulent advertisers with non-traditional venues for 
defrauding content providers and/or individual users. A 
fraudulent advertiser may be able to use such an automated 
system to direct users to Scam web sites, such as a "phishing 
site, where users are routinely defrauded of their credit card 
information and/or personal information. Since the user may 
have been directed to the fraudulent web site by the adver 
tisements displayed by the content provider, the user may 
associate the content provider with the fraudulent web site, 
thereby diminishing the general good will of the content 
provider. 
0004 Fraudulent advertisers may also use non-traditional 
methods to defraud the content providers’ systems. The 
fraudulent advertisers may be able to abuse the systems to 
rapidly accumulate charges in excess of the amount of funds 
in their account. If the fraudulent advertiser exceeds a daily 
budget limit that the content provider agreed to abide by or if 
the fraudulent advertiser funded their account with a prepaid 
debit or credit card, the content provider may have no oppor 
tunity to receive payment of the excessive charges. 
0005. Some current advertising platforms, such as 
YAHOO! SEARCH MARKETING, may rely on traditional 
credit verification systems for identifying fraudulent adver 
tisers. A traditional credit verification system may rely on 
traditional methods in order to identify fraudulent advertisers, 
Such as matching an advertiser's address with the address 
registered to the credit card used by the advertiser. These 
traditional credit verification systems may be unable to iden 
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tify high risk advertisers who are likely to commit the non 
traditional types of advertiser fraud mentioned above. 

SUMMARY 

0006 A System for generating scores relating to interac 
tions with a revenue generator may include: a memory, an 
interface and a processor. The memory may be able to be to 
store a classifier model, one or more feature vectors, data 
relating to historical revenue generators, and data relating to 
a current revenue generator. The interface may be operatively 
connected to the memory and may collect data relating to the 
current revenue generator. The processor may be operatively 
connected to the memory and the interface. The processor 
may process the historical revenue generator data to identify 
a feature vector, may generate a classifier model from the 
historical dataset and the feature vector, may process the 
collected current revenue generator data to generate a feature 
vector associated with the current revenue generator, and may 
generate a score relating to the revenue generator's behavior 
by applying the classifier model to the feature vector relating 
to the current revenue generator. 
0007. Other systems, methods, features and advantages 
will be, or will become, apparent to one with skill in the art 
upon examination of the following figures and detailed 
description. It is intended that all Such additional systems, 
methods, features and advantages be included within this 
description, be within the scope of the embodiments, and be 
protected by the following claims and be defined by the 
following claims. Further aspects and advantages are dis 
cussed below in conjunction with the description. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0008. Non-limiting and non-exhaustive descriptions are 
provided with reference to the following drawings. In the 
drawings, like reference numerals may refer to like parts 
throughout the various figures unless otherwise specified. 
0009 FIG. 1 is a block diagram of a general overview of a 
system for scoring revenue generators. 
0010 FIG. 2 is a block diagram of a simplified view of a 
network environment implementing a system for scoring rev 
enue generators. 
0011 FIG. 3 is a block diagram of a view of a system for 
scoring revenue generators. 
0012 FIG. 4 is a flowchart illustrating basic operations of 
the systems of FIG. 1, FIG. 2, and FIG.3 or other systems for 
scoring revenue generators. 
0013 FIG. 5 is a flowchart illustrating in more detail the 
operations of the systems of FIG. 1 and FIG. 2, and FIG.3 or 
other systems for scoring revenue generators. 
0014 FIG. 6 is a flowchart illustrating steps that may be 
taken by a revenue generator in the systems of FIG. 1, FIG. 2, 
and FIG. 3 or other systems for scoring revenue generators. 
0015 FIG. 7 is a flowchart illustrating steps that may be 
taken by a monitorina system for scoring revenue generators. 
0016 FIG. 8 is a screenshot of an implementation of a 
monitor interface in the systems of FIG. 1, FIG. 2 and FIG. 3, 
or other systems for scoring revenue generators. 
0017 FIG. 9 is a screenshot of an implementation of a 
monitor interface in the systems of FIG. 1, FIG. 2, and FIG.3 
or other systems for scoring revenue generators. 
0018 FIG. 10 is a screenshot of the output of a clustering 
algorithm run on a historical dataset. 
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0019 FIG. 11 is a screenshot of a daily absolute advertiser 
search term risk graph containing daily absolute advertiser 
search term risk data that may be displayed to a monitor. 
0020 FIG. 12 is a screenshot of a daily relative advertiser 
search term risk graph containing daily relative advertiser 
search term risk data that may be displayed to a monitor. 
0021 FIG. 13 is a screenshot of a daily spend amount for 
an advertiser graph containing daily spend amount data for an 
advertiser that may be displayed to a monitor. 
0022 FIG. 14 is a screenshot of an hourly spend amount 
for an advertiser graph containing hourly spend amount data 
for an advertiser that may be displayed to a monitor. 
0023 FIG. 15 is a screenshot of a monthly spend amount 
for an advertiser graph containing monthly spend amount 
data for an advertiser that may be displayed to a monitor. 
0024 FIG.16 is a model of an implementation of a system 
for scoring revenue generators. 
0025 FIG. 17 is a class diagram of an implementation of a 
system for scoring revenue generators. 
0026 FIG. 18 is a use case of an implementation of a 
system for scoring revenue generators. 
0027 FIG. 19 is a graphic demonstrating the machine 
learning process that may be used in a system for scoring 
revenue generators. 

DETAILED DESCRIPTION 

0028. A system, and method, generally referred to as a 
system, relate to detecting fraudulent revenue generators, 
such as advertisers, and more particularly, but not exclusively, 
to detecting advertisers who may be likely to commit fraud in 
an online advertising system. 
0029. The principles described herein may be embodied in 
many different forms. The system may allow an entity to 
identify revenue generators who may be likely to commit 
fraud. The system may allow an entity to prevent revenue 
generator fraud from occurring by identifying and handling 
revenue generators who may be likely to commit fraud. The 
system may allow an entity to identify revenue generators 
who may be likely to generate significant revenue and those 
who may be likely to generate insignificant revenue. The 
system may allow an entity to maximize revenue by effi 
ciently identifying and handling revenue generators who are 
likely to generate significant revenue and those likely to gen 
erate insignificant revenue. 
0030 FIG. 1 provides a general overview of a system 100 
for scoring revenue generators. The system 100 may include 
one or more revenue generators 110A-N, such as advertisers, 
a service provider 130, one or more monitors 120A-N and 
users 150, which may represent one or more users, such as 
web surfers. The revenue generators in 110A-N may pay the 
service provider 130 to display ads, such as on-line ads on a 
network such as the Internet. The users 150 may interact with 
the ads of the revenue generators 110A-N displayed by the 
service provider 130, such as by clicking on an ad. The 
revenue generators 110A-N may pay the service provider 130 
when the users 150 interact with the ads of the revenue gen 
erators 110A-N. The payments may be based on various 
factors, such as the number of ads displayed and/or the num 
ber of times a user clicks through to the web site of a revenue 
generator A 110A. 
0031. In the system 100, the revenue generators 110A-N 
may interact with the service provider 130, such as via a web 
application. The revenue generator 110A-N may send infor 
mation, such as billing, website and advertisement informa 
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tion, to the service provider 130 via the web application. The 
web application may include a web browser or other applica 
tion Such as any application capable of displaying web con 
tent. The application may be implemented with a processor 
Such as a personal computer, personal digital assistant, 
mobile phone, or any other machine capable of implementing 
a web application. The monitors 120A-N may also interact 
individually with the service provider 130, such as via a web 
application. The monitors 120A-N may include administra 
tors of the system, such as an administrator of the system may 
also perform the functions of the monitors 120A-N. The 
monitors 120A-N may interact with the service provider 130 
via a web based application or a standalone application. The 
service provider 130 may communicate data to the revenue 
generators 110A-N and the monitors 120A-N over a network. 
The following examples may refer to a revenue generator A 
110A as an online advertiser; however the system 100 may 
apply to any revenue generators who interact with a service 
provider 130, such as service provider partners. 
0032. In operation, one of the revenue generators 110A-N, 
Such as revenue generator A110A, may provide information 
to the service provider 130. This information may relate to the 
transaction taking place between the revenue generator A 
110A and the service provider 130, or may relate to an 
account the revenue generator A 110A maintains with the 
service provider 130. In the case of a revenue generator A 
110A who is an online advertiser, the revenue generator A 
110A may provide initial information necessary to open an 
account with the service provider 130. The service provider 
130 may use this initial information to make a determination 
about whether the revenue generator A 110A may be a 
fraudulent revenue generator. The service provider 130 may 
provide a venue for the revenue generator A110A to display 
their advertisements. Throughout the account life cycle, the 
service provider 130 may continue to collect information 
regarding the behavior of the revenue generator A110A. This 
information may be used to further refine the determination of 
whether the revenue generator A 110A may be a fraudulent 
revenue generator. 
0033. A revenue generator A110A who is an online adver 
tiser may maintain several accounts with the service provider 
130. For each account the revenue generator A 110A may 
maintain several listings. A listing may include a search term, 
a URL, a bid amount and a rank. The search term may repre 
sent a term that the revenue generator A 110A wishes to 
associate their advertisement with in a search engine environ 
ment. The URL may represent the link the revenue generator 
A 110A wishes the users 150, such as web surfers, to be 
directed to upon clicking on the advertisement of the revenue 
generator A 110A, such as the home page of the revenue 
generator A110A. The bid amount may represent a maximum 
amount the revenue generator A 110A may be willing to 
spend when the users 150 may click on their advertisement or 
when their advertisement may be shown to the users 150. The 
rank may be automatically populated by the system 100 and 
may represent where the bid of the revenue generator A110A 
ranks compared to the bids of other revenue generators 
110B-N for the same search term. 

0034. The revenue generator A 110A may also supply a 
daily budget for each account, which may represent the maxi 
mum amount of charges the service provider 130 may charge 
to each account on a given day. If this budget value is reached 
on a given day for a given account, or other period of time 
identified for the budget, the service provider 130 may stop 



US 2008/0154664 A1 

displaying the advertisements for the given account of the 
revenue generator A 110A until the next day or until the 
expiration of some other defined period of time. The daily 
budget amount, the bid amounts, the search terms bid on and 
the URL the revenue generator A 110A directs users 150 to 
may all be collected by the service provider 130 and used to 
determine if the revenue generator A 110A is likely to be a 
fraudulent revenue generator. The service provider 130 may 
continue to collect information on the revenue generator A 
110A, such as the average amount of payments made, the 
total Sum of charges accrued in a month, and other values that 
may be useful in classifying the revenue generator A110A as 
a fraudulent or not fraudulent revenue generator. 
0035. The service provider 130 may use the data collected 
from the revenue generator A110A to determine a score, such 
as regarding a likelihood of the revenue generator A 110A 
being a fraudulent revenue generator. For the sake of expla 
nation, the description is described in terms of determining a 
score regarding the likelihood that the revenue generator A 
110A is fraudulent, but the score may be used in other ways, 
such as to determine revenue generators 110A-N that are not 
fraudulent. The described system 100 may also be used with 
entities other than the revenue generators 110A-N. The ser 
vice provider 130 may take some action based on the score of 
the revenue generator A 110A, such as taking all of the 
accounts of the revenue generator A110A offline, resulting in 
a freeze in the service provided by the service provider 130 to 
the revenue generator A 110A. The service provider 130 may 
output the score of the revenue generator A110A to one of the 
monitors 120A-N, such as monitor A 120A. Alternatively or 
in addition, the service provider 130 may flag the revenue 
generator A110A as requiring attention and may notify one of 
the monitors 120A-N, such as the monitor A 120A, that the 
revenue generator A110A requires attention. 
0036 Alternatively or in addition to, if the score indicates 
the revenue provider A110A may be fraudulent, the service 
provider 130 may automatically set a risk status value of the 
account of the revenue generator A 110 to “Unacceptable 
Offline', the URL associated with the account may be added 
to aban list, and the service provider 130 may flag the account 
for review by one of the monitors 120A-N. Alternatively or in 
addition to, the URL domain or contact information associ 
ated with the account, Such as name, address, phone, and 
email address, may be added to a ban list. If a URL, URL 
domain or contact information are added to a ban list they 
may be disassociated from all accounts and may not be asso 
ciated with accounts in the future. If an account is flagged for 
monitor review, a monitor A 120A may log into the system 
100 and review the account and may determine whether the 
account was properly scored and whether the account 
received the proper risk status value. The service provider 130 
may also flag an account to be audited by one of the monitors 
120A-N. 

0037. Furthermore a specific monitor A 120A may be 
associated with specific revenue generators 110A-N. Alter 
natively or in addition, multiple monitors 120A-N may be 
associated with a specific revenue generator A110A or all the 
monitors 120A-N may be associated with all revenue genera 
tors 110A-N. Any time the service provider 130 communi 
cates with, or notifies a monitor A120A, the service provider 
130 may notify all monitors 120A-N, or may only notify the 
monitors 120A-N associated with the revenue generator A 
110A 
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0038. The monitor A 120A may review the score of the 
revenue generator A 110A and the data of the revenue gen 
erator A 110A. The monitor A 120A may take some action 
based on the score, such as putting the accounts of the revenue 
generator A 110A online if the monitor A 120A determines 
that the revenue generator A110A was improperly identified 
as a fraudulent revenue generator. Alternatively or in addition, 
the monitor A120A may place aban on the URL used by the 
revenue generator A110A from the system 100 if the monitor 
A 120A determines that the revenue generator A 110A was 
properly identified as a fraudulent revenue generator. If the 
monitor A 120A determines that the revenue generator A 
110A was improperly scored, the monitor A120A may notify 
the service provider 130 that the revenue generator A 110A 
was improperly scored. Alternatively or in addition, the moni 
tor A 120A may manually modify a security status value 
associated with the revenue generator A110A. 
0039 FIG. 2 provides a simplified view of a network envi 
ronment implementing a system 200 for determining a score 
for revenue generators, such as a score relating to a likelihood 
that a revenue generator 110A-N is fraudulent. The system 
200 may include one or more web applications, standalone 
applications and mobile applications 210A-N, which may be 
collectively or individually referred to as client applications 
for the revenue generators 110A-N. The system 200 may also 
include one or more web applications, standalone applica 
tions, mobile applications 220A-N, which may collectively 
be referred to as client applications for the monitors 120A-N, 
or individually as a monitor client application. The system 
200 may also include one or more applications 150, such as 
web applications, standalone applications and mobile appli 
cations which collectively may be referred to as applications 
for the users 150, or individually as a user application. The 
system 200 may also include a network 230, and the service 
provider servers 240. 
0040. The revenue generators 110A-N may use a web 
application 210A, standalone application 210B, or a mobile 
application 210N, or any combination thereof, to communi 
cate to the service provider servers 240, such as via the net 
work 230. The network 230 may include wide area networks 
(WAN), such as the internet, local area networks (LAN), 
campus area networks, metropolitan area networks, or any 
other networks that may allow for data communication. Simi 
larly, the monitors 120A-N may use either a web application 
220A, a standalone application 220B, or a mobile application 
220N to communicate to the service provider servers 240, via 
the network 230. The service provider servers 240 may com 
municate to the revenue generators 110A-N via the network 
230, through the web applications, standalone applications or 
mobile applications 210A-N. The service provider servers 
240 may also communicate to the monitors 120A-N via the 
network 230, through the web applications, standalone appli 
cations or mobile applications 220A-N. 
0041. The users 150 may use one or more applications 250 
to communicate to the service provider server 240. The appli 
cations 250 may include web applications, standalone appli 
cations, or mobile applications. The service provider servers 
240 may communicate to the users 150 via the network 230, 
through the applications 250. 
0042. The web applications, standalone applications and 
mobile applications 210A-N, 220A-N may be connected to 
the network 230 in any configuration that Supports data trans 
fer. This may include a data connection to the network 230 
that may be wired or wireless. Any of the web applications, 
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standalone applications and mobile applications 210A-N. 
220A-N may individually be referred to as a client applica 
tion. The web applications 210A, 220A may run on any 
platform that supports web content, such as a web browser or 
a computer, a mobile phone, or any appliance capable of data 
communications. 
0043. The standalone applications 210B, 220B may run 
on a machine that may have a processor, memory, a display, 
and an interface. The processor may be operatively connected 
to the memory, display and the interface and may perform 
tasks at the request of the standalone applications 210B, 220B 
or the underlying operating system. The memory may be 
capable of storing data. The display may be operatively con 
nected to the memory and the processor and may be capable 
of displaying information to the revenue generator B110B or 
the monitor B 120B. The interface may be operatively con 
nected to the memory, the processor, and the display. The 
standalone applications 210B, 220B may be programmed in 
any programming language that Supports communication 
protocols. These languages may include: SUN JAVA, C++, 
C#, ASP, SUN JAVASCRIPT, asynchronous SUN JAVAS 
CRIPT, or ADOBE FLASH ACTIONSCRIPT, amongst oth 
ers. The standalone applications 210B, 220B may be third 
party standalone applications or may be third party servers. 
0044) The mobile applications 210N, 220N may run on 
any mobile device that may have a data connection. The data 
connection may be a cellular connection, a wireless data 
connection, an internet connection, an infra-red connection, a 
Bluetooth connection, or any other connection capable of 
transmitting data. The aforementioned descriptions of the 
web applications, standalone applications and mobile appli 
cations may also apply to the applications 250. 
0045. The service provider servers 240 may include one or 
more of the following: an application server, a data source, 
Such as a database server, and a middleware server. The ser 
Vice provider servers 240 may co-exist on one machine or 
may be running in a distributed configuration on one or more 
machines. The service provider servers 240 may collectively 
be referred to as the server. 

0046. There may be several configurations of database 
servers, application servers and middleware servers that may 
support such a system 200. Database servers may include 
MICROSOFT SQL SERVER, ORACLE, IBM DB2 or any 
other database software, relational or otherwise. The applica 
tion server may be APACHE TOMCAT, MICROSOFT IIS, 
ADOBE COLDFUSION, YAPACHE or any other applica 
tion server that Supports communication protocols. The 
middleware server may be any middleware that connects 
Software components or applications. 
0047 FIG.3 provides a view of a system 300 that may be 
used for scoring revenue generators 100. Such as the revenue 
generators 110A-N. The system 300 may include a historical 
data source 320, a server 310 for classifying revenue genera 
tors 110A-N, a revenue generator data source 380, a monitor 
A 120A and a revenue generator A110A. The server 310 may 
include a classifier model generator 330, a classifier model 
340, a scoring metric 350, and a revenue generator processing 
component 360. The server 310, the historical data store 320 
and the revenue generator data store 380 may be components 
of the service provider servers 240. Furthermore the compo 
nents of the server 310, the classifier model generator 330, the 
classifier model 340, the scoring metric 350 and the revenue 
generator processing component 360 may reside on one 
server or may be distributed across several servers. 
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0048. The server 310 may run on a machine that may have 
a processor, memory, a display, and an interface. The proces 
Sor may be operatively connected to the memory, display and 
the interface and may perform tasks at the request of the 
classifier model generator 330, the classifier model 340, the 
scoring metric 350, the revenue generator processing compo 
nent 360, or the underlying operating system. The memory 
may be capable of storing data. The display may be opera 
tively connected to the memory and the processor and may be 
capable of displaying information to the revenue generator A 
110A or the monitor A 120A. The interface may be opera 
tively connected to the memory, the processor, and the display 
and may be capable of communicating to or interacting with 
the revenue generator A 110A and the monitor A 120A. 
0049. In operation, the historical data source 320 may 
supply the classifier model generator 330 with historical rev 
enue generator data. The historical revenue generator data 
may be processed by the classifier model generator 330 to 
create one or more features, or characteristics, which may be 
able to describe the behavior of revenue generators 110A-N 
who have been affirmatively identified as either fraudulent or 
not fraudulent. The features may be combined into a feature 
vector. The features or the feature vector may be inputs to the 
machine learning algorithm. 
0050. In the case of a revenue generator A110A who is an 
online advertiser, the historical revenue generator data may 
include any of the aforementioned data values describing 
online advertisers, such as a bid amount, a search term bid on, 
a daily budget value, the URL the advertisement directs users 
150 to, the change history of the account, the spend history of 
the account, the spend to replenish ratio of the account, which 
may represent the amount the revenue generator A 110A 
spends in relation to the amount the revenue generator A 
110A uses to replenish their account, the average amount of 
payment, the number of times the credit card associated with 
the account is charged in a month, the total Sum of charges 
accrued in a month, the average account adjustment amount, 
the credit rating of the account owner, the total number of 
adjustments, a client run rate representing the amount an 
advertiser spends on all of their accounts per day and any 
other data collected that may assist in generating a classifier 
model 340. Other revenue generators 110A-N, such as ser 
vice provider partners, may utilize different historical rev 
enue generator datasets. 
0051. The historical data may be processed by the classi 
fier model generator 330 to create several features that may 
describe the behavior of a revenue generator A110A and may 
be used as inputs to a machine learning algorithm used to 
generate the classifier model 340. There may be several fea 
tures that may be used to describe a revenue generator A 
110A. The features may include: a client tier value, a security 
status value, a risk status value, a clientage value represented 
by the number of days the revenue generator A 110A has 
maintained an account with the service provider 130, a client 
search term max-spend-score, a client search term risk score, 
a client search term risk-spend score, a client risk-run rate 
score, a client max spend over daily budget score, a client 
run-rate rate of change score, a client run rate over daily 
budget score and a client card score. 
0.052 The features that may be combined into the feature 
vector may be identified by using clustering, Such as 
K-Means clustering, and other data mining techniques on the 
historical data or may be identified by manual analysis of the 
features. The feature selection may be performed on unla 
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beled data. Forward feature selection or backward feature 
removal may be used in identifying the features. Forward 
feature selection may include starting with Zero features, 
adding one feature in each iteration, testing or calculating the 
information gain of the new set of features in each iteration 
and selecting the best new feature in each iteration (a local 
maximum). Backward feature removal include starting with 
all features, removing one feature each iteration and stopping 
when the removal of any feature may reduce the information 
gain by a certain percentage. 
0053 A value for each of the features may be calculated 
periodically, randomly and/or for determined time intervals, 
such as for the following periods of time: hourly, daily, 
monthly, or any other time period the monitor A 120A may 
deem useful in determining whether the revenue generator A 
110A is a fraudulent revenue generator. The system 100 may 
also calculate an exponentially weighted moving average of 
the set of the last M time period scores, where M may be a 
number of days (up to and including the previous day) speci 
fied by one of the monitors 120A-N. M. may represent a 
number of days or a number of months. Any of the time period 
values of the features or the exponentially weighted moving 
average of the features may be used as an input to the machine 
learning algorithm. 
0054 The exponentially weighted moving average may 
apply weighting factors which decrease exponentially. The 
weighting for each period of time may decrease exponen 
tially, giving much more importance to recent observations 
while still not discarding older observations entirely. The 
degree of weighing decrease may be expressed as a constant 
Smoothing factor C, a number between 0 and 1. C. may be 
specified by a monitor A 120A and may be expressed as a 
percentage; so a smoothing factor of 10% may be equivalent 
to C. 0.1. The exponentially weighted moving average may 
also be referred to as an exponential moving average, or an 
EMA. An EMA calculation may be a standard statistical 
calculation and more information may be available at: http:// 
www.itlinist.gov/div898/handbook/pmc/section4/pmc431. 
htm 
0.055 For each of the aforementioned features and time 
periods, a number of scores of the features for the given time 
period may be calculated. The scores may include an absolute 
score of the feature for the time period, a relative score of the 
feature for the time period, an absolute rate of change score of 
the feature for the time period, and a relative rate of change 
score of the feature for the time period. Any of these scores 
may be used as inputs to the machine learning algorithm. 
0056. The absolute score of each feature may represent the 
actual calculated score of each feature for the given time 
period. The relative score may represent a percentile of an 
absolute score of a feature associated with the revenue gen 
erator A110A, in relation to all other absolute scores for the 
given feature for the other revenue generators 110B-N. A 
score of a feature referenced without an identifier, such as 
“absolute' or “relative.” may refer to the absolute score of the 
feature. 

0057 The relative score of each feature may be calculated 
by multiplying the absolute score of the feature by a percen 
tile. The percentile may represent how the absolute score of 
the feature of a revenue generator A110A compares with the 
absolute scores of all the other revenue generators 110B-N. A 
percentile calculation may be a standard Statistical calcula 
tion and more information may be found at: http://www.itl. 
nist.gov/div898/handbook/pre/section2/pre252.htm. 
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0058. The rate of change score of each feature may indi 
cate the rate that the value of the feature may change from 
period to period. The rate of change score may be a positive 
value or a negative value. To calculate the rate of change score 
of the feature the monitor A 120A may need to indicate a 
number of previous time periods, M, to calculate the rate of 
change score over, where M is greater than 1. The EMA for 
the feature may then be calculated over the M periods. The 
rate of change of the feature may be calculated by Subtracting 
the EMA value of the absolute score of feature for the last M 
time periods from the absolute score of the feature and then 
dividing the result by the number of periods, M. The rate of 
change calculations may include calculating derivatives and 
determining a polynomial equation that best fits the scores of 
the feature for the time period identified. 
0059. The client tier value may describe the value of a 
revenue generator A 110A may bring to the service provider 
130, as identified by a monitor A 120A. The client tier value 
may also be automatically set by the system 100 based on the 
amount of revenue the revenue generator A 110A may have 
generated for the service provider 130. The client tier value 
may be associated with a text identifier describing the value. 
The following may be examples of text identifiers associated 
with client tier values: “Unknown,” “New, “Standard,” “Pre 
mier,” “Gold,” “24K Gold, “Platinum, “Diamond, “Old, 
and “Super Diamond.” The text identifier may be used to 
facilitate the monitors 120A-N in interpreting the client tier 
value. 

0060. The security status value may be a nominal value 
that may relate to the likelihood that a revenue generator A 
110A may interact properly or improperly with the service 
provider 130. The security status value may be identified by a 
monitor A120A and may typically only be set by the service 
provider 130 when a revenue generator A110A initially signs 
up. Such as when a revenue generator A 110A initially signs 
up as an advertiser. The security status value may be associ 
ated with a text identifier describing the security status value. 
The following may be examples of text identifiers of the 
security status value: “Offline Fraudulent.” “Online Verified.” 
“Offline Unverified,” “Online Verified,” “Online High Risk.” 
and “Offline High Risk.” Other text identifiers may also be 
used to describe the security status value of the revenue gen 
erators 110A-N. 

0061 The risk status value may be a nominal value that 
may relate to the likelihood that a revenue generator A 110A 
may interact properly or improperly with the service provider 
130. The risk status value may be determined by the service 
provider 130 based on the transaction history of a revenue 
generator A 110A. Typically the risk status value may be set 
automatically by the service provider 130. The risk status 
value may be associated with a text identifier describing the 
status. The following may be examples of text identifiers for 
risk status: "Acceptable Online.” “Unacceptable Offline.” 
Other text identifiers may also be used to describe the risk 
status of the revenue generators 120A-N. 
0062. The client age value may represent the number of 
days since a revenue generator A 110A initially interacted 
with the service provider 130, such as when the revenue 
generator A110A initially signed up to become an advertiser. 
The clientage value may be associated with an account of the 
revenue generator A110A. 
0063. The client search term max-spend-score may repre 
sent the aggregation of all the individual search term max 
spend-scores associated with each of the accounts associated 
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with a revenue generator A 110A. The account search term 
max-spend-score may be calculated by aggregating the indi 
vidual search term max-spend-scores for each search term bid 
on in a given account. 
0064. An individual search term max-spend score may 
indicate the maximum amount a revenue generator A 110A 
may be willing to spend for a search term. This may indicate 
the spending intentions of the revenue generator A 110A for 
the search term and not the actual amount spent by the rev 
enue generator A 110A. To calculate the search term max 
spend-score for each search term bid on, the service provider 
server 130 may first need to determine a rank-percent value. 
0065. The rank-percent value may be calculated by using 
a curve to approximate the percentage of clicks one of the 
revenue generators 110A-N, such as the revenue generator A 
110A, may obtain for a given listing based on the listing's 
rank in the search results. This curve may have the percentage 
of clicks on the y-axis and the rank on the x-axis. All of the 
values of the y-axis may add up to 1.0. There may be a curve 
used for mature markets, where many bids may be submitted 
for a given search term, and there may be other curves for 
other stages of market maturity. The individual search term 
max spend score may be calculated by multiplying the rank 
percent by the bid amount of the revenue generator A 110A 
for the search term and by the search terms average daily 
click volume, representing the number of times users 150 
may click on an advertisement in a given day after searching 
for the search term. 
0066. A max spend change event may represent an event 
that makes the search term max-spend-score eligible to be 
recalculated. Such as a bid change, a search term addition, or 
a search term deletion. The number of max spend change 
events may represent the total number of max spend change 
events in a given time period or may represent the average 
number of max spend change events over the course of a given 
time period. The number of max spend change events may be 
a feature. 

0067. The client search term risk score may represent the 
aggregation of all of the search term risk scores associated 
with each of the accounts of a revenue generator A110A. The 
individual search term risk score for a search term may vary 
according to whether the search term has been associated 
with any known fraudulent accounts. The value of an indi 
vidual search term risk score may be 1 if no risk is associated 
with the search term, or if the search term has been associated 
with a known fraudulent account the value of the search term 
risk score may be 1000 multiplied by the number of times the 
search term has been associated with a known fraudulent 
account. Alternatively or in addition to, other multipliers may 
be used, such as 10, or 100. A search term with no risk 
associated with it, and therefore a search term risk score of 1. 
may be referred to as a non-risk search term and a search term 
with risk associated with it may be referred to as a risk search 
term. 

0068. In order to calculate the account search term risk 
score several initial variables may need to be calculated, 
which may be defined as: X, y, a, and b. X may be calculated 
by Subtracting the number of search terms in the account that 
may have been associated with a fraudulent account from the 
number of risk search terms in the account. Y may be calcu 
lated by Subtracting the number search terms in the account 
that have not been associated with a fraudulent account from 
the number of non-risk search terms in the account. A may be 
calculated by aggregating both the search term risk score of 
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all the risk search terms in the account and the search term risk 
score of all of the search terms in the account that may have 
been associated with a fraudulent account. B may be a con 
figurable value. Such as 1.2. The account search term risk 
score may then be calculated by first raising a to the b power, 
then addingy to the result, and lastly dividing the Sum by the 
Sum of X plus y. This calculation may be mathematically 
represented as (ab-i-y)/(x+y), where the symbol “*” may 
represent an exponential operator. The total number of search 
terms in the account may be equal to X plus y. 
0069. The client search term risk-spend score may repre 
sent the aggregate of all the account search term risk-spend 
scores associated with a revenue generator A110A. The score 
may intend to measure the combined risk of the search terms 
of the revenue generator A 110A with the amount of money 
the revenue generator A 110A may be willing to spend. A 
revenue generator A 110A who may spend a high dollar 
amount for high-risk search terms may get a higher score than 
a revenue generator B 110 B who may spend a high dollar 
amount for low-risk search terms. In order to calculate the 
account search term risk-spend score for a given account, the 
classifier model generator 330 may first need to calculate the 
account search term max-spend-score and a relative account 
search term risk score. The account search term max-spend 
score may be calculated according to the method elaborated 
above and the relative account search term risk score may be 
calculated per the method for calculating relative scores 
elaborated above. 
0070. Once the account search term max-spend-score and 
the relative account search term risk scores have been calcu 
lated, the classifier model generator 330 may calculate the 
account search term risk-spend score. A base and exponent 
calculation may be used in calculating the account search 
term risk-spend score. The base value may be equal to the 
account search term risk score and the exponent may be equal 
to a configurable value, A. Such as 1.2. 
0071. The account search term risk-spend score may be 
calculated by raising the base to the power of the exponent 
and multiplying the result by the account search term max 
spend-score. This calculation may be mathematically repre 
sented as: account search term-max-spend score*(account 
search term risk score*A), where the symbol “*” repre 
sents an exponential operator. 
0072 The client search term risk-run rate score may be 
determined by finding the maximum account search term 
risk-run rate score for any account associated with a revenue 
generator A 110A. In order to calculate the account search 
term risk-run rate score, the account run rate score and the 
account search term risk score may need to be calculated. The 
account run rate may be the amount of money a revenue 
generator A110A may spend on an account for a given time 
period. Such as a day. In the case of a day time period, the 
account run rate may be calculated once per day. 
0073. Once the account run rate and the account search 
term risk score have been calculated, the account search term 
risk-run rate score may be calculated. A base and exponent 
may be used in calculating the account search term risk-run 
rate score. The base may represent the account search term 
risk score and the exponent may represent a configurable 
value, A. Such as 1.2. The account search term risk-run rate 
score may be calculated by raising the base to the power of the 
exponent and then multiplying the result by the account run 
rate. This calculation may be mathematically represented as: 
account run rate (account search term risk score** A), where 
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the symbol “*” represents an exponential operator. A high 
value for the account search term risk-run rate score may 
indicate that a client may be willing to spend a relatively high 
amount of money for a relatively low number of clicks. 
0074 The client max spend over daily budget score for a 
revenue generator A 110A may be calculated by finding the 
maximum value of the account max spend over daily budget 
score for any account associated with the revenue generator A 
110A. The account max spend over daily budget score may be 
calculated by using the account search term max-spend-score 
calculated for the previous day, and the daily time weighted 
average of the daily budget for the previous day. The daily 
budget may represent the maximum amount a revenue gen 
erator A110A may be willing to spend for a given account on 
a given day. A time weighted average of the daily budget may 
need to be calculated if the budget amount changes over the 
course of a day. The account max spend over daily budget 
score may be calculated by dividing the account max-spend 
score by the daily budget. The account max-spend-score may 
indicate what the revenue generator A110A may be willing to 
pay for a given account if there were no budget. When the 
account max spend over daily budget score is very high it may 
mean that the revenue generator A 110A may be willing to 
receive very few clicks relative to their budget. 
0075. The client run-rate rate of change score may be 
equal to the maximum value of the account run-rate rate of 
change score for any account associated with the revenue 
generator A 110A. Calculating the individual account run 
rate rate of change Scores may include calculating the expo 
nentially weighted moving average for the daily account run 
rate for the previous M days, where M is greater than 1. The 
daily account run rate may be the amount the revenue gen 
erator A 110A may spend on the account for a given day, 
calculated once per day. The account run-rate rate of change 
scores may then be calculated by subtracting the EMA value 
of the run rate score from the account run rate value. The 
client run-rate rate of change calculations may include calcu 
lating derivatives and determining a polynomial equation that 
best fits the client run-rate scores for the given time period. 
0076. The client run rate over daily budget score for a 
revenue generator A110A may be determined by finding the 
maximum account run rate over daily budget score for any 
account associated with the revenue generator A 110A. The 
account run rate over daily budget score may be calculated by 
dividing the account run rate by the daily time weighted 
average daily budget for the account. For example, the 
account run rate over daily budget score calculation may use 
the account run rate calculated for the previous day, and the 
time weighted average of the daily budget of the account for 
the previous day. The daily budget may represent the maxi 
mum amount a revenue generator A110A may be willing to 
spend for a given account on a given day. 
0077. The client card score may represent the worst credit 
rating value of any credit card associated with any of the 
accounts of a revenue generator A 110A. The account card 
score may represent the worst credit rating value of any credit 
card associated with a particular account. The credit rating 
value may be an AFS score, which may be a CYBER 
SOURCE ADVANCED FRAUD SCREEN credit card trans 
action score. The value of an AFS score may range between 1 
and 99, where 99 may represent a credit card transaction most 
likely to be fraudulent, and 1 may represent a credit card 
transaction least likely to be fraudulent, or vice-versa. Other 
ranges may also be used. The credit rating value may also be 
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Supplied by other credit rating metrics, or any other credit 
card processor. In the case of an AFS score, the client card 
score may represent the highest card AFS score for any 
account associated with the revenue generator A 110A. 
0078. The historical data may include a data field that 
classifies the revenue generators 110A-N as fraudulent or not 
fraudulent. This determination may have been made by one of 
the monitors 120A-N based on the historical behavior of the 
revenue generators 110A-N. There may be other values that 
may be used to identify the revenue generator A110A, but do 
not assist in classifying the revenue generator A 110A as 
fraudulent, such as the account id or account name of the 
revenue generator A110A. Furthermore, there may be other 
features that may assist in classifying a revenue generator A 
110A who is an online advertiser that may be identified by the 
service provider 130 or by one of the monitors 120A-N, such 
as an accountage, an age factor, and a spend to replenish ratio. 
007.9 The replenish rate may represent the rate the 
account replenishes its funds, which may be represented by 
the sum of payments per month divided by the number of 
payments per month. The run rate may represent the rate at 
which the account spends its funds. The spend to replenish 
ratio may represent the amount the revenue generator A110A 
spends in relation to the amount the revenue generator A 
110A uses to replenish their account. 
0080. The classifier model generator 330 may combine the 
features identified in the historical data or any other features 
into a feature vector to be submitted as inputs to a machine 
learning algorithm to generate the classifier model 340. The 
monitor A 120A or the service provider 130 may identify a 
machine learning algorithm to be used in generating the clas 
sifier model 340, such as a C4.5 algorithm, and may identify 
which data fields of the revenue generator data may be used in 
generating the classifier model 340. Other machine learning 
algorithms may include any decision trees, such as ID3, or 
C4.5 decision trees, artificial neural networks, pattern recog 
nition with K-nearest neighbor, classifiers, maximum margin 
classifiers such as a Support vector machine, or probability 
based classifiers, such as a Bayes classifier or a naive Bayes 
classifier. 
I0081. The revenue generator processing component 360 
may interact with the revenue generator A110A, may collect 
data relevant to the revenue generator A110A, and may store 
the collected data in the revenue generator data source 380. 
The revenue generator processing component 360, may pro 
cess the collected data relevant to the revenue generator A 
110A to create the previously mentioned feature vector to 
input into the classifier model. The revenue generator pro 
cessing component 360 may then submit the feature vector or 
other input data associated with the revenue generator A 
110A into the classifier model 340. 
I0082. The revenue generator processing component 360 
may process the data collected from the revenue generator A 
110A and input the processed data to the classifier model 340 
each time new data is collected relevant to the revenue gen 
erator A110A or in predetermined intervals of time. Alterna 
tively or in addition, another server in the service provider 
servers 240 may collect data relevant to the revenue genera 
tors 110A-N and store the data in a data source. In this case the 
revenue generator processing component may retrieve data 
relating to the revenue generators 110A-N directly from the 
data source. 

I0083. The classifier model 340 may submit the results of 
the classification to the scoring metric 350. The results of the 
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classification may include a list of the classes available for 
classification, such as "fraudulent” or “not fraudulent, and a 
weight associated with each class. The weight may indicate 
the likelihood that the data belongs to the class the weight is 
associated with. The weights may be between 0 and 1 and the 
aggregate of all the weights may equal 1. 
0084. The scoring metric 350 may apply a scoring metric 
to the classifier results to generate a composite score. The 
scoring metric 350 may be a metric that converts the classifier 
results into the composite score. The significance of the com 
posite score may be easily understood by a monitor A 120A. 
The metric may be a multiplier, such as 1000, that may be 
applied to a weight of one of the classes, such as the “not 
fraudulent” class. For example, if the weight associated with 
the class “not fraudulent was 0.8, the scoring metric may 
convert the weight into a score of 800. The scoring metric 350 
may use other data associated with the revenue generators 
110A-N in converting the classifier results into a score. The 
scoring metric 350 may obtain the data from the classifier 
model 340, the revenue generator processing component 360 
or directly from the revenue generator data source 380. 
0085 For example, the scoring metric 350 may take an 
average of the classifier results and any combination of the 
other scores mentioned above. There may be other formulas 
used to convert the classifier results to a score which may be 
identified by a monitor A 120A or predetermined by the 
service provider 130. Any of these formulas may be used to 
generate the composite score which may be communicated to 
the revenue generator processing component 360. 
I0086. The revenue generator processing component 360 
may take some action based on the composite score of the 
revenue generator A 110A. For example, if the composite 
score is below a certain threshold, the revenue generator 
processing component 360 may set the risk status value of the 
revenue generator A 110A to "Unacceptable Offline' and 
may notify a monitor A 120A that the revenue generator A 
110A requires attention. There may be other actions that the 
revenue generator processing component 360 may automati 
cally perform based on the score of the revenue generator A 
110A. After taking any such actions, the revenue generator 
processing component 360 may communicate the scored 
classifier results and any other scores associated with the 
revenue generator A 110A to the monitor A 120A. In some 
instances the revenue generator processing component 360 
may not communicate the scores associated with the revenue 
generator A 110A to a monitor A 120A. 
0087. The monitor A 120A may review the composite 
score and any other scores associated with the revenue gen 
erator A110A. The monitor A120A may handle the revenue 
generator A110A by updating the security status value of the 
revenue generator A110A based on the composite score and 
other scores of the revenue generator A 110A, such as by 
changing the security status value of the revenue generator A 
110A to “Offline Fraudulent,” or by changing a spend limit of 
the revenue generator. The spend limit may represent the 
maximum amount the revenue generator A110A may spend 
in a given time period, such as a day. There may be one spend 
limit for the revenue generator A 110A, or there may be a 
separate spend limit for each account of the revenue generator 
A 110A. 

I0088. The monitor A 120A may determine whether the 
composite score associated with the revenue generator A 
110A accurately reflects the revenue generator A110A's his 
torical behavior. If the monitor A 120A determines that the 
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composite score associated with the revenue generator A 
110A does not accurately reflect the behavior of the revenue 
generator A 110A, the monitor A 120A may add the data 
associated with the revenue generator A110A to the historical 
data source 320, and classify the data as either fraudulent or 
not fraudulent. The classification of the data may be based on 
the monitor A 120A's expert opinion regarding the behavior 
of the revenue generator A110A. The step of adding the data 
associated with the revenue generator A110A to the historical 
data source 230 may also be performed by the server 310. In 
this instance the monitor A 120A may only communicate to 
the server 310 that the revenue generator A 110A may have 
been improperly classified. The server 310 may execute the 
remaining steps. 
I0089. The classifier model generator 330 may then repro 
cess the historical data from the historical data source 320 and 
may re-input the processed data into the identified machine 
learning algorithm. After a new classifier model 340 has been 
generated, the revenue generator processing component 360 
may re-input the data associated with the revenue generator A 
110A to the classifier model 340. The new composite score 
displayed to the monitor A 120A may properly reflect the 
behavior of the revenue generator A 110A. If the composite 
score does not accurately reflect the behavior of the revenue 
generator A110A, the monitor A120A may attempt to correct 
the composite score by modifying the feature vector inputted 
to the machine learning algorithm, selecting a different 
machine learning algorithm, or adjusting the scoring metric 
350. 

0090 FIG. 4 illustrates basic operations that may be used 
with the systems of FIG. 1, FIG. 2, FIG.3 or other systems for 
scoring revenue generators. At block 410 the classifier model 
generator 330 may generate a classifier model 340 by input 
ting processed historical revenue generator data to a machine 
learning algorithm. The features inputted to the machine 
learning algorithm may be any of the features enumerated 
above. The machine learning algorithm may be any of the 
types of machine learning algorithms enumerated above or 
any other machine learning algorithm capable of classifying 
data. 

(0091. At block 420 the server 310 may store the classifier 
model 340. At block 430 the server 310 may obtain current 
revenue generator data from interactions with one of the 
revenue generators 110A-N. Such as revenue generator A 
110A. At block 440 the revenue generator processing com 
ponent 360 may process the data of the revenue generator A 
110A to create the inputs to the classifier model 340. The 
server 310 may then apply the classifier model 340 to the 
processed data of revenue generator A 110A. At block 450, 
the server 310 may apply the scoring metric 350 to the results 
of the classification of the data associated with the revenue 
generator A 110A. The scoring metric 350 may be in any of 
the previously enumerated forms, such as a multiplier of 1000 
to create a composite score. At block 460 the composite score 
and any other scores associated with the revenue generator A 
110A may be communicated to one of the monitors 120A-N. 
such as the monitor A120A. The monitor A120A may review 
the scores and perform an action on the revenue generator A 
110A, such as changing security status value of the revenue 
generator A 110A. 
0092 FIG.5 further illustrates operations that may be used 
with the systems of FIG. 1, FIG. 2, FIG.3 or other systems for 
scoring revenue generators. At block 510 the server 310 may 
identify a historical dataset containing revenue generator data 
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that may have been classified by an expert, such as the moni 
tor A 120A. The expert may have classified the revenue gen 
erator data based on the historical behavior of the revenue 
generators. This historical data may be mined from historical 
revenue generator transaction databases or may be Supplied 
by a third party. 
0093. At block 520, the classifier model generator 330 
may process the dataset to generate data capable of describing 
the behavior of the revenue generators 110A-N and accu 
rately classifying the revenue generators 110A-N. The pro 
cess may further include determining which inputs form clus 
ters by using a clustering algorithm Such as the K-Means 
algorithm. Any combination of the aforementioned scores 
may be capable of acting as inputs to the machine learning 
algorithm. 
0094. At block 525 the service provider 130 or one of the 
monitors 120A-N may determine a machine learning algo 
rithm best structured for using the identified inputs to create a 
classifier model 340 for classifying the revenue generators 
110A-N. Each of the machine learning algorithms enumer 
ated above may be capable of classifying the revenue genera 
tors 110A-N. 
0095. The process of identifying the inputs in block 520 
and the process of selecting a machine learning algorithm in 
block 525 may be coupled together. The process of identify 
ing the proper inputs may be a process of recursively cycling 
inputs through a machine learning algorithm to determine 
which inputs maximize the information gain. The informa 
tion gain may represent how accurately the inputs can classify 
historical revenue generator data. Both processes may be 
performed by one of the monitors 120A-N, or any individual 
capable of determining the proper inputs. 
0096. Once the inputs capable of classifying revenue gen 
erators 110A-N and a machine learning algorithm best struc 
tured for handling the inputs have been identified, the system 
100 may move to block 530. At block 530 the classifier model 
generator 330 may input the processed historical data into the 
machine learning algorithm to generate a classifier model 
340. At block 535 the server 310 may store the classifier 
model 340. 
0097. At block 540 the service provider 130 may collect 
data associated with a revenue generator, such as the revenue 
generator A110A. This data may relate to the aforementioned 
scores or any other data that may correlate to the behavior of 
the revenue generator A 110A. The data may be collected by 
the revenue generator processing component 360, or through 
another set of servers. If the data is collected through a remote 
set of servers, the server 310 may mine the data directly from 
the remote servers. 

0098. Once the server 310 has collected new data on a 
revenue generator, Such as the revenue generator A110A, the 
system 100 may move to block 560. At block 560 the revenue 
generator processing component 360 may process the col 
lected data to generate the proper inputs and then the classifier 
model 340 may classify the processed data. Alternatively or in 
addition, the revenue generator processing component 360 
may process and classify the data for specified time intervals. 
At block 565 the server 310 may apply a scoring metric 350 
to the results of the classifier model 340 to develop a com 
posite score. The scoring metric 350 may be based on any of 
the aforementioned calculations. Furthermore the scoring 
metric 350 may associate a range of weights of a given clas 
sification with an identifier that may be an alphanumeric 
character, a symbol, an image, or any other representation that 
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may be useful in converting the classifier results into a format 
easily understood by the monitors 120A-N or other potential 
users of the system 100. For instance, the scoring metric 350 
may associate weights of the classification “not fraudulent 
between 0.8 and 1.0 with 5 stars, 0.6 to 0.8 may be associated 
with 4 stars, and 0.0 to 0.2 may be associated with 1 star. 
0099. Once the server 310 has applied the scoring metric 
350 to the classifier model results, the system 100 may move 
to block 570. At block 570 the server 310 may communicate 
the composite score of the revenue generator A 110A to a 
monitor A 120A. In some instances the server 310 may not 
communicate all composite scores to a monitor A120A. The 
monitor A 120A may review the composite score and the 
other associated scores to determine whether the composite 
score accurately reflects the behavior of the revenue generator 
A 110A. The monitor A 120A may also handle the revenue 
generator A 110A based on the composite score of the rev 
enue generator A110A. For instance the monitor A120A may 
handle the revenue generator A110A by modifying the secu 
rity status value of the revenue generator A110A based on the 
composite score, Such as by changing the security status value 
to “Offline Fraudulent if the composite score indicates that 
the revenue generator A110A may be likely to commit fraud. 
0100 If the monitor A 120A determines that the compos 
ite score accurately reflects the behavior of the revenue gen 
erator A 110A, then the system 100 may return to block 540 
and continue to collect data on the revenue generator A110A. 
If the monitor A 120A determines that the composite score 
does not accurately reflect the behavior of the revenue gen 
erator A 110A, the system 100 may move to block 575. At 
block 575, the monitor A120A may notify the server 310 that 
the revenue generator A 110A was scored incorrectly. The 
monitor A 120A may make this determination by analyzing 
any currently available scores and data relating to the revenue 
generator A110A. Other users may also be able to notify the 
server 310 or the service provider 130 of an improperly 
scored revenue generator. 
0101 The server 310 may be automatically notified of an 
improperly scored revenue generator A110A any time one of 
the monitors 120A-N or other users changes the security 
status value of one of the revenue generators 110A-N, such as 
the revenue generator A 110A. 
0102. At block 580 the server 310 may add the data of the 
revenue generator A 110A to the historical data source 320, 
along with the correct classification of the data. At block 585 
the classifier model generator 330 may generate a new clas 
sifier model 340 with the updated historical data. At block590 
the new classifier model 340 may be stored by the server 310. 
After storing the new classifier model 340 the system 100 
may move to block 560 where the revenue generator process 
ing component 360 may reprocess and re-input the data 
related to the revenue generator A 110A to the classifier 
model 565. If the monitor A120A notifies the server 310 that 
the revenue generator A 110A was again scored incorrectly, 
the server 310 may need to adjust the inputs to the machine 
learning algorithm, may need to adjust the scoring metric 
350, or may need to select a new machine learning algorithm 
as elaborated above. 

0103 FIG. 6 illustrates a process that may be taken by one 
of the revenue generators 110A-N in the systems of FIG. 1, 
FIG. 2, FIG. 3 or other systems for scoring revenue genera 
tors. At block 605 a revenue generator A 110A may interact 
with the system 100, such as by logging into the system 100. 
At block 610 the revenue generator A 110A may provide 
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initial data to the service provider 130, such as when the 
revenue generator A 110A initially signs up for the service. 
The initial data may include a name, address, credit card 
number, initial listings, or any other data that may be required 
by the service provider 130. At block 615, the classifier model 
340 may generate an initial classification for the revenue 
generator A110A based on the initial data. Alternatively or in 
addition, the system 100 may not attempt to classify the data 
associated with the revenue generator A 110A until a certain 
period of time after the initial sign on of the revenue generator 
A 110A, or until the service provider 130 has collected a 
certain amount of data associated with the revenue generator 
A 110A. 

0104. At block 620 the server 310 may apply the scoring 
metric 350 to the results from the classifier model 340 to 
generate a composite score for the revenue generator A110A. 
At block 625 the server 310 may modify the risk status value 
or security status value of the revenue generator A 110A 
based on the composite score of the revenue generator A 
110A. The monitor A 120A may set ranges of composite 
scores that may correspond to the security status values of the 
revenue generators 110A-N. The monitor A120A may select 
an option to have the server 310 automatically change the 
security status value of the revenue generator A110A based 
on the composite score of the revenue generator A110A. The 
monitor A 120A may be able to select this option for an 
individual revenue generator A 110A or across all revenue 
generators 110A-N. The system 100 may notify the monitor 
A 120A anytime the security status value or risk status value 
of a one of the revenue generators 110A-N is modified. 
0105. There are several statuses that may be associated 
with a revenue generator A 110A, such as security status, 
which may be set by a monitor, and risk status, which may be 
set by the server 310. The security status may have values 
such as “Offline Fraudulent,” “Online Verified,” “Offline 
Unverified.” “Online Verified.” “Online High Risk” or 
“Offline High Risk.” The risk status may have values of 
“Acceptable Online” and “Unacceptable Offline.” The server 
310 may assign a new revenue generator A 110A with a 
security status of “Online Unverified” and a risk status of 
“Offline Unacceptable' by default. If the revenue generator A 
110A is assigned one of the “Offline' statuses, then all of the 
accounts of the revenue generator A 110A may be taken 
offline or may remain offline. If the revenue generator A110A 
is assigned one of the “Online' statuses, then all of the 
accounts of the revenue generator A 110A may be placed 
online or may remain online. 
01.06. At block 630 the server 310 determines whether the 
score of the revenue generator A110A drops below a monitor 
review threshold or whether the status of the revenue genera 
tor A110A was automatically modified by the server 310. The 
monitor review threshold may be set by the server 310 for all 
monitors 120A-N or may be set by each individual monitor 
120A-N. The monitors 120A-N may selecta separate monitor 
review threshold for each individual revenue generator A 
110A they may be associated with, or the monitors 120A-N 
may set one monitor review threshold for all of the revenue 
generators 110A-N they may be associated with. 
0107 If the composite score of the revenue generator A 
110A does not drop below the monitor review threshold and 
if the server 310 did not modify any statuses of the revenue 
generator A 110A, then the system 100 may move to block 
670 where the service provider 130 may collect additional 
data on the behavior of the revenue generator A 110A. Upon 
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collecting additional data on the revenue generator A 110A, 
the system 100 may return to block 615 and reclassify the data 
associated with the revenue generator A110A. 
0.108 If the composite score of the revenue generator A 
110A drops below the monitor review threshold or if the 
server 310 modified one of the statuses of the revenue gen 
erator A 110A, then the system 100 may move to block 635 
where the server 310 may notify the monitor associated with 
the revenue generator A 110A, such as the monitor A 120A, 
that the revenue generator A 110A may require monitor 
review. The monitor A 120A may log into the system 100 at 
block 640. At block 645 the monitor A120A may review the 
data and scores associated with the revenue generator A 
110A. The server 310 may also notify the monitor 120A to 
review a revenue generator based on random spot checks. For 
example, the server 310 may select revenue generators 
110A-N for monitor review at random intervals. 

0109. At block 650 the monitor A 120A may determine 
whether the revenue generator A 110A was improperly 
scored. If the monitor A 120A determines that the revenue 
generator A 110A was properly scored, the system 100 may 
move to block 655 where the monitor A120A may performan 
action on the account of the revenue generator A 110A, or 
may modify the security status value of the revenue generator 
A 110A. The system 100 may then move to block 670 where 
the service provider 130 may collect additional data on the 
behavior of the revenue generator A 110A. Upon collecting 
additional data on the revenue generator A110A, the system 
100 may return to block 615 and reclassify the data associated 
with the revenue generator A 
0110. If, at block 650, the monitor A120A determines that 
the revenue generator A 110A was improperly scored, then 
the system 100 may move to block 660. At block 660, the 
monitor A120A may notify the server 310 of the improperly 
scored revenue generator A 110A. At block 662, the server 
310 may correctly classify the data associated with the rev 
enue generator A110A and may add the data associated with 
the revenue generator A 110A to the historical data source 
320. At block 665 the classifier model generator 330 may 
input the new processed historical data to the learning algo 
rithm to generate a new classifier model 340. After generating 
a new classifier model 340, the system 100 may move to block 
615 where the classifier model 340 may re-classify the 
improperly scored data associated with the revenue generator 
A 110A. 

0111 FIG. 7 illustrates steps that may be taken by a moni 
tor A 120A in a system 100 for scoring revenue generators 
110A-N. At block 710 the monitor A 120A may receive a 
notification from the server 310 that a revenue generator A 
110A may need to be reviewed. The server 310 may send this 
notification if one of the statuses of the revenue generator A 
110A has been modified or if the composite score of the 
revenue generator A 110A drops below a monitor review 
threshold. At block 720 the monitor A120A may log into the 
system 100. At block 730 the monitor A120A may review the 
composite score, any additional scores of relevance and any 
other data that may be associated with the revenue generator 
A 110A. 

(O112 At block 735 the monitor A 120A may determine 
whether the revenue generator A 110A was improperly 
scored. If the monitor A 120A determines that the revenue 
generator A 110A was improperly scored, the system 100 
may move to block 740. At block 740 the monitor A 120A 
may notify the server 310 that the revenue generator A110A 
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was improperly scored. The server 310 may then take the 
aforementioned steps associated with an improperly scored 
revenue generator. At block 750 the monitor A 120A may 
modify the status of the revenue generator A 110A to reflect 
the composite score and other scores associated with the 
revenue generator A110A. If the monitor A120A determines 
that the revenue generator A 110A was properly scored, the 
system 100 may move directly to block 750 where the moni 
tor A120A may modify the status of the revenue generator A 
110A 

0113 FIG. 8 is a screenshot of an implementation of a 
monitor interface in the systems of FIG. 1, FIG. 2, and FIG.3 
or any other system for scoring revenue generators. The 
screenshot 800 may include of a view select table 810, a view 
select submit button 820, a results table 830 and a results 
submit button 840. 

0114. The view select table 810 may display various 
options the monitor A 120A may select to display the data 
associated with a revenue generator A 110A. The time view 
selection may allow the monitor A 120A to select the length 
of the periods of time to display the data over in the results 
table 830. The monitor A 120A may also be able to select a 
range of time to display results over. The algorithm view 
option may give a monitor A 120A the option to view the 
results as classified through the current classifier model 340 
or to see the results through any other classifier models that 
have been stored. The view only online accounts option may 
give the monitor A 120A the option to only view online 
accounts. Once the monitor A120A has selected their desired 
view options in the view select table 810, the monitor A120A 
may click the view select submit button 820 to submit the 
selections to the server 310. 

0115. After the monitor A 120A has clicked the view 
select submit button 820, the results may be displayed to the 
monitor A120A, in the results table 830. The results table 830 
may display information relating to a specific account of the 
monitor A120A, such as client name, the name of the revenue 
generator A 110A, the account Id, the composite score 
returned from the scoring metric 350, the age of the account, 
representing the number of days the revenue generator A 
110A has participated in the system 100, the overall status, 
representing whether the accounts of the revenue generator A 
110A are online or offline, a security status option giving the 
monitor A 120A a method of modifying the status of the 
revenue generator A110A, an account search term risk score, 
a search term max-spend-score, a search term risk-spend 
score, a search term risk-runRate score, representing the 
search term risk-run rate score, a max spend over daily budget 
score, a daily run rate over daily budget score a max card AFS 
score, and a “View Details' link. The system 100 may be 
configurable to display any of the data associated with the 
revenue generators 110A-N to the monitors 120A-N. 
0116. The security status dropdown box may contain 
options relating to the status of the revenue generators 110A 
N, such as “online fraudulent,” “online verified, "offline 
unverified.” “online high risk.” and "offline high risk.” The 
monitors 120A-N may modify the status of any displayed 
revenue generators 110A-N by modifying the security status 
dropdown box and clicking the results table submit button 
840. The monitor A 120A may obtain detailed information 
about any of the listed revenue generators 110A-N by click 
ing on the “View Details’ link at the end of the row corre 
sponding to a given revenue generator, Such as the revenue 
generator A 110A. 
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0117 FIG. 9 is a screenshot of an implementation of a 
detailed revenue generator account view of a monitor inter 
face in the systems of FIG. 1, FIG. 2, and FIG.3 or any other 
system for scoring revenue generators. The screenshot 900 
may include a view select table 910, a view select submit 
button 920, a security status select table 930, a security status 
submit button 940, a details display table 950, a graph960, a 
composite score line 970, and a review threshold line 980. 
0118. The view select table 910 may provide the monitor 
A 120A with options to change the manner in which the data 
related to the referenced account of the revenue generator A 
110A is displayed. The monitor A120A may be able to select 
a time view, a time period, and a score history view which 
may include the option of viewing data relating to any of the 
aforementioned features of the revenue generator A 110A. 
The monitor A 120A may modify the view options and may 
click on the change view submit button 920 to submit the 
request for a different view of the data to the server 310. 
0119) The details display table 950 may display details 
regarding the revenue generator A 110A and the account of 
the revenue generator A 110A referenced by the screenshot 
900, such as the type of payment plan for the account, the 
number of payments per month made by the revenue genera 
tor A 110A for the account, the number of adjustments per 
month to the account, the daily budget of the account, the 
account age, the client tier value, represented as the client 
value, the daily run rate of the account, the last time a click 
feed was received for the account, the real time since the last 
received click feed, which may be displayed in any time 
metric Such as seconds, minutes, hours, or days, the definitive 
balance of the account and the composite score of the 
acCOunt. 

0.120. The graph960 may display the data relating to the 
options selected by the monitor A 120A in the view select 
table 910 for the specified period of time. The composite 
score line 970 may provide information regarding the com 
posite score of the revenue generator A 110A over the time 
period. The review threshold line 98.0 may provide informa 
tion regarding the review threshold for the revenue generators 
110A-N. The lines 970,980 may individually or jointly pro 
vide a monitor A 120A with information regarding whether 
the revenue generator A110A is a fraudulent revenue genera 
tOr 

I0121. If the monitor A 120A determines that the security 
status of the revenue generator A110A needs to be modified, 
the security status select table 93.0 may provide the monitor A 
120A with a method to modify the security status of the 
revenue generator A 110A. A monitor A 120A may modify 
the security status value in the security status select table 930 
and then click on the security status submit button 940 to 
submit the modification to the server 310. 
0.122 FIG. 10 is a screenshot of the output of a clustering 
algorithm run on a historical dataset. The clustering algorithm 
may be a K-means algorithm or some other clustering algo 
rithm. The circled rows may represent centroids indicating a 
behavior type of several of the revenue generators 110A-N. 
The data clustering may assist in the feature selection process. 
If a value of a feature is common to all revenue generators 
110A-N of a specific classification, such as a fraudulent rev 
enue generator classification, then the feature may be useful 
in describing the behavior of the revenue generator. 
I0123 FIG. 11 is a screenshot of a daily absolute advertiser 
search term risk graph 1100 containing daily absolute adver 
tiser search term risk data of one or more revenue generators 
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110A-N that may be displayed to a monitor A 120A in place 
of, or in addition to the graph930 of FIG.9. The y-axis of the 
daily absolute search term risk graph 1100 may represent a 
client search term risk score and the X-axis of the daily abso 
lute search term risk graph 1100 may represent a time value, 
such as a day. The daily absolute search term risk graph 1100 
may contain two lines representing data relating to the daily 
absolute client search term risk score, a 5-day EMA line 1120 
representing a 5 day exponential moving average, and an 
actual search term risk line 1130. 

0.124. The 5-day EMA line 1120 may provide the monitor 
A 120A with information on the 5 day exponential moving 
average value of the client search term risk of the revenue 
generator A 110A over the time period. The actual search 
term risk line 1130 may provide the monitor A 120A with 
information on the client search term risk score of the revenue 
generator A 110A over the time period. The lines 1120 and 
1130 may individually or jointly provide the monitor A120A 
with information regarding whether the revenue generator A 
110A is a fraudulent revenue generator. 
0.125 FIG. 12 is a screenshot of a daily relative advertiser 
search term risk graph 1200 containing daily relative adver 
tiser search term risk data of one or more revenue generators 
110A-N that may be displayed to a monitor A 120A in place 
of, or in addition to the graph930 of FIG.9. The y-axis of the 
daily relative advertiser search term risk graph 1200 may 
represent a relative client search term risk score and the X-axis 
of the daily relative advertiser search term risk graph 1200 
may represent a time value, such as a day. The daily relative 
advertiser search term risk graph 1200 may contain three lines 
representing data relating to the daily relative client search 
term risk score, a relative search term risk line 1210, an 
average of all advertisers line 1220, and a median line 1230. 
0126 The relative search term risk line 1210 may provide 
the monitor A 120A with information on the client search 
term risk score of the revenue generator A110A over the time 
period. The average of all advertisers line 1220 may provide 
the monitor A 120A with information on the average client 
search term risk score of all of the revenue generators 110A-N 
over the time period. The median line 1230 may provide the 
monitor A120A with information on the median of the client 
search term risk score for the revenue generators 110A-N 
over the time period. The lines 1210, 1220, and 1230 may 
individually or together provide the monitor A 120A with 
information regarding whether the revenue generator A110A 
is a fraudulent revenue generator. 
0127 FIG. 13 is a screenshot of a daily spend amount for 
an advertiser graph 1300 containing daily spend amount data 
of one or more revenue generators 110A-N that may be dis 
played to a monitor A 120A in place of, or in addition to the 
graph930 of FIG.9. The y-axis of the daily spend amount for 
an advertiser graph 1300 may represent an amount, such as a 
dollaramount and the X-axis of the daily spend amount for an 
advertiser graph 1300 may represent a time value, such as a 
day. The daily spend amount for an advertiser graph 1300 
may contain three lines representing data relating to the daily 
spend amount for a revenue generator A 110A, an actual 
spendline 1310, a 5-day EMA line 1320 representing a 5 day 
exponential moving average, and a 10-day EMA line 1330 
representing a 10 day exponential moving average. Alterna 
tively or in addition to, the advertiser graph may show an 
EMA for any period of time, which may be specified by a 
monitor A120A. 
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I0128. The actual spendline 1310 may provide the monitor 
A 120A with information on the client spend score of the 
revenue generator A110A over the time period, representing 
the total amount spent by the revenue generator A110A over 
the time period. The 5-day EMA line 1320 may provide the 
monitor A 120A with information on the 5 day exponential 
moving average value of the client spend score of the revenue 
generator A110A. The 10-day EMA line 1330 may provide 
the monitor A120A with information on the 10 day exponen 
tial moving average value of the client spend score of the 
revenue generator A 110A. The lines 1310, 1320, and 1330 
may individually or jointly provide the monitor A120A with 
information regarding whether the revenue generator A110A 
is a fraudulent revenue generator. 
I0129 FIG. 14 is a screenshot of an hourly spend amount 
for an advertiser graph 1400 containing daily spend amount 
data of one or more revenue generators 110A-N that may be 
displayed to a monitor A120A in place of, or in addition to the 
graph 930 of FIG. 9. The y-axis of the hourly spend amount 
for an advertiser graph 1400 may represent an amount. Such 
as a dollar amount and the X-axis of the hourly spend amount 
for an advertiser graph 1400 may represent a time value, such 
as an hour. The hourly spend amount for an advertiser graph 
1400 may contain three lines representing data relating to the 
hourly spend amount for a revenue generator A 110A, an 
actual spend line 1410, a 24-hour EMA line 1420 represent 
ing a 24 hour exponential moving average, and a 5-hour EMA 
line 1430 representing a 5 hour exponential moving average. 
I0130. The actual spendline 1410 may provide the monitor 
A 120A with information on the client spend score of the 
revenue generator A110A over the time period, representing 
the total amount spent by the revenue generator A110A over 
the time period. The 24 hour EMA line 1420 may provide the 
monitor A120A with information on the 24 hour exponential 
moving average value of the client spend score of the revenue 
generator A 110A. The 5 hour EMA line 1430 may provide 
the monitor A120A with information on the 5 hour exponen 
tial moving average value of the client spend score of the 
revenue generator A 110A. The lines 1410, 1420, and 1430 
may individually or jointly provide the monitor A120A with 
information regarding whether the revenue generator A110A 
is a fraudulent revenue generator. 
I0131 FIG. 15 is a screenshot of a monthly spend amount 
for an advertiser graph 1500 containing daily spend amount 
data of one or more revenue generators 110A-N that may be 
displayed to a monitor A120A in place of, or in addition to the 
graph930 of FIG.9. The y-axis of the monthly spend amount 
for an advertiser graph 1500 may represent an amount, such 
as a dollar amount and the X-axis of the monthly spend 
amount for an advertiser graph 1500 may represent a time 
value. Such as an month. The monthly spend amount for an 
advertiser graph 1500 may contain three lines representing 
data relating to the monthly spend amount for a revenue 
generator A110A, an actual spendline 1510, a 3-month EMA 
line 1520 representing a 3 month exponential moving aver 
age, and a 6-month EMA line 1530 representing a 6 month 
exponential moving average. 
0.132. The actual spendline 1510 may provide the monitor 
A 120A with information on the client spend score of the 
revenue generator A110A over the time period, representing 
the total amount spent by the revenue generator A110A over 
the time period. The 3-month EMA line 1520 may provide the 
monitor A120A with information on the 3 month exponential 
moving average value of the client spend score of the revenue 



US 2008/0154664 A1 

generator A110A. The 6-month EMA line 1530 may provide 
the monitor A 120A with information on the 6 month expo 
nential moving average value of the client spend score of the 
revenue generator A 110A. The lines 1510, 1520, and 1530 
may individually or jointly provide the monitor A120A with 
information regarding whether the revenue generator A110A 
is a fraudulent revenue generator. 
0.133 FIG. 16 is a component diagram 1600 of an imple 
mentation of a system for scoring revenue generators 110A 
N. The model 1600 may include a scoring system 1610, and 
a listing service 1620. The scoring system 1610 may include 
a data scrubber 1630, a revenue generator score component 
1640, and a trainer 1650. The listing service 1620 may pro 
vide a user interface or an API that allows a monitor A120A 
to see the list of revenue generators 110A-N, particularly the 
high risk revenue generators 110A-N or the revenue genera 
tors 110A-N likely to commit fraud. A third party may use the 
API to access the scoring system 1610. Such as by accessing 
the scoring system as a monitor. This may allow for additional 
uses of a system for scoring revenue generators 100 in the 
future. 
0134. The data scrubber 1630 may process the revenue 
generator data or the historical revenue generator data in 
order to generate the features or the feature vectors. The data 
scrubber 1630 may perform aggregation and binning when 
necessary and may store the processed revenue generator data 
in temporary tables for processing. The revenue generator 
score component 1640 may score the revenue generators 
110A-N. The revenue generator score component 1640 may 
take the output of the data scrubber 1630 as input. The rev 
enue generator score component 1640 may rely on the trainer 
1650 to train the machine learning algorithm in order to 
generate a classifier model 340. The trainer 1650 may train 
the machine learning algorithm on what characteristics rep 
resent a high risk revenue generator and what characteristics 
represent a low risk revenue generator. The trained machine 
learning algorithm may be the classifier model 340. The train 
ing set used may be rows of data from the data scrubber 1630. 
The each row of data may represent a feature vector. The 
training data may have been manually identified as high risk 
revenue generators and low risk revenue generators. The rev 
enue generator score component 1640 may then use the clas 
sifier model 340 to score revenue generators 110A-N. 
0135 FIG. 17 is a class diagram 1700 of an implementa 
tion of a system for scoring revenue generators. The class 
diagram 1700 may contain a trainer 1710, a classifier inter 
face 1720, a classifier model interface 1730, a data cache 
interface 1740, a data loader interface 1750, an instance inter 
face 1760, a classifier factory 1770, a feature 1780, a stats 
utility 1790, and a revenue generator scoring component 
1795. 

0136. The trainer 1710 may be associated with the classi 
fier and may represent a component of the system 100 that 
utilizes a machine learning algorithm to generate the classi 
fier model 340. The classifier interface 1720 may be associ 
ated with the trainer 1710, the classifier factory 1770, the 
classifier model interface 1730, and the advertiserscore 1795. 
The classifier interface 1720 may have a train method, which 
takes an instance of the data loader interface 1750 as an input, 
a classify Instance method, a persistModel method and a load 
Model method. 

0137 The train method may utilize the trainer 1710 to 
generate a classifier model 340. The classify Instance method 
may return an instance of the classifier interface 1720, the 
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persistModel method may store the generated classifier 
model 340, and the loadModel method may load the classifier 
model 340. The classifier 1720 may contain the basic meth 
ods and actions associated with the classifier model 340. 
0.138. The classifier model interface 1730 may be associ 
ated with the classifier interface 1720. The classifier model 
interface 1730 may have a toXML method and a toBin Array 
method. The toXML method may convert the data represent 
ing the classifier model 340 into XML format. The toBin A 
rray method may convert the data representing the classifier 
model into a binary array format. The classifier model inter 
face 1730 may implement additional methods and actions 
that may be used by the classifier model 340. 
(0.139. The classifier factory 1770 may be associated with 
the classifier 1720. The classifier factory 1770 may imple 
ment a getInstance method, a buildClassifier method and a 
setOptions method. The getInstance method may return an 
instance of the classifier model 340. The buildClassifier 
method may generate the classifier model 340. The setOp 
tions method may set options related to the generation of the 
classifier model 340. 

0140. The data cache interface 1740 may be associated 
with the data loader interface 1750. The data cache interface 
1740 may store data associated with the revenue generators 
110A-N, the monitors 120A-N, and the classifier model 340. 
0.141. The data loader interface 1750 may be associated 
with the data cache interface 1740, the classifier instance 
1720, and the instance interface 1760. The data loader inter 
face may have a has More method and a next method. The 
has More method may determine if there is any additional 
data. The next method may output an instance 1760. The data 
loader interface 1750 may load the data needed by the system 
1OO. 

0142. The instance interface 1760 may be associated with 
the feature 1780 and the data loader interface 1750. The 
instance interface 1760 may include a getFeature method that 
takes an index as an input and outputs a feature 1780, and a 
setFeature method that takes an index, and a feature as inputs. 
The getFeature method may return a feature 1780 identified 
by the index. The setFeature method may set the value of the 
feature 1780. The feature 1780 may be associated with the 
instance interface 1760. The feature 1780 may represent a 
feature of the revenue generator data or the feature vector of 
the revenue generator data. 
0143. The stats util 1790 may be a standalone component. 
The stats util may implement a mean method, a mode method 
and a variance method. The mean method may compute the 
mean of a feature 1780. The mode method may compute the 
mode of a feature 1780. The variance method may compute 
the variance of a feature 1780. The stats util may be used by 
one of the monitors 120A-N, or some other user to review 
data and scores associated with revenue generators 110A-N. 
0144. The revenue generator scoring component 1795 
may be associated with the classifier interface 1720. The 
revenue generator scoring component 1795 may be respon 
sible for scoring the revenue generators 110A-N. The revenue 
generator scoring component 1795 may be associated with an 
instance of the classifier interface 1720. The revenue genera 
tor scoring component 1795 may implement a scoreRevenue 
Generator method. The scoreRevenueCienerator method may 
take an identification variable associated with one of the 
revenue generators 110A-N, such as a variable associated 
with the revenue generator A110A, and may output a score of 
the revenue generator A 110A. 
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0145 FIG. 18 is a use case 1800 of an implementation of 
a system for scoring revenue generators. The use case 1800 
may include a data scrubber 1802, a trainer 1818, a monitor 
1832 a revenue generator score 1826 and an admin 1814. 
0146 The data scrubber 1802 may create the revenue gen 
erator data model at step 1804. This step may include pro 
cessing the historical revenue generator data to develop the 
features or feature vector used to create the classifier model 
340. This step may also include processing the data from one 
of the revenue generators 110A-N once it is collected by the 
service provider 130. 
0147 The trainer 1818 may create a training set at step 
1820. The training set may be the set of processed historical 
data that may be inputted to the machine learning algorithm to 
create the classifier model 340. The historical data may be 
processed by the data scrubber 1802 at step 1804 and then 
may becompiled by the trainer 1818 at 1820. The trainer 1818 
may then use the training set including the processed histori 
cal data, to train the classifier model 340 at 1822. The trainer 
1818 may then store the classifier model 340 at step 1824, in 
the form of the revenue generator score 1826. 
0148. The revenue generator score 1826 may load the 
classifier model at step 1830 and may score one of the revenue 
generators 110A-Natstep 1828. This step may include apply 
ing the classifier model 340 to the data collected by the 
service provider 130 and processed by the data scrubber 
1802. 

014.9 The monitor 1832 may be one of the monitors 
120A-N. The monitor 1832 may view individual activities of 
the revenue generators 110A-N at 1834. The monitor 1832 
may view the bidding behavior of one of the revenue genera 
tors 110A-N, such as the revenue generator 110A, at 1838. 
The monitor 1832 may view the transaction history of the 
revenue generator 110A at 1840. The monitor 1832 may view 
the search terms bid on by the revenue generator 110A at 
1842. The monitor 1832 may list all of the revenue generator 
scores at 1836. The monitor 1832 may change the status, or 
security status, of the revenue generator A110A at step 1844. 
The monitor 1832 may change a status associated with a 
URL, Such as marka specific URL as being associated with a 
fraudulent revenue generator or ban a URL from being used 
ever again, at step 1850. The monitor 1832 may modify a 
status associated with a search term, such as mark a search 
term as bid on by a fraudulent revenue generator or increase 
a search term risk score associated with a search term when 
the search term is used fraudulently at step 1848. The monitor 
may modify the status of an account or all accounts of one of 
the revenue generators 110A-N at step 1846. 
0150. The admin 1814 may control administrative func 
tions of the system 100. The admin 1814 may be one of the 
monitors 120A-N, or may be some other person. The admin 
1814 may change the configuration of the system 100 at step 
1812. At 1810 the admin 1814 may change the configuration 
of the classifier model 340, or any processes associated with 
generating the classifier model 340. Such as modifying the 
machine learning algorithm used to generate the classifier 
model 340. At 1816, the admin 1814 may change parameters 
of the system 100 as a whole. 
0151 FIG. 19 is a graphic demonstrating the machine 
learning process that may be used in a system for scoring 
revenue generators 100. FIG. 19 may demonstrate the cycle 
of the steps involved in the machine learning process. The 
system 100 may collect historical data on revenue generators 
110A-N. The system 100 may train a machine learning algo 
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rithm with the historical data, which may result in the gen 
eration of a classifier model 340. The system 100 may score 
new revenue generators 110A-N with the classifier model 
340. The system 100 may suggest modifications to the status 
of the revenue generators 110A-N. One of the monitors 
120A-N, such as the monitor A120A may review the sugges 
tions of the machine learning algorithm or classifier model 
340, and may determine whether the revenue generators 
110A-N were properly scored. If the monitor A 120A deter 
mines that one of the revenue generators 110A-N was 
improperly scored, the monitor A 120A may take the steps 
associated with properly classifying the revenue generator 
data. The reclassified data may then be collected and used to 
train the machine learning algorithm, which may generate a 
more accurate classifier model 340. 

0152 The revenue generators 110A-N may represent any 
entities that may generate revenue for the service provider 
130, such as advertisers, web content publishers or other 
partners, auction participants, or generally any entity that 
may generate revenue for the service provider 130 and may 
interact with the service provider 130 in a fraudulent manner. 
The monitors. A 120A-N may be human users or may be 
automated machine users. Any machine learning algorithm 
may function within the bounds of the system 100 if the 
machine learning algorithm is capable of classifying a rev 
enue generator A110A as fraudulent or as not fraudulent. 
0153. The system 100 may also be adapted to identify 
service provider partners, such as publishers, who may be 
profitable and those who may not be profitable. Publishers 
may be service provider partners who may serve advertise 
ments of advertisers, supplied to the publishers by the service 
provider 130, to the users 150. When the users 150 view or 
click on an advertisement of one of the advertisers, the adver 
tisers may pay the service provider 130. The service provider 
130 may then pay the publisher. Thus the service provider 
partners may also be revenue generators 110A-N. 
0154) The system 100 may assist the service provider 130 
in identifying which revenue generators 110A-N, such as 
service provider partners, may be profitable and which may 
not be profitable. The system 100 may also identify which 
service provider partners may be profitable for serving a 
particular advertisement, or a group or category of advertise 
ments, and which service provider partners may not be prof 
itable for serving a particular advertisement or group or cat 
egory of advertisements. Furthermore, the system 100 may 
identify which pages on a service provider partner may be 
more profitable or less profitable for serving a particular 
advertisement or group or category of advertisements. In this 
case the system 100 may use some or all of the features 
identified above, along with one or more additional features 
relating to a profitable service provider partner or unprofit 
able service provider partner, to generate the classifier model 
33O. 

0155 The service provider 130 may take actions based on 
the information provided by the system 100, such as to end the 
partnership with a service provider partner, serve less adver 
tisements to a service provider partner, serve more advertise 
ments to a service provider partner, or serve specific adver 
tisements, groups of advertisements or categories of 
advertisements to a service provider partner. Advertisements 
may be grouped or categorized based on several factors, 
including demographics, geographic location, industry sec 
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tors, or any grouping of advertisements that may be identified 
as more profitable or less profitable when served by a given 
service provider partner. 
0156. In the case of demographics, the advertisements 
may be grouped based on the demographics of users 150 who 
historically click on the advertisements most often. For 
example, the system 100 may have a grouping of the top fifty 
advertisements clicked on most often by males ages 18-39. 
The system 100 may group sites together based on any demo 
graphics of users 150 that may be identified as more profitable 
or less profitable when served by a given service provider 
partner. 
0157. In the case of advertisements grouped together 
based on a geographic area, the system 100 may group the 
advertisements that are relevant to a geographic area. The 
advertisements in the group may refer to advertisers who may 
physically be located within the geographic area or the adver 
tisements may be relevant to the geographic area based on 
Some other factor. 
0158. In the case of advertisements grouped together 
based on industry sectors, the advertisements included in an 
industry sector grouping may include the advertisements of 
any entities involved in the industry sector, the advertise 
ments of trade journals or publications relating to the industry 
sector, the advertisements of professional organizations 
related to the industry sector, or any other associated adver 
tisements relating to the industry sector. Advertisements may 
be grouped under any other category which may be more 
profitable or less profitable when served by a particular ser 
Vice provider partner. 
0159. The illustrations described herein are intended to 
provide a general understanding of the structure of various 
embodiments. The illustrations are not intended to serve as a 
complete description of all of the elements and features of 
apparatus and processors that utilize the structures or meth 
ods described herein. Many other embodiments may be 
apparent to those of skill in the art upon reviewing the disclo 
sure. Other embodiments may be utilized and derived from 
the disclosure, Such that structural and logical Substitutions 
and changes may be made without departing from the scope 
of the disclosure. Additionally, the illustrations are merely 
representational and may not be drawn to scale. Certain pro 
portions within the illustrations may be exaggerated, while 
other proportions may be minimized. Accordingly, the dis 
closure and the figures are to be regarded as illustrative rather 
than restrictive. 

0160 One or more embodiments of the disclosure may be 
referred to herein, individually and/or collectively, by the 
term “invention' merely for convenience and without intend 
ing to Voluntarily limit the scope of this application to any 
particular invention or inventive concept. Moreover, although 
specific embodiments have been illustrated and described 
herein, it should be appreciated that any Subsequent arrange 
ment designed to achieve the same or similar purpose may be 
substituted for the specific embodiments shown. This disclo 
Sure is intended to cover any and all Subsequent adaptations or 
variations of various embodiments. Combinations of the 
above embodiments, and other embodiments not specifically 
described herein, may be apparent to those of skill in the art 
upon reviewing the description. 
0161 The Abstract is provided with the understanding that 

it will not be used to interpret or limit the scope or meaning of 
the claims. In addition, in the foregoing Detailed Description, 
various features may be grouped together or described in a 
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single embodiment for the purpose of streamlining the dis 
closure. This disclosure is not to be interpreted as reflecting an 
intention that the claimed embodiments require more features 
than are expressly recited in each claim. Rather, as the fol 
lowing claims reflect, inventive Subject matter may be 
directed to less than all of the features of any of the disclosed 
embodiments. Thus, the following claims are incorporated 
into the Detailed Description, with each claim standing on its 
own as defining separately claimed Subject matter. 
0162 The above disclosed subject matter is to be consid 
ered illustrative, and not restrictive, and the appended claims 
are intended to cover all Such modifications, enhancements, 
and other embodiments, which fall within the true spirit and 
Scope of the present invention. Thus, to the maximum extent 
allowed by law, the scope of the present invention is to be 
determined by the broadest permissible interpretation of the 
following claims and their equivalents, and shall not be 
restricted or limited by the foregoing detailed description. 

We claim: 
1. A method for generating scores related to interactions 

with a revenue generator, comprising: 
identifying a historical dataset corresponding to a histori 

cal behavior of a set of revenue generators; 
processing the historical dataset to identify a feature vector 

wherein the feature vector comprises a set of variables 
related to detecting a fraudulent revenue generator; 

generating a classifier model from the historical dataset 
and the feature vector; 

collecting current revenue generator data representing a 
current revenue generator; 

processing the current revenue generator data to generate a 
current revenue generator data feature vector; and 

generating a score by applying the classifier model to the 
current revenue generator data feature vector, wherein 
the score represents a likelihood of the current revenue 
generator committing fraud. 

2. The method of claim 1 wherein generating the classifier 
model further comprises inputting the historical dataset and 
the feature vector to a machine learning algorithm to generate 
the classifier model. 

3. The method of claim 2 wherein the machine learning 
algorithm comprises a decision tree. 

4. The method of claim 1 wherein generating the score 
further comprises: 

generating a scoring metric; and 
applying the scoring metric to the score generated by the 

classifier model. 

5. The method of claim 4 wherein the scoring metric com 
prises a multiplier. 

6. The method of claim 5 wherein the multiplier is 1000. 
7. The method of claim 1 where in the historical behavior of 

the set of revenue generators is identified as fraudulent behav 
ior or not fraudulent behavior. 

8. The method of claim 1 wherein the feature vector com 
prises at least one of a spend history, a spend to replenish 
ratio, an average amount of payment, a number of times a 
credit card is charged in a month, a total sum of charges 
accrued in a month, an average adjustment amount, a total 
number of adjustments, a client tier value, a security status 
value, a risk status value, a client age value, a client search 
term max-spend-score, a client search term risk score, a client 
search term risk-spend score, a client max spend over daily 
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budget score, a client run rate over daily budget score, a client 
risk-run rate score, a client run-rate rate of change score, and 
a client card score. 

9. The method of claim 1 further comprising: 
modifying the current revenue generator data to include a 

classification value; 
adding the current revenue generator data to the historical 

revenue generator data; 
re-processing the historical revenue generator data togen 

erate the feature vector; and 
re-generating the classifier model from the historical rev 

enue generator data and the feature vector. 
10. The method of claim 9 wherein the classification value 

identifies the revenue generator as a fraudulent revenue gen 
eratOr. 

11. The method of claim 1 wherein the revenue generator 
comprises an online advertiser. 

12. A method of Scoring a revenue generator, comprising: 
collecting a revenue generator data representing the rev 

enue generator, 
processing the revenue generator data; and 
generating a score of the revenue generator data indicating 

the likelihood of the revenue generator being a fraudu 
lent revenue generator. 

13. The method of claim 12 wherein processing the rev 
enue generator data further comprises processing the revenue 
generator data to identify a feature vector wherein the feature 
vector comprises a set of variables related to detecting rev 
enue generator fraud. 

14. The method of claim 12 wherein the feature vector 
comprises at least one of a spend history, a spend to replenish 
ratio, an average amount of payment, a number of times a 
credit card is charged in a month, a total sum of charges 
accrued in a month, an average adjustment amount, a total 
number of adjustments, a client tier value, a security status 
value, a risk status value, a client age value, a client search 
term max-spend-score, a client search term risk score, a client 
search term risk-spend score, a client max spend over daily 
budget score, a client run rate over daily budget score, a client 
risk-run rate score, a client run-rate rate of change score, and 
a client card score. 

15. The method of claim 12 wherein generating the score 
further comprises inputting the feature vector to a classifier 
model. 

16. The method of claim 15 wherein generating the score 
further comprises: 
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generating a scoring metric; and 
applying the scoring metric to the score generated by the 

classifier model. 
17. The method of claim 16 wherein the scoring metric 

comprises a multiplier. 
18. A system for generating scores relating to interactions 

with a revenue generator, comprising: 
a memory to store a classifier model, a historical revenue 

generator dataset, a feature vector, a current revenue 
generator data and a current revenue generator data fea 
ture vector; 

an interface operatively connected to the memory to collect 
the current revenue data from a current revenue genera 
tor; 

a processor operatively connected to the memory and the 
interface, which processes the historical revenue genera 
tor dataset to identify the feature vector, generates the 
classifier model from the historical dataset and the fea 
ture vector, processes the current revenue generator data 
to generate the current revenue generator data feature 
vector, and generates a score signifying a likelihood of 
the current revenue generator committing fraud by 
applying the classifier model to the current revenue gen 
erator data feature vector. 

19. The system of claim 18 wherein the processor gener 
ates a scoring metric and applies the scoring metric to the 
score generated by the classifier model. 

20. The system of claim 18 wherein the classifier model is 
generated by using a machine learning algorithm. 

21. The system of claim 20 wherein the machine learning 
algorithm comprises a decision tree. 

22. The system of claim 18 wherein the feature vector 
comprises at least one of a spend history, a spend to replenish 
ratio, an average amount of payment, a number of times a 
credit card is charged in a month, a total sum of charges 
accrued in a month, an average adjustment amount, a total 
number of adjustments, a client tier value, a security status 
value, a risk status value, a client age value, a client search 
term max-spend-score, a client search term risk score, a client 
search term risk-spend score, a client max spend over daily 
budget score, a client run rate over daily budget score, a client 
risk-run rate score, a client run-rate rate of change score, and 
a client card score. 

23. The system of claim 18 wherein the historical revenue 
generator data comprises data identified as relating to a 
fraudulent revenue generator and data identified as relating to 
a not fraudulent revenue generator. 

c c c c c 


