© 2015/014597 A1 I 0O A0 0O

(43) International Publication Date

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property Ny
Organization é
International Bureau -,

=

\

5 February 2015 (05.02.2015)

WIPOIPCT

(10) International Publication Number

WO 2015/014597 A1

(51) International Patent Classification: HN, HR, HU, ID, IL, IN, IR, IS, JP, KE, KG, KN, KP, KR,
HO04L 9/00 (2006.01) HO04L 9/08 (2006.01) KZ, LA, LC, LK, LR, LS, LT, LU, LY, MA, MD, ME,
1) I ional Applicati i MG, MK, MN, MW, MX, MY, MZ, NA, NG, NI, NO, NZ,
(21) International Application Number: PCT/EP2014/065 OM., PA, PE, PG, PH, PL, PT, QA, RO, RS, RU, RW, SA,
C 074 SC, SD, SE, SG, SK, SL, SM, ST, SV, SY, TH, TJ, T™,
(22) International Filing Date: TN, TR, TT, TZ, UA, UG, US, UZ, VC, VN, ZA, ZM,
15 July 2014 (15.07.2014) ZW.
(25) Filing Language: English (84) Designated States (unless otherwise indicated, for every
L ) kind of regional protection available): ARIPO (BW, GH,
(26) Publication Language: English GM, KE, LR, LS, MW, MZ, NA, RW, SD, SL, SZ, TZ,
(30) Priority Data: UG, ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ, RU, TJ,
13306094.7 29 July 2013 (29.07.2013) EP TM), European (AL, AT, BE, BG, CH, CY, CZ, DE, DK,
EE, ES, FL, FR, GB, GR, HR, HU, IE, IS, IT, LT, LU, LV,
(71) Applicant: ALCATEL LUCENT [FR/FR]; 148/152 route MC, MK, MT, NL, NO, PL, PT, RO, RS, SE, SI, SK, SM,
de la Reine, F-92100 Boulogne-Billancourt (FR). TR), OAPI (BF, BJ, CF, CG, CI, CM, GA, GN, GQ, GW,
(72) Inventor: LOHR, Jiirgen; Alcatel-Lucent Deutschland KM, ML, MR, NE, SN, TD, TG).
AQG, Lorenzstrasse 10, 70435 Stuttgart (DE). Declarations under Rule 4.17:
(74) Agents: MILDNER, Volker et al.; Alcatel Lucent Intellec- —  as to applicant'’s entitlement to apply for and be granted a
tual Property Business Group, Lorenzstrasse 10, 70435 patent (Rule 4.17(i1))
Stuttgart (DE). —  of inventorship (Rule 4.17(iv))
(81) Designated States (unless otherwise indicated, for every Published:

kind of national protection available). AE, AG, AL, AM,
AO, AT, AU, AZ, BA, BB, BG, BH, BN, BR, BW, BY,
BZ, CA, CH, CL, CN, CO, CR, CU, CZ, DE, DK, DM,
DO, DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT,

with international search report (Art. 21(3))

(54) Title: ADAPTIVE TRAFFIC ENCRYPTION FOR OPTICAL NETWORKS

1 23 Ja]sTe 718 oMM 2]13]14]15]16][17]. [3824
1 Frame Al OTUk Overhead
2 [EKMFRES [rwic| TCM] _ TCMG TCM5___ | TCM4 _ |FTFL| OPUK oPUK 420
3 TcM3\ | TeM2 | ToM | PM [ ExP | overhead Payload
4] ecer[\e6cc2 | APSPCC | RES

430 430
410
400 Fig.5

(57) Abstract: The present document relates to a transmitting optical network element (100) with an encrypting entity (110) com-
prising: an interface for receiving key information from a key management entity (10); storage means for storing a public key re-
ceived by the key management entity (10) wherein the public key is associated with a receiving optical network element (200) being
connected to the transmitting optical network element (100) via an optical network (300) in order to transmit data; a key generation
entity (120) configured for generating a symmetric encryption key; wherein the transmitting optical network element (100) is adap-
ted to: encrypt a received payload to be transmitted to the receiving optical network element (200) using the generated symmetric en -
cryption key; and encrypt the generated symmetric encryption key using the public key of the receiving optical network element
(200); transmit the encrypted payload and the encrypted symmetric encryption key via an optical network (300) to the receiving op-
tical network element (200).
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Adaptive traffic encryption for optical networks

The present document relates to adaptive traffic encryption. In particular, the
present document relates to encryption of optical signals for flexible optical

networks by using hybrid encryption.

Known encryption solutions for optical networks are fixed with respect to their
end points. The optical network elements communicating with each other, e.g.
client interfaces or endpoints of an optical link, implement a static encryption
function in order to encrypt the payload transmitted between said optical network
clements. Thereby, the optical network elements are connected to each other in a
static way. Optical network encryption is typically implemented by a line
encryption, i.e. encrypting a certain channel of a WDM link, or by client
encryption, e¢.g. transmitting a client signal between two optical network elements.
The encryption parameters needed to encrypt the payload are provided by a
central instance, e.g. a network management system or key management entity.
Specifically, said central instance provides the encryption key(s) to optical
network elements by means of which the payload is encrypted, and optionally

policies for key replacement, e.g. after a certain key lifetime.

For setting up the static relation between the concerned optical network elements
in order to obtain an encrypted optical transmission path, related encryption
parameters, ¢.g. the encryption keys, are configured to the optical network
clements from the central instance. This is a complex and time-consuming
process, as the encryption parameters need to be generated and transmitted in a
safe and secure way to the optical network elements. Each break in safety and
security of key generation, transmission and implementation breaks the security of

the signal encryption.
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Typically, symmetric encryption schemes are used, e.g. AES encryption, that
require the same key for encryption and decryption. Therefore the encryption
parameters have to be transmitted separately to the optical network elements

because said optical network elements are located at different locations.

Above mentioned approach is unsuitable for flexible optical networks, i.c. an
optical network with frequently changing connections between a plurality of
optical network elements, because each time after a connection reconfiguration, a
time-consuming process for providing encryption parameters to the optical
network elements has to be performed. Because of the operational complexity of
this process, said connection reconfiguration may be performed only slowly,
limiting the responsiveness of the network to service requests changing the

connection reconfiguration.

A general drawback of symmetric encryption schemes is that in case a key is
compromised, i.e. known to an un-authorized third-party, this third-party can
perform a man-in-the-middle attack, gaining access to the unencrypted (clear)
payload and potentially modifying it without an option for the legitimate optical

network element or user to notice this attack.

Thus, there is a need to provide for an improved flexible traffic encryption scheme
for optical networks which provides a short response time after requesting a
connection reconfiguration paired with a high availability and reliability of the

encrypted services in the optical network.

According to a first aspect, a transmitting optical network element is described.
The transmitting optical network element may comprise an encrypting entity
which is adapted to encrypt a payload signal received by the transmitting optical
network element. Said payload signal may be, for example an Ethernet signal or a
WDM link of an optical transport system. The transmitting optical network

element further comprises an interface for receiving key information from a key
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management entity. The key management entity may be a central instance for
providing key information for the transmitting optical network element and other
network elements. Preferably said key management entity provides the key
information at the setup of the transmitting optical network element. After said
setup, no exchange of key information between the transmitting optical network
element and the key management entity is necessary, but may optionally be done

in support of key replacement, e.g. as part of key lifetime policies.

In order to store the received key information, the transmitting optical network
element further comprises storage means for storing at least a public key received
by the key management entity wherein the public key is associated with a
receiving optical network element being connected to the transmitting optical
network element via an optical network in order to transmit data. Preferably, the
key information is asymmetric key information consisting of an associated pair of

keys, namely a public key and a private key.

Furthermore, the transmitting optical network element comprises a key generation
entity configured for generating a symmetric encryption key. Based on the
asymmetric key information provided by the key management entity and said
symmetric encryption key, the transmitting optical network element is adapted to
perform a hybrid encryption scheme resulting in a highly flexible reconfiguration

of the optical system after a demand for reconfiguration or connectivity change.

In order to perform the hybrid encryption scheme, the transmitting optical
network element may comprise means for and/or be adapted to encrypt a received
payload to be transmitted to the receiving optical network element using the
generated symmetric encryption key. The transmitting optical network element
may further encrypt the generated symmetric encryption key using the public key
of the receiving optical network element. Using a symmetric encryption scheme
allows for a quick and nearly simultaneous encryption of the payload data,

whereas the secured exchange of the symmetric encryption key is performed
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using asymmetric encryption because the speed requirements in exchanging the
symmetric encryption key are much lower than the speed requirements for

encrypting the payload.

After encryption, the encrypted payload and the encrypted symmetric encryption
key may be transmitted via an optical network to the receiving optical network

clement by the transmitting optical network element.

The main advantage of the proposed transmitting optical network element is that it
allows for high connection flexibility in the encrypted optical network without the
need of a central instance to be involved during connectivity changes. Thereby,
connectivity changes can be performed in a short period of time t, preferably
t<200ms, most preferably t<50ms. Thereby a highly available, quick and reliable

encrypted optical network is obtained.

A further advantage of the proposed transmitting optical network element is that
no transfer of symmetric encryption keys between a central instance and the
transmitting or receiving optical network elements is necessary. Thereby the risk
of a key getting compromised and the risk of man-in-the-middle attacks are

reduced.

According to embodiments, the optical network comprises a plurality of receiving
optical network elements. The storage means of the transmitting optical network
element are adapted to store a private key associated with said transmitting optical
network element and the public keys of all receiving optical network elements that
are configured to receive data of said transmitting optical network element or that
are expected to receive data in the future. Said private key and said public keys
may be provided by the key management entity to the transmitting optical
network element. By means of the public key of the respective receiving optical
network elements, the transmitting optical network element is able to encrypt

information, ¢.g. the symmetric encryption key, in order to transmit the
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information to the respective receiving optical network element. Preferably, the
transmitting optical network element is adapted to choose the appropriate public
key depending on the currently selected receiving optical network element to
communicate with. Only the currently selected receiving optical network element
is able to decrypt the encrypted symmetric encryption key with its own private

key.

According to embodiments, in case of a connectivity change from a first receiving
optical network element to a second receiving optical network element, the
transmitting optical network element is adapted to generate a new symmetric
encryption key for encrypting the payload and to encrypt the new symmetric
encryption key using the public key of the second receiving optical network
element. The new symmetric encryption key may be generated by a
cryptographically secure pseudo-random number generator (CSPRNG), wherein
the new symmetric encryption key may be a pseudo-random number. Said
CSPRNG may be implemented in hardware or software, e.g. in a process ofr,
FPGA, operating system, etc... Preferably, the CSPRNG is located in the
encryption entity or close to the encryption entity of the transmitting network
element, thus avoiding the communication of the generated symmetric encryption
key over potentially unsecure and unsafe channels. After generation of the new
symmetric encryption key and encrypting said symmetric encryption key with the
public key of the second receiving optical network element, the encrypted new
symmetric encryption key is transmitted to the second receiving optical network
element which is then able to decrypt the encrypted new generated symmetric
encryption key using its own private key. By using the decrypted new generated
symmetric encryption key, the second receiving optical network element is able to
decrypt the encrypted payload (encrypted with the new generated symmetric
encryption key) thereby obtaining the decrypted payload. Thus, a change of
connectivity may be achieved without the involvement of an external, central

instance.
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According to embodiments, the encrypted symmetric encryption key or at least a
part of the encrypted symmetric encryption key is transmitted simultaneously
and/or continuously with the encrypted payload. Thereby, the time window for
changing the setup of connectivity may be decreased. Preferably, the encrypted
payload is transmitted in a payload section of a data frame, and the encrypted
symmetric encryption key is transmitted using an overhead section within said
data frame or otherwise embedded in the data frame. The data frame may be for
example the ODUk (Optical Channel Data Unit-k) of an optical transport network
(OTN). The encrypted symmetric encryption key may be transmitted embedded in

some or all data frames.

According to embodiments, the transmitting optical network element may
comprise means for authenticating the key information received from a key

management entity, ¢.g. using the means of a public-key infrastructure (PKI).

The transmitting optical network element may further create a signature of a
shared secret only known by the transmitting optical network element and the
receiving optical network element. Any shared secret may be used for this
purpose. Further, the transmitting optical network element may encrypt the
signature with its own private key and transmit the encrypted signature to the
receiving optical network element in order to authenticate itself at the receiving
optical network element. This authentication may be done at least once upon setup
of the service between the transmitting optical network element and the receiving
optical network element. Preferably, the authentication is done more frequently,

¢.g. regularly in fixed time intervals.

In order to authenticate the transmitting optical network element, the receiving
optical network element may receive a signature of a shared secret only known by
the transmitting optical network element and the receiving optical network
element, wherein the signature is encrypted by the private key of the transmitting

optical network element. The receiving optical network element may decrypt the
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signature with the public key of the transmitting optical network element, which is
known to the receiving optical network element, and generate a second signature
of the shared secret. Next, the decrypted signature is compared with the second
signature in order to authenticate the transmitting optical network element.
Thereby, the acting transmitting and receiving optical network elements are
authenticated and men-in-the-middle or denial-of-service attacks can be

prohibited.

According to embodiments, the transmitting optical network element is
configured to create the signature of a shared secret by applying a cryptographic
hash function on this information. Thereby, the symmetric encryption key can be
used as shared secret because the hashed symmetric encryption key cannot be
decrypted even if un-authorized network element may receive this information.
Thus, the symmetric encryption key can be used for encrypting the payload as
well as for authorizing the acting transmitting and receiving optical network
elements. Optionally, additional information may be used to form the shared
secret, e.g. parts of the payload, or counter values that are synchronized between
the transmitting optical network element and the receiving optical network

element.

According to embodiments, the transmitting optical network element and/or the
receiving optical network element are adapted as transceivers. Preferably, the
transceiver comprises an encrypting entity for encrypting the payload to be
transmitted and a decrypting entity for decrypting a received payload. Thereby it’s
possible to establish a bidirectional encrypted optical communication link
between at least two of said transceivers. Said transceivers may use the same
symmetric encryption key or different symmetric encryption keys for encrypting

and decrypting the payload of the two respective directions of the bidirectional
link.
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According to a further aspect, a receiving optical network element is described.
The receiving optical network element may be connected to a transmitting optical
network element in order to receive data. The receiving optical network element
may comprise a decrypting entity; an interface for receiving key information from
a key management entity; and storage means for storing at least its own private
key received by the key management entity. Furthermore the receiving optical
network element may receive an encrypted symmetric encryption key and an
encrypted payload; decrypt the received symmetric encryption key generated and
transmitted by the transmitting optical network element using its own private key;
and decrypt the received encrypted payload using the decrypted received

symmetric encryption key.

According to embodiments, the receiving optical network element may comprise
storages means adapted to store at least its own private key and at least one public
key received by the key management entity wherein the public key is associated
with a transmitting optical network element being connectable to the receiving
optical network element in order to transmit data. Preferably, the storage means
may be adapted to store a plurality of public keys associated with other optical
network elements of the optical network in order to be ready to receive an
encrypted symmetric key from one of the other optical network elements for

setting up a network connection with this optical network element.

According to a further aspect, a method for encrypted transmission of data in an
optical network comprising a transmitting optical network element and a receiving
optical network element is described. The method comprises receiving of
asymmetric key information from a key management entity by the transmitting
optical network element and the receiving optical network element. The
asymmetric key information received by the transmitting optical network element
comprises at least the public key of the receiving optical network element and the
asymmetric key information received by the receiving optical network element

comprises at least the private key of said receiving optical network element.
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Further, receiving a payload to be encrypted by the transmitting optical network
element; generating a symmetric encryption key by means of a key generation
entity of the transmitting optical network element; and encrypting the payload
using the generated symmetric encryption key by means of the transmitting
optical network element may be provided. The method may comprise encrypting
the generated symmetric encryption key by means of the transmitting optical
network element using the public key of the receiving optical network element;
transmitting the encrypted payload and the encrypted symmetric encryption key to
the receiving optical network element; decrypting the symmetric encryption key
by the receiving optical network element using the private key; and decrypting the
encrypted payload by the receiving optical network element using the decrypted

symmetric encryption key.

According to embodiments, the optical network comprises a plurality of optical
network elements, namely at least one transmitting optical network element and a
plurality of receiving optical network elements and the transmitting optical
network element and each receiving optical network element receive its own
private key and the public keys of all other optical network elements in order to be
ready to receive an encrypted symmetric key from one of the other optical
network elements for setting up a network connection with this optical network

element.

According to embodiments, the encrypted symmetric encryption key is
transmitted simultaneously and/or continuously to the receiving optical network
clement, thereby allowing a continuous update of the symmetric encryption key,
e.g. in case of a symmetric encryption key having validity for only a limited time,
e.g. if said symmetric encryption key is a session key which is renewed
periodically (after a certain period of time, e.g. after ten minutes) or after

occurrence of a certain event (e.g. a new network configuration).
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According to embodiments, in case of a connectivity change from a first receiving
optical network element to a second receiving optical network element,

the transmitting optical network element performs the following steps: encrypting
the symmetric encryption key by using the public key of the second receiving
optical network element instead of using the public key of the first receiving
optical network element; generating a new symmetric encryption key; encrypting
the payload with the new symmetric encryption key; and encrypting the new
symmetric encryption key by using the public key of the second receiving optical

network element.

The second receiving optical network element may perform the following steps:
decrypting the new symmetric encryption key with its own private key; and

decrypting the payload using the decrypted symmetric encryption key.

It should be noted that the methods and systems including its embodiments as
outlined in the present patent application may be used stand-alone or in
combination with the other methods and systems disclosed in this document.
Furthermore, all aspects of the methods and systems outlined in the present patent
application may be arbitrarily combined. In particular, the features of the claims

may be combined with one another in an arbitrary manner.

The invention is explained below in an exemplary manner with reference to the

accompanying drawings, wherein

Fig. 1 schematically illustrates an optical system for transmitting encrypted data;
Fig. 2 schematically shows an association of asymmetric key information to a
plurality of optical network elements before the addition of a new optical network
clement;

Fig. 3 schematically shows an association of asymmetric key information to a
plurality of optical network elements after the addition of a new optical network

clement;
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Fig. 4 schematically shows an example connectivity change scenario by means of
a flow diagram;

Fig. 5 schematically shows a possible data frame containing payload data and
encrypted symmetric encryption key data;

Fig. 6 schematically shows an example for a structure of a multi-frame for
transmitting encrypted symmetric encryption key data; and

Fig. 7 schematically shows an example authentication procedure by means of a

flow diagram.

Known encryption solutions for optical networks are typically fixed with respect
to their end-points, i.e. two end-points (e.g. client interfaces, end points of an
optical link) implementing an encryption function are connected to each other in a
static way, and are configured with the needed encryption parameters (e.g.
encryption key) by a central component. While this is sufficient for a static setup
with fixed end-points and fixed connection between them, it becomes unpractical
when the optical network becomes flexible, i.e. frequent changes of connectivity
between a bigger set of end-points (e.g. GMPLS control plane or SDN driven). In
this case each time the connectivity is changed, a related new encryption
configuration needs to be safely and securely implemented in the optical network.
The endpoints are in the following also called transmitting, respectively, receiving
optical network element. By optical network, any technology on LO or L1 is
implied, e.g. DWDM and CWDM with wavelengths as services, OTN with ODUk

as services, SDH/Sonet with VC-n/STS-n as services etc.

Typical optical systems implement encryption with either line encryption (e.g. for
an HO ODUk in a wavelength on a DWDM link) or client encryption (e.g. an
OPUk with a mapped client signal between two DWDM OT cards) for a static
relation between the two end-points. When the static relation is set up, related
encryption parameters (e.g. keys) are configured to the end-points from a central
instance, e.g. a Network Management System or a Key Management Tool. This is

a complex and delicate process and potentially time consuming, as keys need to
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be generated and transmitted safe and secure — each break in safety and security of
key generation, transmission and implementation breaks the security of the signal
encryption. Known implementations use symmetric encryption schemes, ¢.g. AES
as defined by NIST, that require the same key for encryption and decryption. As
the points of encryption and decryption are separated, secure communication of

the keys is required.

Using this approach for flexible optical networks, i.e. with frequently changing
connections between more than two, potentially many, end-points, a key
management process with all implied risks and complexities needs to be executed
for each new connection. This is operationally complex and potentially slow,
limiting the responsiveness of the network to service requests. In addition, it
requires high availability of the central component and its communication to the
end points. (For example: reconfiguration may be needed in < 50 msec if
encryption is used in the context of n:1 encryption schemes, or in < e.g. 200 msec

if used in GMPLS control plane controlled networks.)

A new approach to the above problem, following the principles of hybrid
encryption is suggested:

- A central instance, e.g. a Network Management System or Key
Management Tool, creates for each end-point an asymmetric key pair
(public key and private key that are associated) as for public-key
encryption. The private key is communicated only to the related end-point;
the public key is communicated to all other end-points. This is done only
when a new end-point is created (and not needed on connectivity
changes/service setup).

- The created asymmetric keys can optionally be authenticated using
certificates, providing authenticated identification of the key validity by
the receiving encryption end-points.

- Each encrypting end-point, in the following also referred to as

transmitting optical network element, locally creates when required by the
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used symmetric encryption scheme, or possibly more frequently, a
symmetric encryption key used for encrypting the payload using a
symmetric encryption scheme (e.g. AES). This may be done using a
Cryptographically Secure Pseudo-Random Number Generator (CSPRNG).

- The encrypting end-point encrypts the payload with this locally generated
symmetric encryption key and sends it out to the decrypting end-point, in
the following also referred to as receiving optical network element.

- The encrypting end-point encrypts the symmetric encryption key with the
public key of the decrypting end-point and sends it out to the decrypting
end-point.

- The decrypting end-point uses its private key to decrypt the encrypted
symmetric key, thus recovering the symmetric encryption key. Only the
targeted decryption end-point can do so as the encryption was done with
its end-point specific public key.

- The decrypting end-point uses then the recovered symmetric encryption

key to decrypt the payload.

This scheme extends the known hybrid encryption scheme (that is covering 2
communication partners) to multiple potential communication partners by making
the public key of an end-point known to all other end-points, and by informing the
encrypting end-point on to which decrypting end-point the encrypted payload is
sent (thus allowing the encrypting end-point to use the related public key of the
respective decrypting end-point).

The scheme as described allows any node in the network to send encrypted traffic
to a specific decrypting end-point, as all other nodes already have the necessary
information and means to do so. This leaves potential for e.g. denial-of-service
attacks without an explicit way to detect this. So optionally, additional

authentication of both end-points can be supported, eliminating this risk.
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The encrypting end-point may create a signature of some information that only
itself and the decrypting end-points have, e.g. the unencrypted or encrypted
symmetric encryption key, ¢.g. by applying a cryptographic hash function on this
and optionally additional information. The resulting signature is encrypted with
the private key of the encoding end-point, and sent to the decrypting end-point.
The decrypting end-point uses the public key of the encrypting end-point to
decrypt the signature. The decrypting end-point may perform the same function to
create the signature as the encrypting end-point, based on the same information.
Finally, the decrypting end-point compares the two signatures. If they match, the
encrypting end-point is authenticated (also supported by the option to authenticate
the keys via certificates). If they do not match, it can be suspected that some other
than the intended encrypting end-point sends traffic to the decrypting end-point,

indicating the potential for a denial-of-service or man-in-the-middle attack.

This scheme of hybrid encryption is mapped specifically on flexible optical
networks so that they become adaptive to frequent connectivity changes between
multiple end-points. Encryption and decryption end-points may be ports of an
optical network, e.g. Ethernet or TDM client ports, or OTN DWDM line ports, of
an optical transport system. The encrypting end-point may implement a CSPRNG
in hardware and/or software in the optical network element close to the point of
encryption (e.g. on the same card that performs the encryption) thus avoiding the
communication of the generated symmetric encryption key over potentially
unsecure and unsafe channels (thus avoiding its communication as in today’s
solution from e.g. a Key Management Tool to the encrypting network element),
instead limiting the knowledge of the symmetric encryption key to a small scope

(potentially limited to one hardware component, e.g. an ASIC/FPGA/ASSP).

The payload, e¢.g. an OPUk (optical channel payload unit k) that is going to be
mapped into a corresponding ODUk (Optical Channel Data Unit-k), is encrypted
using the symmetric encryption key, and the resulting encrypted OPUk is mapped
into the corresponding ODUk. The encrypted (using the decrypter’s public key)
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symmetric encryption key is mapped into transport overhead, e.g. the ODUk
overhead associated to the OPUk that is encrypted using this symmetric
encryption key. The encrypting end-point is informed on which is the related
decrypting end-point (so that it can use the proper public key) either by a network
controlling instance (e.g. the one that also reconfigures the connectivity in the
optical network), or by distributed mechanisms that influence the connectivity in
the optical network (e.g. a data plane related protection mechanism such as n:1

path protection, or a GMPLS control plane). Also mixed scenarios are possible.

When the encrypting end-point is connected to a new decrypting end-point due to
a changed connectivity in the optical network, it already has all information it
needs (i.e. the public key of the new decrypting end-point and the local ability to
create a new symmetric encryption key) to immediately perform encryption in a
way that allows the new decrypting end-point to properly decrypt the payload,
without any other party being able to do so. No central entity (e.g. Key

Management Tool) is needed in this process.

This also has the advantage of higher availability of the encryption solution facing
connectivity changes in the optical network as no dependency on the central entity
and its safe and secure communication to the end-points exists. The proposed
mechanisms may be combined with additional mechanisms that provide integrity
checks/authentication for the payload, e.g. Galois/Counter Mode (GCM)
encryption as standardized by NIST.

Fig. 1 shows an optical system 1 for transmitting encrypted data. The system
comprises at least one transmitting optical network element 100, connected via an
optical network 300 with at least one receiving optical network element 200. The
optical network 300 may be a DWDM (dense wavelength division multiplex) or
CWDM (coarse wavelength division multiplex) network providing wavelengths
as services, an optical transport network (OTN) providing ODUKk as services or a

SDH/Sonet-network providing virtual containers (VC-n) or synchronous transport
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signals (STS-n) as services. The transmitting and receiving optical network
elements 100, 200 may correspond to any ports of an optical network, e.g.
Ethernet or TDM client ports or OTN DWDM/CWDM line ports of an optical

transport system.

The transmitting optical network element 100 receives a payload signal 20
containing data to be transmitted to the receiving optical network element 200.
The transmitting optical network element 100 comprises an encrypting entity 110
which is adapted to perform the encryption procedures in order to encrypt the
received payload signal 20. Preferably, a digital electrical signal received at the
transmitting optical network element 100 is encrypted. After encrypting, the
signal is converted in an optical signal and transmitted to the receiving optical
network element 200. Within the receiving optical network element 200, the
optical signal is converted into the electrical domain and decrypted in order to

obtain the payload signal 30.

The receiving optical network element 200 comprises a decrypting entity 210
performing decryption procedures in order to obtain the payload signal out of the
encrypted payload. The optical system 1 is adapted to perform a hybrid encryption
in order to obtain a high cryptographic security level along with a high flexibility
in changing the connectivity between a transmitting optical network element 100

and a receiving optical network element 200.

Each transmitting optical network element 100 and each receiving optical network
element 200, in the present example, the optical network element 100 and
receiving optical network element 200 is connected to key management entity 10
which is adapted to generate key information, namely asymmetric key
information comprising a key pair for each transmitting and receiving optical
network element 100, 200. Specifically, the key management entity 10 is adapted
to generate a public key and a private key for each transmitting and receiving

optical network element 100, 200. Public and private key pairs are created as
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defined by the used asymmetric encryption scheme, e.g. the RSA algorithm as
defined in standard IEEE P1363.

Said generation of the key pair has only to be performed once, e.g. after
installation of a transmitting optical network element 100 or a receiving optical
network element 200. According to the embodiment of Fig. 1, the key
management entity 10 transmits the public key of the receiving optical network
element 200 to the transmitting optical network element 100. Additionally, the
receiving optical network element 200 receives its own private key generated and
transmitted by the key management entity 10. Generally, in optical systems
comprising a plurality of optical network elements (transmitting optical network
elements, receiving optical network elements or transmitting and receiving optical
network elements), the key management entity 10 transmits to each optical
network element its own private key and the public keys of all other optical
network elements. Preferably, the transmission of the private key to the respective
optical network element is performed using a secure transmission line, preferably
an encrypted transmission path. The public key information may be transmitted
via an unsecure transmission line because the public key is public information.
After generating and transmitting said key information, key management entity 10
may be switched to standby mode until new key information is required (e.g. after

including a new optical network element into the optical system).

Furthermore, the transmitting optical network element 100, specifically, the
encrypting entity 110 of the transmitting optical network element comprises a key
generation entity 120, which is adapted to generate a symmetric encryption key.
Said symmetric encryption key may be used in the transmitting optical network
element 100 for encrypting the payload, and in the receiving optical network
element 200 for decrypting the payload. The key generation entity 120 may
include a cryptographically secure pseudo-random number generator (CSPRNG).
Said CSPRNG may be adapted to provide pseudo-randomness with sufficient

entropy and statistical randomness. It may be based on existing standards, e.g.
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FIPS 186-2 or NIST SP 800-90A. The key generation entity 120 may be
implemented in hardware or software e.g. by a processor, a FPGA, an operating
system etc... Preferably, the key generation entity 120 is located close to the
encrypting entity 110 or within the encrypting entity 110, e.g. on the same
hardware entity that performs the encryption. Thereby, transmission of the
generated symmetric encryption key via potentially unsecure and unsafe channels

1s avoided.

The symmetric encryption key generated by the key generation entity 120
together with the key information generated by the key management entity 10
forms the encryption keys of the hybrid encryption applied within the optical
system. The goal of hybrid encryption is to transmit the payload as well as the
symmetric encryption key to the receiving optical network element 200 in a
secure way. The symmetrical encryption key is used to encrypt the payload at the
transmitting optical network element 100. In order to enable the receiving optical
network element 200 to decrypt the encrypted payload, the symmetrical
encryption key, which is generated at the transmitting optical network element
100, has to be transported safely and securely to the receiving optical network
element 200. Said safe and secure transport is realized by encrypting the
symmetrical encryption key by means of the asymmetric key information
generated by the key management entity 10. Specifically, the transmitting optical
network element 100 encrypts the symmetric encryption key by means of the
public key associated with the receiving optical network element 200. After
transmission of the encrypted symmetric encryption key to the receiving optical
network element 200, the decrypting entity 210 decrypts the symmetric
encryption key using its own private key. Subsequently, said decrypted symmetric
encryption key is used for decrypting the encrypted payload in order to derive the
payload signal 30. Preferably, the asymmetric key information is only used for the
encrypted transport of the symmetric encryption key from the transmitting optical

network element 100, generating said symmetric encryption key, to the receiving
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optical network element 200. Alternatively, the asymmetric key information can

be also useful for other encryption, authentication or other tasks.

In the foregoing, it has been assumed that the transmitting optical network
element 100 is adapted for transmitting an optical signal containing an encrypted
payload and an encrypted symmetric encryption key, whereas the receiving
optical network element 200 is adapted for receiving an optical signal containing
an encrypted payload and an encrypted symmetric encryption key. However, it is
also possible that the optical network elements are adapted as transceivers thereby
being able to transmit and receive optical data containing encrypted payload.
Thereby, a bidirectional encrypted communication between at least two optical
network elements is possible. Each of said optical network elements may
comprise an encrypting entity and a decrypting entity. Specifically, each optical
network element may comprise a key generation entity for generating a symmetric
encryption key used for encrypting the payload to be transmitted. The
bidirectional communication between two of said optical network elements
adapted as transceivers may use the same symmetric encryption key for both

directions or a specific symmetric encryption key for each direction.

Depending on the encryption scheme for encrypting the payload, the symmetric
encryption key may be a session key being valid for a predefined period of time,
or until some event requires or triggers the replacement of the currently used
symmetric encryption key. After that predefined time has elapsed or event occurs,
a new symmetric encryption key is generated by the key generation entity 120 and
transmitted to the receiving optical network element 200. Encrypting entity 110
and decrypting entity 210 may use procedures to agree on the point of time when
to switch from the previously used to the new symmetric encryption key, thus

supporting key replacement during uninterrupted encrypted communication.

Fig. 2 shows a schematic diagram of the optical system 1 comprising optical

network elements 100A, 200B, 200C, 200D connected via the optical network
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300. According to a first embodiment, the optical network element 100A may be a
transmitting optical network element and the further optical network elements
200B, 200C, 200D may be receiving optical network elements. According to a
further embodiment, all optical network elements 100A, 200B, 200C, 200D are
adapted as transceivers for transmitting and receiving encrypted optical data. Each
optical network element 100A, 200B, 200C, 200D comprises its own private key
(indicated by the shaded circle) and the public keys of all other optical network
elements (indicated by the dotted circle).

Fig. 3 shows the situation when new optical network element 200E is included
within the optical system 1. The key management entity 10 generates a new
asymmetric key pair comprising a private key and a public key of the new optical
network element 200E. The private key is transmitted by the key management
entity 10 to the new optical network element 200E, and the public key is
transmitted to all other optical network elements 100A, 200B-200D. Furthermore,
the public keys associated to the optical network elements 100A, 200B-200D are
transmitted to the newly generated optical network element 200E. After said
assignment of the private and public keys, the key management entity 10 may be

switched in standby mode until a new asymmetric key pair is needed.

Fig. 4 shows a flow diagram for illustrating a connectivity change. The data
connection between a transmitting optical network element 100A and a first
receiving optical network element 200B is changed to a second receiving optical
network element 200C. In step S500, the transmitting optical network element
100A is informed of the changed connectivity from receiving optical network
element 200B to receiving optical network element 200C. Said information may
be transmitted as an in-band information to the transmitting optical network
element 100A or using a GMPLS control plane etc... Specifically, the transmitting
optical network element 100A is informed about the identity of the new receiving
optical network element 200C in order to enable the transmitting optical network

element 100A to select the correct public key associated to the new receiving
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optical network element 200C for encrypting the symmetric encryption key. The
information of the new receiving optical network element 200C may be given by
a central network controlling instance, ¢.g. the network controlling instance
which reconfigures the connectivity in the optical network 300, or by a distributed
mechanism that influence the connectivity in the optical network 300 (e.g.

GMPLS control plane).

After receiving the connectivity change information, transmitting optical network
element 100A stops using the public key associated with the first receiving optical
network element 200B for encrypting the symmetric encryption key and starts
using the public key associated with the second receiving optical network element
200C (step S510). Thereby, the first receiving optical network element 200B is
not able any more to decrypt the encrypted symmetric encryption key in order to
avoid that a new generated symmetric encryption key (generated in the following
in step S520) is decrypted by the first receiving optical network element 200B. It
is worth mentioning, that the public key associated with the second receiving
optical network element 200C is already stored in a storage means of the
transmitting optical network element 100A because of a prior transmission
initiated by the key management entity 10, i.e. actually no transmission of the
public key is necessary at the time of switching the connectivity. From this point
of time, the first receiving optical network element 200B is not able to decrypt the
symmetric encryption key transmitted by the transmitting optical network element

100A anymore.

As a next step (S520), the transmitting optical network element 100A generates
locally a new symmetric encryption key by means of its key generation entity. As
already mentioned before, the symmetric encryption key may be a pseudo-random
number which is generated at the point of time, when a new symmetric encryption
key is needed (“fresh key”). At this point of time only the encrypting entity 110 of
the transmitting optical network element 100A has the knowledge of the

symmetric encryption key. Advantageously, the symmetric encryption key is
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locally generated by the entity which performs the encryption of payload.

Therefore, no transmission of the symmetric encryption key is necessary.

After generating the symmetric encryption key, the transmitting optical network
clement 100A starts encrypting the payload by means of the new generated
symmetric encryption key (step S530). After this point of time, the first receiving
optical network element 200B is no longer able to decrypt the payload.

Next, the transmitting optical network element 100A starts encrypting the new
generated symmetric encryption key with the public key of the second receiving
optical network element 200C (step 540). Thereby it is possible to transmit the
new generated symmetric encryption key to the second receiving optical network

element 200C in a secure manner.

After receiving the encrypted new symmetric encryption key, the second
receiving optical network element 200C is able to decrypt the encrypted new

symmetric encryption key using its own private key (step S550).

Finally, after deriving the new symmetric encryption key, the decrypting entity
210 of the receiving optical network element 200C is able to decrypt the payload
which was encrypted by the same new generated encryption key (step S560).

It should be noted that the sequence of the above steps may be changed. For
example, the encrypted new symmetric encryption key may be transmitted to the
receiving network element before payload encrypted wit this encryption key is
transmitted, ¢.g. in a separate control message. Other modifications of the

disclosed steps are possible.

Preferably, according to the proposed methods and systems, connectivity changes
can be carried out in a short period of time t e.g. t< 200ms, most preferably t <

50ms. Thereby a flexible encrypted optical system may be provided which can
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handle frequent changes of connectivity between a plurality of optical network
elements, for example using GMPLS control plane or SDN (software-defined

networking) driven networks.

According to embodiments, the encrypted symmetric encryption key is
transmitted simultaneously with the encrypted payload which was encrypted using
said symmetric encryption key. The main advantage of the simultancous
transmission is that in case of a change of the symmetric encryption key there is
no or essentially no loss of data because the actually valid symmetric encryption
key is linked with the encrypted payload and therefore the encrypted payload can
be decrypted promptly using said actually valid symmetric encryption key. In
addition, the encrypted symmetric encryption key may also be transmitted
continuously with the encrypted payload. Thereby the symmetric encryption key
is always available at the receiving optical network element 200B-200D, so even
in unforeseen circumstances, ¢.g. a short-term breakdown of the receiving optical
network element 200B-200D causing a loss of the symmetric encryption key, said

symmetric encryption key can be recovered instantly.

Preferably, the encrypted payload is transmitted using a data frame structure 400
comprising a payload section 420 and the overhead section 410. The encrypted
payload may be mapped into the payload section 420 and the actual encrypted
symmetric encryption key may be mapped into the overhead section 410 of the

data frame structure 400.

Fig. 5 shows the data structure of an optical transport network (OTN) on the basis
of an Optical Channel Data Unit-k (ODUk). The ODUk comprises a payload
section called OPUk payload 420 (OPUk: optical channel payload unit k) in
which the encrypted payload is mapped. Furthermore, the ODUk comprises an
overhead section 410, in which supplementary information can be transmitted.

Said ODUk overhead 410 comprises a plurality of RES-bytes 430 which are
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reserved for future international standardization. The encrypted symmetric

encryption key may be mapped into at least one byte of said RES-bytes.

The number of bytes necessary for transmitting the encrypted symmetric
encryption key mainly depends of the key length of the used symmetric
encryption scheme, and the used asymmetric encryption scheme used to encrypt
the symmetric encryption key. Assuming an AES256 encryption (AES: Advanced
Encryption Standard), the encrypted symmetric encryption key may comprise e.g.
256 bits (= 32 bytes) which need to be transported. Depending on the mode of
operation of the used encryption scheme, ¢.g. CTR mode of AES256, additional
information need to be transferred from the transmitting optical network element
100A to the receiving optical network element 200B-200E. Said additional
information and/or the mode of operation of the used encryption scheme may be

also transmitted using the ODUk overhead.

Because of the limited transmission capacity within the ODUk overhead (only 8
RES-bytes available in the ODUk overhead of a frame) it may be necessary to use
multi-framing for transmitting the encrypted symmetric encryption key (EKMF:
encrypted key multi-frame). Thereby each byte of the multi-frame is transmitted
using subsequent ODUk. Fig. 6 shows the structure of an example multi-frame
which can be used to transmit an encrypted symmetric encryption key comprising
32 bytes (e.g. AES256 key). According to the shown example, the multi-frame
comprises 64 bytes. As a matter of course, also other lengths of the multi-frame
are possible. In fig. 6, the rows show bytes 1-64 of the multi-frame, wherein the
columns show the bits of each byte. In the current embodiment, the first bit of
cach byte indicates the multi-frame boundary, wherein the logical state of first bit
indicates if the multi-frame is started or continued. For example, a high-bit (“1”)
indicates the start of the multi-frame and a low-bit (“0”) indicates the continuation

of the multi-frame.
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The following bits 2-8 of byte 1 (indicated with “F”) are for example flags. Said
flags may be used as key exchange indicator, i.e. as indication that a new

symmetric encryption key is available.

The bits starting at byte 2, bit 2 to byte 38, bit 5 (indicated with “E”) are the bits
used for transmitting the encrypted symmetric encryption key. The remaining bits

6-8 of byte 38 are set to 0.

The bytes 39 to 63 (bits indicated with “R”) are reserved bits which may be used
to transmit additional or supplementary information, ¢.g. information regarding
the mode of operation of the used encryption scheme (CTR-mode of AES
encryption).

Finally, the multi-frame may comprise a checksum over bits 2-8 of bytes 1-63 in
order to detect a failure occurred during the transmission of the multiframe (e.g.
Cyclic Redundancy Check (CRC), specifically CRC7). Said checksum may be
contained in bits 2-8 of byte 64 (bits indicated with “Z”).

In order to detect denial-of-service and man-in-the-middle attacks, an
authentication procedure may be implemented. Said authentication may ensure
that the transmitting optical network element 100A and the receiving optical
network element 200B-200E are connected and no further optical network
element located in the middle between said communicating optical network
clements taps the transmitted data. Fig. 7 illustrates the authentication procedure
by means of a flow diagram. Assuming that a transmitting optical network entity
(ONE) 100 may transmit data to a receiving optical network entity (ONE) 200, the
transmitting optical network element 100 generates a signature of some
information that is only known by itself and the receiving optical network element
200 (shared secret). Said information may be the unencrypted or encrypted

symmetric encryption key. In order to generate the signature, a cryptographic hash
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function may be applied on said information, ¢.g. on the unencrypted or encrypted

symmetric encryption key (step S600).

Afterwards, the generated signature may be encrypted. Said encryption may be
performed by using the private key of the transmitting optical network element

100 (step S610).

In the following, the encrypted signature may be transmitted to the receiving

optical network element 200 via the optical network 300 (step S620).

After reception of the encrypted signature at the receiving optical network
element 200, said receiving optical network element 200 may perform a
decryption based on the public key of the transmitting optical network element
100 (step S630). Additionally, the received decrypted signature may be stored

within the receiving optical network element 200.

Subsequently, the receiving optical network element 200 may generate a signature
based on the same information, which was used by the transmitting optical
network element 100 for generating the signature (step S640). The generation of
the signature is performed identically, i.e. the transmitting optical network
element 100 and the receiving optical network element 200 perform the same

procedure for generating the signatures, e.g. a cryptographic hash function.

Finally, the generated signature is compared with the received decrypted signature
stored within the receiving optical network element 200 (step S650). Based on the
result of the comparison the success or failure of the authentication is determined
(step S660). If the generated signature is identical with the received decrypted
signature, it is assumed that the transmitting optical network element 100 (and not
the man-in-the-middle) transmitted the payload. Otherwise it can be suspected

that another optical network element than the intended transmitting optical
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network element 100 has sent the traffic to the receiving optical network element

200, indicating the potential for a denial-of-service or man-in-the-middle attack.

It should be noted that the description and drawings merely illustrate the
principles of the proposed methods and systems. It will thus be appreciated that
those skilled in the art will be able to devise various arrangements that, although
not explicitly described or shown herein, embody the principles of the invention
and are included within its spirit and scope. Furthermore, all examples recited
herein are principally intended expressly to be only for pedagogical purposes to
aid the reader in understanding the principles of the proposed methods and
systems and the concepts contributed by the inventors to furthering the art, and are
to be construed as being without limitation to such specifically recited examples
and conditions. Moreover, all statements herein reciting principles, aspects, and
embodiments of the invention, as well as specific examples thereof, are intended
to encompass equivalents thereof. If not explicitly indicated otherwise,

embodiments of the invention can be freely combined with each other.

Finally, it should be noted that any block diagrams herein represent conceptual
views of illustrative circuitry embodying the principles of the invention. Similarly,
it will be appreciated that any flow charts, flow diagrams, state transition
diagrams, pseudo code, and the like represent various processes which may be
substantially represented in computer readable medium and so executed by a
computer or processor, whether or not such computer or processor is explicitly

shown.
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1) A transmitting optical network element (100) comprising:

an interface for receiving key information from a key management
entity (10);

storage means for storing a public key received by the key
management entity (10) wherein the public key is associated with a
receiving optical network element (200) connectable to the
transmitting optical network element (100) via an optical network
(300) in order to transmit data; and

a key generation entity (120) configured for generating a symmetric

encryption key;

wherein the transmitting optical network element (100) is adapted to:

encrypt a received payload to be transmitted to the receiving optical
network element (200) using the generated symmetric encryption key;
and

encrypt the generated symmetric encryption key using the public key
of the receiving optical network element (200);

transmit the encrypted payload and the encrypted symmetric
encryption key via the optical network (300) to the receiving optical

network element (200).

2) The transmitting optical network element of claim 1, wherein the storage

means are adapted to store a private key associated with said transmitting

optical network element (100) and the public keys of a plurality of

receiving optical network elements (200) being able to receive data of

said transmitting optical network element (100).

3) The transmitting optical network element of claim 1 or 2, wherein in case

of a change of connectivity from a first receiving optical network element
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to a second receiving optical network element, the transmitting optical
network element (100) is adapted to generate a new symmetric encryption
key for encrypting payload and to encrypt the new symmetric encryption

key using the public key of the second receiving optical network element.

4) The transmitting optical network element of anyone of the preceding
claims, wherein information on the encrypted symmetric encryption key
or at least a part of the encrypted symmetric encryption key is transmitted
simultaneously and/or continuously with the encrypted payload.

10

5) The transmitting optical network element of anyone of the preceding
claims, wherein the encrypted payload is transmitted using data frames
(400), and the encrypted symmetric encryption key is embedded in some
or all data frames (400), in particular transmitted using an overhead

15 section (410) within said data frames (400).

6) The transmitting optical network element of anyone of the preceding
claims, comprising means for authenticating the received key information
from a key management entity (10).
20
7) The transmitting optical network element of anyone of the preceding
claims, adapted to :
— create a signature of a shared secret only known by the transmitting
optical network element (100) and the receiving optical network
25 element (200);
— encrypt the signature with its own private key;
— transmit the encrypted signature to the receiving optical network
element (200) in order to allow authentication at the receiving optical
network element (200).

30
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8) The transmitting optical network element of claim 7, adapted to create the

signature of a shared secret by applying a cryptographic hash function.

9) A receiving optical network element (200) being connected to a
transmitting optical network element (100) in order to receive data, the
receiving optical network element (200) comprising:

— an interface for receiving key information from a key management
entity (10);

— storage means for storing at least the own private key received by the
key management entity (10);

wherein the receiving optical network element (200) is adapted to:

— receive an encrypted symmetric encryption key and an encrypted
payload from the transmitting optical network element;

— decrypt the received symmetric encryption key using its own private
key; and

— decrypt the received encrypted payload using the decrypted received

symmetric encryption key.

10) The receiving optical network element according to claim 9, wherein the
storage means are adapted to store at least its own private key and at least
one public key received by the key management entity wherein the at
least one public key is associated with a transmitting optical network
element (100) being connectable to the receiving optical network element

(200) in order to transmit data.

11) The receiving optical network element according to claim 9 or 10,
adapted to :
— receive a signature of a shared secret only known by the transmitting
optical network element (100) and the receiving optical network
element (200), wherein the signature is encrypted by the private key of

the transmitting optical network element (100);
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decrypt the signature with the public key of the transmitting optical
network element (100);

generate a second signature of the shared secret;

compare the decrypted signature with the second signature in order to

authenticate the transmitting optical network element (100).

12) Method for encrypted transmission of data in an optical network (300)

comprising a transmitting optical network element (100) and a receiving

optical network element (200), the method comprising at least the steps

10 of

15

20

25

30

receiving of asymmetric key information from a key management
entity (10) by the transmitting optical network element (100) and the
receiving optical network element (200), wherein the asymmetric key
information received by the transmitting optical network element (100)
comprises at least the public key of the receiving optical network
element (200) and the asymmetric key information received by the
receiving optical network element (200) comprises at least the private
key of said receiving optical network element (200);

receiving a payload to be encrypted by the transmitting optical network
element (100);

generating a symmetric encryption key;

encrypting the payload using the generated symmetric encryption key
by means of the transmitting optical network element (100);
encrypting the generated symmetric encryption key by means of the
transmitting optical network element (100) using the public key of the
receiving optical network element (200);

transmitting the encrypted payload and the encrypted symmetric
encryption key to the receiving optical network element (200);
decrypting the symmetric encryption key by the receiving optical

network element (200) using its private key; and
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— decrypting the encrypted payload by the receiving optical network
element (200B — 200E) using the decrypted symmetric encryption key.

13) Method according to claim 12, wherein the optical network (300)

5 comprises a plurality of optical network elements, namely at least one
transmitting optical network element (100A) and a plurality of receiving
optical network elements (200B — 200E), and the transmitting optical
network element (100A) and each receiving optical network element
(200B — 200E) receive its own private key and the public keys of the

10 other optical network elements.

14) Method according to claim 12 or 13, wherein the encrypted symmetric
encryption key is transmitted simultancously and/or continuously to the
receiving optical network element (200).
15
15) Method according to anyone of the preceding claims 12 to 14, wherein in
case of a connectivity change from a first receiving optical network
(200B) element to a second receiving optical network element (200C),
the transmitting optical network element (100A) performs the following
20 steps:

— encrypting the symmetric encryption key by using the public key of
the second receiving optical network element (200C) instead of
using the public key of the first receiving optical network element
(200B);

25 — generating a new symmetric encryption key;

— encrypting the payload with the new symmetric encryption key;

— encrypting the new symmetric encryption key by using the public
key of the second receiving optical network element (200C);

and the second receiving optical network element (200C) performs the

30 following steps:
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— decrypting the new symmetric encryption key with its own private
key; and

— decrypting the payload using the decrypted symmetric encryption
key.
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