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(57) ABSTRACT 

A selection resource executed within the network is config 
ured for selecting from among a plurality of servers, distrib 
uted throughout the network at respective network-based 
server locations and each configured for providing a specified 
service, a selected server for providing the specified service 
for a client device at a network-based client location. The 
selection resource selects the selected server based on the 
corresponding server location relative to the client location, 
and causes a request having been generated by the client 
device to be sent to the selected server. Hence, the selection 
resource optimizes client-server interactions in a distributed 
computing network, based on the client location and the 
server location. 
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ARRANGEMENT FOR SELECTINGA 
SERVER TO PROVIDE DISTRIBUTED 
SERVICES FROM AMONG MULTIPLE 
SERVERS BASED ON A LOCATION OFA 

CLIENT DEVICE 

0001. This application is a continuation of copending 
application Ser. No. 1 1/134,336, filed May 23, 2005, which is 
a continuation of abandoned application Ser. No. 1 1/081,694, 
filed Mar. 17, 2005, which is a continuation-in-part of com 
monly-assigned, application Ser. No. 11/000,041, filed Dec. 
1, 2004, issued as U.S. Pat. No. 7,499,998 on Mar. 3, 2009 and 
entitled ARRANGEMENT IN A SERVER FOR PROVID 
ING DYNAMIC DOMAIN NAME SYSTEM SERVICES 
FOR EACH RECEIVED REQUEST, the disclosure of 
which is incorporated in its entirety herein by reference. 

BACKGROUND OF THE INVENTION 

0002 1. Field of the Invention 
0003. The present invention relates to identifying a server 

to provide a client device a distributed service, the server 
selected from among a plurality of distributed servers based 
on a locality of the client device. 
0004 2. Description of the Related Art 
0005 Distributed services such as Web-based search 
engines, for example the search site offered by GoogleR) on 
the World WideWeb having the domain name “google.com', 
are based on execution of the distributed services by distrib 
uted servers, also referred to as grid computing, where the 
distributed servers are configured for distributing the load 
associated with providing the distributed services. In particu 
lar, a client browser that attempts to access the Web service at 
the domain name “google.com' will be directed randomly to 
one of the distributed servers to ensure an even load-balanc 
ing among the servers. Load balancing is described in further 
detail in the Internet Engineering Task Force (IETF) Request 
for Comments (RFC) 2782, and in the above-incorporated 
parent application. Other factors also may be used to direct a 
client browser to a given server; a client browser may be 
directed to the previously-used server if the client browser 
previously accessed Web-based e-mail, in order to enable the 
utilization of user data having been transferred to the previ 
ously-used server. 
0006. In addition, distributed services such as web-based 
search services may be offered by a provider such as Google(R) 
based on worldwide distribution of data centers, where each 
data center has its own corresponding set of distributed Serv 
ers for providing the corresponding distributed service. In 
particular, worldwide distribution of data centers solves the 
problem of worldwide propagation delays that otherwise 
would be encountered due to the propagation limitations to 
the speed of light and speed of data signals through optical 
fiber and copper. 
0007. However, a given data center cannot be selected 
unless the user sends an HTTP request to the appropriate 
domain name: each data center is identified by its own corre 
sponding domain name, for example based on a country 
specific extension (e.g., “.uk’, "...de”, “nz”. “.jp') that iden 
tifies the country (e.g., United Kingdom, Germany, New 
Zealand, Japan) in which the corresponding data center 
resides; hence, a user in Japan could access the data center in 
Japan or United States based on entering the appropriate 
domain name 'google.co.jp' or 'google.com', respectively. 
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Conversely, a user in United States can access the data center 
in Japan simply by entering the appropriate domain name 
'google.co.jp. Hence, there is no optimization of service or 
reduction in propagation delay if the user selects a distant 
domain name, for example a user in United States selecting 
the data center in Japan, since in this case the user would be 
directed to one of the servers in the Japan data center. Rather, 
a conventional domain name system (DNS) query would 
resolve the domain name having the country-specific exten 
sion to a specific IP address, in this case of a device located 
within the country. 
0008 Domain name system (DNS) servers, as described 
in the Internet Engineering Task Force (IETF) Request for 
Comments (RFC) 1034 and RFC 1035, are further described 
in detail in the above-incorporated parent application. In Sum 
mary, a conventional DNS server may be configured for 
responding to a query by providing a prescribed resolution, or 
a list of prescribed resolutions. Each of the resolutions Sup 
plied by the DNS server are stored statically within (or local 
to) the DNS server, resulting in “prescribed resolutions. 
0009 Hence, existing systems fail to provide any resolu 
tion for a given service that is based on attributes of the client 
device. 

SUMMARY OF THE INVENTION 

0010. As described above, to date there has been no 
attempt at resolving a client query or request for a specified 
service by identifying any relationship between the server 
that is selected for a client device, and the location of the 
client device. In other words, there is no selection of a server 
from among multiple servers, for providing a distributed Ser 
vice for a client device, based on the location of the client 
device. 
0011 Hence, there is a need for an arrangement that 
enables a client device having requested a specified service to 
be directed to a selected one of multiple distributed servers, 
based on an identified network distance between the client 
device and the one selected server. 
0012. These and other needs are attained by the present 
invention, where a selection resource executed within the 
network is configured for selecting from among a plurality of 
servers, distributed throughout the network at respective net 
work-based server locations and each configured for provid 
ing a specified service, a selected server for providing the 
specified service for a client device at a network-based client 
location. The selection resource selects the selected server 
based on the corresponding server location relative to the 
client location, and causes a request having been generated by 
the client device to be sent to the selected server. Hence, the 
selection resource optimizes client-server interactions in a 
distributed computing network, based on the client location 
and the server location. 
0013. One aspect of the present invention provides a 
method in a network node within a network. The method 
includes receiving by the network node a request for a speci 
fied service, the request having been sent by a client device, 
and identifying by the network node a network-based client 
location of the client device. The method also includes select 
ing by the network node one selected server from other serv 
ers, the one selected server and the other servers distributed 
throughout the network at respective network-based server 
locations and each configured for providing the specified 
service. The selecting is based on the server location of the 
one selected server relative to the client location. The method 
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also includes causing the client device to reach the one 
selected server for the specified service. 
0014) Another aspect of the present invention provides 
method in a client device. The method includes identifying a 
network-based client location of the client device within a 
network relative to an identifiable network topology, and 
selecting by the client device one selected server from other 
servers, the one selected server and the other servers located 
at respective network-based server locations within the iden 
tifiable network topology and each configured for providing a 
client service. The selecting is based on the server location of 
the one selected server relative to the client location. The 
method also includes sending a request to the one selected 
server for the client service. Hence, the client device can 
direct its request to a selected server, from other servers 
located throughout the network, based on identifying the 
server location of the one selected server relative to the client 
location, optimizing the access of the client service by loca 
tion-based selection of the most appropriate server. 
0015 Still another aspect of the present invention provides 
a network that includes a client device at a network-based 
client location within the network and configured for output 
ting a request for a specified service. The network also 
includes a plurality of servers distributed throughout the net 
work at respective network-based server locations and each 
configured for providing the specified service. The network 
also includes a selection resource executed within the net 
work and configured for selecting one of the servers as a 
selected server, from among the other servers, based on the 
corresponding server location of the selected server relative 
to the client location. The selection resource causes the 
request to be sent to the selected server for providing the 
specified service to the client device. 
0016. Additional advantages and novel features of the 
invention will be set forth in part in the description which 
follows and in part will become apparent to those skilled in 
the art upon examination of the following or may be learned 
by practice of the invention. The advantages of the present 
invention may be realized and attained by means of instru 
mentalities and combinations particularly pointed out in the 
appended claims. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0017 Reference is made to the attached drawings, 
wherein elements having the same reference numeral desig 
nations represent like elements throughout and wherein: 
0018 FIG. 1 is a diagram illustrating a distributed network 
having clients at respective client locations and multiple net 
work nodes (e.g., servers) at respective server locations and 
configured for providing distributed client services, accord 
ing to an embodiment of the present invention. 
0019 FIGS. 2A, 2B, and 2C are diagrams illustrating 
exemplary implementations of the selection resource within 
an access router, a distributed server, and a client device, 
respectively. 
0020 FIG.3 is a diagram illustrating a DNS server accord 
ing to an embodiment of the present invention. 
0021 FIGS. 4A, 4B and 4C are diagrams summarizing the 
method of directing a client request to a selected server, based 
on the client location and the server location, according to an 
embodiment of the present invention. 
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0022 FIG. 5 is a diagram illustrating directing client 
devices to server locations based on subnet identifiers. 

BEST MODE FOR CARRYING OUT THE 
INVENTION 

0023 FIG. 1 is a diagram illustrating a network 10 having 
client devices 12 and distributed servers 14 for providing the 
clients 12 a specified distributed service, according to an 
embodiment of the present invention. The network 10 is illus 
trated in FIG. 1 as a topology map 16 having an identifiable 
network topology for identification of network nodes within 
the network. The network 10 also includes access routers 18, 
and at least one DNS server 50, described in detail in the 
above-incorporated parent application. 
0024. As described below, the topology map 16 illustrates 
a cost-based multidimensional space that positions network 
nodes (e.g., client devices 12, servers 14 and 50, access rout 
ers 18) relative to cost-based dimensions that identify a "net 
work distance' between different locations within the topol 
ogy. For example, the nodes 12a, 12d, 14a, 18 and 50 are 
positioned within the topology site 20a having the 24-bit IPv4 
address prefix '66.88.66/2422a, for example based on their 
connectivity within a first local area network of the network 
10, and the nodes 12b, 12c, and 14b are positioned within the 
topology site 20b having the 24-bit IPv4 address prefix '66. 
88.67/2422b based on their connectivity within a second 
local area network of the network 10, wherein the sites 20a 
and 20b can be connected by wide area network border rout 
ers (not shown). Although only one access router 18 is illus 
trated in FIG. 1, it will be appreciated that each client device 
12 will be connected to a corresponding access router 18 in 
order to obtain access within the network 10. As apparent 
from the foregoing, the topology map 16 is intended to illus 
trate deployment of the network 10 in an enterprise-class 
network, for example a large-scale network deployed at a 
university or a multi-building office campus. 
0025. According to the disclosed embodiment, distributed 
services are implemented based on deploying multiple serv 
ers 14 throughout a network, each server 14 configured for 
providing the distributed service for any requesting client 
device. The distributed servers 14 can be implemented as 
distributed computing nodes as described in commonly-as 
signed, copending application Ser. No. 11/053,954, filed Feb. 
10, 2005, entitled “Distributed Computing Based on Multiple 
Nodes with Determined Capacity Selectively Joining 
Resource Groups Having Resource Requirements', the dis 
closure of which is incorporated in its entirety herein by 
reference. 

(0026. As described below with respect to FIGS. 4A and 
4B, each requesting client device 12 is connected to one of the 
servers 14 having been identified as most appropriate for the 
requesting client device, for example the server closest to the 
client device. In particular, at least one network node within 
the network 10 includes a server selection resource, described 
below, configured for selecting one of the servers based on the 
corresponding server location relative to the client device. 
0027. As described in the above-incorporated parent 
application, one aspect of selecting the one server may 
involve sending a query by a client (e.g., 12c) to the DNS 
server 50, and receiving from the DNS server 50 a locality 
based response 26 that enables the client 12c to send a 
directed request 28 to the distributed server (e.g., 14b) that has 
the minimum distance to the requesting client 12c. 
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0028. The disclosed embodiment expands upon the teach 
ings of the above-incorporated parent application by encom 
passing all variations in which a client device 12 is directed to 
a selected server (e.g., 14b) from among a group of distributed 
servers, based on the locality of the client device relative to 
the server. In particular, the disclosed embodiment expands 
on the dynamic domain name service of the DNS server 50 by 
providing functionality that enables a client device to be 
directed to the most appropriate server for any distributed 
service based on locality, where the direction can be per 
formed based on execution of a server selection resource 40 
by any one of the destination server (e.g., 14a), an interme 
diate node such as an access router 18, or the client device 
12d. 

0029. For example, FIG. 2A illustrates an access router 18 
that includes an IP interface 30, routing resources 32, a net 
work address translation/protocol address translation (NAT/ 
PAT) layer 34, and an application level gateway layer 36. The 
application level gateway layer 36 includes a server selection 
resource 40 and at least a portion of the network topology map 
16 stored as a stored network map 42. FIG. 2B illustrates a 
distributed server (e.g., 14a) that includes an IP interface 30, 
the server selection resource 40, the network map 42, inde 
pendent of existing distributed service processes 44 that pro 
vide the requested client services. Similarly, FIG. 2C illus 
trates an intelligent client device 12d that includes not only an 
executable user agent 46 (e.g., an e-mail client or HTTP 
browser) and an IP interface 30, but also includes the server 
selection resource 40 and the network map 42. Although the 
network map 42 is described as at least a portion of the 
network topology map 16, as apparent from the description 
below the selection resource 40 also may utilize a stored table 
48 of server IP addresses, illustrated in FIG. 5, to identify the 
nearest server based on the requesting client device and the 
nearest server sharing an address prefix 22. 
0030 FIG. 3 is a diagram illustrating a Domain Name 
System (DNS) server 50, according to an embodiment of the 
present invention. The DNS server 50 includes an IP interface 
52, and a resolution resource 54. The IP interface 52 is con 
figured for receiving, via a network, a DNS request from a 
client device (e.g., 12c of FIG. 1). The DNS request from the 
client device includes typically the IP address of the client 
device, and a specified service. Hence, the DNS request is for 
at least one destination that provides within the network the 
specified service. 
0031. The resolution resource 54 is configured for receiv 
ing the DNS request from the IP interface 52, and dynami 
cally selecting a resolution, or a list of resolutions, that satis 
fies the DNS request. Unlike prior DNS servers, however, the 
resolution resource 54 does not merely retrieve stored reso 
lutions. Rather, the resolution resource 54 dynamically 
selects a selected resolution in order to identify a destination 
that is most appropriate for the client device. 
0032. According to the disclosed embodiment, the resolu 
tion resource 54 is configured for dynamically selecting, for 
the client device, a selected resolution from a plurality of 
available resolutions. In particular, the resolution resource 54 
includes a client device attributes module 56 configured for 
identifying client device attributes, a network attributes mod 
ule 58 configured for identifying network attributes, and an 
available selection criteria module 60 configured for identi 
fying criteria available for selecting a resolution from avail 
able resolutions. The resolution resource 54 also includes a 
client resolution cache 62. As described in further detail 
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below, the resolution resource 54 is configured for dynami 
cally selecting a selected resolution for the DNS query based 
on applying client device attributes 56 and/or network 
attributes 58 to the available selection criteria 60 in order to 
dynamically select a resolution. 
0033 Consequently, the resolution resource 54 applies 
available selection criteria 60 to available client device 
attributes 56 and/or network attributes 58 in order to identify 
a selected resolution which is the “most appropriate' for the 
client device. It will become readily apparent that numerous 
selection criteria and attributes may be utilized in identifying 
the most appropriate resolution for a given client device; 
hence, the description herein with respect to different 
attributes and selection criteria are only by way of illustration, 
and are not intended to limit the disclosed embodiment to any 
attributes or selection criteria. 
0034) For example, the client device attributes module 56 
may identify attributes such as client device location 56a, 
service level agreement (SLA) 56b, or user/client device 
authentication 56c. The client device location attribute 56a 
may be particularly relevant in identifying the closest server 
relative to the client device location; the service level agree 
ment (SLA) attribute 56b may be relevant in distinguishing 
different service types or destinations based on service-level 
agreement, where a user having Subscribed to a premium 
service may be granted access to a higher capacity destination 
server, as opposed to a Subscriber with a minimal service 
agreement being limited to limited-capacity destination serv 
CS 

0035. In addition, the user or client device authentication 
attribute 56c may be relevant with respect to corporate or 
relationship-based services in terms of directing a client 
device to an external destination (i.e., external to a corporate 
intranet) or an internal destination (i.e., internal to the corpo 
rate intranet), based on whether the client device and the 
destination service have an established trust relationship. 
Additional details illustrating location-based services are 
illustrated, for example, in commonly-assigned, copending 
application Ser. No. 09/908,578, filed Jul. 20, 2001, issued as 
U.S. Pat. No. 7,269,162 and entitled “INTEGRATION OF 
PRESENCE SERVICES WITH A NETWORKENABLED 
TELEPHONY DEVICE, the disclosure of which is incor 
porated in its entirety herein by reference. 
0036. The network attributes module 58 identifies the net 
work-based characteristics utilized by the resolution resource 
54 in identifying a destination for the specified service that is 
most appropriate for the client device issuing the DNS 
request. For example, in the case of distributed services, the 
distance attribute 58a identifies distance between a destina 
tion server and a client device (based on the client device 
location attribute 56a) to identify a minimal distance. The 
term “distance' as used herein with respect to the distance 
attribute 58a and the distance obtained based on the network 
topology map 16 of FIG. 1 can refer to attributes of the 
network, which are detectable by the elements of the network, 
that establish a quantifiable relationship, for example hop 
count, latency, bandwidth, lost packets, line noise, conges 
tion, wireless signal strength, Supplied GPS coordinates, etc. 
0037. In particular, the network topology-based coordi 
nates may include bandwidth, throughput, hop count, round 
trip time delay, the cost of accessing data, etc., and any other 
attributes that quantify the relative ability (i.e., “network dis 
tance') to move data to and from another machine based on a 
comparison of the respective coordinates of the source and 
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destination machines. Hence, the network distance between 
two nodes identifies the relative ability to move data between 
the two nodes. Additional details related to the use of topol 
ogy-based coordinates to determine a network distance are 
described in commonly-assigned, application Ser. No. 
11/049,559, filed Feb. 2, 2005, issued on Jul 14, 2009 as U.S. 
Pat. No. 7,562,125 and entitled “TECHNIQUES FOR 
LOCATING DISTRIBUTED OBJECTS ON ANETWORK 
BASED ON PHYSICAL COMMUNICATION COSTS, the 
disclosure of which is incorporated in its entirety herein by 
reference. 

0038. In addition, the Service Level Association (SLAc) 
attribute 58b may be relevant in associating a given service 
level for the client device 56b with the corresponding server 
providing the specified service in the network. The capacity 
and congestion attribute 58c also may be relevant in identi 
fying associated network conditions of relevant network 
components for selection criteria based on performance rela 
tive to a service-level agreement, load-balancing, or identify 
ing destinations that need to be relieved of demand for service 
due to encountered congestion conditions. The private/public 
servers or services attribute 58d identifies whether a given 
network resource is considered publicly available on the pub 
lic Internet or privately available within a restricted site (e.g., 
a corporate intranet). 
0039. The available selection criteria module 60 is config 
ured for identifying the various policies that may be imple 
mented by the resolution resource 54. For example, the avail 
able selection criteria may include identifying the minimal 
distance 60a between a client device location attribute 56a 
and a distributed services attribute 58a. In addition, the avail 
able selection criteria may include a match 60b between the 
SLA 56b of the client device and the SLAc 58b of a given 
network resource. In addition, the matching of the SLA 56b 
and the SLAc58b according to the selection criterion 60b also 
may be relative to the capacity or congestion attribute 58c of 
the corresponding network resource. 
0040 Another selection criterion that may be used 
involves a load-balancing sequence 60c, where the resolution 
resource 54 selects available resolutions in a prescribed 
sequence (e.g., round-robin, weighted round-robin, or 
weighted random selection as illustrated in FIG. 2) in order to 
control access by client devices to distributed servers accord 
ing to a prescribed load balancing policy. 
0041 Another available selection criterion includes iden 
tifying a public or private destination 60d based on authenti 
cation of the user or client device authentication attribute 56 
relative to the public or private attributes 58d of the available 
servers or services. 

0042 Hence, the resolution resource 54 can be configured 
for selecting the selected resolution based on the location 
attribute 56a of the client device within the network, for 
example using a minimal distance selection criterion 60a (or 
within a prescribed distance) relative to a given destination 
server distance attribute 56a in a distributed services plat 
form. Moreover, the distance selection criterion 60a and the 
service level matching selection criterion 60b may be com 
bined in order to provide optimized locality selection for 
premium Subscribers, and less than optimized locality-based 
selection of a destination server for a service-level agreement 
56b specifying an economic or minimal Subscription rate. 
Alternately, capacity-based selection criteria or authentica 
tion-based selection criteria may be used in order to identify 
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the destination that is most appropriate for the client device 
based on load balancing, trusted relationships, etc. 
0043. As apparent from the foregoing, the resolution or list 
of resolutions may specify either an explicit IP address, or 
another host name for a secondary DNS server configured for 
providing more specific resolutions based on a different set of 
criteria. Multi-tiered resolutions may be deployed, where a 
first DNS server 50 directs the client device to a second DNS 
server (not shown) based on authentication (or SLA valida 
tion) of the client device; the second DNS server can then 
direct the client device to the appropriate destination based on 
locality, load sharing, etc. Hence, a first DNS server 50 may 
be accessed for validation of a service-level agreement 
attribute 56b or a client device authentication 56c, based on 
the validation of the client device, the DNS server 50 may 
direct the client device to another DNS server 50 (not shown) 
configured for identifying the destination server for an 
authenticated client device, for example based on locality or 
load distribution. 
0044) The disclosed embodiment contemplates that any 
one of the resources of the DNS server 50 may be imple 
mented within the selection resource 40 illustrated in FIGS. 
2A-2C, enabling the locality-based server selection to be 
fully distributed among any node in the network 10. At a 
minimum, however, the selection resource 40 will select a 
server for providing a client service based on the distance 
between the network-based server location and the network 
based client location, and the availability of the server. Hence, 
load distribution can still be employed to enable a client 
device to access the nearest server that is not overloaded. 
0045 FIGS. 4A, 4B and 4C are diagrams summarizing the 
method of selecting a distributed server 14 for providing a 
service to a client device 12, based on the corresponding 
server location in the client location, according to an embodi 
ment of the present invention. The steps described herein with 
respect to FIGS. 4A, 4B and 4C can be implemented as 
executable code stored on a computer readable medium (e.g., 
floppy disk, hard disk, EEPROM, CD-ROM, etc.), or propa 
gated via a computer readable transmission medium (e.g., 
fiber optic cable, electrically-conductive transmission line 
medium, wireless electromagnetic medium, etc.). 
0046. The method begins in step 80, where a user agent 46 
executed by client device (e.g., client device 12a) outputs a 
request 70 for a specified service. The specified service may 
be for any type of network-based distributed service, for 
example a file transfer service according to the FTP protocol, 
a request for a file using a network-based file system, and 
HTTP based web request, a message request (e.g., according 
to SMTP protocol), or initiation of a media stream (e.g., a 
Voice over IP-based SIP connection, a multimedia (AVI) 
stream, etc.). If in step 82 the client device (e.g., 12a) having 
output the request does not have the selection resource 40, the 
IP interface 30 of the client device 12 sends the request 70 in 
step 84 to its access router 18. 
0047 Assuming in step 86 that the access router 18 
includes the selection resource 40, the access router 18 sends 
in step 88 the selection resource 40 and the network topology 
map 42 (or subnet prefix list 48) to the client device 12 in 
order to enable the client device to perform its own selection 
for subsequent requests, described below with respect to FIG. 
4B. 

0048 FIG. 4C is a diagram illustrating in further detail the 
steps by the selection resource 40 executed by the access 
router 18. The request 70 is received by the IP interface 30 and 
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sent to the routing resource 32: in response to detecting that 
the request 70 specifies a service recognized as being pro 
vided by the distributed servers 14, the request is passed to the 
application-level gateway 36. The selection resource 40 in the 
access router 18 identifies in step 90 the client device location 
and the server locations within the network 10, for example 
based on retrieval of the network map 42 that includes at least 
a portion of the network topology map 16,or alternately based 
on retrieving the address table 48 of FIG. 5. 
0049. The selection resource 40 identifies in step 92 one of 
the servers as the one selected server to be used for providing 
the specified service, based on determining that the one 
selected server (e.g., 14a) has the minimum distance to the 
client device location. The selection resource 40 in the access 
router 18 locates in step 94 the destination address field of the 
request 70, and overwrites in step 96 the destination address 
field with the destination address of the one selected server 
(e.g., 14a). The selection resource 40 outputs in step 98 the 
modified request for transmission by the IP interface 30 as a 
redirected request 72 to the selected server (e.g., 14a). 
enabling the closest server to be utilized for providing the 
specified service in step 100 of FIG. 4A. 
0050 Hence, implementing the selection resource 40 
within the access router 18 provides the advantage of mini 
mizing unnecessary traffic within the network 10, by redirect 
ing client requests 70 into redirected requests 72 in order to 
obtain services from the nearest distributed server. As 
described above with respect to step 88, efficiency can be 
further improved based on the client device executing the 
selection resource 40. 
0051 Hence, assuming in step 82 that the client device 
(e.g., 12d) includes the selection resource 40, the selection 
resource 40 executed within the client device 12d identifies 
the client device location in the network 10, and the server 
locations from the network topology map 42 (for calculation 
of network distance in the identifiable network topology) or 
the subnet prefix list 48, illustrated as step 90 in FIG. 4B. The 
selection resource 40 executed within the client device 12d 
also identifies the selected server based on the server being 
available and having the minimum distance to the client 
device location, or having the same Subnet prefix 22. Hence, 
the steps 90 and 92 illustrated in FIG.4B and executed by the 
selection resource 40 in the client device 12d are the same as 
the steps 90 and 92 performed by the access router 18 in FIG. 
4C. In this case, the self-directed request 74 is output to the 
selected server (e.g., 14a) in step 102. 
0.052 As described above, the selection resource 40 also 
can be implemented in any one of the distributed servers 14. 
Referring to FIG. 4A, if in step 86 neither the access router 18 
nor the client device 12 (e.g., 12b) include the selection 
resource 40, the access router 18 sends the request 70 to the 
default server (e.g., 14a) in step 104. If in step 106 the default 
server specified in the request 70 does not include the selec 
tion resource 40, the server can respond in step 108 to the 
request 70 in a conventional manner. 
0053 Assuming in step 106 that the default server (e.g., 
14a) includes the selection resource 40, the selection resource 
40 executed in the server 14a performs the same selection 
operations described above with respect to FIGS. 4B and 4C, 
namely identifying the client device location and the respec 
tive server locations from the network topology map 42 or the 
subnet prefix list 48 in step 90, and identifying the selected 
server (e.g., 14b) that is available a having the minimum 
distance to the client device location (or having the same 
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subnet prefix 22) in step 92. The selection resource 40 outputs 
in step 110 a redirect request 76 back to the client device (e.g., 
12b), causing the client device to output in step 100 a redi 
rected request 78 to the selected server (e.g., 14b) for the 
selected service. 
0054 According to the disclosed embodiment, distributed 
services are implemented based on deploying multiple serv 
ers throughout a network, each server configured for provid 
ing the distributed service for any requesting client device. 
The requesting client device is connected to one of the servers 
having been identified as most appropriate for the requesting 
client device, for example the server closest to the client 
device. 
0055. The disclosed embodiment can be applied to Active 
Directory used by Microsoft(R), or SAP based solutions (addi 
tional information regarding SAP based solutions are 
described at on the World WideWeb at the website having the 
domain name “sap.com'). In addition, an application level 
gateway could be modified to implement the disclosed fea 
tures of selecting a server based on the location of the client 
device. In particular, an application level gateway is executed 
onagateway device and provides a proxy for a service; hence, 
if a client device accesses the application level gateway for a 
prescribed distributed service, the application level gateway 
will direct the client device to another server based on the 
location of the client device. 
0056 Hence, any resource that finds a server for a client in 
order to provide service for that client can be implemented to 
provide the locality-based selection described herein. Conse 
quently, an access router can implement an application level 
gateway that will redirect a client device to the most appro 
priate server providing the distributed service, based on the 
location of the client device within the network; the access 
router can provide redirect services to the client device based 
on conventional NAT/PAT address translation that redirects 
the client device to the most appropriate server. 
0057. It will become readily apparent that numerous varia 
tions can be deployed within the scope of the claims, and that 
additional selection criteria can be added, as desired. 
0058 While the disclosed embodiment has been 
described in connection with what is presently considered to 
be the most practical and preferred embodiment, it is to be 
understood that the invention is not limited to the disclosed 
embodiments, but, on the contrary, is intended to cover vari 
ous modifications and equivalent arrangements included 
within the spirit and scope of the appended claims. 

1. A method comprising: 
providing access to a client machine over a network having 

an identifiable network topology, the client machine 
being located within the network, the network including 
a plurality of server machines each configured to provide 
a prescribed network service; and 

providing a resource to the client machine over the net 
work, wherein providing the resource to the client 
machine enables the client machine to select a first 
server machine from the plurality of server machines to 
provide the prescribed network service, based on the 
client machine determining the first server machine has 
a minimum network distance relative to a location of the 
client machine. 

2-54. (canceled) 
55. The method of claim 1, wherein the resource is an 

executable resource that enables the client machine to calcu 
late the minimum network distance. 
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56. The method of claim 55, wherein the executable 
resource enables the client machine to calculate a network 
distance for each server machine of the plurality of server 
machines relative to the location of the client, and to identify 
the minimum network distance using the network distance 
calculated for each server machine. 

57. The method of claim 1, wherein providing the resource 
includes providing the locations of the plurality of server 
machines. 

58. The method of claim 1, wherein the specified service is 
for any one of a file service, a web service, a message transfer 
service, or a media stream service. 

59. The method of claim 1, wherein providing the resource 
to the client machine further enables the client machine to 
select the first server further based on any one of a service 
level agreement associated with the client machine, or an 
authentication of the client machine. 

60. The method of claim 1, wherein providing the resource 
to the client machine further enables the client machine to 
select the first server further based on any one of a service 
level agreement associated with the first server, a congestion 
attribute of the first server, or a load balancing policy associ 
ated with the first server. 

61. An apparatus comprising: 
a storage arrangement, the storage arrangement being 

arranged to store information that identifies a plurality of 
server machines located throughout a network having an 
identifiable network topology, wherein the plurality of 
server machines are each configured to provide a speci 
fied service at the request of a client machine located 
within the identifiable network topology in the network; 
and 

a network interface circuit arranged to provide a resource 
to the client machine, the resource being configured to 
enable the client machine to select a first server machine 
from among the plurality of server machines to provide 
the specified service to the client machine, based on the 
client machine determining the first server machine is at 
a server location having a minimum distance relative to 
a client location associated with the client machine. 

62. The apparatus of claim 61, wherein the resource is an 
executable resource that enables the client machine to calcu 
late the minimum network distance. 

63. The apparatus of claim 62, wherein the executable 
resource enables the client machine to calculate a network 
distance for each server machine of the plurality of server 
machines relative to the location of the client, and to identify 
the minimum network distance using the network distance 
calculated for each server machine. 

64. The apparatus of claim 61, wherein providing the 
resource includes providing the locations of the plurality of 
server machines. 

Sep. 30, 2010 

65. The apparatus of claim 61, wherein the specified ser 
Vice is for any one of a file service, a web service, a message 
transfer service, or a media stream service. 

66. The apparatus of claim 61, wherein providing the 
resource to the client machine further enables the client 
machine to select the first server further based on any one of 
a service level agreement associated with the client machine, 
or an authentication of the client machine. 

67. The apparatus of claim 61, wherein providing the 
resource to the client machine further enables the client 
machine to select the first server further based on any one of 
a service level agreement associated with the first server, a 
congestion attribute of the first server, or a load balancing 
policy associated with the first server. 

68. An apparatus comprising: 
a storage arrangement, the storage arrangement being 

arranged to store information that identifies a plurality of 
server machines located throughout a network having an 
identifiable network topology, wherein the plurality of 
server machines are each configured to provide a speci 
fied service at the request of a client machine located 
within the identifiable network topology in the network; 
and 

a network interface circuit arranged to provide a resource 
to the client machine, the resource being configured to 
enable the client machine to select a first server machine 
from among the plurality of server machines to provide 
the specified service to the client machine, based on the 
client machine determining the first server machine has 
the same Subnet prefix as the client machine in respec 
tive IP addresses used by the first server machine and the 
client machine. 

69. The apparatus of claim 68, wherein providing the 
resource includes providing the IP addresses of the plurality 
of server machines. 

70. The apparatus of claim 68, wherein the specified ser 
Vice is for any one of a file service, a web service, a message 
transfer service, or a media stream service. 

71. The apparatus of claim 68, wherein providing the 
resource to the client machine further enables the client 
machine to select the first server further based on any one of 
a service level agreement associated with the client machine, 
or an authentication of the client machine. 

72. The apparatus of claim 68, wherein providing the 
resource to the client machine further enables the client 
machine to select the first server further based on any one of 
a service level agreement associated with the first server, a 
congestion attribute of the first server, or a load balancing 
policy associated with the first server. 
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