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Description

Title

Certificate Authority

The present invention is directed to certificate authorities
that are used to issue digital certificates, typically for

use with public key cryptography algorithms.

Public key cryptography is a well-established technique that
uses asymmetric keys to provide security. As is well known
in the art, a public and private key pair can be generated in
which the private key is kept secret, but the public key can
be widely publicised. Any message encrypted using a
particular public key can only be decrypted using the
corresponding private key. Similarly, any message encrypted
using a particular private key can only be decrypted using
the corresponding public key. Importantly, the public and
private keys are related mathematically, but the private key
cannot be feasibly derived from the public key. Therefore,
knowledge of the public key does not enable the private key

to be determined.

Figure 1 shows a system, indicated generally by the reference
numeral 1, comprising a first user 2 and a second user 4.

The first user has an encryption module 6: the second user
has a decryption module 8. As shown in Figure 1, the
encryption module 6 of the first user has a first input
receiving a message M and a second input receiving a first
key Keyl. The encryption module has an output that provides
the message M in encrypted form. The output of the
encryption module 6 is used as a first input to the

decryption module 8 of the second user 4. The decryption
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module 8 has a second input receiving a second key Key2 and

has an output.

If the first key is the private key of the first user 2, then
the encrypted message output by the encryption module 6 can
be decrypted by any decryption module that knows the public
key of the first user. Thus, if the second key is the public
key of the first user, then the output of the decrypticn
module will be the message M. In this scenario, the
encryption of the message M proves that the first user has
the private key that matches the public key of the first user
and therefore provides good evidence of the identity of the
first user. This form of encrypticn is often referred to as

a digital signature.

Similarly, if the first key is the public key of the second
user 4, then the encrypted message output by the encryption
module 6 can only be decrypted by a decryption module that
knows the private key of the second user. Thus, if the
second key 1is the private key of the second user, then the
output of the decryption module will be the message M. In
this scenario, the encryption of the message M ensures that
the message can only be read by someone in possession of the
private key of the second user. This form of encryption is

often referred to as public-key encryption.

Given that public and private key pairs can be used to prove
the identity of users, the security of the keys is crucial if
third parties are to trust the key system. One known
approcach to increasing trust in public and private key pairs

is the use of a public-key infrastructure (PKI) system.

A public-key infrastructure (PKI) is an arrangement that

binds public keys and user identities. This is achieved
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using a certificate (or certification) authority (CA). A
certificate authority (sometimes referred to as a “trusted
third party”) issues public key certificates associated with
a particular user identity. In order to do so, the user
needs to prove their identity to the satisfaction of the
certification authcrity. Thus, in a PKI system, the level of
trust that a third party has that a particular public key
relates to a particular identity is dependent on the level of
trust that that third party has in the certificate authority

that issued the public key certificate.

Certificate handling requires at least some technical know-
how from both the users/clients and the service providers in
setting up the public key infrastructure (PKI) as well as
deploying and protecting it. Typically, client certificates
and client private keys are stored in the client hardware and
therefore are not easily transported, can be insecure and are
not typically user-friendly. Signing the client certificates
is normally done offline by a root certificate authority (CA)
and takes time, because the root certificate authority needs
to verify the identity of the clients. A number of companies
are availlable to act as public root certificate authorities,
but such companies charge their customers for signing their
certificates; accordingly, even an expert user 1s required to

pay additional fees.

There are several tools like OpenSSL, SSL or Java Keytool
available in the market. These tools can generate a private
key and, with this key, create a CSR (Certificate Signing
Request) which is eventually saved at a medium (e.g. memory
stick). To identify the user, mechanisms like post-ident are

necessary. This solution discloses some security risks.
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The present invention seeks to address at least some of the

problems outlined above.

The present invention provides a method comprising: providing
an input to enable a user to manage one or more digital
certificates for the user; using an identity management
system to identify the user; and using the identity
management system to sign and control said one or more
digital certificates for the user. The management of the
digital certificates typically takes the form of signing and

controlling digital certificates for the user.

The present invention also provides an identity management
system comprising: a first input for enabling a user to
manage one or more digital certificates for the user (e.g. by
requesting the issuance/signing of a digital certificate or
by requesting the revocation of a digital certificate); an
identification module for identifying the user; and a
certificate module adapted to sign and control said one or

more digital certificates for the user.

Thus, the present invention provides a certificate
signing/generation/handling protocol in which an identity
management system is used to provide/generate/revoke
certificates (operating as a certificate authority). The

present invention therefore enables an IDM-based PKI system.

The invention provides a means for a relatively quick and

easy solution for providing certificates.

The said input may be provided using a graphical user
interface. This provides the user with a simple means for
interacting with the apparatus and method of the present

invention.
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The identity management system is typically able to sign
multiple digital certificates for the user (typically at the

request of a user).

The (or each) digital certificate for the user may include a
subset of available attributes for the user. In some forms
of the invention, the user specifies at least some attributes
to be included in a particular digital certificate. In some
forms of the invention, the user specifies at least some
attributes to be excluded from a particular digital

certificate.

The (or each) digital certificate for the user may include at
least some attributes that are added by the identity
management system. At least some of the attributes inserted
by the identity management system may be inserted without
requiring input from the user. The identity management
system may, for example, insert attributes such as the user’s
age or date of birth, or an indication of whether or not the
user 1s under 18. The identity management system may add the

fully gqualified domain name (FQDN) of the IDM system.

The identity management system may be responsible for
checking that attributes requesting for inclusion by the user
are correct. If such attributes are not correct, the
identity management system may refuse to sign the
certificate. By way of example, 1f the user requests that an
attribute indicating that the user has an age>18 be included
in the certificate, the identity management system should not
sign such a certificate if the attribute is untrue. Often
the IDM checks the validity of all attributes that a user

wants to include in a particular certificate.
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The identity management system may be able to revoke one or
more digital certificates. Certificate revocation may, for
example, be on request from the user. Certification
revocation may, for example, be time-dependent; for example,
a particular certificate may have a validity duration, after

which the certificate should be revoked.

The present invention also provides a method comprising:
generating a certificate signing request, the request
including a public key for the user; authenticating the user
at an identity management system; sending the certificate
signing regquest to the identity management system; and
receiving a digital certificate from the identity management
system in response to the certificate signing request. Of
course, the order of these steps may be different to the
order in which the steps are presented above; by way of
example, the certificate signing request may be sent before

the user is authenticated by the identity management system.

The present invention further provides a device comprising:
means for generating a certificate signing request, the
request including a public key for the user; means for
requesting authentication of the user at an identity
management system; means for sending the certificate signing
request to the identity management system; and means for
receiving a digital certificate from the identity management

system in response to the certificate signing request.

The digital certificate is typically signed by the private
key of the IDM. The digital certificate typically includes
the public key of the IDM in unencrypted form. Thus, the
digital signature can readily be decrypted using the public
key of the IDM to extract the identity and public key of the



10

15

20

25

30

WO 2011/120583 PCT/EP2010/054392

user, together with any attribute or other data included in

the digital certificate.

The invention may include generating a public and private key
pair for a user, wherein said public key is the public key

included in said certificate signing request.

The certificate signing request may include details of one or
more user attributes to be included in the digital
certificate. The certificate signing request may include
details of one or more user attributes to be excluded from

the digital certificate.

An interface (e.g. a GUI) may be provided to enable the user
to indicate the user attributes that should and/or should not
be included in the digital certificate. This could, for
example, be provided in the form of a check list or a drop-
down list of available options, where the user can easily
indicate which attributes should and/or should not be

included in the certificate.

The attributes may be “fuzzed”. This enables a user to
provide attribute data that is less precise than the full
attribute data, for example for privacy reasons. By way of
example, instead of entering the precise address of the
client into the certificate signing request, a location
fuzzing would ke allowed (District or Town/City or Country
only). The IDM system could be used to check if what the

client reveals (the less precise “fuzzed” data) 1is correct.

The identity management system may be able to sign multiple
digital certificates for the user (typically at the request

of a user).



10

15

20

25

30

WO 2011/120583 PCT/EP2010/054392

The present invention further provides a computer program
comprising: code (or some other means) for providing an input
to enable a user to manage one or more digital certificates
for the user (this management typically taking the form of
signing and controlling digital certificates for the user);
code (or some other means) for using an identity management
system to identify the user; and code (or some other means)
for using the identity management system to sign and control
said one or more digital certificates for the user. The
computer program may be a computer program product comprising
a computer-readable medium bearing computer program code

embodied therein for use with a computer.

The present invention yet further provides a computer program
comprising: code (or some other means) for generating a
certificate signing request, the request including a public
key for the user; code (or some other means) for
authenticating the user at an identity management system;
code (or some other means) for sending the certificate
signing request to the identity management system; and code
(or some other means) for receiving a digital certificate
from the identity management system in response to the
certificate signing request. The computer program may be a
computer program product comprising a computer-readable
medium bearing computer program code embodied therein for use

with a computer.

Exemplary embodiments of the invention are described below,
by way of example only, with reference to the following

numbered drawings.

Figure 1 is a block diagram of a system

demonstrating the use of public and private keys;
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Figure 2 is a block diagram of a system in
accordance with an aspect of the present invention;

Figure 3 shows a message sequence in accordance with
an aspect of the present invention; and

Figure 4 is a block diagram of a system in

accordance with an aspect of the present invention.

The inventors of the present invention have realised that
many of the problems associates with priocr art certificate
signing and handling protocols can be addressed by using an
identity management system to provide and handle
certificates, thereby providing an IDM-based PKI. As
discussed in detail below, the solution combines high levels
of security with high levels of flexibility. For example,
the system of the present invention is flexible enough to
revoke certificates e.g. if a user is not creditworthy or
reliable anymore. Also, the certificate can be complemented
with attributes relating to the user (such as the user’s date

of birth) which can be verified by the IDM.

“Identity management” describes a variety of technologies
that serve to enable the portability of identity information
across otherwise autonomous security domains. A goal of
identity management (sometimes referred to as identity
federation) 1s to enable users of one domain to access data
or systems of another domain seamlessly and securely, and
without the need for redundant user administration.
Eliminating the need for repeated login procedures each time
a new application or account is accessed can substantially

improve the user experience.

As discussed above, in order to enable a certificate
authority to issue public key certificates associated with a

particular user identity, the user needs to prove their
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identity to the satisfaction of the certification authority.
The inventors have realised that the existing ability of
identity management systems can be exploited by using
identity management systems to issue and manage digital
certificates, i.e. to operate as a certification authority.
Thus, an advantage of using an IDM for user authentication
purposes is that the IDM does not need post-ident or other
similar mechanisms to verify a person. Rather, the IDM can
use a previously authenticated session to check a user
against the database and store a newly generated digital
certificate there. Thus, the operator of the IDM has

established his own PKI.

Figure 2 is a block diagram of a system, indicated generally
by the reference numeral 10, of a system in accordance with
an aspect of the present invention. The system 10 comprises
a client 12 (typically in the form of a software module), a
graphical user interface (GUI) 14 for the client, an identity
management (IDM) system 16 and a database 18. The client 12
is in two-way communication with the GUI 14 and the IDM 16.
The IDM 1is also in two-way communication with the database

18.

Figure 3 i1is a message sequence, indicated generally by the
reference numeral 20, showing an exemplary use of the system

10.

The message sequence 20 starts at step 22, where the client
12 is authenticated at the IDM 1l6. There are a variety of
mechanisms that can be used to authenticate a user at an IDM.
The user of a username and password pair and the use of data
stored, for example, in a SIM module are two of many
examples. The skilled person would be aware of many options

for implementing this step of the message sequence 20. The
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means used to implement the authentication step 22 is not an

essential feature of the present invention.

After identification, the client 12 generates a certificate
signing request (CSR) at step 23 of the message sequence 20.
In order to generate the CSR, a public and private key pair
is generated at the client 12 (if such a key pair does not
already exist) and the public key is included in the CSR that
is sent to the IDM 16.

Once generated, the CSR is sent to the IDM 16 in message 24.
By sending the CSR (including the public key of the client
12) to the IDM 16, the client 12 is asking the IDM (acting as
a certificate authority) to generate a digital certificate
that binds the identity of the client 12 with the public key
included in the CSR 23.

In addition to the public key that the client 12 wants to be
included in a digital certificate, the CSR may include
information regarding the attributes the user wants to
include in the requested certificate. A user may be able to
use the GUI 14 to indicate information that should be
included in the digital certificate. By way of example, a
user may able to select or deselect pre-defined attributes
and extensions that will be contained in the certificate.
Some attributes/extensions may not be modifiable by the
clients (e.g. "age > 18"). It may be possible to change
other attributes/extensions (e.g. nickname = "Bugs Bunny"

instead of “John Doe”).

On receipt of the CSR, the IDM 16 communicates with the
database 18 to obtain information that should be included in
the digital certificate, such as requested user attributes

(see message 26). The IDM may verify attributes specified by



10

15

20

25

30

WO 2011/120583 PCT/EP2010/054392

12

the client 12 in the CSR against data stored in the database
18 and/or against a configurable IDM rule-set/policy (e.g. 1if
age>18 is included in the CSR, sign only if this can be
verified by data stored in the database). Additionally, the
IDM system may be able to add further extensions and

constraints to the client certificate.

Now, on the basis of the identity information confirmed at
step 22, the public key provided in the CSR, and any
requested attribute data obtained from the database 18, the
IDM 16 generates a digital certificate at step 27. The
digital certificate binds the identity, public key and
attribute data together by signing the data with the private
key of the IDM. The certificate is generally sent together
with the unencrypted public key for the certificate authority
such that any entity can read the encrypted certificate. The
key is used, however, to verify the validity of the
certificate (i.e. to check that the certificate has been

signed by the certificate authority).

The digital certificate signed at step 27 1is provided to the
client 12 (in message 28) and may optionally be stored in the

database 18 (message 30).

The client 12 may be implemented as a software mcdule and may
be provided either on the client hardware directly or on e.g.
a SIM card or on a so-called IDM Satellite. An IDM satellite
may, for example, be provided in a removable form, for
example as a memory stick (such as a USB stick). In such an
embodiment, it is possible for the private key of the client
to be stored on the memory stick together with the digital
certificate. Such an arrangement enables the memory stick
(including the identification information) to be

transportable. The IDM Satellite may be password secured (or
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some other security mechanism may be provided) in order to
avold easy access of others to the stored certificates and
corresponding private keys (e.g. if the IDM satellite was

lost or stolen).

In use, the client 12 enforces SSL communication towards IDM
16. The client 12 has stored IDM server certificate and
checks the certificate received from IDM against it. If they
are different, the client 12 checks if the certificate is
signed by IDM (acting as a certificate authority). If the
certificate is not signed by IDM, the communication session

is aborted.

The server certificate and the root CA certificate is stored
and available for authentication during connection set-up to
the IDM system. This prohibits DNS poisoning attacks and

client credential fishing in insecure environments.

The present invention enables multiple certificates to be
issued by the IDM 16 for a single user. Moreover, at least
some of those certificates may differ from one another. The
IDM can manage such multiple certificates and a user can
decide which certificate is most appropriate to a particular
use case (or can request a new certificate for a new use
case). Certificate management may enable a user to delete a
valid certificate and/or revoke them in the same convenient
way. This functionality may be controlled by the user via

the GUI 14.

The IDM 16 (or the database 18 associated with the IDM 16, if
any) may be used as a mechanism for the secure storage of the

certificates of one or more clients.
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Optiocnally, an IDM client (such as the client 12) can
generate a client certificate signing request on his own and
send it to the IDM for validation (attributes/Date Of
Expiry/extensions etc.) without using the above described

software support.

The IDM 16 may include at least some of the following

functionality.

¢ Bootstrapping a PKI with authorized members of the IDM
community after successful registration in the (server
authenticated) SSL tunnel

® Secure storage and administration of client certificates

e Fnabling certificates to be deleted by the user

e Enforcing mutual SSL authentication as soon as the IDM
system knows that the c¢lient is in possession of any valid
client certificate.

e Signing certificates on request from a user

o Certificate revocation of client certificates

® Federation with other PKIs

e Other PKIs can query the IDM for validity of certificates
generated by the IDM community via SAML

e Verifying client attributes claimed in a CSR

Figure 4 is a block diagram of a system, indicated generally
by the reference numeral 40, in accordance with an aspect of
the present invention. The system 40 provides shows an
exemplary interaction between an IDM-based PKI system and
ancther PKI system (in this example, a PKI system used by the

user’s online bank).

The system 40 includes a client 42 and IDM 44 similar to the

client 12 and IDM 16 described above respectively. As
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described above, the IDM 44 acts as a certification authority
for the client 42. Accordingly, the client 42 and the IDM 44

form part of a PKI system (labelled PKI 1 in Figure 4).

As shown in Figure 4, the client 42 is in two-way
communication with the IDM 44 and is also in two-way
communication with a bank 46. The bank 46 is in a separate

PKI system (labelled PKI 2 in Figure 4).

In use, the bank 46 receives a digital certificate for the
client 42 either from the client or from the IDM 44. The
digital certificate is signed by the IDM 44 and, if the bank
trusts the IDM, then the bank can use the public key for the
client 42 included in the digital certificate to decrypt
messages sent by the client 42 to the bank 46 that are signed

using the private key of the client.

In one embodiment of the invention, the bank 46 may store a
number of digital certificates received from the IDM 44 and
periodically receives a certificate revocation list (CRL)
from the IDM indicating the digital certificates issued by
the IDM that are no longer valid. When the bank receives a
message from the client, the bank 46 can determine whether or
not the IDM considers the digital certificate for the client
to be valid. O0Of course, 1t is also open to the bank to
communicate directly with the IDM 44 to validate single

client certificates at the IDM on a one-by-one basis.

Certificates will be revcked by the IDM 44 if the client 42
deletes the certificate himself or the client
attributes/extensions embedded in the certificate have become
obsolete. The attributes might become obsolete, for example,

because the owner of the attribute has become 18 years old,
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the owner is not trustworthy any more or the address of the

owner changed.

If the bank 46 does not accept the client certificate any
more, the client 42 could be forced to contact the IDM system
44 directly to request the generation of a new, up-to-date
certificate for this specific use-case (e.g. buying at
amazon.de). Another option would be for the bank 46 to
accept the client certificate if the correct SAML token 1is in

the target URL.

As discussed in detail above, the present invention enables
digital certificates to be issued and managed by an IDM.
Digital certificates generated in accordance with the
principles of the present invention can be used for many

different purposes. Typical use cases include:

e Payment requests, where the client certificates could be
used to sign the payment requests;

¢ Banking applications where a high level of security is
mandatory (mutual authentication);

e TIn an Internet café, where the end device is not under
control of the user;

¢ Whenever there is the need for transportable certificates;
and

e To provide an easy and secure way of administrating VPN

access.

The embodiments of the invention described above are
illustrative rather than restrictive. It will be apparent to
those skilled in the art that the above devices and methods
may incorporate a number of modifications without departing

from the general scope of the invention. It is intended to
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include all such modifications within the scope of the
invention insofar as they fall within the scope of the

appended claims.
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CLAIMS:

1. A method comprising:
providing an input to enable a user to manage one or
more digital certificates for the user;
using an identity management system to identify the
user; and
using the identity management system to sign and

control said one or more digital certificates for the user.

2. A method as claimed in claim 1, wherein the input is

provided using a graphical user interface.

3. A method as claimed in claim 1 or claim 2, wherein the
identity management system is able to sign multiple digital

certificates for the user.

4. A method as claimed in any preceding claim, wherein the
or each digital certificate for the user includes a subset of

avallable attributes for the user.

5. A method as claimed in claim 4, further comprising the
user specifying the attributes to be included in a particular

digital certificate.

6. A method as claimed in claim 4 or claim 5, wherein at
least some of said attributes are added to the certificate by

the identity management system.
7. A method as claimed in any preceding claim, wherein the
identity management system is able to revoke one or more

digital certificates.

8. A method comprising:
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generating a certificate signing request, the request

including a public key for the user;
authenticating the user at an identity management

system;

sending the certificate signing request to the identity
management system; and

receiving a digital certificate from the identity
management system in response to the certificate signing

request.

9. A method as claimed in claim 8, further comprising
generating a public and private key pair for a user, wherein
said public key is the public key included in said

certificate signing request.

10. A method as claimed in claim 8 or claim 9, wherein the
certificate signing request includes details of one or more

user attributes to be included in the digital certificate.

11. A method as claimed in claim 10, further comprising
providing an interface to enable the user to indicate the
user attributes that should be included in the digital

certificate.

12. An identity management system comprising:
a first input for enabling a user to manage one Or more
digital certificates for the user;
an identification module for identifying the user; and
a certificate module adapted to sign and control

said one or more digital certificates for the user.

13. An identity management system as claimed in claim 12,
wherein the identity management system is able to sign

multiple digital certificates for the user.
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14. An identity management system as claimed in claim 12 or
claim 13, wherein the or each digital certificate for the

user includes a subset of available attributes for the user.

15. An identity management system as claimed in any one of
claims 12 to 14, wherein the identity management system is

able to revoke one or more digital certificates.

l6. A computer program product comprising:
means for providing an input to enable a user to manage
one or more digital certificates for the user;
means for using an identity management system to
identify the user; and
means for using the identity management system to
sign and control said one or more digital certificates for

the user.

17. A computer program product comprising:

means for generating a certificate signing request, the
request including a pubklic key for the user;

means for authenticating the user at an identity

management system;

means for sending the certificate signing request to the
identity management system; and

means for receiving a digital certificate from the
identity management system in response to the certificate

signing reqguest.



WO 2011/120583

/6

M — Encryption

module

PCT/EP2010/054392

|

Keyl

A

Client
12/
v
GUI
14/

1/3
/8
» Decryption|——
module
Key?
/ «
1
Fig. 1
» IDM
I \16
Database

Fig. 2




WO 2011/120583 PCT/EP2010/054392

2/3
/12 /16 /18
Client IDM Database
22
Prepare
CSR
23/ /
24 ) .
26/
Generate
Certificate
27
28/
| i 30 i

Fig. 3



WO 2011/120583 PCT/EP2010/054392

3/3

Bank
PKI 2 46
PKI 1 v
Client IDM

A4

42 \44

Fig. 4



INTERNATIONAL SEARCH REPORT

International application No

PCT/EP2010/054392

A. CLASSIFICATION OF SUBJECT MATTER

INV. HO4L29/06
ADD.

According to International Patent Classification (IPC) or to both national classification and IPC

B. FIELDS SEARCHED

Minimum documentation searched (classification system followed by classification symbols)

HOAL HOAW

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

Electronic data base consulted during the international search (name of data base and, where practical, search terms used)

EPO-Internal, WPI Data

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category™ | Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.

X US 2007/283426 Al (HOUSSIER LOIC [FR] ET 1-7,
AL) 6 December 2007 (2007-12-06) 12-16
* abstract

paragraph [0002] - paragraph [0011]
paragraph [0026] - paragraph [0033]
X US 2005/076198 Al (SKOMRA STEWART A [US] 1-7,
ET AL) 7 April 2005 (2005-04-07) 12-1
figures 1,2a,3

paragraph [0011] - paragraph [0018]
paragraph [0023] - paragraph [0026]
paragraph [0032]

paragraph [0040] - paragraph [0068]
paragraph [0098]

_/__

See patent family annex.

Further documents are listed in the continuation of Box C.

* Special categories of cited documents : . . . .

"T" later document published after the international filing date
or priority date and not in conflict with the application but
cited to understand the principle or theory underlying the
invention

"X" document of particular relevance; the claimed invention
cannot be considered novel or cannot be considered to

"A" document defining the general state of the art which is not
considered to be of particular relevance

"E" earlier document but published on or after the international
filing date

"L" document which may throw doubts on priority claim(s) or
which is cited to establish the publication date of another
citation or other special reason (as specified)

"O" document referring to an oral disclosure, use, exhibition or
other means

"P" document published prior to the international filing date but
later than the priority date claimed

involve an inventive step when the document is taken alone

"Y" document of particular relevance; the claimed invention
cannot be considered to involve an inventive step when the
document is combined with one or more other such docu-
merr:ts, such combination being obvious to a person skilled
inthe art.

"&" document member of the same patent family

Date of the actual completion of the international search

9 March 2011

Date of mailing of the international search report

24/03/2011

Name and mailing address of the ISA/

European Patent Office, P.B. 5818 Patentlaan 2
NL - 2280 HV Rijswijk

Tel. (+31-70) 340-2040,

Fax: (+31-70) 340-3016

Authorized officer

Kopp, Klaus

Form PCT/ISA/210 (second sheet) (April 2005)




INTERNATIONAL SEARCH REPORT

International application No

PCT/EP2010/054392
C(Continuation). DOCUMENTS CONSIDERED TO BE RELEVANT
Category™ | Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.
X "Digital cellular telecommunications 1-7,
system (Phase 2+); Universal Mobile 12-16
Telecommunications System (UMTS); LTE;
Generic Authentication Architecture (GAA);
Support for subscriber certificates (3GPP
TS 33.221 version 9.0.0 Release 9)",
TECHNICAL SPECIFICATION, EUROPEAN
TELECOMMUNICATIONS STANDARDS INSTITUTE
(ETSI), 650, ROUTE DES LUCIOLES ; F-06921
SOPHIA-ANTIPOLIS ; FRANCE,
no. V9.0.0, 1 February 2010 (2010-02-01),
XP014045950,
page 6 - page 17
A EP 1 162 778 A2 (TRW INC [US] NORTHROP 1,12,16
GRUMMAN CORP [US])
12 December 2001 (2001-12-12)
* abstract
paragraph [0001]
paragraph [0008] - paragraph [0013]
paragraph [0023]
X EP 1 881 665 Al (RESEARCH IN MOTION LTD 8-11,17
[CA]) 23 January 2008 (2008-01-23)
* abstract
paragraph [0001]
paragraph [0005]
paragraph [0012] - paragraph [0015]
paragraph [0025] - paragraph [0043]
figure 2
X US 2005/114367 Al (SEREBRENNIKOV OLEG 8,17
[RU]) 26 May 2005 (2005-05-26)
* abstract
paragraph [0322] - paragraph [0325]
X US 2009/092247 Al (KIDO KEISUKE [JP] ET 8-11,17
AL) 9 April 2009 (2009-04-09)
* abstract
figure 2
paragraph [0003]
paragraph [0007]
paragraph [0010] - paragraph [0021]

Form PCT/ISA/210 (continuation of second sheet) (April 2005)




International application No.
INTERNATIONAL SEARCH REPORT PCT/EP2010/054392
Box No.ll Observations where certain claims were found unsearchable (Continuation of item 2 of first sheet)

This international search report has not been established in respect of certain claims under Article 17(2)(a) for the following reasons:

1. I:' Claims Nos.:
because they relate to subject matter not required to be searched by this Authority, namely:

2. I:' Claims Nos.:
because they relate to parts of the international application that do not comply with the prescribed requirements to such
an extent that no meaningful international search can be carried out, specifically:

3. |:| Claims Nos.:
because they are dependent claims and are not drafted in accordance with the second and third sentences of Rule 6.4(a).

Box No. lll Observations where unity of invention is lacking (Continuation of item 3 of first sheet)

This International Searching Authority found multiple inventions in this international application, as follows:

see additional sheet

1. As all required additional search fees were timely paid by the applicant, this international search report covers all searchable
claims.

2. I:' As all searchable claims could be searched without effort justifying an additional fees, this Authority did not invite payment of
additional fees.

3. As only some of the required additional search fees were timely paid by the applicant, this international search report covers
only those claims for which fees were paid, specifically claims Nos.:

4. No required additional search fees were timely paid by the applicant. Consequently, this international search report is
restricted to the invention first mentioned in the claims; it is covered by claims Nos.:

Remark on Protest The additional search fees were accompanied by the applicant's protest and, where applicable, the

payment of a protest fee.

The additional search fees were accompanied by the applicant's protest but the applicable protest
fee was not paid within the time limit specified in the invitation.

m No protest accompanied the payment of additional search fees.

Form PCT/ISA/210 (continuation of first sheet (2)) (April 2005)




International Application No. PCT/ EP2010/ 054392

FURTHER INFORMATION CONTINUED FROM PCT/ISA/ 210

This International Searching Authority found multiple (groups of)
inventions in this international application, as follows:

1. claims: 1-7, 12-16

Providing an input to enable a user to manage one or more
digital certificates for the user; using an identity
management system to identify the user; and using the
identity management system to sign and control the one or
more digital certificates for the user

2. claims: 8-11, 17

Generating a certificate signing request, the request
including a public key for a user; authenticating the user
at an identity management system; sending the certificate
signing request to the identity management system; and
receiving a digital certificate from the identity management
system in response to the certificate signing request




INTERNATIONAL SEARCH REPORT

Information on patent family members

International application No

PCT/EP2010/054392
Patent document Publication Patent family Publication

cited in search report date member(s) date

US 2007283426 Al 06-12-2007 AT 388573 T 15-03-2008
DE 602005005201 T2 12-03-2009
EP 1779635 Al 02-05-2007
WO 2006021665 Al 02-03-2006

US 2005076198 Al 07-04-2005  NONE

EP 1162778 A2 12-12-2001  DE 60130832 T2 17-07-2008
JP 3704681 B2 12-10-2005
JP 2002140308 A 17-05-2002
US 2002143707 Al 03-10-2002

EP 1881665 Al 23-01-2008 AT 493823 T 15-01-2011
CA 2593888 Al 20-01-2008
EP 2254304 A2 24-11-2010

US 2005114367 Al 26-05-2005  NONE

US 2009092247 Al 09-04-2009 CN 101816149 A 25-08-2010
EP 2200217 Al 23-06-2010
JP 4128610 B1 30-07-2008
WO 2009044577 Al 09-04-2009

Form PCT/ISA/210 (patent family annex) (April 2005)




	Page 1 - front-page
	Page 2 - description
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - description
	Page 18 - description
	Page 19 - claims
	Page 20 - claims
	Page 21 - claims
	Page 22 - drawings
	Page 23 - drawings
	Page 24 - drawings
	Page 25 - wo-search-report
	Page 26 - wo-search-report
	Page 27 - wo-search-report
	Page 28 - wo-search-report
	Page 29 - wo-search-report

