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DESCRIPTION

METHOD FOR CONNECTING USER EQUIPMENT AND H(E)NB, METHOD FOR
AUTHENTICATING USER EQUIPMENT, MOBILE TELECOMMUNICATION

5 SYSTEM, H(E)NB, AND CORE NETWORK

TECHNICAL FIELD
[0001]
The present invention relates to a method for connecting user equipment to a
10 telecommunication network via a radio base station and, in particular, relates to a
connection method in which security is maintained.

Priority is claimed on Japanese Patent Application No. 2008-192343, filed July
25, 2008, the content of which is incorporated herein by reference.

15 BACKGROUND ART
[0002]

In recent years, in wired data communication, there have been remarkable
technological developments. Networks that are based on IP (Internet Protocol)
technology have b_ecome common, and communication at high speeds and at low cost is

20  now provided. However, in radio communication that uses user equipment (UE) for
mobile telecommunication such as, for example, mobile telephones and portable
information terminals, communication which is based on IP technology is not as
commonly used as data communication via wires.

[0003]

25 However, in mobile telecommunication a technology exists that provides user
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equipment with high-speed and low-cost communication by installing a small radio
station that has a communication range of several meters to several tens of mgters (ie., a
Femto Cell) in a home or in a SOHO (Small Office Home Ofﬁce). Here, the small
radio base station is a radio base station that provides a user equipment with mobile
telecommunication, and is a type of radio base stations having a low power radio wave
and having a communication range of several meters to several tens of meters. The
small radio base station is a device having technology in which, by narrowing the
communication range and reducing the number of user equipments that are connected
thereto, a wide frequency band is allocated between the small radio base station and the
connected user equipment, and high-speed, low-cost communication is provided.

Moreover, a small radio base station is connected by wires to a core network
(CN), which is a wired network, via a fixed telephone line or the Internet in the same
way as communication provided by, for example, a DSL (Digital Subscriber Line).
[0004]

Usage of this type of Femto cell which employs a small radio base station has
advantages not only for subscribers, but also for businesses that provide mobile
telecommunication. For example, conventionally, in order to create a wider
communication range, it has been necessary to install a large number of radio base
stations that are able to house a large number of user equipments. Since such a radio
base station is expensive, there have been great financial burden on a provider who
provides an expensive radio base station. On the other hand, a small radio base station
is not expensive and therefore can be sold or leased to subscribers, reducing financial
burden of providers. Further, a subscriber installs a small radio base station, and
therefore can accurately install the small radio base station at a place where

communication is required by subscribers.
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[0005]

Moreover, such a small radio base station is proposed in the form of HNB (home
Node B) and H(e)NB (Home evolved Node B) which provide communication to CSG
(Closed Subscriber Groups) in 3GPP (3rd Generation Partnership Proj ects) (See

Non-Patent Literature).

SUMMARY OF THE INVENTION
Technical Probl;am
[0006]

However, when a small radio base station that is installed by a subscriber is
connected to a core network via a fixed telephone or the Internet or the like, since
management of the small radio base station is not being performed by the provider
providing the mobile telecommunication, a problem arises in that there is a possibility of
illegal connection of a small radio base station, incorrect connection of a small radio base
station, illegal connection of a user equipment to a small radio base station, and incorrect
connection of a user equipment being made.

[0007]

Accordingly, it is an object of the present invention to provide a means that
performs authentication processing when a small radio base station is being connected
and when a user equipment is being connected to a wired telecommunication network in
order to prevent illegal use and incorrect use, and to provide a means that makes settings

and performs management of a small radio base station in which security is guaranteed.

Solution to Problem

[0008]
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In order to solve the above described problems, the present invention is a
method for connecting, using radio communication, a user equipment and a H(e)NB in a
mobile telecommunication system having the user equipment, the H(e)NB, and a core
network. The method includes: a step in which the H(e)NB transmits connection
request information, which contains a subscriber identity that identifies the user
equipment, to the core network; and a step in which the core network determines, based
on the connection request information that has been received, whether or not to connect
the user equipment to the H(e)NB by referring to an access control list that is stored in
advance. |
[0009]

Moreover, the present invention is a method for authenticating user equipment in
communication system having a wired base station and a network. The method
includes: creating a secure connection between said wireless base station and said
network; allowing a communication between said user equipment connecting to said
wireless base station and said network; and starting communication between said user
equipment and said network through said wireless base station.

[0010]

Moreover, the present invention is a H(e)NB included in a mobile
telecommunication system further having a user equipment and a core network. The
H(e)NB transmits connection request information including a subscriber identity for
identifying the user equipment to the core network.

[0011]

Moreover, the present invention is a core network included in a mobile

telecommunication system having a user equipment and a H(e)NB. The core network

determines whether or not to connect the user equipment to the H(e)NB based on
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connection request information which contains a subscriber identity for idenfifying the
user equipment and a H(e)NB identity allocated to the H(e)NB in advance, and which is
received from the H(e)NB while referring to an accesé control list stored therein in
advance.

[0012]

Moreover, the present invention is a mobile telecommunication system
including: a user equipment, a H(e)NB, and core network. The user equipment
includes: a subspriber 'identity database containing a subsctiber identity for identifying a :
hoét terminai; a terminal control unit générafiﬁg and outpuftiné terminal connection |
request information which contains the subscriber identity, and which requests a
connection to the H(e)NB; and a terminal communication unit transmitting the terminal
connection request information received from the terminal control unit to the H(e)NB to
which a connection is requested. The H(e)NB includes: a base station communication
unit receiving the terminal connection request information from the user equipment; an
identity database containing a H(e)NB identity allocated in advance; and a base station
control unit generating and transmitting connection request information which contains
the subscriber identity and the H(e)NB identity contained in the terminal connection
request information, and which indicateé a reéuest for a connection from the user
equipment corresponding to the subscriber identity, to the core network. The core
network includes: an access control list database containing information in which the
subscriber identity of the user equipment whose connection to the H(e)NB is allowed is
associated with the H(e)NB identity of the H(e)NB; and an authentication control unit
determining whether or not to connect the user equipment corresponding to the
subscriber identity contained in the connection request information received from the

H(e)NB to the H(e)NB corresponding to the H(e)NB identity based on information stored
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in the actess control list database.

Advantageous Effects of the Invention
[0013]

According to this invention, in mobile telecommunications performed via a
radio base station, by using an access control list in which user equipment for which
connections have been allowed are registered for each radio base station, it is possible to

ensure the security that is needed to prevent illegal and incorrect use.

BRIEF DESCRIPTION OF THE DRAWINGS

[0014]

FIG. 1 is a schematic view showing the outline of the present invention.

FIG. 2 is a schematic view showing the structure of a mobile telecommunication
system in a first embodiment.

FIG 3 is é schematic view showing the structure of a core network, a H(e)NB,
and a user equipment terminal in the first embodiment.

FIG. 4 is authentication information Which is stored by an Authentication Center
Database in the i.irsf embodimént. | | |

FIG. 5 is an access control list which is stored by an Access Control List
database in the first embodiment.

FIG. 6 is a sequence diagram showing registration processing to the core
network of a H(e)NB in the first embodiment.

FIG. 7 is a sequence diagram showing connection processing for a user
equipment terminal in the first embodiment.

FIG. 8 is a sequence diagram showing connection processing for a user



10

15

20

25

WO 2010/010800 PCT/JP2009/062159
7

equipment terminal in the first embodiment.

FIG. 9 is a sequence diagram showing alteration processing for a membership
list in the first embodiment.

FIG. 10 is a sequence diagram showing handover processing in the first
embodiment.

FIG. 11' is a sequence diagram showing authentication processing which uses
tokens in the first embodiment.

FIG. 12 is a schematic {fiew, showing the structure of a mobile
telecommuniéation system in a secoﬁd embodiment. :

FIG. 13 is a sequence diagram showing an operation of the mobile

telecommunication system in the second embodiment.

DESCRIPTION OF EMBODIMENTS

[0015] -

The outline of the present invention is described below. FIG. 1 is a diagram
showing the outline of the present invention.
(Secure Closed Subscri,ber. Group Creation)
Registration: When the user signs-up for H(e)NB éervice, the operator records the
following:

1. H(e)NB identity

2. Subscriber identity
[0016]
Solution as message sequence

1. When switched on and connected to the network, the H(e)NB performs

authentication to the mobile operator’s core network.
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2. A secure connection is created between the core network and the H(e)NB.

3. The core network marks that this is the first connection by the H(e)NB.

4. A user connecting to the H(e)NB is allowed to communicate to the core
network (this is only for the case where the ACL is in the network or if ACL is at H(e)NB
then the owner is not yet set). This communication contains the H(e)NB identity added
by the H(e)NB. The core network verifies whether the user is the owner.

5. If the user is the owner, then the network will inform the H(e)NB about it if
the H(e)NB is‘ Suﬁposed to maintéin the ACL, orAt'h,e network will allow further
communication by the UE through the H(e)NB.

6. The UE can now either start communication or add members to the ACL. To
add the CSG to the ACL, the owner starts software to add CSG members, or the owner
starts a webpage to add CSG members.

7. On receiving the list, the network adds it in the ACL. If the ACL should be
located at the H(e)NB, it is also recorded by the H(e)NB.

| 8. If a new device connecting to the H(e)NB and if ACL is located at the
H(e)NB, it is checked by the H(e)NB. If a new device connecting to the H(e)NB and if
the ACL is located at the network, it is checked by the network. Further access is
allowed only if the network informs H(e)NB of the egistence of the UE in the ACL.
[0017]

Hereinafter, the details of the present invention will be described.

A device according to embodiments of the present invention that guarantees
security to prevent illegal use and incorrect use when a user equipmen’g is being
connected to a radio base station will be described with reference to the drawings. Note
that, in these embodiments, the description uses a H(¢)NB as an example of a radio base

station.
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Example 1
[0018]

FIG. 2 is a schematic block diagram showing a mobile telecommunication
system 1 of the first embodiment. As is shown in the drawing, the mobile
telecommunication system 1 includes: a core network (CN) 10; a home evolved node B
(H(e)NB) 20 (referred to hereinafter as a H(e)NB 20); user equipment terminals (UE)
30-1, 30-2, ..., 30-n; a radio base station (nodeB) 40 (referred to hereinafter as a NodeB
40); a radio network controller (RNC) 50; and a radio base station (evolved NodeB) 70
(referred to hereinafter as a (e)NodeB 70).

Note that the user equipments terminals 30-1, ..., 30-n all have the same
structure, and, hefeinafter, when any one of or all of the user equipment terminals 30-1,
.+-; 30-n are being represented, they are referred to simply as user equipment 30. In
addition, the H(e)NB 20 is purchased or leased by a user from a business that provides
mobile telecommunications, and managed by the user.

[0019]

The core network 10 is the foundational portion of a mobile telecommunication
system that provides mobile telecommunications. In addition, in response to a request
from the user equipment 30 for a connection to the H(e)NB 20, the core network 10
performs authentication processing to determine whether or not to authenticate the
connection based on information relating to whether or not the connection to the H(e)NB
20 by the user equipment 30 is allowed.

The H(e)NB 20 performs communication over a public telephone line or via the
Internet or the like with the core network 10, and relays to the user equipment 30 data

which it has exchanged with the core network 10, and performs authentication processing
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in response to requests made by the user equipment 30.

The user equipment 30 is connected to the H(e)NB 20 and thus allows speech
conversations and data communication to be performed with other user equipment 30 and
the like via the H(e)NB 20 and the core network 10 and the like. The user equipment
30 is, for example, a terminal such as a mobile telephone or a portable information
terminal.

The NodeB 40 is connected via the radio network controller 50 using a
dedicated line to the core network 10, and relays to the user equipment 30 data which it
has exchanged with the core network 10, and performs handover requests.

The (e)NodeB 70 is connected to the core network 10, and relays to the user

_equipment 30 data which it has exchanged with the core network 10, and performs

handover requests.
[0020]

FIG. 3 is a schematic block diagram showing the structure of the core network
10, the H(e)NB 20, and the user equipment 30. Hereinafter, the respective functional
blocks will be described using FIGS. 3, 4, and 5.

[0021]

The .core network 10 is provided with an authentication center (AuC) 101, an
authentication center database (AuC DB) 102, an access control list database (ACL DB)
103, a security gateway (SeGW) 104, a communication network 105, and a subscriber
database (Subscriber DB) 106. The core network 10 is controlled and administered by a
business that provides mobile telecommunications.

Note that the authentication center 101, the authentication center database 102,
the access control list database 103 ,, and the subscriber database 106 may be constituted

by a single server unit. Moreover, the authentication center 101, the authentication
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center database; 102, the access control list database 103, and the subscriber database 106
may also be constituted by different server units that are connected via the
communication network 105.

[0022]

In the core network 10, the authentication center 101 reads information stored in
the authentication center database 102 and the access control list database 103 in
response to a request for a connection or the like from the H(e)NB 20 or the user
equipment 30, and allowance to connect the user equipment 30 to the H(e)NB 20 is given
based on this read information. The authentication center 101 also updates
authentication information that is stored in the authentication center database 102, and

the access control list that is stored in the access control list database 103.

' [0023]

Authentication information is stored in the authentication center database 102.
Here, the authentication information is managed using a relational database.

FIG. 4 is a schematic view showing the data structure and an example of data
that is contained in the authentication information. As .is shown in the drawing, the
authentication information is, for example, two-dimensional table data made up of rows
and columns, and has a column for each of the categories of H(e)NB identities (H(e)NB
ID), Owner identities (Owner ID) that identify an owner (i.e., administrator) who
administers the H(e)NB 20, and non-connection information (H(e)NB's first connection).
A row of the authentication information exists for each H(e)NB 20. The H(e)NB
identities are identities that uniquely identify the H(e)NB 20. Moreover, the H(e)NB
identities include information that makes it possible to distinguish themselves from the
NodeB 40 and the (e)NodeB 70 that provide mobile telecommunication to the user

equipment 30. For example, when the H(e)NB identities are made up of a plurality of
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bit strings, by making the leading bits information that makes a distinction possible, and
including therein proprietary bit strings which are different from those of the NodeB 40

identities and (e)NodeB 70 identities, it becomes possible to distinguish the H(e)NB 20

from the NodeB 40 and the (¢)NodeB 70.

Owner identities are subscriber identities that uniquely identify subscribers that
perform management of H(e)NB 20 connections. The non-connection information is
information indicating the history of H(e)NB 20 connections to the core network 10. If
no connection has yet been made [non-connection] (No) is stored, while (No) is stored if
a connection is made [already connected]. This information shows whether or not any
action has been taken.

In addition, the respective H(e)NB identities of all of the H(e)NB 20 for which a
connection to the core network 10 has been allowed are included in advance in the
authentication information. Furthermore, in an initial state, all of the owner identities
are in an unregistered state, and non-connection information is in a state of
[non-connection] (Yes).

[0024]

An access control list is stored in}thﬁe access control list database 103, and the
access control list is managed using a relational database.

FIG. 5 is a schematic view showing the data structure and an example of data
that is contained in the access control list. ~ As is shown in the drawing, the access
control list is, for example, two-dimensional table data made up of rows and columns,
and has a column for each of the categories of Closed Subscriber Group Name (CSG
Name), H(e)NB identities (H(e)NB's ID), Owner identities, and a membership lisf. A
row of the access control list exists for each closed (undisclosed) subscriber group.

[0025]
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The closed subscriber groups are groups of subscribers for who connections to
the core network 10 via prescribed H(e)NB 20 has been approved. The term "Closed
Subscriber Group Name" is a designation that uniquely identifies a closed subscriber
group. H(e)NB identities are the H(e)NB identities of H(e)NB 20 belonging to a closed
subscriber group. Owner identities are subscriber identities of subscribers that have
closed subscriber group management rights, for example, rights to make additions or
removals or the like of subscribers. The membership list is a list of subscriber identities
that are able to connect to the H(e)NB 20 that correspond to the clo,s'e'd subscriber groups.

Note that when the closed subscriber groups to have only one ﬂ(e)NB 20, then it
is possible to use the H(e)NB identity as the closed subscriber group name.

[0026]

The security gateway 104 is provided between the communication network 105
and the H(e)NB 20, and performs communication with the H(e)NB 20. When
performing communication with the H(e)NB 20, the security gateway 104 also
establishes individual connections of communication lines that use widely known secure
channels with the H(e)NB 20, and prevents leakages and thefts of communication
mfonnatioq. For example, the security gateway 1Q4 employs the coding of
comxnunica;tic;n information using IPsec (Security Architecture for Inteme£ Pfotocoi),
public key infrastructure (PKI), and tunneling technology in which virtual direct lines are
established between the H(e)NB 20 and the core network 10.

[0027]

The communication network 105 is connected to and provides communication
lines for a plurality of security gateways 104.

Subscriber identities are stored in the subscriber database 106, User equipment

30 which has a subscriber identity that is stored in the subscriber database 106 can be
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connected to the core network 10.
[0028]

The H(e)NB 20 is provided with an authentication module 201, an access list
database 202, a base station control unit 203, a base station communication unit 204, and
an antenna 205.  The H(e)NB 20 is also connected to the core network 10 via a public
telephone line or the Internet or the like, and has the function of providing
communication between the core network 10 and user equipment 30 belonging to
subscribers of a closed subscriber group.

[0025]

In the H(e)NB 20, H(e)NB identities that uniquely identify the H(e)NB 20 are
stored in the authentication module 201. Note that the authentication module 201 may
be fixed inside the H(e)NB 20 or may be formed by a removable IC card or the like.
Moreover, the H(e)NB identities may be stored in advance in the authentication module
201, or the H(e)NB identities may be stored in the authentication module 201 as a result
of an operation performed by a subscriber when the H(e)NB 20 is connected to the core
network 10 to download the H(e)NB identities via the core network 10 from a business
providing mobile telecommunications. The H(e)NB identities may also be written to
and étored in the authenfication module 201 by an operation of a busiﬁess providing
mobile telecommunications when the business sells or leases the H(e)NB 20.

[0030]

The stored closed subscriber group name, owner identity, and membership list
that are assigned to the host H(e)NB identity from the access control list stored in the
access control list database 103 are duplicated and stored in the access list database 202.
Furthermore, tokens that are used in the authentication processing for connections

between the H(e)NB 20 and the user equipment 30 are stored in the access list database
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202.

[0031]

The base station control unit 203 performs communication with the core
network 10, and also performs processing for connection requests and the like from the
uéer equipment 30.

[0032]

The base station communication unit 204 has commonly known functions for
performing radlo commumca‘uon via the antenna 205 or has ﬁmctlons for performmg
radio communication that is compatlble with UTRAN (UMTS Terrestrial Radio Access
Network) or E-UTRN (Evolved UTRAN) standards, and performs radio communication
with the user equipment 30.

[0033]

The user equipment 30 is provided with a universal subscriber identity module
(USIM) 301, a terminal communication unit 302, a terminal control unit 303, a terminal
input/output unit 304, and an antenna 305.

[0034]

In the user equipment 30, subscriber identities that uniquely identify the user
equipment 30 and 1nformat1on for example the Closed Subscnber Group Name and the
H(e)NB identity for the H(e)NB 20 for which the connection is allowed, that is used in
authentication processing are stored in the universal subscriber identity module 301.
Tokens that are used in authentication processing for connections between the H(e)NB 20
and the user equipment 30 are also stored in the universal subscriber identity module 301.
Note that the universal subscriber identity module 301 may be fixed in the user
equipment 30 or may be formed by a removable IC card or the like.

[0035]
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The terminal communication unit 302 has commonly known functions for
performing radio communication via the antenna 305, or has functions for performing
radio communication that is compatible with UTRAN or E-UTRN standards, and
performs radio communication with the H(e)NB 20.

[0036]

The terminal control unit 303 performs processing to connect to the H(e)NB 20,
and processing to set closed subscriber groups.
[0037]

The terrninél iﬁput/éﬁtput umt304 rec'ei\AIes inpu’éé ‘ihfough ie operation‘of a
subscriber and, consequently, provides an output to the terminal control unit 303. The
terminal input/output unit 304 outputs information that has been input from the terminal
control unit 303 thereby enabling subscribers to be authenticated. The input/output
terminal 304 has, for example, a display screen on which text is displayed, and a plurality
of input buttons for subscriber input.

[0038]

FIG. 6 is a sequence diagram showing registration processing for the H(e)NB 20
to the core network 10, H(e)NB initial connection processing, and closed subscriber
group creation processing. Processing of the mobile telecommunication system 1 is
described below using this drawing.

[0039]
(H(e)NB registration processing)

Firstly, when the H(e)NB 20 is connected to the core network 10 via a public
telephone line or via the Internet, the base station control unit 203 reads the H(e)NB
identities from the authentication module 201 and generates an initial connection request

that includes the read H(e)NB identities and a secure channel setting request (step S101).
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[0040] ‘

The base station control unit 203 transmits the generated initial connection
request to the security gateway 104 of the core network 10 (step S102).
[0041]

When the security gateway 104 receives the initial connection request from the
H(e)NB 20, the security gateway 104 outputs the received initial connection request to
the authentication center 101 via the communication network 105.

The authentlcauon center 101 detects whether or not the I-I(e)NB 1dent1ty that i is
contalned in the initial connection request is stored in the auﬂlentlcatlon center database |
102, and detects whether or not non-connection information that has been assigned to this
H(e)NB identity is unconnected (YES). Furthermore, if the authentication center 101
reads that the H(e)NB identity is stored in the authentication center database 102 and the
non-connection information is unconnected from the authentication center database 102,
it writes "existing connection" (NO) in the non-connection information that is assigned to
the relevant H(e)NB identity, and updates the authentication information. Note that if
the input H(e)NB identity is not stored in the authentication center database 102, or if the
non-connection information that is assigned to the input H(e)NB identity is an existing
connectien (N 0), the authentication.cen‘eer 101 treats the initial connection request as an
illegal request and ends the processing.

[0042]

Next, the authentication center 101 generates key information used in a secure
channel, and outputs initial connection command information that includes a secure
channel setting command, the H(e)NB identity, and the generated key information to the
security gateway 104.

When the security gateway 104 receives the initial connection command
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information from the authentication center 101, the security gateway 104 sets a secure
channel between the security gateway 104 and the H(e)NB 20 indicated by the H(e)NB
identity that is contained in the initial connection command information. Subsequently,
the security gateway 104 performs communication with the relevant H(e)NB 20 via the
secure channel set with the H(e)NB 20 using the key information contained in the initial
connection command information (step S103).
[0043]

~ Next, the security gateway 104 transmits infonpation.‘indicating that processing
of the initial i‘;onnection request has been completed to the base station control unit 203
of the H(e)NB 20 (step S104).
[0044]

When the base station control unit 203 receives the information indicating that
the processing of the initial connection request has been completed from the security
gateway 104, the base station control unit 203 sets a secure channel between itself and
the security gateway 104, and generates the key information used for communication via
the secure channel (step S105).

Thereafter, using the generated key infqrmation, the base station control unit 203
performs comrﬁuﬁi'catioﬁ with the core network 10 via the secure channellset between the
base station control unit 203 and the security gateway 104.

[0045]

As has been described above, the H(e)NB 20 is registered in the core network 10,
and generates settings for the secure channel and is connected. Identities of H(e)NB 20
for which connections have already been approved are stored in the authentication center
database 102. In addition, based on whether or not the H(e)NB identity for the H(e)NB

20 for which a connection is being requested is stored in the authentication center
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database 102, the authentication control unit 101 performs authentication processing to
determine whether or not to recognize the relevant connection request. As a result, it is
possible to prevent illegal connections and incorrect connections to the core network 10
by the H(e)NB 20.

Note that when the connection to the core network 10 has been completed, the
H(e)NB 20 is placed in a state in which it is able to relay to the cofe network 10 only
information that requires authentication processing from user equipment 30.

[0046]
(Initial connection processing of the H(e)NB 20)

After regisﬁation of the H(e)NB 20 has been completed, in the user equipment
30, a request to connect to the H(e)NB 20 is input manually into the terminal input/output
unit 304 by a subscriber in order to perform communication with the core network 10.
The terminal input/output unit 304 outputs the input request to the terminal control unit
303. The terminal control unit 303 generates terminal connection request information
requesting a connection to the H(e)NB 20 (step S111).

Here, the terminal connection request information includes a subscriber identity
that is read from the universal subscriber identity module 301 by the terminal control unit
303, and a request to connect to the core network 10.

[0047]

The terminal control unit 303 transmits the generated terminal connection
request information to the H(e)NB 20 through the terminal communication unit 302 (step
S112).

[0048]
When the base station communication unit 204 receives the terminal connection

request information from the user equipment 30, the base station communication unit 204
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outputs the received terminal connection request information to the base station control
unit 203.  'When the terminal connection request information is input into the base
station control unit 203, the base station control unit 203 generates connection request
information indicating the connection request from the user equipment 30 (step S113).

Here, the connection request information includes the received terminal
connection request informaﬁon, and the H(é)NB identity read from the authentication
module 201. Namely, the connection request information includes the request for the
user equipment 30 to connect to the H(e)NB 20, the subscriber identity, and the H(e)NB
identity.

[0049]

The base station control unit 203 transmits the generated connection request
information to the core network 10 (step S114).
[0050]

When the security gateway 104 receives the connection request information
from the H(e)NB 20, the security gateway 104 outputs the received connection request
information to the authentication center 101 via the communication network 105.
When the authentication center 101 receives the connection request information from the
security gateway 104, the authentication center 101 performs authentication processing
to determine whether or not to recognize the connection request based on whether or not
the subscriber identity contained in the connection request information is stored in the
subscriber database 106. In addition, when the authentication center 101 detects that
the subscriber identity is stored in the subscriber database 106, and also that the owner
identity which corresponds to the H(e)NB identity contained in the connection request
information is in an unconnected state, the authentication center 101 writes the relevant

subscriber identity in the authentication center database 102 as an owner identity. The
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authentication center 101 also generates owner registration command information (step
S115).
[0051]

Here, the owner registration, and information includes information indicating
that the connection which corresponds to the connection request information is allowed,
the subscriber identity of the user equipment 30 requesting the connection, and the
H(e)NB identity of the H(e)NB 20 for which the connection has been requested.

Note that if the subscriber identity contained in the connection request
information is not stored in the subscriber database 106, it is treated as an illegal
connection request, and the processing of the initial connection of the H(e)NB 20 is
ended.

[0052]

The authentication center 101 transmits the generated owner registration
command information to the base station control unit 203 of the H(e)NB 20 via the
security gateway 104 (step S116).

[0053]

When fhe base station control unit 203 receives the owner registration command
information from the core network 10, the base station control unit 203 writes and stores
the owner registration command information in the access list database 202 while
assigning thereto the subscriber identity contained in the owner registration command
information as an owner identity (step S117).

[0054]

'The base station control unit 203 also transmits the owner registration command

information via the base station communication unit 204 to the user equipment 30

corresponding to the subscriber identity contained in the received owner registration
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command information (step S 118).
[0055]

When the terminal communication unit 302 receives the owner registration
command information from the H(e)NB 20, the terminal communication unit 302 notifies
the subscriber making the output that the H(e)NB 20 corresponding to the H(e)NB
identity contained in the owner registration command information has been registered as
an ownér in the terminal input/output unit 304. In addition, the terminal communication
unit 302 generates information that urges the setting of a closed subscriber group which
is élgroup of uéer equipmént 30 that is able to connect to the H(e)NB 20 which has now
become an owner, and also outputs this to the terminal input/output unit 304 and urges
the subscriber to make an input. Here, this setting of the closed subscriber group refers
to the setting of a closed subscriber group name, and of the subscriber identities of the
subscribers who are members of this closed subscriber group, namely, to the setting of a
membership list.

[0056]

When the closed subscriber group name and membership list is input manually
by a subscriber via the terminal input/output unit 304, the terminal control unit 303
generates CSG setting request information (step S121).

Here, the CSG setting request information is information that includes the closed
subscriber group name, the H(e)NB identity of the H(e)NB 20 which for which the
setting is to be made, the subscriber identity that is stored in the universal subscriber
identity module 301, the membership list, and the CSG setting request.

[0057]
The terminal control unit 303 transmits the generated CSG setting request

information to the H(e)NB 20 via the terminal communication unit 302 (step S122).
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[0058]

When the base station communication unit 204 receives the CSG setting request
information from the user equipment 30, the base station communication unit 204
outputs the received CSG setting request information to the base station control unit 203.
When the CSG setting request information is input into the base station control unit 203,
the base station control unit 203 writes the closed subscriber group name, the H(e)NB
identity, the owner identity, and the membership list that are contained in the input CSG
setting request information in the access list database 202, thereby storing them therein
(step S123). -

[0059]

The base station control unit 203 transmits the input CSG setting request
information to the security gateway 104 of the core network 10 (step S124).
[0060]

When the security gateway 104 receives the CSG setting request information,
the security gateway 104 outputs the received CSG setting request information to the
authentication center 101. When the CSG setting request information is input into the
authentication center 101, the authentication center 101 assigns the closed subscriber
group name, the H(e)NB identity, the owner identity, and the rﬁembership list that are
contained in the input CSG setting request information and writes those items in the
access control list database 102, thereby storing those items therein (step S125).

[0061]

As a result of the above described processing, the owner of the H(e)NB 20 is set.
In addition, setting of the closed subscriber group offered by the H(e)NB 20 is also
performed. In this manner, the owner of the H(e)NB 20 is set, and the subscriber

identity of the owner who is able to set a closed subscriber group is registered. By
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making it possible for only this particular owner to be able to set a closed subscriber
group, only user equipment 30 whose owners are allowed to make connections are
registered in the access control list.

Note that transmissions are made from the user equipment 30 to the core
network 10 via the H(e)NB 20, however, it is also possible to prepare an interface such as
a webpage or the like via the Internet or the like, and for a computer that a subscriber has
manually connected to the Internet or the like to transmit the CSG setting request
information to the core network 10.

[0062]
(User equipment 30 connection processing)

FIG. 7 is a sequence diagram showing processing for user equipment 30 to
connect to the core network 10 via the H(e)NB 20.

[0063]

Firstly, in the user equipment 30, when a connection request is input manually
by a subscriber into the core network 10 via the terminal input/output unit 304, the
terminal control unit 303 generates terminal connection request information (step S201).
[0064]

Next, the user equipment 30 transmits the generated terminal connection request
information to the H(e)NB 20 (step S202).

[0065]

When the base station control unit 203 receives the terminal connection request
information from the user equipment 30 via the base station communication unit 204, the
base station control unit 203 generates connection request information (step S203).
[0066]

The base station control unit 203 transmits the generated connection request
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information to the core network 10 (step S204).

[0067]

The authentication center 101 receives the connection request information from
the H(e)NB 20 via the security gateway 104. The authentication center 101 also
performs authentication processing to determine whether or not to authenticate the
connection request based on whether or not the H(e)NB identity and the subscriber
identity that are contained in the connection request information are assigned to the
access copﬁol_list database 103 and are stored therein. The authentiqation center 101
perfoﬁhs the.aﬁtﬂenti.cation pfocessing By reéding the memberéhi’ﬁ list that corresponds
to the H(e)NB identity contained in the connection request information, and detecting
whether or not the subscriber identity that is contained in the connection request
information is contained in the read membership list.

When the authentication center 101 detects that the H(e)NB identity and the

subscriber identity that are contained in the connection request information have been

_assigned to the access control list database 103 and are stored therein, the authentication

center 101 allows the connection request. If the authentication center 101 detects that
the H(e)NB identity and the subscriber identi’;y that are contained in the connection
request infonr;ation have not been assighed to the access. conﬁdl Hsf database 103 and are
not stored therein, the authentication center 101 denies the connection request. The
authentication center 101 also generates connection response information that gives
notification of the result of the connection request (step S205).
[0068]

Furthermore, the authentication center 101 transmits the generated connection
response information to the H(e)NB 20 via the security gateway 104 (step S206).

[0069]
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When the base control unit 203 receives the connection response information
from the core network 10, the base control unit 203 transmits the received connection
response information to the user equipment 30 that is indicated by the subscriber identity
contained in the received connection response information, and gives ﬂotiﬁcation of the
result of the terminal connection request information of the user equipment 30 (step
S207).

[0070]

By performmg the above described authentlcatmn processmg, the core network
10 is able to determme whether or not to authen‘ucate the termmal connection request’
from the user equipment 30 to connect to the H(e)NB 20. If the terminal connection
request is allowed, the H(e)NB 20 relays exchanged data between the user equipment 30
and the cofe network 10, and the user equipment 30 is connected to the core network 10
via the H(e)NB 20 and performs communication therewith.

Because only user equipment 30 that is registered in the access control list is
allowed to connect to the H(e)NB 20, it ié possible to prevent illegal access to the
H(e)NB 20 and incorrect access to the H(e)NB 20.

[0071]

| Note that it is also possible for the H(e)NB 20 to perform authentication
processing using the membership list stored in the access list database 202 without
transmitting the terminal connection request information to the core network 10. In this
case, the base control unit 203 performs the authentication processing based on whether
or not the subscriber identity contained in the received terminal connection request
information is contained in the membership list stored in the access list database 202.
At this time, the base control unit 203 allows the connection request if the subscriber

identity that is contained in the received terminal connection request information is



10

15

20

25

WO 2010/010800 PCT/JP2009/062159

27

contained in the membership list, and denies the connection request if the subscriber
identity is not contained therein.
[0072]

Next, another processing which is different from the above described user
equipment 30 connection processing will be described.

Here, the security gateway 104 sets a secure channel using IPsec between the
gecurity gateway 104 and the H(e)NB 20. -.The core network 10 includes a security
association database, which is not shown 'in the drawmgs.

Security é:ssc;ciation informatién is stored in é(iVaﬂce 1nthe seéuri’;y aésociation
database. Here, the security association information is information that contains IP
address information that is allocated to the H(e)NB 30, the algorithm used in the secure
channel, and the key information used in the secure channel, and is associated with the
H(e)NB identity. Note that the IP address information allocated by security gateway
104 when the secure channel is set is also stored in the authentication module 201.
[0073]

FIG. 8 is a sequence diagram showing processing by which the user equipment
30 is connected to the core network 10 via the H(e)NB 20.

Firstly, in the user equipment 30, when a connection request is input manually
by a subscriber into the core network .10 via the terminal input/output unit 304, the
terminal control unit 303 generates terminal connection request information (step S251).

Next, the user equipment 30 transmits the generated terminal connection request
information to the H(e)NB 20 (step $252).

[0074]
When the base station control unit 203 receives the terminal connection request

information from the user equipment 30 via the base station communication unit 204, the
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base station control unit 203 generates connection request information (step S253).

Here, the connection request information contains the received terminal
connection request information and the IP address information stored in the
éuthentication module 201.

The base station control unit 203 transmits the generated connection request
information to the core network 10 (step S254).

When the security gateway 104 receives the connection request information
from the H(e)NB 20, the security gateway 104 reads out the H(e)NB identity associated
with the key information for the secure channel from the security association database.
The security gateway 104 outputs the received connection request information and the
read H(e)NB identity to the authentication center 101 (step S255).

[0075]

When the authentication center 101 receives the connection request information
and the H(e)NB identity from the security gateway 104, the authentication center 101
performs authentication processing to determine whether or not to authenticate
connection request based on whether or not the H(e)NB identity and the subscriber
identity that are contained in tﬁe connection request information are stored in the access
control list database 103 and in a manner associated with each other. When the
authentication center 101 detects that the H(e)NB identity and the subscriber identity that '
are contained in the connection request information have been assigned to the access
control list database 103 and are stored therein, the authentication center 101 allows the
connection request. If the authentication center 101 detects that the H(e)NB identity
and the subscriber identity that are contained in the connection request information have
not been stored in the access control list database 103 in a manner associated with each

other, the authentication center 101 denies the connection request. The authentication
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center 101 also generates connection response information that gives notification of the
result of the connection request (step S256).

Furthermore, the authentication center 101 transmits the generated connection
response information to the H(e)NB 20 via the security gateway 104 (step S257).

When the base control unit 203 receives the connection response information
from the core network 10, the base c.ontrol unit 203 transmits the received connection
response information to the user equipment 30 that is indicated by the subscriber identity
contained in the received connection response information, and gives notification of the
result of the terminal connection request information of the user equipment 30 (step
S5258).

[0076]

By performing the above described authentication processing, the core network
10 is able to determine whether or not to authenticate the terminal connection request
from the user equipment 30 to connect to the H(e)NB 20. If the terminal connection
request is allowed, the H(e)NB 20 relays exchanged data between the user equipment 30
and the core network 10, and the user equipment 30 is connected to the core network 10
via the H(e)NB 20 and performs communication therewith.

Because-only user equipment 30 that is registered in the access control list is
allowed to connect to the H(e)NB 20, it is possible to prevent illegal access to the
H(e)NB 20 and incorrect access to the H(e)NB 20. Furthermore, because the H(e)NB
20 and the core network 10 do not transmit the H(e)NB identities, it is possible to prevent
leakages and thefts of the H(e)NB identities.

[0077]
Note that the security gateway 104 may read out the H(e)NB identity associated

with the key information for secure channel from the security association database in step
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S255 only when the security gateway 104 detects that a received packet is connectién
request information.
[0078]
(Membership list modification processing)

FIG. 9 is a sequence diagram showing processing to add a subscriber identity to
a closed subscriber group membership list. Note that in the description below, user

equipment 30 belonging to owner subscribers of a closed subscriber group is referred to

- as owner user equipment (Owner UE) 30-0, and user equipment 30 belonging to a

subscriber who is newly added to the membership list is referred to as member user
equipment (Member UE) 30-M.
[0079]

Firstly, in the owner user equipment 30-O, the subscriber identity of the
subscriber to be newly added and the H(e)NB identity and name of the closed subscriber
group adding this new subscriber are input manually via the terminal input/output unit
304 into the terminal control unit 303 by the owner subscriber. The terminal control
unit 303 also generates membership list modification request information that includes
the input subscriber identity, closed subscriber group name, and H(e)NB identity (step
S301).

[0080]

Next, in the owner user equipment 30-O, the terminal control unit 303 transmits
the generated membership list modification request information and the subscriber
identity read from the universal subscriber identity module 301 to the H(e)NB 20 via the
terminal communication unit 302 (step S302).

[0081]

The base station control unit 203 receives the membership list modification
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request information and subscriber identity from the owner user equipment 30-O via the
base station communication unit 204. In addition, the base station control unit 203
transmits the received membership list modification request information and subscriber
identity to the core network 10 (step S303).

[0082]

When the authentication center 101 receives the membership list modification
request information via the security gateway 104, the authentication center 101 generates
member addition confirmation information (step $304). Here, the member addition
confirmation information includes a confirmation message urging that a response be
made as to whether or not an addition should be made to the closed subscriber group that
corresponds to the closed subscriber group name contained in the received membership
list modification request, the subscriber identity that is to be added, and the closed
subscriber group name and H(e)NB identity of the relevant closed subscriber group.
[0083]

The authentication center 101 transmits the generated member addition
confirmation information to the H(e)NB 20 (step S305).

[0084]

When the base station control unit 203 receives the member addition
confirmation information from the core network 10, the base station control unit 203
transmits the received member addition confirmation information to the member user
equipment 30-M belonging to the subscriber identity contained in the received member
addition confirmation information (step S306).

[0085]
In the member user equipment 30-M, when the terminal control unit 303

receives the member addition confirmation information via the terminal communication



10

15

20

25

WO 2010/010800 PCT/JP2009/062159
32

unit 302, the terminal control unit 303 outputs a confirmation message which is
contained in the received member addition confirmation information to the terminal
input/output unit 304. The terminal input/output unit 304 outputs the input
confirmation message, and urges the subscriber to respond as to whether or not they wish
to participate in the closed subscriber group, namely, to make a response relating to
whether or not the subscriber agrees to their subscriber identity béing stored in the
membership list of the closed subscriber group.

In the member user equipment 30-M, the terminal control unit 303 reCeiyqs by
manual operation of the subscriber via the terminal input/output unit 304 the input of the
response information as to whether or not the subscriber will participate in the closed
subscriber group. 'When the response information is input into the terminal
communication unit 302, the terminal communication unit 302 generates member
addition response information (step S307). Here, the member addition response
information includes the subscriber identities stored in the universal subscriber identity
module 301, the response information relating to whether or not the subscriber intends to
participate in the closed subscriber group, and the closed subscriber group name and
H(e)NB identity of the relevant closed subscriber group. Note that when the response
information céntains "will participate", the terminal control unit 303 stores the closed
subscriber-group name and the H(e)NB identity that are contained in the member
addition confirmation information in the universal subscriber identity module 301.
[0086]

The base station control unit 203 receives the member addition response
information from the member user equipment 30-M via the base station communication
unit 204. 'When the response information contained in the received member addition

response information indicates "will participate", the base station control unit 203 causes
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the subscriber identity contained in the received member addition response information
to be written in and consequently stored in the membership list stored in the access list
database 202 (step S309).

When, however, the response information contained in the received member
addition response information indicates "will not participate", the membership list
modification processing is ended.

[0087]

In addition, the base station control unit 203 transmits the received member
addition response informa’tion to the core network 10 (step S310).
[0088]

The authentication center 101 receives the member addition response
information from the H(e)NB 20 via the security gateway 104. When the response
information contained in the received member addition response information indicates
"will participate", the authentication center 101 writes the subscriber identity to be added
in the access control list database 103, and adds it to the membership list of the H(e)NB
identity and closed subscriber group name that correspond to the relevant member
addition response informg.tion. ~ In addition, the authentication center 101 generates
member addition cofnplefiori information (step S311).

Here, the member addition completion information includes information
indicating that the processing to modify the membership list of the closed subscriber
group has been completed, response information from the member user equipment 30-M,
and the subscriber identity of the owner of the closed subscriber group being modified.
[0089]

The authentication center 101 transmits the generated member addition

completion information to the H(e)NB 20 via the security gateway 104 (step S312).
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[0090]

When the base station control unit 203 receives the member addition completion
information from the core network 10, the base station control unit 203 transmits the
received member addition completion information to the user equipment 30 indicated by
the subscriber identity contained in the received member addition completion
information (step S313).

[0091]

In the owner user equipment 30-O, when the terminal control upifc‘303- receives -
the fnéﬁber additién coﬁipletioﬁ inforrﬁatibn ﬁ'om'“the H(ejNB 20, thé términél coﬁﬁdl '
unit 303 outputs response information contained in the received member addition '
completion information to the terminal input/output unit 304.  The terminal input/output
unit 304 outputs the response information which has been input from the terminal control
unit 303, and notifies the subscriber of the result of the membership list modification
processing (step S314).

[0092]

As a result of the above described processing, the user equipment 30 adds a new
subscriber to the membership list stored in the core network 10 and H(e)NB 20 by means
of a manual operation perfofmed by the owner subscriber. Moreover, alth;)ugh a
description of addition processing is given above, the same frocessing applies to delete a
subscriber from the membership list.

Because only an owner is able to modify the membership list of a closed
subscriber group, and because the result of the modification is received by the user
equipment 30 of the owner, it is possible to prevent any modification of the membership
list of a closed subscriber group that is not performed intentionally by an owner, and it is

possible to prevent any illegal connection of the user equipment 30 to the H(e)NB 20, or
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any incorrect connection of the user equipment 3‘O to the H(e)NB 20.

Note that when the H(e)NB 20 has a structure that is not provided with the
access list database 202, the operations of step S309 are not performed.
[0093]

(Handover processing)

FIG. 10 is a sequence diagram showing handover processing in which a
connection of the user equipment 30 is changed from a (e)NodeB 70 to the H(e)NB 20.
Note that it Ais assumed ’Fhat the user équipmgnt 30is 'connected to and performs
communic;tioﬁ with the.(.e)NodéB 70, hoxlm;,‘ver, it aléo receives radio waves ﬁ‘ém the
H(e)NB 20.

[0094]

In a state in which the user equipment 30 is connected to and performs
communication with the (¢)NodeB 70, the terminal communication unit 302 generates a
reception signal report that shows the state of received radio waves at fixed time intervals
(step S401).

Here, the reception signal report includes information indicating communication
states such as thg radio wave strength and signal error rate of eacil received radio wave,
the identities’and cléééd subscriber group names of the resl-)ecti\}e radio base stations
transmitting the relevant radio waves, and the subscriber identity of the host terminal.
[0095]

The terminal communication unit 302 transmits the generated reception signal
report to the (¢)NodeB 70 (step S402).

[0096]
The (e)NodeB 70 detects whether or not the H(e)NB identity of the H(e)NB 20

is contained in the reception signal report received from the user equipment 30. When
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the (e)NodeB 70 detects that the H(e)NB identity is contained therein, the (€)NodeB 70

generates handover request information (step S403).

Here, the handover request information includes the H(e)NB identity, the
subscriber identity, and the closed subscriber group name that are contained in the
reception signal report, and information indicating a handover request to change a
connection of the user equipment 30 which corresponds to the relevant subscriber
identity to the H(e)NB 20 which corresponds to the relevant H(e)NB identitf.

[0097]

The (e)NodeB 70 transm1ts thé gehérated han&ovef requeét i.nf;mﬁ.ation fo the
core network 10 via the radio network controller 50 (step S404).
[0098]

The authentication center 101 receives the handover request information from
the (e)NodeB 70 via the radio network controller 50 and the security gateway 104. The
authentication center 101 performs authentication processing based on whether or not the
H(e)NB identity, the subscriber identity, and the closed subscriber group name that are
contained in the received handover request information have been assigned and stored in
the access control list database 103.  If the authentication center 101 detects that the
H(e)NB identity and subscriber identity contained in the received handover requést
information are assigned and stored in the access .control list database 103 and the
handover is allowed, the authentication center 101 authenticates a connection change
made via handover, and generates handover command information (step S405).

If the authentication center 101 detects that the H(e)NB identity and subscriber
identity contained in the received handover request information are not assigned and

stored in the access control list database 103, the handover is denied and the processing is

ended.
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Here, the handover command information includes the subscriber identit& éf the
user equipment 30 for which the handover is to be effected, the H(e)NB identity of the
handover destination of this user equipment 30, and the handover command.

[0099]

The authentication center 101 transmits the generated handover command
information to the (¢)NodeB 70 via the security gateway 104 and the radio network
controller 50 (step S406).

[0100]

The (e)N;)deB 76 r;ceives handover commaﬁd iI.ifcalnﬁation ﬁoni the c.:ore
network 10 via the radio network controller 50. The (e)NodeB 70 transmits the
received handover command information to the user equipment 30 indicated by the
subscriber identity contained in the received handover command information (step
S407).

[0101]

When the terminal control unit 303 receives the handover command information
from the (¢)NodeB 70 via the terminal communication unit 302, the terminal control unit
303 generates terminal connection request information (step S408).

[0102] |

The terminal control unit 303 transmits the generated terminal connection
request information to the H(e)NB 20 indicated by the H(e)NB identity contained in the
received handover command information (step S409).

[0103]

Thereafter, because the processing of steps S410 to S414 is the same as the user

equipment 30 connection processing of steps S203 to S207 shown in FIG. 7, a description

thereof is omitted.
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By performing the above described processing, the user equipment 30 performs
a handover to change a connection from the currently connected (e)NodeB 70 to a
H(e)NB 20, and performs authentication processing for this handover. When
communication with the H(e)NB 20 is possible, it is poésible to select fast and low-cost
communication by changing the connection destination of user equipment 30 to a
H(e)NB 20.

[0104]

Note that when the closed subscriber group name of the handover source
(e)NodeB 70 Iﬁatches the closed subscriber group name of the handover destination
H(e)NB 20, then it is also possible for the (¢)NodeB 70 to create handover command
information that contains the H(e)NB identity of the handover destination H(e)NB 20,
and transmit the handover command information to the user equipment 30.

Furthermore, a handover from a (e)NodeB 70 to a H(e)NB 20 is described, however, a
handover from a H(e)NB 20 to another H(e)NB 20 is also performed in the same way.
In this case, based on information that shows the communication states contained in the
reception signal report, it is possible to select a H(e)NB 20 that allows fast
communication to be performed.

[0105]

Furthermore, in a case in which the base station communication unit 204
transmits the own H(e)NB identity at fixed time intervals, when the terminal control unit
303 detects that the received H(e)NB identity is stored in the universal subscriber identity
module 301, the terminal control unit 303 may perform a handover to change a
connection from the currently connected (€)NodeB 70 to the H(e)NB 20 associated with
the received H(e)NB identity. At this time, the user equipment 30 performs the

operation in step S408, and after that, the mobile telecommunications system 1 performs
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the operations in step S409 and in steps thereafter.

Furthermore, in a case in which the base station communication unit 204
transmits the own closed subscriber group name at fixed time intervals, when the
terminal control unit 303 detects that the received closed subscriber group name is stored
in the universal subscriber identity module 301, the terminal control unit 303 may
perform a handover to change a connection from the currently connected (e)NodeB 70.to
the H(e)NB 20 of the closed subscriber group. At this time, the user equipment 30
performs the operation in step S408, and after that, the mobile telecommunications
system 1 performs the operations in step S409 and in steps thereafter.

[0106]
(Authentication processing employing tokens)

FIG. 11 is a sequence diagram showing authentication processing performed
using tokens between a H(e)NB 20 and user equipment 30. Note that it is assumed that
the closed subscriber group creation processing shown in FIG. 6 has ended. In addition,
it is also assumed that the H(e)NB 20 is transmitting its own host H(e)NB identity, and
that the user equipment 30 has acquired the H(e)NB identity of the H(e)NB 20
transmitting the connection request prior to the connection request being transmitted.
[0107]

In the core network 10, the authentication center 101 generates a token for each
closed subscriber group stored in the authentication center database 102 (step S501).

These tokens are generated such that the information contained in each token is
not duplicated. For example, the tokens may be generated randomly, and may be
formed by numerical values in which there are no duplicated numerical values.

[0108]

The authentication center 101 transmits generated tokens to the H(e)NB 20 via
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the security gateway 104 (step S502).

[0109]

When the base station control unit 103 receives a token from the core network
10, the base station control unit 103 writes the received token in the access list database
202 thereby storing the token therein (step S503).

[0110]

The base station control list 203 transmits the received token to all of the user
equipment 30 indicated by the subscriber identities contained in the membership list that
is stored in the access list database 202 (step S504).

[0111]

When the terminal ;:ontrol unit 303 receives the token from the H(e)NB 20 via
the terminal communication unit 302, the terminal control unit 303 stores the received
token in the universal subscriber identity module 301 (step S505).

[0112]

Next, in the user equipment 30, when a connection request to connect to the core
network 10 is manually input by a subscriber into the terminal control unit 303 via the
terminal input/output unit 304, the terminal control unit 303 generates terminal
connection request information (step S511).

Here, the terminal request information includes the subscriber identity and token
that the terminal control unit 303 has read from the universal subscriber identity module
301, and the request to connect to the core network 10.

[0113]

The terminal control unit 303 transmits the generated terminal connection

request information to the H(e)NB 20 via the terminal communication unit 302 (step

S512).
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[0114]

When the base station control unit 203 receives the terminal connection request
information from the user equipment 30, the base station control unit 203 reads the
tokens stored in the access list database 202, and performs authentication processing by
detecting whether or not there is a match with the token contained in received terminal
connection request information. 'When the base station control unit 203 detects a match
between two tokens, the base station control unit 203 allows the connection request,
while if it detects no match between two tokens, the base station control unit 203 denies
the connection request. Moreover, the base station control unit 203 generates terminal
connection response information that includes the result of the authentication processing
for the terminal connection request information (step S513).

[0115]

The base station control unit 203 transmits the generated terminal connection
response information to the user equipment 30, and announces the result (step S514).
[0116]

As has been described above, the H(e)NB 20 performs authentication processing
for a token-based connection request from user equipment 30. Because this
token-based authentication processing is performed using tokens that have béen
transmitted and stored in advance in the user equipment 30, it is possible to deny
connection requests from user equipment 30 whose subscriber identity is fraudulent or
has been forged, and security can be maintained.

[0117]

Note that each time the membership list shown in FIG. 9 is modified, the

authentication center 101 regenerates the tokens, and transmits the newly generated

tokens to the H(e)NB 20 and user equipment 30 that correspond to the closed subscriber
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group whose membership list was modified. In addition, it is also possible for the
tokens to not only be used in authentication processing for connection requests from the
user equipment 30, but for the authentication center 101 to create tokens and transmit the
generated tokens to the H(e)NB 20 and to the user equipment 30 indicated by the owner
identity of the access control list in order to perform authentication processing for owners
of closed subscriber groups.

Furthermore, the authentication center 101 may generate a token for each
subscriber identity. In this case, the base station control unit 203 stores tokens
associated With'the user equipment for which the connection is allowed in the access list |
database 202. Because ‘of this, the deletion processing that removes the subscribers
identity from the membership list is able to be performed only by removing the token
associated with the relevant subscriber's identity from the access list database 202. Asa
result, it is possible to reduce the amount of communication between the H(e)NB 20 and
the core network 10 that is required for thf; deletion processing.

[0118]

Note that when the mobile telecommunications system 1 has a plurality of
H(e)NB 20, in step S502, the authentication center 101 transmits a different token for
each H(e)NB 20. Moreover, in step S511, the token that is contained in the terminal
connection request information generated by the terminal control unit 303 selects the
token that corresponds to the destination H(e)NB 20. Here, the terminal control unit
303 selects a token using the H(e)NB identity that the terminal communication unit 302
received from the H(e)NB 20.

[0119]
As is described above, in the first embodiment a structure is employed in which

a subscriber identity whose connection is allowed is stored in the access control list
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database 103 of the core network 10 for each H(e)NB identity of the H(e)NB 20.

Furthermore, in this structure, when the H(e)NBb 20 transmits a connection request or
the like from the user equipment 30 to the core network 10, the H(e)NB identity is added
to the transmitted request and is transmitted to the core network 10. Because of this, the
authentication center 101 is able to perform authentication processing for a request from
the user equipment 30 indicated by a subscriber identity to connect to a H(e)NB 20

indicated by a H(e)NB identity by referring to an access control list that is stored in the

~ access contr@l_l_is't database 103. . As aresult, it is possible for the setting of a closed

subscriber éréup for a H(e)NB (i:e., a Home evolved Node B) QO, connections of user
equipment 30 to a H(e)NB 20, and handovers to a H(é)NB 20 tolbe performed securely.
Moreover, by performing token-based authentication processing, it is possible to reduce
the amount of communication to the core network 10 that is required for the
authentication processing.

[0120]

Note that in the mobile telecommunication system 1 of the first embodiment, it
is assumed that a H(e)NB 20 is owned and managed by a subscriber, however, it may
also be managed by a business which provides mobile telecommunications.
Furthermore, in the mobiie telec,;émmunic;ation sys;cem 1, a description is given in FIGS.
2 and 3 of a structure in which there is one H(e)NB 20, however, there may also be a
plurality of H(e)NB 20.

[0121]

Note also that in the mobile telecommunication system 1 of the first
embodiment, it is also possible for the membership lists to not be stored in the access list
database 202. In this case, the authentication processing for a connection request is

performed in the core network 10.
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Example 2
[0122]

FIG. 12 is a schematic diagram showing the structure of a mobile
telecommunication system 2 of the second embodiment. The mobile
telecommunication system 2 has a core network 10a, a mobile management entity
(MME) 60 (refeqed to hereinafter as an MME 60), a home evolved node B (H(e)NB)
20a (referred to hereinafter as a H(e)NB 20a), a NodeB 40 (referred to hereinaf@r asa
NodeB 40),‘a'rédip network ééﬁﬁolléﬁ(RNC) 50, tiser e’quipr'ﬁeﬁt ’[’érrrlihaé'ﬂs.(UE) 36-1;
30-2, ..., 30-n, and an evolved NodeB 70 (referred to hereinafter as a (¢)NodeB 70).
Note that the user equipments terminals 30-1, ..., 30-n all have the same structure, and,
hereinafter, when any one of or all of the user equipment terminals 30-1, ..., 30-n are
being represented, they are referred to simply as user equipment 30. In addition,
because the user equipment 30, the NodeB 40, the (¢)NodeB 70 and the radio network
controller 50 all have the same structure as those in the mobile telecommunication
system 1 of the first embodiment, the same symbols 40 and 50 are applied thereto and a
description thereof is omitted.

[0123]

As is shown in the drawing, the MME 60 is connected between the core network
10a and the H(e)NB 20a, and relays communication data that is exchanged between the
core network 10a and the H(e)NB 20a. Moreover, by exchanging data with the H(e)NB
20a, the user equipment 30 is connected to the core network 10a.

The core network 10a is the foundational portion of the mobile
telecommunications system 2 that provides mobile telecommunications. In addition, in

response to a request from user equipment 30 for a connection to the H(e)NB 20a, the
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core network 10a performs authentication processing to determine whether or not to
authenticate the connection based on information relating to whether or not the
connection to the H(e)NB 20a by the user equipment 30 is allowed.

The H(e)NB 20a is connected to the core network 10a via a public telephone
line or via the Internet or the like, and has the function of providing communication
between user equipment 30 belonging to a subscriber to a closed subscriber group and
the core network 10a.

[0124]

Next, FIG. 13isa sequéﬁce.diag'rain showing pIOCéssiné in file second
embodiment.

Firstly, when the H(e)NB 20a is connected to the core network 10a via a public
telephone line or via the Internet, an initial connection request that includes a H(e)NB
identity that uniquely identifies its own host device is transmitted to the core network 10a
via the MME 60 (steps S601 and S602).

When the core network 10a receives the initial connection request from the
H(e)NB 20a, the core network 10a sets a secure channel between the core network 10a
and the relevant H(e)NB 20a, and generates key information. Subsequently, the core
network .1 Oa peﬁo@s communication with the relevant H(e)NB 20 using thé secure
channel set with the relevant H(e)NB 20a (step S603).

[0125]

The core network 10a transmits information indicating that a secure channel has
been set to the H(e)NB 20a via the MME 60 (step S604).

When the H(e)NB 20a receives the information from the core network 10a
indicating that the secure channel has been set, the H(e)NB 20a sets a secure channel

between the H(e)NB 20a and the core network 10a, and generates key information (step
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S605).

[0126]

After the H(e)NB 20a has been connected to the core network 10a, the user
equipment 30 transmits terminal connection request information requesting a connection
to the H(e)NB 20 to the H(e)NB 20a (steps S611 and S612).

Here, the terminal connection request information includes a subscriber identity
that uniquely identifies the user equipment 30, and information requesting a connection
to thq H(e)NB 20a.

01277

When the H(e)NB 20a receives the terminal connection request information
from the user equipment 30, the H(e)NB 20a transmits connection request information
that includes the H(e)NB identity to the core network 10a via the MME 60 (steps S613
and S614).

When the core network 10a receives the connection request information which
was received from the H(e)NB 20a via the MME 60, the core network 10a determines
whether ‘or not to authenticate the connection requested by the received connection
request ipformation (step S615).

More(;ver, ;che ébre nétwork 10a also transmits owner registration command
information, which contains information indicating that the connection has been
authenticated in the connection request information, the H(e)NB identity of the relevant
H(e)NB 20a, and the subscriber identity of the user equipment 30, to the MME 60 (step
S616).

[0128]
When the MME 60 receives the owner registration command information from

the core network 10a, the MME 60 assigns and then stores the H(e)NB identity and the
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subscriber identity contained in the received owner registration command informé.tion
(step S617).

The MME 60 also transmits the received owner registration command

information to the H(e)NB 20a (step S618).
[0129]

| When the H(e)NB 20a receives the owner registration command information
from the MME 60, the H(e)NB 20a stores the subscriber identity contained in the
received owner registration command information as an owner identity which shows the
owner of its own host device (step S619).

The H(e)NB 20a also transmits the received owner registration command
information to the user equipment 30 (step S620).

[0130]

When the user equipment 30 receives the owner registration command
information from the H(e)NB 20a, the user equipment 30 notifies the subscriber that it
has been régistered to the owner of the relevant H(e)NB 20a, and urges the setting of a
closed subscriber group (CSG) which is a group of user equipment 30 that is able to
connect to the relevant H(e)NB 20.

0131] .

When the closed subscriber group name and subscriber identities (i.e.,
membership list) of the closed subscriber group are input manually into the user
equipment 30 by the subscriber who is registered as the owner, the user equipment 30
generates CSG setting request information, and the generated CSG setting request
information is transmitted to the core network 10a via the H(e)NB 20a and the MME 60
(steps S621 and S622).

Here, the CSG setting request information includes the closed subscriber group
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name that corresponds to the closed subscriber group, the subscriber identity whose
connection is allowed, the H(e)NB identity of the H(e)NB 20a that corresponds to the
closed subscriber group, and the owner identity.

[0132]

The core network 10a receives the CSG setting request information, and stores
the CSG setting request information as an access control list to which the closed
subscriber group name contained in the received CSG setting request information, the
subsctiber identity whose connection is allowed, the H(e)NB identity, and the owner
identity are assigned (step S623). |

The core network 10a then performs authentication processing for the request to
connect to the H(e)NB 20a of the user equipment 30 based on the stored access control
list.

[0133]

As has been described above, in the second embodiment, a structure is employed
in which the core network 10a assigns and stores the H(e)NB identity of the H(e)NB 20a
and the subscriber identity for which the connection is allowed. Furthermore, in this
structure, when the H(e)NB 20a t;ansmits a connection request from the user equipment
30 to the coré network 10a, the H(e)NB identity is added to the transmitted request and is
also transmitted to the core network 10a. Because of this, the core network 10a is able
to perform authentication processing for a request from the user equipment 30 indicated
by the subscriber identity to connect to the H(e)NB 20a indicated by the H(e)NB identity
based‘ on whether or not the subscriber identity and the H(e)NB identity have been
assigned and stored.  As aresult, a connection of user equipment 30 to a H(e)NB 20a
can be performed securely.

[0134]
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The above described authentication center 101, authentication center database
102, access control list database 103, security gateway 104, subscriber database 106, base
station control unit 203, terminal control unit 303, H(e)NB 20a, and core network 10a
may be provided with an internal computer system. In this case, the procedures of the
initial H(e)NB 20 connection processing, the user equipment 30 connection processing,
the membership list modification processing, the handover processing, and the
token-based authentication processing are stored in program form on a recordable
medium that can be read by a computer. The above procedures are then performed as a
result of this program being read by the computer. Here, the computer-readable
recording medium may be a magnetic disk, a magneto-optical disk, a CD-ROM, a
DVD-ROM, or semiconductor memory. It is also possible for the computer program to
be delivered to the computer via a communication line, and for the computer receiving

this delivery to execute the program.

INDUSTRIAL APPLICABILITY
[0135]
This invention can be applied to the usage to which looking straight at the input

position by those who operate it is indispensable.

REFERENCE SIGNS LIST
[0136]
10 core network
101 authentication center
102 authentication center database

103 access control list database
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104 security gateway

105 communication network

106 subscriber database

20 H(e)NB

201 -authentication module

202 access list database

203 base station control unit

204 Dbase station communication unit
205 antenna

30, 30-1, 30-2, 30-n  user equipment
30-O owner user equipment |
30-M member user equipment

301 universal subscriber identity module
302 terminal communication unit
303 terminal control unit

304 terminal input/output unit

305 antenna

40 NodeB

50 radio network controller

10a core network

20a H(e)NB

60 MME

70 (e)NodeB
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CLAIMS

1. A method for connecting, using radio communication, user equipment and a
H(e)NB in a mobile telecommunication system having the user equipment, the H(e)NB,
and a core network, the method comprising:
a step in which the H(e)NB transmits connection request information, which
contains a subscriber identity that identifies the user equipment, to the core network; and
a step in which the core network determines, based on the connection request
information that has been received,' Whetiler or not to connect the uéer equipment to the. ‘

H(e)NB by referring to an access control list that is stored in advance.

2. The method for connecting the user equipment and the H(e)NB according to
claim 1, wherein the connection request information contains a H(e)NB identity that is

allocated in advance to the H(e)NB.

3. The method for connecting the user equipment and the H(e)NB according to
claim 1, wherein the core network stores security association information in which a
H(e)NB identity that is allocated in advance to the H(e)NB is associated with IP address
information that is allocated to the H(e)NB; and

the connection request information contains the IP address information.

4. The method for connecting the user equipment and the H(e)NB according claim
2 or 3, wherein the access control list contains information in which the H(e)NB identity
of the H(e)NB is associated with the subscriber identity of the user equipment whose

connection to the H(e)NB is allowed.
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5. The method for connecting the user equipment and the H(e)NB according to
claim 4, further comprising

a step in which the user equipment transmits terminal connection request
information, which contains the subscriber identity of the user equipment and indicates a

connection request, to the H(e)NB to which the user equipment requests to be connected.

6. | The method for connecting the user equipment and the H(e)NB according to
claim 5, ﬁlrthe;r compriéing N

a step in which the core network determines whether or not to connect the
H(e)NB to the core network when receiving the connection request information from the
H(e)NB by referring to authentication information that is stored in advance, wherein

the authentication information is information containing the H(e)NB identity of

the H(e)NB whose connection to the core network is allowed.

7. The method for connecting the user equipment and the H(e)NB according to
claim 6, further comprising

a step in which the core network stores, for each H(e)NB, the subscriber identity
as an owner identity and the H(e)NB identity contained in the authentication information
in an associated manner, and updates the authentication information, wherein

the subscriber identity contained in the authentication information as the owner
identity is the subscriber identity that is contained in the terminal connection request
information received by the H(e)NB for the first time, and

the information, which is contained in the access control list and in which the

H(e)NB identity is associated with the subscriber identity, is the information determined
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by using the user equipment corresponding to the owner identity.

8. The method for connecting the user equipment and the H(e)NB according to
claim 7, further comprising, when the user equipment corresponding to the owner
identity stores the subscriber identity in the access control list:

a step in which the user equipment corresponding to the subscriber identity
outputs information notifying the subscriber of the fact that the subscriber identity is to
be stored in the access control list;

a step 111 which the ﬁsér eqﬁiﬁmeﬁt transrﬁits'fesﬁonse information Wthh 1s
input by an operation of the subscriber, and which contains information indicating
whether or not the subscriber approves storing of the subscriber identity in the access
control list, to the core network; and

a step in which the core network stores the subscriber identity in the access

control list based on information contained in the response information.

0. The method for connecting the user equipment and the H(e)NB according to
claim 8, wherein the mobile telecommunication system further qomprises a (e)NodeB,
and the method further comprises, when the user equipment perférms a héhddvef
processing to switch a connection from the (€)NodeB to the H(e)NB:

a step in which the user equipment transmits at fixed time intervals a reception
signal report concerning radio waves that are received from the (¢)NodeB or the H(e)NB
to the (e)NodeB or H(e)NB to which the user equipment is connected;

a step in which, based on the received reception signal reports, the (¢)NodeB or
the H(e)NB transmits handover request information to the core network in order for the

connection to the H(e)NB to be switched;
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a step in which the core network performs an authentication processing to
authenticate the connection in response to the handover request information based on the
access control list, and transmits handover command information, which causes the
handover to take place based on the result of the authentication processing, to the user
equipment; and

a step in which the user equipment switches the connection based on the

handover command information.

10. * The method for connécting'the' ﬁsér eqﬁipfnent énd the H(éjNB according to
claim 8, wherein

the mobile telecommunication system further comprises a (¢)NodeB, and the
method further comprises, when the user equipment performs a handover processing to
switch a connection from the (¢)NodeB to the H(e)NB:

a step in which the H(e)NB transmits the H(e)NB identity of the H(e)NB or a
CSG name of the H(e)NB; and

a step in which the user equipment establishes the connection to the H(e)NB
based on the H(e)NB identity that is received from the H(e)NB, or the CSG name that is

received from thé H(e)NB.

11. The method for connecting the user equipment and the H(e)NB according to
claim 9 or 10, wherein

the terminal connection request information contains a token that is stored by the
user equipment, and the method further comprises:

a step in which the core network generates a different one of these tokens for

each H(e)NB based on the access control list stored therein, and transmits one of the
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generated tokens to the H(e)NB to which that the one of the generated tokens
corresponds and to the user equipment whose connection to the H(¢)NB has been
allowed, and also causes the one of the generated tokens to be stored therein; and

a step in which the H(e)NB performs an authentication processing for the
terminal connection request information by determining whether or not the stored token

matches the token contained in the received terminal connection request information.

12. The method for connecting the user equipment and the H(e)NB according to

claif 11, wherein

the token that is stored in the user equipment corresponding to the owner
identity is different from the token that is stored in the other user equipment, and

the H(e)NB stores two tokens, one of which corresponds to the user equipment
corresponding to the owner identity and the other of which corresponds to the other user

equipment, that are used in each authentication processing.

13. The method for connecting the user equipment and the H(e)NB according to
claim 9 or 10, wherein

| é.'ét.ep in which thé core network generates a different one of the tokens for each
user equipment based on the access control list stored therein, and transmits one of the
generated tokens to the user equipment to which the token corresponds and to the
H(e)NB whose connection to the user equipment has been allowed, and also causes the
token to be stored therein; and

a step in which the H(e)NB performs an authentication processing for the

terminal connection request information by determining whether or not the stored token

matches the token contained in the received terminal connection request information.
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14. The method for connecting the user equipment and the H(e)NB according to any
one of claims 2 to 13, wherein the ﬁobile telecommunication system further comprises a
mobile management entity, and the method further comprises

a step in which the mobile management entity receives information transmitted

from the H(e)NB, and forwards the received information to the core network.

15. A method for authenticating user equipment in communication system having a
radio basé station and a network, the method comprising:

creating a secure connection between said radio base station and said network;

allowing a communication between said user equipment connecting to said radio
base station and said network; and

starting communication between said user equipment and said network through

said radio base station.

16. The method for authenticating user equipment according to claim 15, further
comprising:

v'erifying whether said user equipment is owner's equipment in said network;
and

allowing further communication between said user equipment and said network

through said radio base station, if said user equipment is owner's equipment.

17. The method for authenticating user equipment according to claim 15, further
comprising:

verifying whether said user equipment is owner's equipment in said network;
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and
informing said radio base station from said network about whether to maintain

an access control list.

18. The method for authenticating user equipment according to any one of claims 15

to 17, wherein said radio base station is an H(e)NB.

19. The method for authenticating user equipment according to any one of claims 15

to 18, wherein said network is a core network.

20. A H(e)NB included in a mobile telecommunication system further having user
equipment and a core network, wherein
the H(e)NB transmits connection request information, which includes a

subscriber identity for identifying the user equipment, to the core network.

21. The H(e)NB according to claim 20, wherein the connection request information

coritains a H(e)NB identity that is allocated in advance.

22, The H(e)NB according to claim 20, wherein the connection request information

contains IP address information that is allocated by the core network.

23. The H(e)NB according to claim 21, comprising:
a base station communication unit receiving from the user equipment terminal
connection request information which contains the subscriber identity for identifying the

user equipment, and which indicates a request for a connection from the user equipment;
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an identity database containing the H(e)NB identity allocated in advance; and

a base station contro] unit generating and transmitting the connection request
information to the core network, wherein

the subscriber identity contained in the connection request information is the
subscriber identity contained in the terminal connection request information that is

received from the user equipment.

24. The H(e)NB according to claim 22, comprising:

a base station communication unit receiving from the user equipment the
terminal connection request information which contains the subscriber identity for
identify the user equipment, and which indicates a request for a conﬁection from the user
equipment;

an identity database containing a H(e)NB identity that is allocated in advance,
and the IP address information; and

a base station control unit generating and transmitting the connection request
information to the core network, wherein

the subscriber identity contained in the connection request information is the
subscriber identity contained in the terminal connection request information that is

received from the user equipment.

25. A core network included in a mobile telecommunication system further having
user equipment and a H(e)NB, the core network determining whether or not to connect
the user equipment to the H(e)NB based on connection request information which

contains a subscriber identity for identifying the user equipment and a H(e)NB identity

allocated to the H(e)NB in advance, and which is received from the H(e)NB while
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referring to an access control list stored therein in advance.

26. The core network according to claim 25, wherein the access control list contains
information in which the H(e)NB identity of the H(e)NB is associated with the subscriber

5  identity of the user equipment whose connection to the H(e)NB is allowed.

27. The core network according to claim 26, comprising:

an access control list database containing the access control list; and

an authentication control unit determining, based on the connection request

10 information, whether or not to connect the user equipment to the H(e)NB by referring to

the access control list, wherein

the connection request information indicates a request from the user equipment
corresponding to the subsc':riber identity contained in the connection request information
for a connection to the H(e)NB corresponding to the H(e)NB identity contained in the

15  connection request information.

28. A mobile telecommunication system comprising: -
user equipment;
a H(e)NB; and
20 a core network,
wherein the user equipment comprises:
a subscriber identity database containing a subscriber identity for
identifying a host terminal;
a terminal control unit generating and outputting terminal connection

25  request information which contains the subscriber identity, and which requests a
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connection to the H(e)NB; and

a terminal communication unit transmitting the terminal connection
request information received from the terminal control unit to the H(e)NB to which a
connection is requested,

the H(e)NB comprises:

a base station communication unit receiving the terminal connection
request information from the user equipment;

an identity database containing a H(e)NB identity allocated in advance;
and

a base station control unit generating and transmitting connection
request information which contains the subscriber identity contained in the terminal
connection request information, and which indicates a request for a connection from the
user equipment corresponding to the subscriber identity, to the core network, and

the core network comprises:

an access control list database containing information in which the
subscriber identity of the user equipment whose connection to the H(e)NB is allowed is
associated with the H(e)NB identity of the H(e)NB; and

an authentication control unit determining whether or not to connect the
user equipment corresponding to the subscriber identity contained in the connection
request information received from the H(e)NB to the H(e)NB corresponding to the

H(e)NB identity based on information stored in the access control list database.
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