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(57) Abstract: Provided is a communication terminal capable of reducing a load on a server device by reusing a message
key used for encryption of a message. The communication terminal comprises: a session-key storing unit for storing a
session key that is shared with other communication terminals and is not shared with a server device; a message-key
generating unit for generating a message key; a message-key storing unit for storing the message key to be reused in
association with a message-key identifier; a message encrypting unit for generating a message cryptogram by using the
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message and the message key on the basis of a common key cryptosystem; a message-key encrypting unit for generating
a message-key cryptogram by using the session key and the message key on the basis of a re-encryptable common key
cryptosystem; and a cryptogram transmission unit for transmitting, to the server device, a group identifier as an identifier
of a group to which this communication terminal belongs, a message-key cryptogram or a message-key identifier, and
a message cryptogram.
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