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(57) ABSTRACT 

The subject matter disclosed herein provides methods and 
apparatus, including computer program products, for video 
players. In one aspect, there is provided a computer-imple 
mented method. The method may provide video content to a 
Video player including a buy mechanism embedded within 
the video player. The buy mechanism may be configured to 
enable a selection of the buy mechanism to make a purchase. 
The method may also include receiving an indication repre 
sentative of a purchase being made using the buy mechanism. 
Related apparatus, systems, methods, and articles are also 
described. 
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Welcome Brandon bp70youreeeka.com Update Account 

Days of the Strange 
Experience Taylor Steeles newest surfing epic. With so much footage left in the can after 
Stranger Than Fiction, Poor Specimen has released Days of the Strange... the days of 
filming you did not see. Plus there is a fresh batch of new bangers from all the usual 

Replay Preview Suspects shot over the last few months. Starring Julian Wilson, Dane Reynolds, Jordy 284A 
agree to payment, terms and conditions 

Choose ACCeSS Term Read Conditions of Use Payment 

O) download/stream - 1 yr $15.99 
O stream only - 1 year $9.99 
O stream only - 1 week $4.99 284C 

Total $1 5.99 -/ 

Thanks Brandon Pliska. The Youreeeka! purchase of "Days of the Strange" by 284B 
PoorSpecimen was completed successfully. Additional details below. Receipt 

Your Information 
Name: Brandon Pliska 
Address: 
City: San Diego 
State : California O 
Country: United States 
Zip : 

Your Purchase 
Transaction ID: 2378063817 
Order Number : 0000000568-090406182313 
Response: This transaction has been approved. 
License Ends: 2009-04-03 18:23:15 
Amount charges to your card: $4.99 
This receipt will be sent to the email address 
that you provided to Youreeeka at the time of 
registration. 

C Print ) 
(watch Now) Watch Now YOUREEEKA. create 9 share to profit 

FIG. 2E 
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VIDEO PLAYER INCLUDING EMBEDDED 
PURCHASING 

FIELD 

0001. The subject matter disclosed herein relates video 
players. 

BACKGROUND 

0002 Video players have become commonplace, allowing 
users to access video content on websites. For example, each 
day millions of users access websites, such as You Tube, 
MySpace, and the like, with a web browser including a plug 
in (e.g., a Flash video player plug-in) to access information 
(also referred to as content). However, these websites use 
traditional, Internet advertising, relying on, among other 
things, simple ad placement on a webpage and so-called 
“sponsored links' provided with search results. 

SUMMARY 

0003. The subject matter disclosed herein provides meth 
ods and apparatus, including computer program products, for 
Video players configured to include an embedded purchase 
feature. 
0004. In one aspect, there is provided a computer-imple 
mented method. The method may provide video content to a 
Video player including a buy mechanism embedded within 
the video player. The buy mechanism may be configured to 
enable a selection of the buy mechanism to make a purchase. 
The method may also include receiving an indication repre 
sentative of a purchase being made using the buy mechanism. 
0005. In one aspect, there is provided a computer-imple 
mented method. The method may include receiving one or 
more blocks; inserting one or more characters into at least one 
of the blocks to fill the block to a predetermined block size: 
and encrypting the one or more blocks, the encryption of the 
first block using an initialization vector that does not result in 
a shift of the first block when processed with an exclusive OR. 
0006 Articles are also described that comprise a com 
puter-readable medium (e.g., tangibly embodied machine 
readable medium) operable to cause one or more machines to 
result in operations described herein. Similarly, a system 
(e.g., a computer) is described that may include a processor 
and a memory coupled to the processor. The memory may 
include one or more programs that cause the processor to 
perform one or more of the operations described herein. 
0007. The details of one or more variations of the subject 
matter described herein are set forth in the accompanying 
drawings and the description below. Other features and 
advantages of the subject matter described herein will be 
apparent from the description and drawings, and from the 
claims. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0008. In the drawings, 
0009 FIG. 1 shows a block diagram of a system 100 for 
providing a video player embedded with a buy mechanism; 
0010 FIG. 2A depicts a process for purchasing using the 
video player embedded with the buy mechanism; 
0011 FIG. 2B depicts an example webpage including the 
client video player with the embedded buy icon; 
0012 FIG. 2C depicts a webpage generated to allow reg 
istration; 
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0013 FIG. 2D depicts a webpage provided to a user inter 
face at a website to allow the website to register as an affiliate; 
0014 FIG. 2E depicts webpages 284A generated after the 
buy icon is selected to allow a user to confirm that a purchase 
has been made; 
0015 FIG.3 depicts a process 300 for making a purchase 
using the video player embedded with a buy mechanism; 
0016 FIG. 4 depicts another process 400 for making a 
purchase using the video player embedded with a buy mecha 
nism; 
0017 FIG. 5 depicts an example implementation of a 
delivery server 110: 
0018 FIG. 6 depicts an encryption process 600; and 
0019 FIG. 7 depicts an example of an encryption module 
514 configured in accordance with process 600. 
0020 Like reference symbols in the various drawings 
indicate like elements. 

DETAILED DESCRIPTION 

0021 FIG. 1 depicts a block diagram of a system 100 
including a delivery server 110, one or more websites 115A 
C, and a processor 180, all of which are coupled by a network 
150 (e.g., the Internet). 
0022. The delivery server 110 may be implemented as one 
or more processors, such as computers, blades, servers, and 
the like. The delivery server 110 may be accessible via the 
Internet. Moreover, the delivery server 110 may also include 
an application server 112A (including an application pro 
gramming interface (API) for controlling the delivery of (and/ 
or the access to) content provided by a video server 112B, 
which delivers content (e.g., video, music, or any other infor 
mation) to a video player configured with an embedded buy 
mechanism (which is described further below). Although the 
video server 112B is depicted at delivery server 110, in some 
implementations the video server 112B is at one or more other 
locations. For example, the video server 112B may be pro 
vided by a content delivery network. 
0023 The video server 112B may be configured to provide 
data (e.g., a stream of video) to a client video player. Such as 
a client video player 162 (which is described further below). 
The data including the stream of video may be formatted in a 
variety of formats. For example, the video server 112B may 
be implemented to operate with a client video player using the 
Flash format. In this example, the video server 112B commu 
nicates with one or more client video players, such as client 
video player 162 via a transport control protocol (TCP) con 
nection using hypertext transport protocol (HTTP) calls and 
the real time messaging protocol (RTMP). Specifically, a 
request to serve a video stream from a client video player is 
handled by the video server 112B (e.g., an application 
instance operating within a virtual host, or machine, at distri 
bution system 110), and the video stream may be data in a 
format, such as FLV files (Flash Video Files). FLV refers to a 
binary file format providing bit mapped video, although other 
formats may be used as well. 
0024. The delivery server 110 may also include a login 
registration module to register a user of the video player and 
assign privileges (e.g., what the user is authorized to view, 
purchase, etc.). Registration by a user making a purchase at 
client video player may include providing one or more of the 
following: an identity (e.g., a name, a password, etc.), an 
address, a credit card number, and the like. 



US 2010/0279766 A1 

0025. The websites 115A-C may be implemented as one 
or more processors accessible via the Internet and serving 
webpages, when accessed by a user interface. Such as a web 
browser. 
0026. The processor 180 may be implemented as any type 
of processor, such as a computer, a mobile device (e.g., Smart 
phone, mobile phone, wireless computer), and the like, with 
wired and/or wireless connectivity to network 150. The pro 
cessor 180 may further include a user interface 160, which 
further includes a client video player 162 with an embedded 
purchase feature (labeled buy 164). The user interface 160 
may be implemented as any mechanism to provide an inter 
face to a user. In some cases, the user interface 160 is imple 
mented as a web browser (e.g., Microsoft Internet Explorer), 
although other types of browsers and user interfaces may be 
used as well. Moreover, the user interface 160 may include 
the client video player 162 as a plug-in (e.g., a computer 
executed program interacting with a host browser applica 
tion). In some implementations, the client video player 162 is 
configured as a Flash client configured to operate with the 
video server 112B described above, although formats other 
than Flash may be used as well. 
0027. In some implementations, the one or more websites 
115A-C may include a snippet of code (also referred to herein 
as a “code Snippet'). For example, the code Snippet may be 
included in a webpage generated by one of the websites 
115A-C, in which case the code snippet would be presented at 
user interface 160 when the webpage is accessed. The code 
snippet may have originated at delivery server 110. For 
example, an administrator of website 115A may cut (e.g., 
copied) the Snippet of code, which is available via a webpage 
at delivery server 110, and paste the code into a webpage at 
website 115A. Although the snippet of code may be copied 
from delivery server 110, the snippet of code may be accessed 
and copied from other locations as well. For example, an 
administrator of website 115B may cut (i.e., copy) the snippet 
of code from another webpage at a website. Such as website 
115C, and then paste the snippet of code into a webpage at 
website 115B. This cut-and-paste process may be repeated 
one or more times. When that is the case, the snippet of code 
is disseminated in a viral manner. Regardless of how the code 
is disseminated, the Snippet of code may be included in a 
webpage at a website. Such that a user interface accessing the 
code Snippet may access and select the code Snippet in order 
to implement the client video player 162 including the 
embedded buy mechanism 164. 
0028. In some implementations, the snippet of code is 
hypertext markup language (HTML). In this example, the 
HTML, when selected by a user interface 160, may redirect 
the browser to delivery server 110 and/or video server 112B. 
Alternatively, the snippet of code may include embedded 
code. Such as JavaScript, which, when executed, provides 
client video player 162. An example of the snippet of code is 
as follows: 

<embed src=https://beta.youreeeka.com/players/hp.swf: 
flashvars="sku=0000001278620a&amp;embedState=basic&amp; 
autoplay=false&amp;protocol=http&amp;Sub domain=dev.service& 
amp;format=flv&amp;affiliate id=eccbc87e type='applicationix 
shockwave-flash allowscriptaccess="always allowfullscreen= 
true width=648 height="364 
name=yka player wmode="transparent><embed 
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0029. In the above code snippet, the website hosting the 
snippet is registered as a so-called “affiliate' at delivery 
server 110. In this example, the affiliate is identified using an 
affiliate identifier (e.g., eccbc87e) provided to the affiliate by 
the delivery server 110, so that whenever a user selects the 
link, the delivery server 110 recognizes the affiliate identifier 
(e.g., to allocate any revenue from a purchase if the user 
selecting the link purchases a product or a service associated 
with the link, as described further below). 
0030 Although the above code snippet is depicted as 
embedded code, the code Snippet may be a direct link, an 
example of which is as follows: 

<a href="http://dev.accountyoureeeka.com/player/0000001278620a 
eccbc87e target=' blank -<img src=http://static.youreeeka.com/ 
ronmar products.icm 14 imageSicm 14.jpg 
border=0 -Kas. 

0031. The code snippet may also be implemented as a pop 
up link, an example of which is as follows: 

<script type="text javascript -function youreeeka pop(url){var 
width=920, height=620, X=(screen.width-width)/2, y= 
(screen.height-height)/2;win = window.open (url, pop up, 
scrollbars=1 menubar=0,resizeable=1,width="+width--height= 
+height--.status=1); win.moveTo(x,y); win.window.focus(); 
</scripts.<a href="#" 
onclick=youreeeka pop (http://dev.account.youreeeka.com/player 
0000001278620aeccbc87e) > 
sing Src=http:/static.youreeeka.com/ronmariproducts 
icm 14/imageSicm 14.jpg 
border=0 -Kas. 

0032. In some implementations, the user interface 160 
accesses a webpage at a website, such as one of the websites 
115A-C. The user interface 160 may be used to select the 
snippet of code. When this is the case, video server 112B may 
provide content to the client video player 162. For example, 
the content may include data (e.g., media, Video, etc.), such as 
a video of a golf lesson or a preview of that video. At some 
point during the presentation of the video content at client 
video player 162, the user interface 160 may also present the 
buy icon 164, which is embedded in (e.g., included within) 
the client video player 162. The buy icon 164 may be selected 
via user interface 160 (e.g., by clicking icon 164) to purchase 
the video content. Specifically, in the case of a preview of the 
video content, the buy 164 selection continues the presenta 
tion of the golf lesson video. The buy selection 164 may also 
represent a purchase of a product or a service. Continuing 
with the golf example, the purchase may correspond to a 
purchase of a golf accessory, such as a golf club or a golf 
lesson. Although the above example describes the content 
originating from delivery server 110, in Some implementa 
tions, the video content may be stored and thus provided by 
another website. When this is the case, an instance of the 
video server 112B may be located at that other website. 
0033. When buy icon 164 is selected, a purchase is 
executed. If the user is registered at delivery server 110, the 
buy selection 164 may result in the purchased item being 
processed at delivery server 110 with little or no interaction 
with the user interface (or the user at user interface). For 
example, a user may have preregistered at delivery server 110 
by providing a user identifier, a password, credit card infor 
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mation, and a delivery address, so that the buy 164 selection 
results in the delivery server 110 executing a purchase (e.g., of 
the video delivered to client video player and/or a golf club 
delivered to the delivery address stored at delivery server 
110). In the case of a video purchase, the delivery server 110 
thus handles (e.g., controls) delivery of the video content to 
the client video player 162 and other functions associated 
with the purchase. In the case of purchasing goods or services, 
the delivery server 110 may also initiate the delivery of the 
purchased good or service, track the delivery, etc. 
0034 FIG. 2A depicts a process 200 for providing a snip 
pet of code, which may be used to deliver video content to a 
Video player including an embedded purchase feature. 
0035. At 210, the snippet of code is included in a webpage 
at a website. As noted above, the snippet of code may be 
copied from delivery server 110 and copied into a webpage at 
a website, such as website 115A. Moreover, the website 115A 
may register with delivery server 110, such that any purchases 
made via the webpage including the code Snippet is credited 
to website 115A. For example, the website 115A may be 
assigned an affiliate identifier, so that activity (e.g., initializa 
tion, login, purchase, etc.) made via the Snippet of code is 
tracked and, if a purchase is made, a credit may be provided to 
the website 115A. If another website, such as website 115B, 
includes the Snippet of code but copies that code from a 
source other than delivery server 110, the website 115B may 
still register with delivery server 110 to receiver an affiliate 
identifier and thus allow credits to website 115B as purchases 
are made at the client video player 162 accessing website 
115B (and, in particular, the webpage including the code 
Snippet). 
0036. In some implementations, the snippet of code is 
configured to allow viral dissemination to any webpage, 
although the webpage including the Snippet of code may also 
be presented in other ways as well (e.g., email, social net 
working, etc.). 
0037 Moreover, the credit allocation to a website may be 
in the form of an amount (e.g., a dollaramount). For example, 
if a purchase is made at buy icon 164 in a transaction made via 
website 115B, the delivery server 110 may debit the credit 
card account of the user making the purchase via the client 
video player 162. A portion of the proceeds from the purchase 
may be credited to delivery server 110, and a portion may be 
credited, in this example, to website 115B based on the affili 
ate identifier. 
0038. At 220, a stream of information may be provided 
from a video server to a client video player. The stream may 
include information, including video content, webpages (also 
referred to as pages), etc. The video player presenting the 
content may be configured with an embedded buy 164 mecha 
nism to allow a user of the client video player 162 to make a 
purchase by accessing the buy icon 164. The video server 
112B may provide the information via a secure connection, 
such as a HTTPs (hypertext transport protocol secure) con 
nection, to the client video player 162. 
0039. At 230, an indication is received. The indication 
represents that a purchase has been selected. For example, at 
client video player 162, the selection of the buy icon 164 may 
be made by clicking (e.g., with the mouse) the buy icon 164. 
The selection of buy icon 164 may result in an indication (e.g., 
a message or an event representing a selection) being sent, 
such that it is received at the delivery server 110. The received 
selection may result in a purchase being executed by delivery 
Server 110. 
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0040 FIG. 2B depicts an example webpage including the 
client video player 162 with the embedded buy icon 164. 
0041 FIG. 2C depicts a webpage 282 generated to allow 
registration (e.g., of a user that selects the code Snippet to 
make a purchase or of an affiliate website hosting the code 
snippet) by selecting “Create Account” at 284. If registered, a 
user may simply login at 283 by providing, for example, a 
name, an email address, and/or a password. 
0042. The webpage 282 may allow the user to make a 
purchase (e.g., at 285 by providing payment information) 
after the buy icon 164 is selected. For example, after the buy 
icon 164 is selected, the webpage 282 is provided by delivery 
server 110 over a secure connection (e.g., a HTTPs connec 
tion) to user interface 160 and/or client video player 162. In 
this sense, client video player 162 acts as a secure proxy of a 
HTTPs server at delivery server 110. Moreover, the client 
Video player 162, acting as a secure proxy, eliminates the need 
for the website including the Snippet of code (e.g., website 
115B) to provide a secure server (e.g., a HTTPs server) 
because the secure server is provided by the delivery server 
110. 
0043 FIG. 2D depicts a webpage 289 provided to a user 
interface at a website to allow the website to register as an 
affiliate. Once registered as an affiliate, the website may 
include the Snippet of code in a webpage at the website and 
receive credit when a purchase is made via the affiliate web 
site. Webpage 289 allows the affiliate website to include the 
Snippet of code either as a standard video player, a direct link, 
or as a pop up. In the example of FIG. 2D, the affiliate website 
earns 2% of any purchases, although other allocation schemes 
and amounts may be used as well. 
0044 FIG. 2E depicts webpages 284A generated after the 
buy icon 164 is selected to allow a user to confirm that a 
purchase. In this example, the type of purchase allows a 
selection between different licenses (e.g., download/stream 1 
year, stream only, etc.), although other license types may be 
offered as well. In some implementations, when a user is 
registered with delivery server 110 to make purchases, the 
selection of buy icon 164 causes delivery server 110 to pro 
vide webpage 284A to confirm the purchase. In this example, 
the user can make a purchase with two clicks (e.g., one to 
select the buy icon and a second to confirm the purchase 
284C). However, in some implementations, the webpage 
284A is not used, and, when this is the case, the user can make 
a purchase with one click (e.g., one to select the buy icon 164). 
The web webpage 284 may also be provided by delivery 
server 110 over a secure connection (e.g., a HTTPs connec 
tion) to user interface 160 and/or client video player 162. 
Webpage 284B depicts an example of a receipt provided to 
further confirm that the purchase has been made. 
0045 FIG.3 depicts a process 300 for using a client video 
player with an embedded buy 164 mechanism. 
0046. At 320, content is presented within a video player. 
For example, video server 112B may provide content, such as 
a preview of a movie, a commercial, an infomercial, an 
instructional video, or any other information, to client video 
player 162. At any point during the presentation, the user 
might make a purchase using buy icon. 164. For example, in 
the case of a movie preview, the user may be prompted to 
make a purchase by selecting buy 164, in which case the 
movie is presented at client video player 162. At the end of a 
commercial, an infomercial, or an instructional video, the 
user may be prompted to make a purchase of a good or a 
service by selecting the buy icon 164. Although the content is 
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described as being sourced from delivery server 110, in some 
implementations, the content may be located in other loca 
tions, in which case a video server 112B would be located at 
that location. 
0047. At 330, a selection representative of a purchase is 
received. For example, the selection of buy icon 164 at the 
client video player 162 may result in a message being sent to 
delivery server 110, where an application programming inter 
face (API) is accessed. 
0048. At 340, delivery server 110 determines whether the 
user at a client video player is a registered user. For example, 
the user at client video player 162 may be required to provide 
a user identifier and a password. Alternatively, metadata (e.g., 
cookies associated with user interface 160) may be used to 
determine the identity of the user of the client video player 
162. In some implementations, a user is considered registered 
when one or more of the following is stored at delivery server 
110 for the user: a user identifier, a password, a credit card 
number (including an expiration date), a delivery address, and 
the like. 
0049. At 350, an account is created when the user is not 
registered at delivery server 110. For example, the delivery 
server 110 may provide webpage 282 (FIG.2C) via a secure 
connection between video server 112B and client video 
player 112. The webpage may allow the user at client video 
player 162 to provide securely one or more of the following: 
a user identifier, a password, a credit card number (including 
expiration date), a delivery address, and the like. This infor 
mation is stored at delivery server 110 and then the user is 
considered registered. 
0050. At 360, a purchase may be executed. For example, 
the delivery server 110 may execute the purchase by debiting 
a credit card (or other financial account), and initiating the 
delivery of the product (e.g., either via network 150 or via a 
delivery service, such as FedEx and the like). 
0051. At 370, delivery server 110 grants access to the 
purchased content by providing, in the case of the purchase of 
a video, an encrypted URL (uniform resource locator) to the 
client video player, so that the client video player can access 
the video content presented at client video player 162. For 
example, the video content may be sourced (e.g., provided) 
by a third-party website, such as a content delivery network 
(also referred to as a media delivery network). When that is 
the case, the encryption of the URL prevents a user from 
intercepting the URL and accessing the third-party website 
without making a purchase. Although a variety oftechniques 
may be used to encrypt the URL, in some implementations, 
the URL is encrypted using process 600 (which is described 
further below with respect to FIG. 6). 
0052. At 380, the video content at the location of the 
encrypted URL is accessed. For example, the client video 
player 162 may access a video server at the third-party web 
site located at the address of the URL, which was decrypted 
by the client video player 162. The client video player 162 
then presents the content to the user at 390. 
0053 FIG. 4 depicts a process 400 for using client video 
player with an embedded buy 164 mechanism. Process 400 is 
similar to process 300 but further includes additional features 
as described with respect to 410-430. 
0054) The process proceeds at 320-360 as described 
above. At 420, however, the delivery server 110 may deter 
mine revenue sharing percentages. When a website includes 
the Snippet of code—regardless of how that Snippet of code 
was obtained the delivery server 110 may allocate a portion 
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of any revenue associated with the transaction to the website 
(or an entity associated with the website). For example, an 
administrator of website 115B may obtain the snippet of code 
and display that code on a webpage of the website 115B. As 
noted above, the snippet may be obtained virally, so that the 
snippet is not necessarily obtained from the delivery server 
110. Once the administrator of website 115B obtains the 
Snippet of code, the administrator may contact delivery server 
110 to register as a website provider of the snippet. The 
registration by the website (e.g., website 115B) may include 
determining what type of video content may be provided to 
the website 115B (e.g., commercials, infomercials, previews 
of full-length movies, instructional videos, and the like), rev 
enue sharing models (e.g., predetermined percentages to be 
allocated to the website 115B for each purchase), website 
account information (e.g., to credit an allocated share of 
revenue), and the like. The website 115B may receive an 
affiliate identifier when it registers with the delivery server 
110 to allow the delivery server 110 to allocate, as described 
below at 420, any credits or debits associated with a transac 
tion made using the code Snippet (which would include the 
affiliate identifier). 
0055. At 420, a purchase made via the embedded buy 
mechanism (e.g., buy 164) may be credited to one or more 
entities based on the percentages allocated at 410. For 
example, a user accessing website 115A may view a movie 
preview using client video player 162, and then make a pur 
chase by selecting buy 164 (which would purchase the entire 
movie that was previewed). In this example, the delivery 
server 110 may debit the credit card account of the user of the 
client video player 162 (e.g., with a S1.00 debit charge to the 
credit card), credit the website 115A being accessed by the 
user interface 160 and the plug-in client video player 162 
(e.g., S0.10), credit the delivery server 110 (e.g., S0.20), and 
credit the content provider, such as a third-party website 
providing the movie (e.g., S0.70). 
0056. In the case of an infomercial, after viewing the info 
mercial, the user viewing the infomercial at the client video 
player 162 may purchase a product (e.g., with a S18.00 debit 
charge to the user's credit card). In this example, the delivery 
server 110 may allocate/3 of the purchase price to the website 
115A being accessed by the user interface 160 and the plug-in 
client video player 162, /3 to the delivery server 110, and /3 
to the manufacturer of the product. Although specific credit 
amounts, debit amounts, and types of products are noted in 
the previous example, other amounts, percentages, products, 
and services may be used as well. 
0057 Moreover, in some implementations, the code snip 
pet includes an affiliate identifier. When this is the case, when 
the code snippet is selected, the delivery system 110 can 
allocate credits and/or debits to the website associated with 
that code snippet. For example, website 115B may include on 
a webpage the code Snippet including an affiliate identifier 
assigned by delivery system 110 to website 115B, and web 
site 115A may include on a webpage the code Snippet includ 
ing an affiliate identifier assigned to website 115A. In this 
example, delivery system 110 allocates credits and/or debits 
associated with purchase made in connection with the code 
snippets based on the affiliate identifiers. 
0.058 At 430, delivery server 110 may monitor purchasing 
behaviorat one or more websites 115A-C and/or one or more 
client video players, such as client video player 162. For 
example, delivery server 110 may monitor what purchases are 
being made using the embedded buy 164 mechanism of the 



US 2010/0279766 A1 

client video player 162, when those purchases are being 
made, who is making the purchases, and the like. For 
example, delivery server 110 may monitor purchases being 
made via websites 115A-C and determine what types of prod 
ucts or services sell and which products and services do not. 
As such, delivery server 110 may adapt and thus deliver 
content, such as infomercials, commercials, and the like, 
targeted to the website. 
0059 Delivery server 110 may monitor purchases being 
made via client video players 162 and gather demographic 
information to determine what types of products or services 
sell and which products and services do not sell to users 
having different demographics. For example, if the demo 
graphics of the users indicate a Northern, cold climate, the 
content, such as infomercials, commercials, and the like, may 
include products or services more likely to elicit a purchase. 
As such, delivery server 110 may adapt and thus deliver 
content targeted to the user (or the user's demographic). 
0060. In some implementations, the delivery system 110 
may track the URL of the client video player and IP address 
of the user of the client video player. This tracking may occur 
during login and when a purchase is made, although the 
tracking may occur at other times as well. In addition, deliv 
ery system 110 may track the actions of a user of the client 
Video player (e.g., button presses, what is previewed, what is 
copied, etc.). The tracking and monitoring data may be used 
to generate analytical reports and cross-reference with other 
analytical information for website tracking and content deliv 
ery network statistics to generate a unique set of reports 
taking in all aspects of a user's experience from discovery to 
purchase. 
0061 FIG. 5 depicts an example of a delivery server 110 
including a registration module 510, a code repository 512, an 
encryption module 514, a product delivery module 516, a 
revenue sharing module 518, an account manager 520, a 
video server 112B, a purchasing module 522, and a data 
mining module 524. In some implementations, the modules 
of delivery server 110 are implemented on at least one pro 
cessor including memory. 
0062. The registration module 510 may be configured to 
register a user of the client video player 162 and/or register a 
website including the snippet of code described herein. 
0063. The code repository 512 may be configured to pro 
vide the snippets of code. For example, code repository 512 
may be accessible via a webpage on the Internet, so that the 
Snippet of code may be copied and pasted into other websites, 
emails, social networking sites, and the like. Although a web 
site may obtain the snippet of code from code repository 512, 
the snippet of code may be obtained in other ways as well 
(e.g., obtained virally). 
0064. The product delivery module 516 may be config 
ured to track the delivery of the purchased product or service. 
For example, if the product is an item delivered via a transport 
service, such as FedEx, the product delivery module 516 may 
generate webpages including the estimated delivery time, 
date, etc. 
0065. The revenue sharing module 518 may be configured 

to include allocations between varies entities. For example, 
the revenue sharing module 518 may include allocations 
between the websites 115A-C, content providers (e.g., pro 
viding content to the video player), product providers (e.g., 
providing products which can be purchased), service provid 
ers (e.g., providing services which can be purchased), and the 
delivery server 110. 
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0066. The account manager 520 may be configured to 
provide a financial management function to the delivery 
server 110. The account manager 520 may keep track of 
credits, debits, etc. to various entities, such as users of the 
client video players, service providers, product providers, 
content providers, websites, and the like. 
0067. The purchasing module 522 may be configured to 
execute debits and/or credits to an account, Such as a user's 
credit card account, debit account, or any other account. 
Moreover, the purchasing module 522 may be configured to 
initiate a fund transfer to service providers, product providers, 
content providers, websites, and the like. 
0068. The data-mining module 524 may be used to per 
form data mining and other monitoring activities as noted 
above at 430. 
0069. The delivery server 110 may also include an encryp 
tion module 514. The encryption module may be used to hide 
the URL provided by the delivery server 110 to the client 
video player 162, as described above with respect to 370. 
Although the encryption module 514 may use a variety of 
techniques to hide the URL, in some implementations, the 
encryption module 514 uses the process 600 of FIG. 6. 
0070 FIG. 6 depicts a process 600 for encrypting, which 
may be used to encrypt a URL. 
0071. The process 600 may be implemented in encryption 
module 514 configured to implement cipher-block chaining 
(CBC), AES128, and/or other encryption techniques. FIG. 7 
depicts an example of encryption module 513 implemented 
using cipher-block chaining. The description of process 600 
also refers to FIG. 7. 
0072 The encryption module 514 generally encrypts 
information in blocks (labeled blocks of plaintext 710A-B) to 
form encrypted text (labeled cipher text 720A-B). For 
example, a block may be implemented as 16 ASCII charac 
ters, each of which is 8 bits, for a total block size of 128 bits 
(e.g., 8x16-128). In this example, a first block is depicted as 
plaintext 710A, a second block is depicted as plaintext 710B, 
and so forth. In the case of an URL, if the URL is 240 
characters, then at least two blocks 710A-B would be used, 
which would provide encrypted output as ciphertext 720A-B. 
0073 Continuing with the 240 character URL example, 
the first block 710A would include the first 128 characters of 
the URL, and the second block 710B would include the 
Subsequent 112 characters. In some implementations, pad 
ding may be used to fill the second block 710B to 128 char 
acters. When this is the case, rather than using null characters 
(e.g., an ASCII character with a Zero value) as padding, the 
padding may be a predetermined character known only by the 
client video player 162 and the delivery server 110 (or an API 
at the delivery server 110). In this sense, the padding is a 
shared secret known by the client video player 162 and the 
delivery server 110 (or the encryption module 514). 
0074 The first block 710A and an initialization vector 729 
are processed using an exclusive OR function (labeled XOR 
730A). In some implementations, rather than use a random 
value for the initialization vector 729, the initialization vector 
729 is selected, such that it does not result in an output 715A 
that is a shifted representation of the first block 710A. In some 
implementations, the initialization vector 729 is implemented 
as all Zeroes. 
(0075. The output 715A of XOR 730A is provided as an 
input to block cipher encyptor module 750A, which has been 
provided a key 760A. The block cipher encyptor module 
750A may be implemented as any type of block encryption 
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module. The output of block cipher encyptor module 750A is 
thus the encrypted text 720A (also referred to as cipher text). 
0076. The second block 710B is processed in a similar 
manner as the first block 710A. However, the second block 
710B may include padding, as noted above, to fill the block 
710B. Moreover, the XOR 730B processes the second block 
710B and cipher text 720A (rather than an initialization vec 
tor). As such, output 715B, unlike output 715A, is a shifted 
representation of the second block 710B. Referring again to 
the URL example, the cipher text blocks 720A-B represent 
the encrypted URL, which is sent to the video player 162, 
where the URL is decrypted. 
0077. At 610, padding is added to a block. For example, 
encryption module 514 may add one or more characters to fill 
a block (e.g., 710A or 710B), when the information to be 
encrypted (e.g., the URL) does not completely fill the block. 
Returning to the above example, given a block size of 128bits 
(i.e., 16 ASCII characters) and, e.g., a URL of 240 bits which 
needs to be encrypted, the first block 710A would not include 
any padding, but the second block 710B would include the 
final 112 characters of the URL and 16 characters of padding. 
Moreover, the characters used as padding are a shared secret 
between the delivery server 110 (or encryption module 514) 
and the client video player 162. Moreover, rather than using 
null characters (which is the typical value of the padding 
characters), the padding may be a predetermined character, as 
described above. 
0078. At 620, the first block is encrypted using, for 
example, cipher block chaining. The initialization vector used 
to encrypt the first block 710A is selected so that the first 
block 710A is not shifted, as noted above. For example, the 
first block 710A may be encrypted using cipher block chain 
ing (which is depicted at FIG. 7). Moreover, the initialization 
vector 730 is determined, such that output 715A is not a 
shifted representation of the first block 710A. 
0079. At 630, subsequent blocks are encrypted. For 
example, second block 714A (as well as other blocks) may be 
encrypted using the cipher block chaining, without the ini 
tialization vector used at 620. Although only two portions of 
the chain are depicted at FIG. 7, additional portions may be 
used (e.g., given additional blocks of plaintext). 
0080. The video client player 162 may decrypt the 
encrypted URL (comprising, e.g., cipher text 720A-B) 
received from the encryption module 514 (e.g., using an 
inverse process to the one described herein). Moreover, the 
decryption of the URL at client video player 162 may use a 
variety of encryption techniques (including the inverse opera 
tion of process 600). 
0081 Although the encryption module 514 is described 
within the context of delivery server 110, the encryption 
module 514 may be used in other locations as well. Moreover, 
although the encryption module 514 is described in the 
example above as encrypting an URL, the encryption module 
may be used to encrypt other data as well. 
0082 To provide for interaction with a user, the subject 
matter described herein may be implemented on a computer 
having a memory, a display device (e.g., a CRT (cathode ray 
tube) or LCD (liquid crystal display) monitor) for displaying 
information to the user and a keyboard and a pointing device 
(e.g., a mouse or a trackball) by which the user may provide 
input to the computer. 
0083. The subject matter described herein may be imple 
mented in a computing system that includes a back-end com 
ponent (e.g., as a data server), or that includes a middleware 
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component (e.g., an application server), or that includes a 
front-end component (e.g., a client computer having a graphi 
cal user interface or a Web browser through which a user may 
interact with an implementation of the Subject matter 
described herein), or any combination of Such back-end, 
middleware, or front-end components. Although FIG. 1 
depicts network 150, components of system 100 may be 
interconnected by any form or medium of communication, 
examples of which include point-to-point links, a bus, a local 
area network (“LAN”), a wide area network (“WAN”), an 
intranet, and the Internet. 
I0084. The subject matter described herein may be embod 
ied in Systems, apparatus, methods, and/or articles depending 
on the desired configuration. For example, the modules and/ 
or the processes described herein may be implemented using 
one or more of the following: a processor executing program 
code, an application-specific integrated circuit (ASIC), a 
digital signal processor (DSP), an embedded processor, a 
field programmable gate array (FPGA), and/or combinations 
thereof. These various implementations may include imple 
mentation in one or more computer programs that are execut 
able and/or interpretable on a programmable system includ 
ing at least one programmable processor, which may be 
special or general purpose, coupled to receive data and 
instructions from, and to transmit data and instructions to, a 
storage system, at least one input device, and at least one 
output device. These computer programs (also known as pro 
grams, software, Software applications, applications, compo 
nents, program code, or code) include machine instructions 
for a programmable processor, and may be implemented in a 
high-level procedural and/or object-oriented programming 
language, and/or in assembly/machine language. As used 
herein, the term “machine-readable medium” refers to any 
computer program product, computer-readable storage 
medium, apparatus and/or device (e.g., magnetic discs, opti 
cal disks, memory, Programmable Logic Devices (PLDs)) 
used to provide machine instructions and/or data to a pro 
grammable processor, including a machine-readable medium 
that receives machine instructions as a machine-readable sig 
nal. Similarly, systems are also described herein that may 
include a processor and a memory coupled to the processor. 
The memory may include one or more programs that cause 
the processor to perform one or more of the operations 
described herein. 
I0085. The foregoing description is intended to illustrate 
but not to limit the scope of the invention, which is defined by 
the scope of the appended claims. Other embodiments are 
within the scope of the following claims. 

What is claimed is: 
1. A computer-implemented method comprising: 
providing a video player including a buy mechanism 
embedded within the video player, the buy mechanism 
configured to enable a selection of the buy mechanism to 
make a purchase; and 

receiving an indication representative of a purchase being 
made using the buy mechanism. 

2. The computer-implemented method of claim 1, further 
comprising: 

including a Snippet of code in a page, the Snippet of code, 
when accessed, provides the video player including the 
buy mechanism. 
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3. The computer-implemented method of claim 1, further 
comprising: 

including a plurality of Snippets of code in a plurality of 
pages, each of the Snippets of code including an affiliate 
identifier to identify an entity to which an allocation is 
made when a purchase is made. 

4. The computer-implemented method of claim 1, further 
comprising: 

providing a plurality of Snippets of code for viral dissemi 
nation. 

5. The computer-implemented method of claim 1, wherein 
providing further comprises: 

providing the video player as a FLASH player. 
6. The computer-implemented method of claim 1 further 

comprising: 
executing a purchase using a page provided from a secure 

connection and a delivery system to the video player. 
7. The computer-implemented method of claim 1 further 

comprising: 
granting access to media by providing an encrypted uni 

form resource locator to the video player, the access 
granted when a purchase is made. 

8. The computer-implemented method of claim 1 further 
comprising: 

granting access to media by providing an encrypted uni 
form resource locator to the video player, the encrypted 
uniform resource locator encrypted based on cipher 
block chaining configured with a first initialization vec 
tor having a value that does not result in a shift of a first 
block being encrypted. 

9. The computer-implemented method of claim 1 further 
comprising: 

providing an allocation of at least one of a credit or a debit 
to an account associated with a website including a 
Snippet of code, the allocation based on an affiliate iden 
tifier identifying the website. 

10. The computer-implemented method of claim 1 further 
comprising: 

monitoring a uniform resource locator of the video player 
to track a user of the video player. 

11. A system comprising: 
a processor; and 
a memory, the processor and memory configured to pro 

vide a method comprising: 
providing a video player including a buy mechanism 
embedded within the video player, the buy mechanism 
configured to enable a selection of the buy mechanism to 
make a purchase; and 

receiving an indication representative of a purchase being 
made using the buy mechanism. 
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12. The system of claim 11, further comprising: 
including a Snippet of code in a page, the Snippet of code, 
when accessed, provides the video player including the 
buy mechanism. 

13. The system of claim 11, further comprising: 
including a plurality of Snippets of code in a plurality of 

pages, each of the Snippets of code including an affiliate 
identifier to identify an entity to which an allocation is 
made when a purchase is made. 

14. The system of claim 11, further comprising: 
providing a plurality of Snippets of code for viral dissemi 

nation. 
15. The system of claim 11, wherein providing further 

comprises: 
providing the video player as a FLASH player. 
16. The system of claim 11 further comprising: 
executing a purchase using a page provided from a secure 

connection and a delivery system to the video player. 
17. The system of claim 11 further comprising: 
granting access to media by providing an encrypted uni 

form resource locator to the video player, the access 
granted when a purchase is made. 

18. The system of claim 11 further comprising: 
granting access to media by providing an encrypted uni 

form resource locator to the video player, the encrypted 
uniform resource locator encrypted based on cipher 
block chaining configured with a first initialization vec 
tor having a value that does not result in a shift of a first 
block being encrypted. 

19. The system of claim 11 further comprising: 
providing an allocation of at least one of a credit or a debit 

to an account associated with a website including a 
Snippet of code, the allocation based on an affiliate iden 
tifier identifying the website. 

20. The system of claim 11 further comprising: 
monitoring a uniform resource locator of the video player 

to track a user of the video player. 
21. A computer-readable medium including instructions to 

configure a processor to perform a method comprising: 
providing a video player including a buy mechanism 
embedded within the video player, the buy mechanism 
configured to enable a selection of the buy mechanism to 
make a purchase; and 

receiving an indication representative of a purchase being 
made using the buy mechanism. 

22. A user interface comprising: 
a processor; and 
a memory, the processor and memory configured to pro 

vide a video player including a buy mechanism embed 
ded within the video player. 
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