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SYSTEMS AND METHODS OF WINDOWING TIME SERIES DATA FOR
PATTERN DETECTION

CROSS REFERENCE(S) TO RELATED APPLICATION(S)

[0001] This application claims priority to U.S. Provisional Application No.
62/689,545, filed June 25, 2018, the entire contents of which are hereby

incorporated by reference.
TECHNICAL OVERVIEW

[0002] The technology described herein relates to processing and/or
preparing datasets to be used for pattern detection. More particularly, the
technology described herein relates to intervalizing time series data, annotating
data, and windowing the data such that patterns within the dataset may be
identified.

INTRODUCTION

[0003] Machine learning can give computers the ability “learn” a specific
task without expressly programming the computer for that task. This may be
accomplished by developing a model based on an initial data and then using that
model to assess new data. One potential issue with this approach is that the
initial data set (and the subsequent dataset) can be so large that it can be
computationally expensive to develop a model from the initial data. Indeed,
extremely large datasets can be difficult to parse in such a way as to provide

meaningful input for a machine learning process and development of a model.

[0004] Accordingly, it will be appreciated that new and improved
techniques, systems, and processes are continually sought after. Such

techniques may include new and improved techniques in the area of preparing or
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otherwise organizing data that will be used as input for a pattern recognition or

machine learning process and development of a model.
SUMMARY

[0005] A data analysis computer system is provided that receives a dataset
and generates implied data from the dataset. The data within the dataset is
temporal in nature an associated with a given participant or group of participants
(e.g., an organization). The data is then intervalized to decrease or reduce the
number of records that are being worked with. Users provide annotations to the
data. The annotations may be provided in the form of windows over a time frame
of the data and can be used to identify patterns within the dataset. The windows
of data may positively or negatively correlate to identified instances of a given
pattern within the data. The user defined windows are converted to fixed sized
windows and a machine learning algorithm constructs a model from the data.
The model is used to predict instances of the given type of occurrence in newly
received data. Validation of the predications may be performed.

[0006] This Summary is provided to introduce a selection of concepts that
are further described below in the Detailed Description. This Summary is
intended neither to identify key features or essential features of the claimed
subject matter, nor to be used to limit the scope of the claimed subject matter;
rather, this Summary is intended to provide an overview of the subject matter
described in this document. Accordingly, it will be appreciated that the above-
described features are merely examples, and that other features, aspects, and
advantages of the subject matter described herein will become apparent from the

following Detailed Description, Figures, and Claims.
BRIEF DESCRIPTION OF THE DRAWINGS

[0007] These and other features and advantages will be better and more

completely understood by referring to the following detailed description of
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example non-limiting illustrative embodiments in conjunction with the drawings of
which:

[0008] Figure 1 is a diagram that shows multiple computer systems,
including a data analysis system, according to certain example embodiments;
[0009] Figure 2A shows different modules or components that are used to
provide data analysis according to certain example embodiments;

[0010] Figure 2B is an example flow chart according to certain example
embodiments;

[0011] Figure 3A shows a table of source data and a table of data that is
derived from the source data according to certain example embodiments;
[0012] Figure 3B shows a table of data and corresponding graph of the
data in the table according to certain example embodiments;

[0013] Figure 3C is a graph of example data according to certain example
embodiments;

[0014] Figure 3D is a graph that illustrates bounding the data contained or
represented by the graph in Fig. 3C according to certain example embodiments;
[0015] Figure 3E shows a table of the data from the graph in Fig. 3C and a
table that represents the bounding of the data shown in Fig. 3D according to
certain example embodiments;

[0016] Figure 4 is an illustrative graph with different types of data plotted
thereon according to certain example embodiments;

[0017] Figure 5 illustrates example windows that may be defined over the
graph in Fig. 4 according to certain example embodiments;

[0018] Figures 6A-6C show how the example windows may be converted
into fixed length windows according to certain example embodiments;

[0019] Figure 7 shows two graphs that illustrate how data may be mirrored
according to certain example embodiments;

[0020] Figure 8 illustrates predictive windows that have been identified by a

machine learned model according to certain example embodiments;
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[0021] Figure 9 illustrates how the predictive windows shown in Fig. 8 may
be combined to form a window that is to be attached to a task according to
certain example embodiments; and

[0022] Figure 10 shows an example computing device that may be used in

some embodiments to implement features described herein.
DETAILED DESCRIPTION

[0023] In the following description, for purposes of explanation and non-
limitation, specific details are set forth, such as particular nodes, functional
entities, techniques, protocols, etc. in order to provide an understanding of the
described technology. It will be apparent to one skilled in the art that other
embodiments may be practiced apart from the specific details described below.
In other instances, detailed descriptions of well-known methods, devices,
techniques, etc. are omitted so as not to obscure the description with

unnecessary detail.

[0024] Sections are used in this Detailed Description solely in order to
orient the reader as to the general subject matter of each section; as will be seen
below, the description of many features spans multiple sections, and headings
should not be read as affecting the meaning of the description included in any

section.
Qverview

[0025] In certain examples, a data analysis system is provided that is
configured to receive a dataset of time series data. The data analysis system
may generate additional data (e.g., implied data) from the received data. The
size of the dataset is then reduced by bounding the data along given or set time
intervals. The intervalized dataset is then analyzed (e.g., by a user) to define

windows over the dataset. The windows are used to identify portions of the
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dataset that match a given criteria or pattern. The windows may be of arbitrary
size (e.g., in that the size is decided by the user). Once the user has defined the
windows, then the data analysis system may convert (e.g., automatically and/or
programmatically) those user-specified windows into one or more fixed sized
windows. The data and corresponding fixed-sized windows are then processed
through a machine learning process to produce a model. The model is stored for
later use. The model may be used to automatically identify windows over new or
other data that is received. The automatically identified windows may then be

verified (e.g., by a user) to reinforce or otherwise adjust the underlying model.

[0026] Fig. 1 is a diagram that shows the multiple computer systems that
interact with a data analysis system. Fig. 2A illustrates the different modules that
may be implemented on the data analysis system (or other systems) shown in
Fig. 1. Fig. 2B is a flow chart of a process that may be implemented using the
components and systems shown in Figs. 1 and 2A. Figs. 3A-3E are example
data sets that are processed by the systems in Fig. 1 and graphs of those

datasets that may be shown to a user using a computing device of Fig. 10.

[0027] Fig. 4 is an illustrative graph and Fig. 5 shows how windows may be
defined over portions of the graph shown in Fig. 4. Figs. 6A-6C graphically
illustrate how example windows may be converted into fixed length windows.

Fig. 7 illustrates how data may be mirrored. Fig. 8 graphically shows how a
model may be used to automatically identify and rank windows. Fig. 9 shows
how the automatically generated windows in Fig. 8 may be combined to form a
window that is to be attached to a task. Fig. 10 shows an example computing
device that may be used by the systems shown in Fig. 1, or may be configured to
execute steps in the process shown in Fig. 2B, or configured to provide a display

to any of the graphs or data tables shown in Figs. 3B - Fig. 9.
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[0028] In many places in this document, including but not limited to the
description of Figures 1 and 2A, software modules and actions performed by
software modules are described. This is done for ease of description; it should be
understood that, whenever it is described in this document that a software
module performs any action, the action is in actuality performed by underlying
hardware elements (such as a processor and a memory device) according to the
instructions that comprise the software module. Further details regarding this are
provided below in, among other places, the description of Figure 10.

Description Of Figures 1-2A

[0029] Figure 1 is a diagram that shows multiple computer systems,
including a data analysis system, according to certain example embodiments.
Figure 2A shows different modules, components, and functionality that may be
included in the data analysis system shown in Fig. 1.

[0030] Computer system 104 (also sometimes referred to as an exchange
computer system or simply an exchange) can include a matching engine (not
shown), order book (not shown), and network interfaces (not shown) for
electronically communicating with participant computer systems 106A and 106B.
Computer system 104 may be comprised of one or more of the computing
devices shown in Fig. 10.

[0031] In general, participant computer systems 106A and 106B can
include personal computers, mobile devices, automated computer systems, and
the like. For example, each participant computer system may be a computing
device as shown in Fig. 10.

[0032] Participant computer systems 106A and 106B submit electronic data
messages that include data transaction requests (e.g., orders) that are
subsequently processed by the matching engine of the computer system 104
and/or stored into the order book of the computer system 104. Orders are

requests for a computer system (e.g., one or more automated exchange
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platforms) to take a given action (e.g., buy/sell) with respect to an identified
resource (e.g., a ticker symbol). For ease of description, “orders” (or electronic
orders) are used herein to also refer “data transaction requests” that are received
and processed by computer system 104.

[0033] Once an order is received by computer system 104, a transactional
record of how that order has been processed may be created. The transactional
record may, for example, store data that indicates how the order book has been
changed based on processing of the order (e.g., by either matching against
another order that was already pending in the order book, being added to the
order book, modifying or canceling an existing order, or other processing that is
performed based on the order). Each of these records may be included into a
dataset that is transmitted to the data analysis system 102. Computer system
104 may also transmit transaction receipts or other data to back to participant
computer systems 106A/106B that provide a record of how the transaction was
processed. In certain examples, participant computer systems 106A/106B may
be programmed to generate their own transaction data (e.g., based on when an
order is initially submitted or type of data transaction request is transmitted to
computer system 102). Such transaction data may be directly (e.g., bypassing
computer system 104) or indirectly communicated to data analysis system 102.
[0034] Data analysis system 102 receives datasets, which include a
plurality of records, from computer system 104, participant computer systems
106A/106B, or both computer system 104 and one or more of the participant
computer systems 106A/106B. In certain examples, each record within a dataset
of records may include a timestamp, a participant, and a data payload that
includes transaction data. The data payload may include, for example, ticker
symbol information, price, quantity, or other data values that are used or
processed by computer system 104 and/or participant systems 106A and/or
106B. Datasets may be transmitted in real-time (e.g., or substantially so, such as

every second or every minute) or may be transmitted at the end of a trading day
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or trading week. In certain examples, the datasets received from the computer
system 104 include core data processed by an exchange platform or matching
engine of computer system 104. For example, the data may include core INET
data when data is transmitted from a NASDAQ stock exchange computer system
(e.g., an example of the computer system 104). In certain examples, data sets
received from participant computer systems may include participant specific data
that has been added to data (e.g., a transaction receipt) received from one or
more computer systems that provide exchange or matching functionality. In
certain examples, the data sets received by data analysis system 102 may be
sent from computer systems other than computer system 104 or participant
systems 106. For example, dataset may be transmitted from a data broker or
other computer system that is operated by a third party (e.g., separately from
computer system 104 and/or participant systems 106A/106B).

[0035] Data analysis system 102 is a computer system that includes a
quantizer module 108, an annotation module 110, a machine learning module
112, and a verification and prediction module 114. Communication between the
data analysis system 102 and computer system 104 may occur using an
electronic data communications network, such as the Internet, or a private
internal network (e.g., where data analysis system 102 and computer system 104
are controlled by the same organization).

[0036] Quantizer module 108 includes programmed functionality for
receiving, validating, formatting, converting, or otherwise performing data
vectorization on the dataset(s) received from computer system 104. Quantizer
module 108 may also interface with a data store 204 for storing the received
datasets (also referred to as transactional dataset(s)) and data generated from
those datasets). In certain example embodiments, the data store 204 is a
columnar oriented storage format. In certain examples, the quantizer module
108 may generate additional data (e.g., implied data) based on the data

contained in the transactional datasets. In certain examples, the generation of
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implied data may generate more relevant features for performing pattern
identification over a given dataset. Thus, for example, if the payload of records
within a dataset includes over 100 (or even 1000) different features or
parameters, a more limited number of features may be derived from that data
and used to construct the dataset that is subsequently analyzed by data analysis
system 102.

[0037] Quantizer module 108 may also be configured to generate data over
timed intervals (e.g., the intervals may be dynamic, fixed, or otherwise
determined). For example, quantizer module 108 may determine or calculate the
first, last, high, and low values over every 5ms time period of the transactional
data (or other time period). This intervalized data may allow for the system to
capture a higher level approximation of the transactional data. This functionality
is described in greater detail in Fig. 3D. The timed interval values and/or the
additionally generated data values may be stored to data store 204 (e.g., along
with the transactional datasets). In certain examples, there may be tens,
hundreds, or thousands of transactional records that may be encompassed
within one intervalized data record (e.g., that defines a bound box for the given
time period of, for example 1ms or 5ms). It will be appreciated that this type of
approach may increase the efficiency at which the data analysis system 102 may
process the information represented by the transactional data.

[0038] Annotation module 110 includes programmed functionality for
displaying graphs of the intervalized data along with handling and processing
annotations of the intervalized data. In particular, the annotation module may
include a front end web application (user interface 210) that allows a user to
specify or otherwise define a window over a certain area of a displayed graph.
The defined windows may be stored for later processing. The annotation module
110 may also include graphing functionality for creating graphs that are displayed
to a user. In certain examples, this is implemented as a web application (e.g.,

which may be developed using a user interface library). The data that is supplied
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to the web application, and then displayed to the user via the user interface, may
be sourced via server API 208. The server API may access the data in the data
store 204 via middle tier 206.

[0039] Machine learning (ML) module 112 includes programmed
functionality for converting the user defined windows into fixed length windows.
The data may be split into data for training and data for testing. In certain
examples, the machine learning module 112 may handle data preparation. Part
of the functionality of the machine learning module 112 includes retrieving the
data in the data store 204 and converting it or organizing it into training data 214.
The training data may be stored in a format more usable for machine learning. In
certain examples, the format may be an H5 format (an open standard which is
language agnostic).

[0040] The machine learning module 112 may include functionality that
takes the training data 214 as input and trains a model at 216 to produce a
machine learned model 218. Other types of machine learning implementations
may also be implemented to train a model using the prepared data. The model
may be published back to the data store 204 at 220.

[0041] In certain example embodiments, the training process for the model
may be performed in an offline environment (e.g., by using graphical processing
units, GPUs, that may be designed for machine learning). In certain examples,
the training process may be parallelized across multiple different computing
nodes. The distributed and parallelized machine learning process may increase
the speed at which a model is developed.

[0042] A Prediction module 222 includes programmed functionality to use a
generated model to make predictions with newly received data (e.g., from
exchange 104). Predictions can then be published as tasks for review by a user
and/or alerts to a surveillance system. The tasks (and predictions) may be made
available to users via a client side client (e.g., a user interface) that allows a user

to see the predictions on a displayed graph where the predictions can be verified
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224 by a user on the client system 116, and added to the corpus of labelled
examples. In certain examples, the verification at 224 can be used to assess
whether the model 218 is sufficient for further use to, for example, automatically
identify patterns in new datasets.

Description Of Figure 2B

[0043] Figure 2B is an example flow chart showing a process that may be
implemented using the system(s) shown in Fig. 1.

[0044] At 250, raw source data (e.g., time series data) is acquired from an
external system, such as computer system 104. An example of such data is 300
in Fig. 3A. The data may be for or over a given time period (e.g., a day, a week,
a minute, etc.). In examples where the data is from an exchange computing
system and/or a matching engine, the data may be specific to a certain ticker
symbol (or group of symbols) or across an entire market (e.g., for all ticker
symbols). The data may be for those data transaction requests submitted by a
specific userlD, an organization, a group of users, or every data transaction
request without regard to who submitted the request. In certain examples, the
raw source data may represent every transaction or action that is performed
against an order book.

[0045] At 252, the data analysis system 102 may calculate or otherwise
generate implied data from the source data. An example of implied data is
shown as 302 in Fig. 3A. This data may be stored along with the raw source
data in a data store that is accessible by data analysis system 102.

[0046] At 254, the implied data and the raw data may be reduced in size to
generate a reduced dataset size. Different techniques for reducing the data set
size may be used. In general, data for each interval (e.g., from 11:01:20 to
11:01:25 in Fig. 3D) will be calculated and used to summarize the state of the
data structure (e.g. order book) for a corresponding interval of time. In certain

examples, at least two values will be calculated for each interval an may include,
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for example, the first, last, high, and/or low values of the data that is
encompassed by a given interval.

[0047] In certain examples, a first process of reducing the dataset size may
include taking the first, last, high, and low values for every time interval (e.g.,
every 1ms, 5ms, 10ms, or any other time interval). Doing this will effectively
create a “bounding box” around the relevant area of the data — as shown in the
example graphs herein (e.g., defining the high and low values over the time
period). An example is shown in Figs. 3D and 3E.

[0048] Another process for reducing the dataset may be to take a weighted
average, the first value, or the last value. In certain examples, a process may
determine the volume weighted average price (VWAP) over the time sliced
intervals. The numerator and denominator of the VWAP may be stored
separately for each interval (e.g., volume*price and volume). It will be
appreciated that storing the numerator and denominator separately may allow for
multiple intervals to be combined (e.g., six 5-second intervals may be combined
into a 30-second interval). The reduced dataset may be stored to a data store for
further use.

[0049] At 256, the data analysis system 102 is configured to generate one
or more graphs (e.g., as shown in Fig. 4) from the reduced dataset and present
those graphs in a user interface to a user (e.g., via 210). One or more users may
then define windows over portions of the displayed graphs (e.g., as shown in Fig.
5).

[0050] In certain examples, step 256 may be an automatic process that
automatically defines windows with respect to the reduced dataset. For example,
the predictions that are made in step 268 may be used to form windows that are
automatically generated and used as the windows discussed in connection with
step 256. In certain examples, the windows generated in step 256 may the result
of step 272 after a user (or other process) has verified the predicted windows
268.

12
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[0051] In certain examples, a seed example for what pattern the user is to
identify within the dataset may be provided to the user. Such seeds may be
drawn from: 1) prior court judgments or tips (for example, a prior court defined a
specific instance as spoofing), 2) from other computer systems that may
implement strictly defined rules for identification of patterns, 3) predictions from
the model (described below) that may need additional refining, and/or 4) other
models of anomaly analysis. In the case of seeds being drawn from prior
predictions, this approach may thus form a loop between annotating/windowing
the data and the model development and application of the model to generate
predictions. Thus, for example, the very first instance in which a model is
developed may be seeded from, for example, a prior court decision that helps a
user to identify a particular pattern. Subsequent iterations of the loop may take
into account predictions generated from a developed model. In certain
instances, annotations/windows may be thus be suggested from these
predictions.

[0052] In any event, the windows defined (or refined) by users may identify
areas of interest or patterns in the data. These windows will be used to give the
machine learning aspect of the data analysis system 102 examples of what to
look for during the training process. In certain examples, the identified instances
within the data may be patterns that correspond to bad trading behavior such as,
for example, “spoofing.” Other types of abusive or bad trading behavior may also
be identified such as ramping (e.g., progressively pushing up the price of a
security), dominating the market (e.g., at open or close to move the price in one
direction or another), wash sale activity, etc. Users may identify those time
periods with the pattern that is being searched for (e.g., suspected spoofing) as a
positive example and those time periods that do not represent the pattern (e.g.,
no spoofing) as a negative example. In certain examples, both positive and

negative examples are used by the machine learning module to develop a model.
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In certain examples, the patterns that are identified can be unknown patterns as
well (e.g., not classified or labeled).

[0053] At 258, the data analysis system 102 converts the user defined
windows into fixed sized windows. An example of this is illustrated in Figs. 6A-
6C. As explained in greater detail below, different methodologies may be
employed for determining how to generate the fixed sized windows from the
user-defined windows.

[0054] At 260, the training set is compiled from the generated fixed sized
windows and the underlying data.

[0055] At 262, a machine learning algorithm is used to produce a model
from the training set.

[0056] At 264, the model is published back to a data store where it is made
available for use on other data. It will be appreciated that different data than the
data used to generate the model may be used to further validate or test the
model. For example, the model may be trained on data from June 2018, and then
data from July 2019 may be used to validate the model.

[0057] At 266, the model may be applied to newly received data (e.g., data
received from computing system 104). In certain example embodiments, the
newly received data may be, for example, data from an ITCH data feed with each
event message of the ITCH data feed being an entry of the newly received data.
[0058] At 268, the model may be used to automatically make predictions
from the newly received data. An example of such predictions is illustratively
shown in Figs. 8 and 9. For example, the model may be used to predict
situations in the newly received data that may represent spoofing.

[0059] At 270, the predictions may be published to a user interface such
that user can verify or mark the predictions as being correct or incorrect at 272.
The verifications and/or corrections may be used to further adjust the model

(e.g., further train the model).
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Description Of Figures 3A-3E
[0060] Figures 3A-3E show a series of tables and graphs that may be

processed, stored, and/or displayed by a computer system (e.g., data analysis
computer system 102).

[0061] Figure 3A shows a table of source data 300 that is received from
computer system 104 and a table of derived data 302 that is derived from the
source data. The source data 300 is an example of a time series dataset that
includes multiple stateful time series transaction data records (e.g., each row in
dataset 300). Each row includes transaction information that may be used to
reconstruct the state of a data structure at a given point in time (e.g., when
processed with prior records within dataset 300). The transactional information
may include data that represents each action or transaction that has been
performed against one or more data structures (e.g., order books).

[0062] This reconstruction of a data structure may then be used to form the
data in the rows included in derived data 302. Accordingly, source data 300 may
be used to generate derived data 302 by applying source data 300 to a model or
state machine that is used to represent the state of the data structure at a
particular point in time.

[0063] As an example, the source data 300 may be used to reconstruct an
order book (e.g. a data structure) for a particular instrument or security. The
reconstruction of the order book may thus turn the stateful (e.g., such that the
state of the order book at a point in time that corresponds to each record is
dependent on the prior records within the dataset) time series data of source
data 300 into the stateless (e.g., where the state of the order book in connection
with a given record is reflected in the given record and not dependent on other
records within a dataset) data for derived data 302 (e.g., where each record
represents the state of an order book at a particular point in time). More
specifically, each record in a source data 300 may be applied, in order, to a state

machine that is used to keep track of and model how an order book operates
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based on, for example, the event type that is included within each record of the
source data 300 (e.g., “New Bid Order”, “Execute”, “Replace Order,” “Cancel
Order,” etc.). Each state (e.g., the open bid volume and/or the L1 bid volume) of
the order book (or other data structure) may then be stored as a record in the
derived dataset 302.

[0064] In certain examples, the number of rows (e.g., records) a data set of
source and/or derived data may number in the thousands, millions, or perhaps
billions or more. Each row or record may correspond to, for example, an event
message that is transmitted as part of an electronic data feed. An example of an
electronic data feed may be the ITCH protocol. Other data protocols may be
used. For example, an internal data feed from a matching engine of an
automated electronic exchange may be used.

[0065] In certain examples, generating the stateless dataset (derived
dataset 302) may allow for parallelization of the various records within the
dataset because the respective records do not need to be processed in any
particular order (e.g., they are stateless with respect to time).

[0066] Figure 3B shows a table of data 310 that has been derived and
corresponding graph 312 of the data in table 310. In certain examples, the graph
312 may be displayed to a user in a user interface according to certain example
embodiments.

[0067] Figure 3C is a graph 320 of example data according to certain
example embodiments. Figure 3D shows the graph 320 from Fig. 3C that
illustrates how the data represented in the graph may be bounded or contained.
In particular, the data is sliced in 5 second increments and bounded by boxes
322, 324, 326, and 328. Figure 3E shows a table 350 of the data from the graph
in Fig. 3C and a table 352 that represents the bounding of the data shown in Fig.
3D. The dataset shown in table 352 may be an example of an intervalized
dataset. As shown in table 352, 4 different values, as discussed herein, are

calculated per record of the dataset. In certain examples, at least 2 values may
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be calculated (e.g., if the components of VWAP are stored). It will be
appreciated, that any of the graphs shown in the figures herein may be displayed
to a user as part of a user interface.

Description Of Figures 4-5

[0068] Figure 4 shows an illustrative graph 400 with different types of data
plotted thereon according to certain example embodiments. As shown in graph
400, multiple different types of data may be combined into the same graph (or
multiple graphs). Graph 400 includes open bid volume, open ask volume, market
bid L1 volume, market ask L1 volume, total traded bid volume, and total traded
ask volume. Multiple different types of data may be combined into one graph to
allow users to better view or asses patterns within the data. In certain examples,
the graph shown in 400 may be displayed to a user via user interface. A user
may be able to zoom in and out on the graph (e.g., increasing the amount of data
shown on the x or time-axis). In certain examples, a user may be able to define
which elements of the data is displayed as part of graph 400. For example, a
user may hide data points and graphical element represented for the open bid
volume, while keeping the other graphical elements of the other data visible on
graph 400.

[0069] The user interface may allow a user to define different windows over
portions of graph 400 that is being displayed. The windows that a user may
define may be overlaid onto a graph that is displayed of the time series (or other)
data. This is illustratively shown in Figure 5 with example windows 410, 412, 414
that may be defined over graph 400.

[0070] Users may define windows (e.g., those shown in Fig. 5) by using a
touch screen, mouse, keyboard, and/or other user input devices to define the
windows. For example, if a user is using a mouse as an input device, they may
click in at the area that corresponds to the upper left corner of the bounding
window they are defining. The user may then click a second time to define the

lower right portion of the window. Other input techniques may also be used. For
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example, a user may click one an then drag a cursor on a screen to define the
window. |n another example, if a touch screen is used as input, a user can touch
in one area to define the one corner of a bounding box and then another corner
to define an opposing corner. Other shapes besides rectangular shapes may
also be used to define bounding boxes. For example, data may be represented
in a scatter plot and users can circle or otherwise bound the data within that
graph by drawing on the graph.

[0071] Returning to Fig. 5, window 410 is a portion of the data that a user
may identify as not being representative of a particular issue or pattern (e.g.,
spoofing). Windows 412 and 414 may be windows that a user identifies (e.g., by
generating the shown windows) as being representative of a particular issue
(e.g., spoofing). In certain examples, different types of windows may be used to
classify or identify different types of issues or patterns. Data for the user-defined
windows may be stored for later use (e.g., to a data store 204 that may be a
database or the like).

Description Of Figures 6A-7

[0072] Before using the user defined windows to develop a model, the
windows may be converted into fixed length windows. Figures 6A-6C show how
the example windows may be converted into fixed length windows according to
certain example embodiments. In Fig. 6A shows how multiple fixed windows
520, 522, and 524 are generated based on user defined window 414. Fig. 6B
shows how multiple fixed windows 530, 532, 534, and 536 are generated based
on user defined window 412. And fig. 6C shows how multiple fixed windows 540,
542, and 544 are generated based on user defined window 410.

[0073] The fixed window sizes may be fixed for a certain number of time
slices (e.g., 6 or 8, five second time slices — in other words, 30 or 40 total
seconds). As shown in 6A-6C, multiple fixed sized windows can be generated
for one user defined window. Thus, if a user defined window is 25 seconds in

length and a 40-second fixed window size is used then there are multiple

18



WO 2020/005895 PCT/US2019/038916

different time spans that a 40-second fixed window may be arranged and still
overlap the user defined 25-second window. This is illustrated in, for example,
Fig. 6A where three different 35-second fixed length windows are arranged
around the time span defined by the user defined 25-second window.

[0074] In certain example embodiments, system 102 may be programmed
to ensure that the relevant portion of the data of interest is encompassed by the
fixed length windows. |n the case of multiple fixed windows (e.g., where the size
of the fixed length windows allows for multiple fixed length windows to
encompass a user defined window), the right handed side of the left most fixed
length window may align with the right side of the user defined window user and
the left side of the right most fixed length window may align with the left side of
the user defined window. For example, the right side (e.g., the “end” of the time
frame that is encompassed by window 520) of window 520 (which is the left or
earliest fixed length window that encompasses window 414) is aligned with the
right side of window 414 at approximately timestamp 11:03:15.

[0075] In certain examples, multiple fixed length windows may be placed
between the left most window (e.g., the window that covers the earliest time
period for a given user defined window) and right most window (e.g., the window
that covers the latest time period for the same user defined window) at every
interval (e.g., if the data has been spliced at 5ms intervals the fixed length
windows may be spaced apart by 5ms). For example, referring to Fig. 6A as an
example, window 522 is included between window 520 (the earliest window
generated in connection with window 414) and window 524 (the latest window
that is generated in connection with window 414). In certain examples, the fixed
sized windows may be “anchored” to the right side of the user defined window.
In certain examples, a fixed length positive window may overlap with a location of
a user defined negative window. An example of this is shown in Fig. 6B where
window 530 is generated and overlaps the time period defined by window 410.

However, a fixed length window for a negatively defined window may be barred
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from overlapping a user defined positive window. For example, none of the fixed
length windows (540, 542, and 544) that are generated based on window 410 (a
window that defines a negative window — e.g., where a given condition is not
present) overlap with the time span defined by window 412.

[0076] In certain examples, if the fixed size for the windows is greater than
the user defined size for a negative window, then the negatively defined window
can be dropped (e.g., ignored). In certain examples, if the fixed size of a
positively defined window is larger (e.g., greater than or more than twice the size
of a fixed window) than the user window then the window may be dropped or
ignored.

[0077] In certain examples, the data and the windows may be mirrored.
Figure 7 illustratively shows how data may be mirrored to form additional training
examples according to certain example embodiments.

Description Of Figures 8-9

[0078] Once a model has been developed, new data may be applied to that
model to identify predictive windows. Figure 8 illustrates predictive windows 802-
826 that have been identified by a machine learned model according to certain
example embodiments. Each window may be assigned a probability of whether
the item of interest or particular data pattern (e.g., an instance of spoofing) is
present in the given window. In the windows of Fig. 8, 802 is predicted as being
0% likely as a true positive, 804 is 1% likely, 806 is 3% likely, 808 is 15% likely,
810 is 16% likely, 812 is 95% likely, 814 is 96% likely, 816 is 98% likely, 818 is
95% likely, 820 is 99% likely, 822 is 99% likely, 824 is 97% likely, 826 is 95%
likely. The window sizes of the predictive windows may be fixed in size or may
be variable according to certain example embodiments.

[0079] In certain example embodiments, the data that is applied to the
model may be streamed in from the exchange 104 in real-time (which include

substantially real-time — e.g., on a millisecond, second, or minute level of
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granularity) to thereby provide real-time identification of patterns within the
market (e.g., spoofing).

[0080] Once the predictive windows are developed by using the model,
then the predictive windows may be combined into a combined window 910 as
shown in Fig. 9. In certain example embodiments, contiguously located windows
may be grouped or combined when their likelihood meets or exceeds a
threshold. For example, in Fig. 9 the predictive windows may be combined when
they meet or exceed a 95% likelihood. The combined window 910 may be used
to generate a task. The task may be assigned to a user for the user to verify or
validate that the combined window 910 does contain the item of interest. For
example, the user may login to a user interface that displayed a list of tasks. The
user may click on successive tasks and each task that is clicked on will display a
graph (such as that shown in Fig. 9) that includes the window and the underlying
data of interest. The user may then click on a validate or invalidate button to
indicate if the identified window has been correctly identified. In certain example
embodiments, a user may also adjust the temporal “width” of the window. For
example, combined window 910 may be shrunk by 5 or 10 seconds on the right
and 5 seconds on the left.

Description Of Figure 10

[0081] Figure 10 is a block diagram of an example computing device 1000

” o

(which may also be referred to, for example, as a “computing device,” “computer
system,” or “computing system”) according to some embodiments. In some
embodiments, the computing device 1000 includes one or more of the following:
one or more hardware processors 1002; one or more memory devices 1004; one
or more network interface devices 1006; one or more display interfaces 1008;
and one or more user input adapters 1010. Additionally, in some embodiments,
the computing device 1000 is connected to or includes a display device 1012. As
will explained below, these elements (e.g., the hardware processors 1002,

memory devices 1004, network interface devices 1006, display interfaces 1008,
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user input adapters 1010, display device 1012) are hardware devices (for
example, electronic circuits or combinations of circuits) that are configured to
perform various different functions for the computing device 1000.

[0082] In some embodiments, each or any of the hardware processors
1002 is or includes, for example, a single- or multi-core processor, a
microprocessor (e.g., which may be referred to as a central processing unit or
CPU), a digital signal processor (DSP), a microprocessor in association with a
DSP core, an Application Specific Integrated Circuit (ASIC), a Field
Programmable Gate Array (FPGA) circuit, or a system-on-a-chip (SOC) (e.g., an
integrated circuit that includes a CPU and other hardware components such as
memory, networking interfaces, and the like). And/or, in some embodiments,
each or any of the processors 1002 uses an instruction set architecture such as
x86 or Advanced RISC Machine (ARM).

[0083] In some embodiments, each or any of the memory devices 1004 is
or includes a random access memory (RAM) (such as a Dynamic RAM (DRAM)
or Static RAM (SRAM)), a flash memory (based on, e.g., NAND or NOR
technology), a hard disk, a magneto-optical medium, an optical medium, cache
memory, a register (e.g., that holds instructions), or other type of device that
performs the volatile or non-volatile storage of data and/or instructions (e.g.,
software that is executed on or by processors 1002). Memory devices 1004 are
examples of non-volatile computer-readable storage media.

[0084] In some embodiments, each or any of the network interface devices
1006 includes one or more circuits (such as a baseband processor and/or a
wired or wireless transceiver), and implements layer one, layer two, and/or higher
layers for one or more wired communications technologies (such as Ethernet
(IEEE 802.3)) and/or wireless communications technologies (such as Bluetooth,
WIiFi (IEEE 802.11), GSM, CDMA2000, UMTS, LTE, LTE-Advanced (LTE-A),
and/or other short-range, mid-range, and/or long-range wireless communications

technologies). Transceivers may comprise circuitry for a transmitter and a
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receiver. The transmitter and receiver may share a common housing and may
share some or all of the circuitry in the housing to perform transmission and
reception. In some embodiments, the transmitter and receiver of a transceiver
may not share any common circuitry and/or may be in the same or separate
housings.

[0085] In some embodiments, each or any of the display interfaces 1008 is
or includes one or more circuits that receive data from the processors 1002,
generate (e.g., via a discrete GPU, an integrated GPU, a CPU executing
graphical processing, or the like) corresponding image data based on the
received data, and/or output (e.g., a High-Definition Multimedia Interface (HDMI),
a DisplayPort Interface, a Video Graphics Array (VGA) interface, a Digital Video
Interface (DVI), or the like), the generated image data to the display device 1012,
which displays the image data. Alternatively or additionally, in some
embodiments, each or any of the display interfaces 1008 is or includes, for
example, a video card, video adapter, or graphics processing unit (GPU).

[0086] In some embodiments, each or any of the user input adapters 1010
is or includes one or more circuits that receive and process user input data from
one or more user input devices (not shown in Figure 10) that are included in,
attached to, or otherwise in communication with the computing device 1000, and
that output data based on the received input data to the processors 1002.
Alternatively or additionally, in some embodiments each or any of the user input
adapters 1010 is or includes, for example, a PS/2 interface, a USB interface, a
touchscreen controller, or the like; and/or the user input adapters 1010 facilitates
input from user input devices (not shown in Figure 10) such as, for example, a
keyboard, mouse, trackpad, touchscreen, etc.

[0087] In some embodiments, the display device 1012 may be a Liquid
Crystal Display (LCD) display, Light Emitting Diode (LED) display, or other type
of display device. In embodiments where the display device 1012 is a component

of the computing device 1000 (e.g., the computing device and the display device
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are included in a unified housing), the display device 1012 may be a touchscreen
display or non-touchscreen display. In embodiments where the display device
1012 is connected to the computing device 1000 (e.g., is external to the
computing device 1000 and communicates with the computing device 1000 via a
wire and/or via wireless communication technology), the display device 1012 is,
for example, an external monitor, projector, television, display screen, etc.
[0088] In various embodiments, the computing device 1000 includes one,
or two, or three, four, or more of each or any of the above-mentioned elements
(e.g., the processors 1002, memory devices 1004, network interface devices
1006, display interfaces 1008, and user input adapters 1010). Alternatively or
additionally, in some embodiments, the computing device 1000 includes one or
more of. a processing system that includes the processors 1002; a memory or
storage system that includes the memory devices 1004; and a network interface
system that includes the network interface devices 1006.

[0089] The computing device 1000 may be arranged, in various
embodiments, in many different ways. As just one example, the computing
device 1000 may be arranged such that the processors 1002 include: a multi (or
single)-core processor; a first network interface device (which implements, for
example, WiFi, Bluetooth, NFC, etc.); a second network interface device that
implements one or more cellular communication technologies (e.g., 3G, 4G LTE,
CDMA, etc.); memory or storage devices (e.g., RAM, flash memory, or a hard
disk). The processor, the first network interface device, the second network
interface device, and the memory devices may be integrated as part of the same
SOC (e.g., one integrated circuit chip). As another example, the computing
device 1000 may be arranged such that: the processors 1002 include two, three,
four, five, or more multi-core processors; the network interface devices 1006
include a first network interface device that implements Ethernet and a second
network interface device that implements WiFi and/or Bluetooth; and the memory

devices 1004 include a RAM and a flash memory or hard disk.
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[0090] As previously noted, whenever it is described in this document that a
software module or software process performs any action, the action is in
actuality performed by underlying hardware elements according to the
instructions that comprise the software module. Consistent with the foregoing, in
various embodiments, each or any combination of participant systems 106A and
106B, exchange 104, data analysis system 102, quantizer module 108,
annotation module 110, ML module 112, verification module 114, and client
system 116, data store 204, API| 208, each of which will be referred to individually
for clarity as a “component” for the remainder of this paragraph, are implemented
using an example of the computing device 1000 of Figure 5. In such
embodiments, the following applies for each component: (a) the elements of the
1000 computing device 1000 shown in Figure 10 (i.e., the one or more
processors 1002, one or more memory devices 1004, one or more network
interface devices 1006, one or more display interfaces 1008, and one or more
user input adapters 1010), or appropriate combinations or subsets of the
foregoing) are configured to, adapted to, and/or programmed to implement each
or any combination of the actions, activities, or features described herein as
performed by the component and/or by any software modules described herein
as included within the component; (b) alternatively or additionally, to the extent it
is described herein that one or more software modules exist within the
component, in some embodiments, such software modules (as well as any data
described herein as handled and/or used by the software modules) are stored in
the memory devices 1004 (e.g., in various embodiments, in a volatile memory
device such as a RAM or an instruction register and/or in a non-volatile memory
device such as a flash memory or hard disk) and all actions described herein as
performed by the software modules are performed by the processors 1002 in
conjunction with, as appropriate, the other elements in and/or connected to the
computing device 1000 (i.e., the network interface devices 1006, display

interfaces 1008, user input adapters 1010, and/or display device 1012); (c)
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alternatively or additionally, to the extent it is described herein that the
component processes and/or otherwise handles data, in some embodiments,
such data is stored in the memory devices 1004 (e.g., in some embodiments, in a
volatile memory device such as a RAM and/or in a non-volatile memory device
such as a flash memory or hard disk) and/or is processed/handled by the
processors 1002 in conjunction, as appropriate, the other elements in and/or
connected to the computing device 1000 (i.e., the network interface devices
1006, display interfaces 1008, user input adapters 1010, and/or display device
512); (d) alternatively or additionally, in some embodiments, the memory devices
1002 store instructions that, when executed by the processors 1002, cause the
processors 1002 to perform, in conjunction with, as appropriate, the other
elements in and/or connected to the computing device 1000 (i.e., the memory
devices 1004, network interface devices 1006, display interfaces 1008, user input
adapters 1010, and/or display device 512), each or any combination of actions
described herein as performed by the component and/or by any software

modules described herein as included within the component.

[0091] Consistent with the description herein, including the preceding
paragraph, as one example, in an embodiment where an instance of the
computing device 1000 is used to implement the data analysis system 102, the
memory devices 1004 could load and store datasets (both raw and implied) and
a generated machine learned model, and/or store the data described herein as
processed and/or otherwise handled by the client side interfaces that are used to
display the various graphs herein. Processors 1002 could be used to operate the
process shown in Fig. 2B, the quantizer module 108, the annotation module 110,
the ML module 112, the verification module 114, and/or otherwise process the
data described herein as processed by the data analysis system 102, the

exchange system 104, and/or the client system 116.
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[0092] The hardware configurations shown in Figure 10 and described
above are provided as examples, and the subject matter described herein may
be utilized in conjunction with a variety of different hardware architectures and
elements. For example: in many of the Figures in this document, individual
functional/action blocks are shown; in various embodiments, the functions of
those blocks may be implemented using (a) individual hardware circuits, (b)
using an application specific integrated circuit (ASIC) specifically configured to
perform the described functions/actions, (¢) using one or more digital signal
processors (DSPs) specifically configured to perform the described
functions/actions, (d) using the hardware configuration described above with
reference to Figure 10, (e) via other hardware arrangements, architectures, and
configurations, and/or via combinations of the technology described in (a)

through (e).

Technical Advantages of Described Subject Matter

[0093] In certain example embodiments, the transactional data received
from a computer system (e.g., an exchange computer system) may be time
sliced along fixed (or other defined) time intervals. This process allows for
compressing or rolling up the potentially vast amount of transactional data while
also maintaining important information that is represented by the transactions
within a given time slice. The data that is produced may then be used as input
for the machine learning process. It will be appreciated that this can improve the
speed at which the machine learned process operates (e.g., the speed at which a
model is developed) while not detracting from the overall accuracy of the
resulting model.

[0094] In certain examples, the time sliced data can also be used to present
an improved graphical view of the underlying data to a user that is defining or
identifying patterns within the data. Patterns within the data may be identified by

windowing the portion of the data that indicates a particular pattern.
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[0095] In certain examples, the user defined windows may be converted
into fixed sized windows that are used for the machine learning process. This
formatting of the user defined windows can improve the efficiency of the machine
learning process while still maintaining the relevance of the patterns in the data
previously identified by a user.

[0096] In certain examples, the techniques herein may allow for more
efficiently spotting “bad” or abusive trading behavior (e.g. manipulation of the
market) in an efficient manner. The techniques herein may operate faster than
conventional techniques for identifying abusive trading behavior and therefore
may increase the security (e.g., by increasing the confidence that the overall
market is not being manipulated) of the overall exchange platform that is being
used by other participants.

[0097] In certain examples, generating a dataset with stateless records
from a dataset with stateful records may allow for parallel processing of the
generated dataset. The parallelization may be accomplished because the
respective records do not need to be processed in any particular order (e.g., they
are stateless with respect to time). This parallelization may thus improve the
speed by which the records can be processed in certain environments (such as
for machine learning, visual charting of the data, and the like).

[0098] The techniques herein may also be applied to other data domains to
assist in spotting patterns and developing machine learned models for identifying
such patterns within data streams. Such data streams may include, for example,
weather data, image data, video data, etc.

Selected Terminology

[0099] Whenever it is described in this document that a given item is

” o ” o

present in “some embodiments,” “various embodiments,” “certain embodiments,”

” o

“certain example embodiments, “some example embodiments,” “an exemplary

embodiment,” or whenever any other similar language is used, it should be
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understood that the given item is present in at least one embodiment, though is
not necessarily present in all embodiments. Consistent with the foregoing,

” o

whenever it is described in this document that an action “may,” “can,” or “could”

be performed, that a feature, element, or component “may,” “can,” or “could” be

” o

included in or is applicable to a given context, that a given item “may,” “can,” or

“could” possess a given attribute, or whenever any similar phrase involving the

” o

term “may,” “can,” or “could” is used, it should be understood that the given
action, feature, element, component, attribute, etc. is present in at least one
embodiment, though is not necessarily present in all embodiments. Whenever it
is described in this document that a function, process, component, or other
element is “automatic” or “automatically” performed, that function, process,
component, or other element is one that is performable without needing human
intervention, input, and/or processing. Thus, for example, description of
“automatic generation” includes generation of the item without requiring human
intervention. Terms and phrases used in this document, and variations thereof,
unless otherwise expressly stated, should be construed as open-ended rather
than limiting. As examples of the foregoing: “and/or” includes any and all
combinations of one or more of the associated listed items (e.g., a and/or b
means a, b, or a and b); the singular forms "a", "an" and "the" should be read as

” o

meaning “at least one,” “one or more,” or the like; the term “example” is used
provide examples of the subject under discussion, not an exhaustive or limiting
list thereof; the terms "comprise” and “include” (and other conjugations and other
variations thereof) specify the presence of the associated listed items but do not
preclude the presence or addition of one or more other items; and if an item is
described as “optional,” such description should not be understood to indicate

that other items are also not optional.

[00100] As used herein, the term "non-transitory computer-readable storage

medium” includes a register, a cache memory, a ROM, a semiconductor memory
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device (such as a D-RAM, S-RAM, or other RAM), a magnetic medium such as a
flash memory, a hard disk, a magneto-optical medium, an optical medium such
as a CD-ROM, a DVD, or Blu-Ray Disc, or other type of device for non-transitory
electronic data storage. The term “non-transitory computer-readable storage

medium” does not include a transitory, propagating electromagnetic signal.

Additional Applications of Described Subject Matter

[00101] Although process steps, algorithms or the like, including without
limitation with reference to Figures 1-9, may be described or claimed in a
particular sequential order, such processes may be configured to work in
different orders. In other words, any sequence or order of steps that may be
explicitly described or claimed in this document does not necessarily indicate a
requirement that the steps be performed in that order; rather, the steps of
processes described herein may be performed in any order possible. Further,
some steps may be performed simultaneously (or in parallel) despite being
described or implied as occurring non-simultaneously (e.g., because one step is
described after the other step). Moreover, the illustration of a process by its
depiction in a drawing does not imply that the illustrated process is exclusive of
other variations and modifications thereto, does not imply that the illustrated
process or any of its steps are necessary, and does not imply that the illustrated

process is preferred.

[00102] Although various embodiments have been shown and described in
detail, the claims are not limited to any particular embodiment or example. None
of the above description should be read as implying that any particular element,
step, range, or function is essential. All structural and functional equivalents to
the elements of the above-described embodiments that are known to those of
ordinary skill in the art are expressly incorporated herein by reference and are
intended to be encompassed. Moreover, it is not necessary for a device or

method to address each and every problem sought to be solved by the present
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invention, for it to be encompassed by the invention. No embodiment, feature,
element, component, or step in this document is intended to be dedicated to the

public.
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CLAIMS

1. A computer system comprising:

a non-transitory computer readable storage medium configured to store a
time series dataset that includes stateful time series transaction data records that
each indicate how different transaction requests have been applied to a data
structure, wherein a state of the data structure in association with each of the
stateful time series transaction data records is dependent on prior stateful time
series transaction data records within the time series dataset; and

at least one hardware processor coupled to the non-transitory computer
readable storage medium, the at least one hardware processor configured to:

process the time series dataset to determine, for each of the stateful
time series transaction data records, a state for the data structure at a
corresponding time,

generate a derived dataset that includes each state that is
determined for the data structure at the corresponding time, and

generate an intervalized dataset from the derived dataset, wherein
each record of the intervalized dataset corresponds to a different time interval
over the derived dataset, wherein each record of the intervalized dataset includes
at least two different values that are calculated based on data from the derived

dataset that is within a corresponding interval.

32



WO 2020/005895 PCT/US2019/038916

2. The computer system of claim 1, wherein the at least one hardware
processor is further configured to:

process multiple inputs that are provided via a user input device from a
user, the processing of the multiple inputs to define a plurality of user-defined
windows over different time periods within the intervalized dataset, wherein at
least some of the plurality of different windows indicate a pattern within the

intervalized dataset.

3. The computer system of claim 2, wherein the at least one hardware
processor is further configured to:

present a graphical display that is based on the intervalized dataset,
wherein at least one of the a plurality of user-defined windows is overlaid on the

graphical display.

4. The computer system of claim 2, wherein the at least one hardware
processor is further configured to:

generate a plurality of fixed-length windows based on the plurality of user-
defined windows, wherein a first group of fixed-length windows is generated

based on a first window of the plurality of user-defined windows.

5. The computer system of claim 4, wherein each of the first group of
fixed-length windows covers the same amount of time within the time series
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dataset and each of the first group of fixed-length windows cover different

segments of time within the time series dataset.

6. The computer system of claim 4, wherein the plurality of user-defined
windows include at least one positive indication of the pattern within the
intervalized dataset and at least one negative indication of the pattern within the

intervalized dataset.

7. The computer system of claim 4, wherein a time span of a first fixed-
length window of the first group of fixed-length windows is programmatically
generated where an end of the time span is equal to an end of the first window,
wherein the time span of the first fixed-length window covers a time period that is

prior to any other fixed-length windows in the first group of fixed-length windows.

8. The computer system of claim 4, wherein automatic generation of fixed-
length windows that are based on windows indicated as not containing a pattern
are generated to not overlap time spans defined by windows indicated as

containing the pattern.

9. The computer system of claim 1, wherein the at least one hardware
processor is further configured to:
generate a training dataset based on the intervalized dataset, and
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train a model based on the generated training dataset.

10. The computer system of claim 9, wherein the generation of the training
dataset is further based on a plurality of programmatically generated fixed-length

windows.

11. The computer system of claim 9, wherein the at least one hardware
processor is further configured to:
apply a different time series dataset to the trained model to thereby

automatically identify instances of a pattern within the different time series data.

12. The computer system of claim 11, wherein automatic identification of
instances of the pattern includes:

assigning, to each of a plurality of new windows, a probability of
occurrence of the pattern within the different time series data,

generating a combined window that is based on a sequence of windows
within the plurality of new windows that each have a probability that exceeds a

probability threshold.

13. The computer system of claim 11, wherein the at least one hardware

processor is further configured to:
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automatically generate a task for each of the automatically identified

instances of the pattern within the different time series data.

14. The computer system of claim 11, further comprising:
a transceiver configured to receive the different time series data and, in

real time, apply the different time series data to the generated model.

15. The computer system of claim 1, wherein the at least two different
values include a value from a beginning of the corresponding interval, a value
from an end of the corresponding interval, a highest value within the

corresponding interval, and a lowest value within the corresponding interval.

16. A non-transitory computer readable storage medium storing computer
readable instructions for use by at least one hardware processor of a computer
system, the stored computer readable instructions comprising instructions that
cause the at least one hardware processor to:

store, to a memory device, a time series dataset that includes stateful time
series transaction data records that each indicate how different transaction
requests have been applied against at least one data structure;

process the time series dataset to determine, for each of the stateful time
series transaction data records, a state of the at least one data structure at a
corresponding time,

36



WO 2020/005895 PCT/US2019/038916

store, to the non-transitory computer readable storage medium, a derived
dataset that includes each state of the at least one data structure at the
corresponding time; and

generate an intervalized dataset from the derived dataset, wherein each
record of the intervalized dataset corresponds to a different time interval over the
derived dataset, wherein each record of the intervalized dataset includes at least
two different values that are calculated based on data from the derived dataset

that is within a corresponding interval.

17. The non-transitory computer readable storage medium of claim 16,
wherein stored computer readable instructions comprise further instructions that
cause the at least one hardware processor to:

generate a plurality of fixed-length windows based on a plurality of user-
defined windows, the plurality of fixed-length windows being over different
periods of time that are represented by the intervalized dataset, wherein a first
group of fixed-length windows is generated based on a first window of the

plurality of user-defined windows.

18. The non-transitory computer readable storage medium of claim 16,
wherein stored computer readable instructions comprise further instructions that
cause the at least one hardware processor to:

generate a training dataset based on the intervalized dataset, and
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train a model based on the generated training dataset.

19. The non-transitory computer readable storage medium of claim 16,
wherein the at least two different values include a value from a beginning of the
corresponding interval, a value from an end of the corresponding interval, a
highest value within the corresponding interval, and a lowest value within the

corresponding interval.

20. A method that is executed on a computer system, the method
comprising:

storing, to a non-transitory computer readable storage medium, a time
series dataset that includes stateful time series transaction data records that
each indicate how different transaction requests have been applied to at least
one data structure;

processing the time series dataset to determine, for each of the stateful
time series transaction data records, a state of the at least one data structure at a
corresponding time,

generating a derived dataset that includes each determined state of the at
least one data structure at the corresponding time; and

generating an intervalized dataset from the derived dataset, wherein each
record of the intervalized dataset corresponds to a different time interval over the
derived dataset, wherein each record of the intervalized dataset includes at least
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two different values that are calculated based on data from the derived dataset

that is within a corresponding interval.
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